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Add New Virtual Scanner x |

Name Your Virtual Scanner
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@UAL‘?’SGUAED‘ VIRTUAL SCANNER

QualysGuard® Scanner Consocle
Name: ekorneyc_qualys, LAN IP: 10.62.145.82

Set up network (LAN) =
Change WAN interface >
Disable WAN interface =
Enable proxy =

Reset network config =
System shutdown =
System reboot =

Version info: 3.11.165.11.0
Exit this menu? (/M)
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Personalize

Update in prograss 12%

~ |

Personalize this scanner =  Enter personalization code:

set up network (LAN) =

Enalile WAN interface =

Enable proxy >

Reset network config >

Systemn shutdown =

System reboot >

Version info: 3.9.7.5.11.0

Exit this menu? (/M)
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- 112 £ 55 AManagement>3f & B Enable (event) CVSS >i& &> CVSS > Enable (event)
CVSSita
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CVSS Scoring

CVSS stands for Common Vulnerability Scoring System, the emerging open standard for
vulnerability scoring. CVSS scoring provides a common language for understanding
vulnerabilities and threats. When enabled, an overall CVSS score is displayed for
vulnerabilities in scan reports (automatic).

Enable CVSS Scoring
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REST API Host
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REST API Port:

443
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HTTP Proxy Port
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cisco  loentty Sarvices Engina = Context Vigibility v Oipueraibions * Policy » Administration
Endpoints | Network Devices
Endpoints  Cc4A00:14:80:48

Co:4A:00:148D:48 O F H

MAC Address: CO:4A:00:14:0:48

— Usemame: alice
Endpoint Profile:
Caurrant IF Address: 10.62.148.63
- Location:
Attribuftos Authantcation Thraals Vulmgrabilitps
CHD-90783
Thithe: Microsoft Windows Bemote Deskiop Prolocn] Bemode Code Execution Vulnerability (MS12.020)

CVES sooee: 03

CVEIDS: CVYE-20012-0002 CWE-2012-0152,

Reported by:  Qualys

Eeported at:

QID-38173

Ththe: S5L Certificate - Signature Verification Failed Yulnerability

CVES sgore: 94
CVEIDS:
Repored by:  Qualys
Reparned at:
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@UAL‘ESGUAR[P VIRTUAL SCANNER

QualysGuard® Scanner Console
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Detailed Results

= 10.62.148.563 (ekorneyc-pc.example.com, EKORNEYC-PC)

w Vulnerabilities (6) [F [
P HEEEE 5 Microsoft Windows Remote Desklop Protocol Remote Code Execution Vulnerability (MS12-020)

* RN 3 SSU/TLS use of weak RC4 cipher

(N || 3 Windows Remote Deskiop Protocol Weak Encryption Method Allpwed
N | | 2 NetBIOS Name Accessible

L | | 2 S5L Cenificate - Signatura Verification Failed Vulnarability

L3N | 1 ICMP Timestamp Requast

p Potential Vulnerabilities (1) EE
» Information Gathered (26) @)

Troubleshoot
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= Sysinm b dgnity Maragemant b Notwork Resources ¢ Devioe Portel Managemen!  poGind Senaces 1 Fiisbd Senvios b PragigiD  * Treonl Contric NAG
Depknynirt  Licending ¢ Contfcates ~Loggng ¢ Manenancsd Upgrade Backup S Restcie ¢ Adwin Accedds ¢ Sefttrgs

]
Local Log Settings Mg List » 153 - Bk eocmenpla.com
Debug Level Configuration
Parmobe Logoing Tangets
Logging Catogonies ) Piat i Deflialt
Mozsage Capiog COMpanent. Mama w LG Lived DusCription
Detuy Log Configuration [ ] | |
Colpction Fiers ) varruntime DEBLG Wulnerabdity Assesement Runtime messages
)} vaeservice S DEBLIG Widnerpbity Arseosment Service meRraoes

R EN B&- varuntime.log. ZEEE R MISE CLIETHE :

| SE21- 3ek/ adm n# show | oggi ngvar unti ne. | og

TC-NACH K T A ESHITREN L IR,

2016- 06- 28 19: 06: 30, 823[ Thread-70][] va.runtine. adm n. mt. Endpoi nt Fi | eReader - - VA VA
[{"operationType": 1, "nmacAddress": " CO: 4A: 00: 14: 8D: 4B", "ondemandScanl nt erval ": "48","i sPeri odi cScan
Enabl ed": f al se, "peri odi cScanEnabl edString":"0", "vendor | nst ance": " 796440b7- 09b5- 4f 3b- b611-

199f b81a4b99", "psnHost Nane": "1 SE21- 3ek", "heart Beat Ti me": 0, "l ast ScanTi me": 0} ]

2016- 06- 28 19: 06: 30, 824[ Thread-70][] va.runtine. adm n. vaservi ce. VaServi ceRenot i ngHandl er - -
VA Wnt

{"operationType": 1, "rmacAddress": " C0: 4A: 00: 14: 8D: 4B", "ondenandScanl nterval ": " 48", "i sPeri odi cScanE
nabl ed": f al se, "peri odi cScanEnabl edString":"0", "vendor| nstance": "796440b7- 09b5- 4f 3b- b611-

199f b81a4b99", "psnHost Nane": "1 SE21- 3ek", "heart Beat Ti ne": 0, "| ast ScanTi me": 0}
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2016- 06- 28 19: 25: 02, 020[ pool -311-thread-8][] va.runtine.adm n.vaservi ce. VaServi ceMessagelLi st ener
- -VaServi ce
[{"macAddress": " CO: 4A: 00: 14: 8D: 4B", "i pAddress": "10. 62. 148. 63", "l ast ScanTi ne": 1467134394000, "vul n
erabilities":["{\"vulnerabilityld\":\"Q D-90783\",\"cvelds\":\"CVE-2012- 0002, CVE- 2012-
0152,\",\"cvssBaseScore\":\1"9.3\",\"cvssTenporal Score\":\"7.7\" ,\"vulnerabilityTitle\":\"M croso
ft Wndows(Ms12-020)\",\"vul nerabilityVendor\":\"Qualys\"}","{\"vulnerabilityld\":\"Q D
38173\",\"cvelds\":\"\", \"cvssBaseScore\":\"9.4\" \"cvssTenporal Score\":\"6.9\" , \"vulnerabilityT
itle\":\"SSL-Vul nerability\",\"vul nerabilityVendor\":\"Qualys\"}","{\"vulnerabilityld\":\"Q D
90882\ ",\"cvelds\":\"\", \"cvssBaseScore\":\"4. 7\" ,\"cvssTenporal Score\":\"4\" \"vul nerabilityTit
le\":\"WndowsAl | oned\",\"vul nerabilityVendor\":\"Qualys\"}","{\"vulnerabilityld\":\"Q D
90043\ ",\"cvelds\":\"\", \"cvssBaseScore\":\"7.3\",\"cvssTenporal Score\":\"6.3\",\"vulnerabilityT
itle\":\"SMBRequired\",\"vul nerabilityVendor\":\"Qualys\"}","{\"vulnerabilityld\":\"Q D
38601\ ",\"cvel ds\":\" CVE-2013- 2566, CVE- 2015-
2808,\",\"cvssBaseScore\":\"4.3\" , \"cvssTenporal Score\":\"3.7\",\"vul nerabilityTitle\":\"SSL/TLS
RCASMB \” \ “vul nerabilityVendor \" \ “Qualys \ “}"]1}]
2016- 06- 28 19: 25: 02, 127[ pool -311-thread-8][] va.runtine.adm n.vaservi ce. VaServi ceMessagelLi st ener
- - VA db lastscantinme 1467134394000 nac CO: 4A: 00: 14: 8D: 4B
2016- 06- 28 19: 25: 02, 268[ pool -311-thread-8][] va.runtinme.adm n. vaservi ce. VaAdm nServi ceCont ext -

- VA jsonPRl LAN
2016- 06- 28 19: 25: 02, 272[ pool -311-thread-8][] va.runtinme.adm n. vaservi ce. VaPanRenot i ngHandl er -

- VA {Q0: 4A: 00: 14: 8D: 4B=[{"vul nerabilityld":"Q D-90783", "cvel ds": " CVE- 2012- 0002, CVE- 2012-

0152, ", "cvssBaseScore":"9. 3", "cvssTenporal Score":"7.7","vulnerabilityTitle":"Mcrosoft W ndows
(MB12-020) ", "vul nerabi lityVendor": "Qual ys"} {"vulnerabilityld":"Q D
38173","cvelds":"","cvssBaseScore":"9. 4", "cvssTenporal Score":"6.9","vulnerabilityTitle":"SSL-"
“vul nerabilityVendor” “Qualys”}{"vulnerabilityld":"Q D

90882", "cvelds":"", "cvssBaseScore":"4. 7", "cvssTenporal Score":"4","vul nerabilityTitle":"Wndows”
“vul nerabi lityVendor” “Qualys”} {"vulnerabilityld":"Q D

90043", "cvelds":"", "cvssBaseScore":"7. 3", "cvssTenporal Score":"6.3","vulnerabilityTitle":" SMBSMB"

“vul nerabi lityVendor” “Qualys”} {"vulnerabilityld":"Q D-38601", "cvel ds": " CVE- 2013- 2566, CVE- 2015-
2808, ", "cvssBaseScore":"4.3","cvssTenporal Score":"3.7","vulnerabilityTitle":"SSL/ TLSRC4”
“vul nerabi lityVendor” “Qualys”}]}

R EM B &- vaservice.log, HEEEE#MISE CLIETHE :

| SE21- 3ek/ adm n# show | oggi ngvaservi ce. | og

FHRIHEERBIRR GBS

2016- 06-28 17:07: 13, 200[ endpoi nt Pol | er Schedul er-3][] cpmva. service. util.VaServicelil - -
VA SendSysl og systenisg
[{"systemMVsg":"91019", "i sAutol nsert Sel f Acsl nstance":true,"attributes":["TC

NAC. Servi ceNanme", "Vul nerability” “TCNAC. Status” “VA’ “TCNAC. Details” “VAprocessing","TC

NAC. MACAddr ess", " C0: 4A: 00: 14: 8D: 4B", " TC- NAC. | pAddr ess", "10. 62. 148. 63", "TC-

NAC. Adapt er | nst anceUui d", " 796440b7- 09b5- 4f 3b- b611- 199f b81a4b99", " TC-

NAC. Vendor Nane", " Qual ys", " TC- NAC. Adapt er | nst anceNane", " QUALYS VA"]}]

AdapterMessagelistenerte EE57 #FIHE VIR |, EEIT K.

2016- 06- 28 17:09: 43, 459[ Si npl eAsyncTaskExecut or - 2] []

cpm va. servi ce. processor . Adapt er Messageli st ener - -

{" Adapt er I nst anceNane": " QUALYS_ VA", "Adapt er | nst anceUi d": "a70031d6- 6e3b- 484a- adb0-
627f 30248ad0", "Vendor Nanme": " Qual ys", " Oper at i onMessageText": " Nunber 100"}

2016- 06- 28 17: 14: 43, 760[ Si npl eAsyncTaskExecut or - 2] []

cpm va. servi ce. processor . Adapt er Messageli st ener - -

{" Adapt er I nst anceNane": " QUALYS_VA", "Adapt er | nst anceUi d": "a70031d6- 6e3b- 484a- adb0-
627f 30248ad0", "Vendor Nanme": " Qual ys", " Oper at i onMessageText": " Nurmber 001"}



2016- 06-28 17:19: 43, 837[ Si nmpl eAsyncTaskExecut or - 2] []

cpm va. servi ce. processor . Adapt er MessagelLi st ener - -

{" Adapt er | nst anceNane": " QUALYS_VA", "Adapt er | nst anceUi d": "a70031d6- 6e3b- 484a- adbO-
627f 30248ad0", "Vendor Nane": " Qual ys", " Oper at i onMessageText ": " Number 001"}

2016- 06- 28 17: 24: 43, 867[ Si nmpl eAsyncTaskExecut or - 2] []

cpm va. servi ce. processor . Adapt er MessagelLi st ener - -

{" Adapt er | nst anceNane": " QUALYS_VA", "Adapt er | nst anceUi d": "a70031d6- 6e3b- 484a- adbO-
627f 30248ad0", "Vendor Nane": " Qual ys", " Oper at i onMessageText ": " Number 001"}

EfEE 23KBQID, CVE'S5CVSSity —i2

2016- 06- 28 17: 24: 57, 556[ Si npl eAsyncTaskExecut or-2][]

cpm va. servi ce. processor . Adapt er Messageli st ener - -

{"request edvacAddr ess": " C0: 4A: 00: 14: 8D: 4B", "scanSt at us": " ASSESSMENT_SUCCESS", "1 ast ScanTi meLong":
1467134394000, "i pAddress": "10. 62. 148. 63", "vul nerabilities":[{"vul nerabilityld":"Q D

38173","cvelds":"", "cvssBaseScore":"9.4","cvssTenporal Score":"6.9","vulnerabilityTitle":"SSL-
Vul nerabi lity", "vul nerabilityVendor":"Qualys"}, {"vulnerabilityld":"Q D
90043", "cvelds":"","cvssBaseScore":"7.3","cvssTenporal Score":"6.3","vulnerabilityTitle":"SMB

Requi red", "vul nerabi lityVendor": "Qual ys"},{"vulnerabilityld":"Q D 90783", "cvel ds": " CVE- 2012-
0002, CVE- 2012-

0152, ", "cvssBaseScore":"9. 3", "cvssTenporal Score":"7.7","vulnerabilityTitle":"Mcrosoft W ndows(
RCAci pher", "vul nerabi lityVendor": " Qual ys"}, {"vul nerabilityld":"Q D
90882", "cvelds":"","cvssBaseScore":"4.7","cvssTenporal Score":"4","vulnerabilityTitle": "W ndows

M512-020) ", "vul nerabi | i tyVendor": " Qual ys"},{"vul nerabilityld":"Q D 38601", "cvel ds": " CVE- 2013-
2566, CVE- 2015-

2808, ", "cvssBaseScore":"4.3","cvssTenporal Score":"3.7","vulnerabilityTitle":"SSL/ TLSSVMB"

“vul nerabilityVendor” “Qualys”}]}

2016- 06- 28 17:25: 01,282 | NFO [ Si npl eAsyncTaskExecut or-2][]

cpm va. servi ce. processor . Adapt er MessagelLi st ener - -1 RF

{"C0: 4A: 00: 14:8D: 4B": [{"vul nerabi lity": {"CVSS_Base_Score":9.4,"CVSS Tenporal _Score":7.7},"ti nme-
stanp": 1467134394000, "title":"Vulnerability","vendor":"Qual ys"}]}

2016- 06- 28 17: 25: 01, 853[ endpoi nt Pol | er Schedul er-2][] cpmva. service. util.VaServiceltil - -
VA SendSysl og systenisg

[{"systemMVsg":"91019", "i sAutol nsert Sel f Acsl nstance":true,"attributes":["TC

NAC. Servi ceNane", "Vul nerabi lity” “TCNAC. Status” “VA" “TCNAC. Details” “VA 5","TC

NAC. MACAddr ess", " C0: 4A: 00: 14: 8D: 4B", " TC- NAC. | pAddr ess", "10. 62. 148. 63", "TC

NAC. Adapt er | nst anceUui d", " 796440b7- 09b5- 4f 3b- b611- 199f b81a4b99", " TC-

NAC. Vendor Nane", " Qual ys", " TC- NAC. Adapt er | nst anceNane", "QUALYS VA"] }]

SRE Y R

B 1. ISE3R 8 5CVSS_Base_Score 0.0MICVSS_Temporal_ScorefI 5B R £0.0 , MQualys
Cloudfi &5 IEHRIAMB .

B -
HKREMQualysBEER FIBTRICIoudIIRER I TR , AMEISELE R4,
fEvaservice.log® E K1 :

2016- 06- 02 08: 30: 10, 323 I NFO [ Si mpl eAsyncTaskExecut or-2][]

cpm va. servi ce. processor . Adapt er MessagelLi st ener - -1 RF

{"C0: 4A: 00: 15: 75: C8": [{"vul nerabi l ity": {"CVSS_Base_Score":0.0,"CVSS Tenporal _Score":0.0},"time-
st anp": 1464855905000, "title":"Vul nerability", "vendor": " Qual ys"}]}

BRAR :

Bovss PN ERER =& 2 —%E 8B aHcvssit D RIEQualys Cloud# /B A , TEEESUIRIE
BERE. B8cvssERE , EERBEEMBFE—XE , TS ANIIETH. BEISEATR



ECVSSito =R AMEIHE , BEREFXMIENET . EHURITHETIEIManagement>f & T>% &>
CVSS > Enable (event) CVSSit%

B2, ISEMQualys Cloud FEEBLRE R , BIEERNBRBBEEPT.
WEENBENEBETET , MREMAVALRHE. REZEFZHWRERMIT.
fEvaservice.log & F 1 :

2016- 06- 28 16: 19: 15, 401[ Si nmpl eAsyncTaskExecut or-2][]

cpm va. servi ce. processor . Adapt er MessagelLi st ener - -

(Body: ' [ B@da5e620( byt e[ 311])"' MessageProperties [headers= {} tinestanp=nul |l messagel d=nul |

user | d=nul | appl d=nul | cl usterl d=nul | type=nul | correl ationld=null replyTo=null

cont ent Type=appl i cati on/ oct et - st r eam cont ent Encodi ng=nul | cont ent Lengt h=0

del i ver yMode=PERSI STENT expiration=null priority=0 redelivered=false

recei vedExchange=i rf.topi c.va-reports recei vedRouti ngKkey= del i veryTag=9830 nessageCount =0])
2016- 06- 28 16: 19: 15, 401[ Si nmpl eAsyncTaskExecut or - 2] []

cpm va. servi ce. processor . Adapt er MessagelLi st ener - -

{"request edMacAddr ess": " 24: 77: 03: 3D: CF: 20", "scanSt at us": " SCAN_ERROR', "scanSt at usMessage": "Error

trigeringonl904Il Pscanni ng.", "l ast ScanTi neLong": 0, "i pAddress": " 10. 201. 228. 102"}
2016- 06- 28 16: 19: 15, 771[ Si npl eAsyncTaskExecut or - 2] []
cpm va. servi ce. processor . Adapt er MessagelLi st ener - - Macaddr ess: 24: 77: 03: 3D: CF: 20 | P

Addr ess(DB) 10.201.228. 102

2016- 06- 28 16: 19: 16, 336[ endpoi nt Pol | er Schedul er-2][] cpmva.service.util.VaServiceltil - -
VA SendSysl og systenisg

[{"systemMVsg":"91008", "i sAut ol nsert Sel f Acsl nstance":true,"attributes":["TC

NAC. Servi ceNane", "Vul nerability” “TCNAC Status” “VA’ “TCNAC. Details” “trigeringl9o04lP

scanni ng. ", " TC- NAC. MACAddr ess", "24: 77: 03: 3D: CF: 20", "TC- NAC. | pAddr ess", "10. 201. 228. 102", "TC
NAC. Adapt er | nst anceUui d", " 796440b7- 09b5- 4f 3b- b611- 199f bh81a4b99", "TC-

NAC. Vendor Nane", " Qual ys", " TC- NAC. Adapt er | nst anceNane", "QUALYS VA"]}]

RRAR :
Qualys CloudF&R AL iR IPH UL B B4R |, BRIEERIN T LinaIPibi T 55 X
Management>#7=>E L& = >New > IP#E IR ERE 4

£
. ENSORSEISEE S HE , A1

.- Technical Support & Documentation - Cisco Systems
. M3 : 5QualysHISE 2.1
- Qualys3Z#



/content/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
https://communities.cisco.com/videos/15270
https://community.qualys.com/docs/DOC-4802
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