NISEZ HTELIE 1R & 1% Bies
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FERAMNAY
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SB1UIIAAAAT B
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F=% FISELFEDHT
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AXHENMBNMAR B R LRSS , UERTHTHEISELHITO .

FoRFAM
=R
Cisco BB THUTE®R :
« Radiustii
o BRIAIIML(CDP), #EEXIIML(LLDP)FM IS ENE E i (DHCP)

- BRI S MRS 5IZ(ISE)
+ Cisco Catalyst3X#:412960

ERREHSF



AXEPHERETUTREFEHIRA

o BRUSEMA1.3%MT3
- B RlCatalystR##12960shR4x15.2(2a)E1
+ Cisco IP Phone 8941 x4A~SCCP 9-3-4-17

AXHEPNEEHRETREXRENEFHNREZEEN, AXEFEANARERZRAERAR
(BN ) BEE., MREHMELTEIRES , FHRRETHEAARTHBELE,

BREER
RELBBEIEARENDE, CATRESXDERLBRNED, BY  REABBRENES
ATBARE T

- CDP
- LLDP
- DHCP




AR EREFRELE | BULUERAHI23, 2FREBIU(SIP), HABHEFEHT(MDNS)
HTTPIMY,. REZBEBIIENEE TR MF. ROIEREH403.07.02.EHCisco
Catalyst 3850 L 121#,

WEEEE , ALLFHBREradiusiElkF , FRIEF DRSS R EAXH , ISERED RS2

o

BoE

STR1FREAAARL E

EfRESHRIE, RINMICKAAA) , BSHRAUTESR .
1. 58 Flasanew-model &4 B AAAA | RIEERMRH L2 BREAB02.1X,
2. Bt BRadiusBR %5 38 H J5 A S BN ( MANEH- CoA ) -

3. /B FACDPHILLDPHMYZo

4. AR IR O & 5 R A E

1

aaa new-model

!

aaa authentication dot1x default group radius
aaa authorization network default group radius
aaa accounting update newinfo

aaa accounting dot1x default start-stop group radius
1

aaa server radius dynamic-author

client 1.1.1.1 server-key xyz

1

dot1x system-auth-control

|

Ildp run

cdp run

!

interface GigabitEthernet1/0/13

description IP_Phone 8941 connected
switchport mode access

switchport voice vlan 101

authentication event fail action next-method
authentication host-mode multi-domain
authentication order dot1x mab
authentication priority dot1x mab
authentication port-control auto

mab

dot1x pae authenticator

dot1x timeout tx-period 2

spanning-tree portfast



end
|

radius-server host 1.1.1.1 auth-port 1812 acct-port 1813 key xyz
!

AR ERFNBRMRAT | BRINMER T B A fradius-server vsasend accounting. MREEICKFEFIRENE M

, BRIERBERARS® T,

F-d  BERBLRR



BEDIMEZRNEEFEACDP/ILLDPFHIBLEE 4, 3 FCisco IPEIES41 , BMAILMFERAUTHS :

+  LLDP SystemDescriptiong £

*  CDP CachePlatform/g &

/) Home Operations | ¥  Poicy | ¥ GuestAccess|¥  Administration | ¥
[2] Authentication [®) Authorization BB Profiing [®) Posture [&) cient Provisioning [5] Trustsec &1, Policy Elements

Profiler Policy List > Cisco-IP-Phone-8941

Profiling
[ Yo ] Profiler Policy
ST . * Name| Cisco-IP-Phone-8941 | Description | Polcy for Ciscc
v |- - e

‘ _[rj Uisco-IP-Phone- /94U u: Policy Enabled 7]
|4, Cisco-1P-Phone-7941 * Minimum Certainty Factor| 70 | (Valid Range 1 to 65535)
|4 cisco-1p-Phone-7942 * Exception Action| NONE -
[4) cisco-1p-Phone-7945 * Network Scan (NMAP) Action| NONE -
|4 Cisco-1P-Phone-7945G Create an Identity Group for the policy ) Yes, create matching Identity Group
[E Cisco-IP-Phone-7960 (®) No, use existing Identity Group hierarchy
[& Cisco-IP-Phone-7961 * parent Policy| Cisco-IP-Phone v
|4 cisco-1P-Phone-7962 * Associated CoA Type| Global Settings -
4 cisco-1P-Phone-7965 System Type Cisco Provided
I&) cisco-P Phone 7970 Rulss Conditions Details :N:ﬁ
[ cisco-1P-Phone-7971
% Cisco-TP-Phone-7975 If Condition | GiscolPPhone8941Check m'imgﬁ CiscolPPhone8941Check2 |

Cisco-IP-Phone-7985 .~ LLDP:ld mbDescription

[4] Cisco-P-Phone-8831 . TcCondiion | CiscolPPhones941Check2 EXPIESSON CONTAING Cisco 19 Phone 8941 |
[+ Cisco-1P-Phone-8841 p=
[ cisco-1P-Phone-8851 e —
|4 Cisco-TP-Phone-8861
|+, Cisco-1P-Phone-8941 y

[+4] cisco-1p-Phone-894s

HFRMNHWEW , REBHP-—TREST , RAFHELEE70ONBEME T 80 , 7 HER % #7 7 Cisco-1P-Phone-89411 & 1K # E
M H70:



<) Home  Operations | ¥ Poicy | ¥ GuestAccess|¥  Administration | ¥
[2) Authentication [®] Authorization [@) Posture [&) Cient Provisioning [5] Trustsec &, Policy Elements

Profiler Policy List > Cisco-IP-Phone-8941

Profiling
[ ye ] Profiler Policy
: - * Name| Cisco-IP-Phone-§941 | Description | Polcy for C
\f:l M E= - @v =
|4y Gsco-1P-Fhone- /940 5 Policy Enabled ¥
[&] Cisco-P-Phone-7941 | * Minimum Certainty Factor| 70 | | (vaid Range 1 to 65535)
[4] cisco-1P-Phone-7942 * Exception Action| NONE -
E Cisco-IP-Phone-7945 * Network Scan (NMAP) Action| NONE -
[ cisco-1P-Phone-75456 Create an Identity Group for the policy) Yes, create matching Identity Group
[4) Cisco-1P-Phone-7960 (®) No, use existing Identity Group hierarchy
[ﬁ Cisco-IP-Phone-7961 * Parent Policy| Cisco-IP-Phone -
B Cisco-IP-Phone-7962 * Assodiated CoA Type| Global Settings -
[4] cisco-P-Phone-7965 System Type Cisco Provided
[ Cisco-1P-Phone-7970 Rules
[ cisco-1P-Phone-7971 -
4 Cisco-TP-Phone-7975 If Condition | CiscolPPhone8941Checkt < | Then | Certainty Factor Increases ~fl7ol
[ cisco-1P-Phone-7985 - i
[+%) cisco-1P-Phone-s831 : If Condtion | CiscolPPhone8941Check2 < | Then | Certainty Factor Increases - | 70|

[+ Cisco-1P-Phone-8841
[+ cisco-1P-Phone-8851 Save Reset
[+4 Cisco-TP-Phone-8861
|4 cisco-1P-Phone-8941
[4] Cisco-IP-Phone-8945



AR BEOMABERMPRE KR EMAEREBEX NSRS, KBS D M85 &40 ILE Cisco-Device ( RIKH
ERE10 ) MCisco-IP-Phone ( RIKWERE20 ) . BIESHBRNFEXFNLEXH , ©NHLHAD N HFER Cisco IPEIE
, AABNMNPEERSHRENAGERFHI70, REFMIBALAEEESUFENERENH.

2. BMEMNLIRRSIR-—INATCDOP, Z—MNATLLDP, iXiERMLRE LM I EERAiuSIEREE Fo LWETRRAER,

3. ACDPHILLDPBIZFA NI IEEEMIE, TEfilter-specd , WAL RM A BEEILKEEFRMNPHERNBHENIIR, XRGISHE
TEM :

e XHBCDPHIRZEEW



R ELLDPHY R 515 BB

MRFE  BUUREEBSRadiustE M EISEN HAE M, IR ELEN,

4. 7 Inan 45 device-sensor notify all-changes, |H R BETRFRM, BSRIMBRTLVE , EHL AL ERH,

5 EXRAZBET S RLBERTIEEKRENER , S0 device-sensor accountingn 5 B 188 H X R AL T B LR 1E

! device-sensor filter-list cdp list cdp-list tlv name device-name

tlv name platform-type ! device-sensor filter-list [ldp list I1dp-list tlv name system-description ! device-sensor filter-spec Ildp include list l1dp-list device-s¢

$=% : EISELBEBE S

1. FEAdministration > Network Resources > Network DevicesH {5 3 ML 1 M 4518 % . EAuthentication Settings :

Ll
@ Identity Services Engine 4 Home Operations | ¥ Poicy | ¥

Guest Access | ¥ Administration | ¥

51 1dentity Management 7 Network Resources |21 Device Portal Management

External RADIUS Servers

afa System

Network Device Groups RADIUS Server Sequences

Network Devices List > deskswitch

Network Devices

Network Devices

= L) * Name| test_switch |
& — Des.cription| |

| Network Devices >

* 1P Address: | 1.1.1.1 " EX

i Default Device

N

* Network Device Group

|64 pxGrid Services

|65, Feed Service

TrustSec AAA Servers NAC Managers

Location| o) | ocations

|| Set To Default |

Device Wpe|Al Device Types

| [ setTo Default |

M. Authentication Settings

Enable Authentication Settings
Protocol
* Shared Secret

Enable KeyWrap
* Key Encryption Key
* Message Authenticator Code Key

Key Input Format

U s sume Settings
|y Advanced TrustSec Settings

B | e

RADIUS

||Show|

0 a
Show
Show

® ASCII = HEXADECIMAL

2. fEAdministration > System > Deployment > | SE node > Profiling Configuration s 89 2 #7 17 = L /5 FAIRADIUSIR N2, MR HBERFTE

PSNTI REITHHT , IBHEFMAPSNTI R LB AR :



@Home operations | ¥ Polcy | ¥ Guest Access | ¥ Mm|'=

[l Network Resources [#&] Device Portal Management |3 pxGrid Services &3] Feed Service

#- System &‘Iﬂenﬁw Management
Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings
Depl Deployment Nodes List = isel3
| . Edit Node
- — v
& .E— i General Settings Profiing Configuration
4 1& Deployment
O »
NETFLOW
a »
DHCP
O »
DHCPSPAN
D b
HTTP
=
RADIUS
Description| The RADIUS probe collects =
RADIUS session attributes as
wel as CDP, LLDP, DHCP, HTTP -
and MDM from IOS Sensor. ;
O »
Network Scan (NMAP)
a »
DNS
O »
4

¢ Home oOperatons|¥  Polcy | ¥ GuestAccess|¥  Adminitration | ¥ =

|4 Profiing [®) Posture [&5) Client Provisioning [Z] Trustsec &% Policy Elements

Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
For Polcy Export go to Administration = System > Backup & Restore = Policy Export Page
Policy Type () Simple (s) Rule-Based

MAB : If Wired_MAB OR Alow Protocols : Default Network Access
Wireless_MAB
Default suse Internal Endpoints
Dot1X + IF Wired_802.1X OR Allow Protocols : Default Network Access
Wireless_802.1X
Default suse Al User_ID_Stores
Default Rule (If no match) : Allow Protocols : Default Network Access and use : Al User_ID_Stores

4 BEISERNHAN, FHACHHHNERIPEERN , ZANMEISELEREE :



72y Home Operations |¥  Policy | ¥ GuestAccess| ¥  Administration | ¥ a

[2) Authentication P Authorization %) Profiing |} Posture [&5) cient Provisioning |5 Trustsec & Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/for other conditions. Drag and drop rules to change the order.
For Polcy Export go to Administration > System = Backup & Restore = Policy Export Page

[ First Matched Rule Appies -

» Exceptions (0)

Standard
Status  Rule Name Conditions (identity groups and other conditions) Permissions
Wireless Black List Default ¢ Blacklist 2110 Wireless_Access then  Blackhole_Wireless_Access
Profied Cisco IP Phones ¢ Cisco-IP-Phone then Cisco_IP_Phones

Loan

ERIESNEBIEE I/, S M SEL I Operations > Authentications :

~—
7 Home Operations|*  poicy | ¥ GuestAccess|¥  Administration | ¥
[&] Authentications i Reports I Endpoint Protection Service " Troubleshoot
Misconfigured Supphcants & Misconfigured Network Devices ¢ RADIUS Drops ¢ Chent Stopped Responding
0 0 [1] [1]
[ show Uve Sessions 45 Addor Remove Colmns = 5 Refrash ) Reset Repeat Counts Refresh | |
Status i [ [ [} (] i [} i
Time = Detals |R,., Adentdy [ﬂg«m m [E_-dgaht Profie Authentication Polcy * Authorization Po Autherization Profiles *  Identity Grou Event
-] | I | [ I — -
2015-11-25 18:49:51.737 0 20:BB:C0:DE06: 20:88:00:0E:06:AE  Csco-IP-Phone-8041 Session State i Started
2015-11-25 18:40:42.433 #ACSACL#-IP-PE DACL Download Succeeded
2015-11-25 18:40:42.417 20:8:C0:0E:062 20:88:00:DE:06:AF  Cisco-IP-Phone-8041 Defauk >> MAB >> D... Default >> Profled Cis.. Cisco_IP_Phones Ceco-I0-Phone Authentication succeeded

2015-11-25 18:49:42.401
2015-11-25 18:4%:10.802
2015-11-23 18:49:10.780
2015-11-25 18:49:00.720

20:B8:00:DE06:AE Dymamic Authorization succeeded

20:8B:C0:DEN06: 20:BB:00:DEDEIAE  Cisco-Device Defauk >> MAB >> D... Defouk »> Defauk PermitAccess Profied Authentication succeeded

20:88:00:DE:DGAE Dynamic Authorzation succeeded
20:B8:C0:DENG: 20:88:00:DE:DGAE Defauk >> MAB >> D... Default >> Defauk PermitAccess Authentication succeeded

[N N RN}
b- b- b- b- b- b- b

B, FAMAB (18:49:00)% i & #H T HBRIE. +#/5(18:49:10) , EHEH TR A Cisco-Device , HE — X FHRIF(18:49:42)/F
#4285 , ©IRET Cisco-1P-Phone-8941E B XX #F, HE It , ISELIRE4SE TP E(Cisco_| P_Phones) M B B XXM L FFTE TR &
(permitip any) AT FERACL, EEE , EXMERT , RAERFEEEERNWMEIFRIR. X AT B 61 SEPEB L4 i B3 BE 7 hn
Mactt 31t 5% f ¥ 39 2 B R AR &t 17 IE B B AR K R 4% 15 18] SR 3E 3



AR EARAP RS RAFTEION, ET—XFORIEF , ISSELAERENH , # BV ENAEBHNEME
( IAEZTEMDACLAVIR ) |, BRIFISERBIFE/EHMBEY |, H ELMEHF D TIRE



Home  Operations | ¥

@ poicy | ¥  GuestAccess|¥  administration | ¥
[2] Authentications i Reports li Endpoint Protection Service "% Troubleshoot
Msconfigured Supplcants Misconfigured Network Devices RADIUS Drops Chent Stopped Respo
0 0 0 0
[] Show Live Sessions () Add or Remove Comns ¥ 6 Refresh (D) Resat Repeat Counts R
e o Sflltus. etals R, dentty | EndpointD ! Endpoint Profie ‘ Authentication Polcy | Authortzation Polcy * Authorization Profies ' Identty Group © | Ewent

2015-11-25 18:55:39.772 0 20:BB:CO:DE:0G:. 20:BB:CO:DE:0GAE

2015-11-25 18:55:38.721 FACSACLE-P-PE
2015-11-25 18:55:38.707 200BB:00:DE=06:. RIBE:CN:DEDNGAE
2015-11-25 18:49:42.433 SACSACLE-P-PE

[l < )

b b/ b/lbr b

2015-11-25 18:49:42.417 20:BB:C:DE:06:. 20:BB:CO:DE:06:AE

Cisco-IP-Phone-8341

Cico-IP-Phone-8041 Defauk >> MAB >> D... Defauk >> Profied Cs.. Csco_IP_Phones

Cisco-IP-Phone-8941 Defauk >> MAB >= D... Defauk >> Profled Cs.. Csco_IP_Phones

Session State i Started
DACL Download Succeeded

Cieco-IP-Phone Authentication succaaded
DACL Download Succaaded
Cisco-IP-Phone Authentication succeaded

FEAdministration > Identity Management > | dentities > Endpoints > tested endpoint® , £ Al LAZ ERADIUSIRN ShREUNEE T H L X BRI E
HURENNE :

y /) Home Operations | ¥ Poicy | ¥ GuestAccess| ¥ Administration | ¥
als System [l Network Resources [2&] Device Portal Management |&5) pxGrid Services [&5] Feed Service
Identities Groups External Identity Sources Identity Source Sequences Settings

Identities NAS-IP-Address 10.229.20.43
(+_admn ) NAS-Port 60000
& v S NAS-Port-Id GigabitEthernet1/0/13
[ Users > NAS-Port-Type Ethernet
] Endpoints : NetworkDeviceGroups Location#Al Locations, Device Type#Al Device Types
_: Latest Manual Network Scan Results » NetworkDeviceName deskswitch
our Cisco Systems, Inc
OriginalUseriame 20bbcOdel6ae
PolicyVersion 2
PostureApplcable Yes
PostureAssessmentStatus NotAppiicable
SelectedAccessService Default Network Access
SelectedAuthenticationldentityStores  Internal Endpoints
SelectedAuthorizationProfies Cisco_IP_Phones
Service-Type Call Check
StaticAssignment false
StaticGroupAssignment false
StepData 5= Radius.Service-Type, 6= Radius.NAS-Port-Type, 7=MAB, 10=Intern
Total Certainty Factor 210
UseCase Host Lookup
User-Name 20-BB-C0-DE-06-AE
UserType Host
I cdpCachePlatform Cisco IP Phone 8941'
cdpUndefined28 00:02:00
| KdpsystemDescription Cisco IP Phone 8941, V3, SCCP 9-3-4-17 |

EMSEIN , EUZRPUHENESTRRAEN210, XRANLHRECHEBRRZEEXHS ( BBEERKN30 ) MERPHRERE
X ( BWERBNA0) o BT D HERCEE E X Cisco-|P-Phone-8941H MM AN | RIL LS B XAV HEE R B 140 ( BIESD

WM, BNEMNT0) . S : 30+40+70+70

R BR

=210,



$B1:BIFCDP/LLDPIRERE R

switch#sh cdp neighbors g1/0/13 detail

switch#
switch#sh IIdp neighbors g1/0/13 detail

Chassisid: 0.0.0.0

Port id: 20BBCODEOGAE:P1

Port Description: SW Port

System Name: SEP20BBCODEOGAE.

System Description:
Cisco |P Phone 8941, V3, SCCP 9-3-4-17

Time remaining: 164 seconds
System Capabilities: B, T
Enabled Capabilities: B, T
Management Addresses - not advertised
Auto Negotiation - supported, enabled
Physical media capabilities:
1000baseT (FD)
100base-TX(FD)
100base-TX(HD)
10base-T(FD)
10base-T(HD)
Media Attachment Unit type: 16
Vlan ID: - not advertised

MED Information:

MED Codes:
(NP) Network Policy, (L1) Location Identification
(PS) Power Source Entity, (PD) Power Device
(IN) Inventory

H/W revision: 3

F/W revision: 0.0.1.0

S/W revision: SCCP 9-3-4-17
Serial number: PUC17140FBO
Manufacturer: Cisco Systems, Inc.
Model: CP-8941

Capabilities: NP, PD, IN

Device type: Endpoint Class 111

Device ID: SEP20BBCODEOGAE Entry address(es): Platform: Cisco | P Phone 8941 , Capabil

Network Policy(Voice): VLAN 101, tagged, Layer-2 priority: 0, DSCP: 0
Network Policy(Voice Signal): VLAN 101, tagged, Layer-2 priority: 3, DSCP: 24
PD device, Power source: Unknown, Power Priority: Unknown, Wattage: 3.8

Location - not advertised

Total entries displayed: 1

MREFFRENEABIE , FRIEUTER :



o REXBRILSHRIESFRS (SR ) -

piborowi#show authentication sessionsint g1/0/13 details Interface: GigabitEthernet1/0/13 MAC Address. 20bb.cOde.06ae |Pv6 Address: Unknown |Pv4 /

« KECDPHILLDPHMUREEER. RERBEEEMAXCDP/LLDPIEMIEBING S |, LARIX LEdn 4 0 820 ML iR
TEMRE

switch#sh running-config all | in cdp run
cdp run
switch#sh running-config all | in 11dp run
11dp run

. RIFFMNARNIEEETREBEXFCDPLLDP/E,

E=5  RERELEBREEN

switch#show device-sensor cache interface g1/0/13 Device: 20bh.cOde.06ae on port GigabitEthernet1/0/13 Proto

MBEERFEFEFIATAHRBEIREEFTE , FRIE device-sensor 5 , 4551 Zfilter-listsHfilter-specs.

B£=S  KERadiusiEKHFREFERM®

AT LATE SRR £ 52 F debug radiusis SR IE R B IR MISEZ BT HIE S /IR,

Radiusiiz :

<#root>
Mar 30 05:34:58.716: RADIUS(00000000): Send Accounting-Request to 1.1.1.1:1813 id 1646/85, len 378 Mar 30 05:34:58.716: RADIUS: authenticator 1
cdp-tlv
= " Mar 30 05:34:58.716: RADIUS: Vendor, Cisco [26] 23 Mar 30 05:34:58.716: RADIUS: Cisco AVpair [1] 17
cdp-tlv
= " Mar 30 05:34:58.721: RADIUS: Vendor, Cisco [26] 59 Mar 30 05:34:58.721: RADIUS: Cisco AVpair [1] 53

I1dp-tlv



= " Mar 30 05:34:58.721: RADIUS: User-Name [1] 19 "20-BB-CO-DE-06-AE" Mar 30 05:34:58.721: RADIUS:

Filter: | radius.code==4 l:JBtprm.’lcn... Clear Apply Save Filter  Filter

so. Time Source Destination Protocol Length Info
27 2015-11-25 21:51:52.233942 10.229.20.43 10.62.145.51 RADIUS
77 2015-11-25 21:52:02. 860652 10.229.20.43 10.62.145.51 RADIUS

4

& Frame 27: 432 bytes on wire (3436 bits), 432 byres captured (3456 bits
® Ethernet II, src: 58:f3:9c:6e:45:c3 (58:F3:9c:6e:45:c3), D5t: 00:50:56:9c:49:54 (00:50:56:9c:49:54)
@ Internet Protocol Version 4, src: 10.229.20.43 (10.229.20.43), Dst: 10.62.145.51 (10.62.145.51)
7 User Datagram Protocol, Src Port: 1646 (1646), Dst Port: 1813 (1813)
- Radius Protocol
code: Accounting-reguest (4)
Packet identifier: Ox56 (86)

Length: 390
Authenticator: 7008a6239%a5f 3ddbcee380d648cdT82d
The r I his r is in fram

E Attribute value Pairs
5 AVP: 1=40 t=Vendor-Specific(26) veciscoSystems(9)
H vsA: 1=34 t=Cisco-avPair(l): cdp-tlv="000%006000"024Cisco IP Phone 8941
= avP: 1=23 t=vendor-specific(26) v=ciscosystems(9)
7 vsa: 1=17 t=Cisco-AvPair(l): cdp-tlv="000%034%000%003"000%002%000
5 AVP: 1=59 t=Vendor-Specific(26) wv=ciscoSystems(3)
4 vsa: 1=53 t=Cisco-avPair(1): 11dp-tlv="000"0064000&Cisco IP Phone 8941, w3, SCCP 9-3-4-17
AVP: 1=19 t=User-Name(l): 20-BB-CO-DE-0B-AE
AvP: 1=49 t=vendor-specific(26) w=ciscosystems(3)
AvP: 1=19 t=Vendor-Specific(26) vsciscoSystems(9)
AvVP: 1=18 t=vendor-specific{26) v=ciscoSystems(9)
AvP: 1=19 t=Called-station-Id(30): F0-29-29-49-67-00
AVP: 1=19 t=Calling-Station-Id(31): 20-BB-CO-DE-06-AE
AVP: Tmf twNAS-IP-Address(4): 10.229.20.43
AVP: 1=6 t=NaS-Port{5): 60000
AvP: 1=23 t=NAS-Port-Id(87): Gigabitethernetl/0,/13
AvP: 1=6 t=Nas-Port-Type{61): Ethernet(15)
: 1=10 t=Acct-Session-Id(44): 00000018
AVP: T=6 t=Acct-Terminate-Cause(49): unknown(0)
T=AcCT-Status-Type(40): stop(2)
t=Event-Timestamp(53): Mar 30, 2011 07:37:53.000000000 Central European Daylight Time
t=ACCt-5ession-Time(46): 175
t=ACCT-INpuUT-Octets(42): 544411
T=ACCT-OuTpuT-Octers(d3): 3214015
t=Acct-Input-Packets(47): 1706
t=Acct-Output-Packets(48): 35467
T=Acct=-Delay-Time(41): O

FEEEE R R R EEEE
=
=
]

[= - N N

$EmE : BiFISELEM 2 HESiER

MEEUERMZIRNKIEN , INUREISELRBRIIXEE M, EREWAE , BN EFKIPSNTT S (Administration > System >
Logging > Debug Log Configuration > PSN > profiler > debug) /& A 2 #7288 1818 , B RNITRIEE BRI,

BFERUTEL

o BidE RradiusiRN RS EBRE I -

<#root>

2015-11-25 19:29:53,641 DEBUG [RADIUSParser-1-thread-1][]
cisco.profiler.probes.radius.RadiusParser -:::-

MSG_CODE=[3002], VALID=[true], PRRT_TIMESTAMP=[2015-11-25 19:29:53.637 +00:00],
ATTRS=[Device IP Address=10.229.20.43, RequestL atency=7,
NetworkDeviceName=deskswitch, User-Name=20-BB-C0-DE-06-AE,
NAS-IP-Address=10.229.20.43, NAS-Port=60000, Called-Station-1D=F0-29-29-49-67-0D,
Calling-Station-1D=20-BB-C0-DE-06-AE, Acct-Status-Type=Interim-Update,
Acct-Delay-Time=0, Acct-l1nput-Octets=362529, Acct-Output-Octets=2871426,
Acct-Session-1d=00000016, Acct-lnput-Packets=1138, Acct-Output-Packets=32272,
Event-Timestamp=1301458555, NA S-Port-Type=Ethernet, NAS-Port-1d=GigabitEthernet1/0/13,

432 Accounting-request(4) (id=86, 1=390)
333 Accounting-Request(4) (id=87, 1=291)

Vend



ci sco- av- pai r=cdp-t| v=cdpCachePl at f orm=Ci sco | P Phone 8941

cisco-av-pair=cdp-tlv=cdpUndefined28=00:02:00,

ci sco-av-pair=l1ldp-tlv=l1dpSystenDescription=C sco | P Phone 8941\, V3\, SCCP 9-3-4-17,
cisco-av-pair=audit-session-id=0AE51820000002040099C216, cisco-av-pair=vlan-id=101,
cisco-av-pair=method=mab, AcsSessionID=isel3/235487054/2511, SelectedAccessService=Default Network Acce
Step=11004, Step=11017, Step=15049, Step=15008, Step=15004, Step=11005, NetworkDeviceGroups=Location#Al

NetworkDeviceGroups=Device Type#All Device Types, Service-Type=Call Check, CPMSessionID=0AE518200000020
AllowedProtocolMatchedRule=MAB, Location=Location#All Locations, Device Type=Device Type#All Device Typ

o PHABETRERDDNEML

2015-11-25 19:29:53,642 DEBUG [RADIUSParser-1-thread-1][] cisco.profiler.probes.radius.RadiusParser -:::- Parsed 10S Sensor 1. cdpCachePlatform=[

o BiAETHERBLEREM

<#root>
2015-11-25 19:29:53,643 DEBUG [forwarder-6][] cisco.profiler.infrastructure.probemgr.Forwarder -:20:BB:CO0:DE:06:AE:ProfilerCollection:- Endpoint £
Attribute: cdpCachePl at form val ue: Ci sco | P Phone 8941 Attri bute: cdpUndefi ned28 val ue: 00: 02: 00 Attri bute:|

Attribute:SkipProfiling value:false



AR BARRLRSHBEMRIE —BFMEECisco ISERERFF , RREANDMREHMNEHRNBINH LR, 205
Kipn KBRS HA  FREFEEREXHNLIREFEEREES.

SR IMHEMENRZIE

BE O EFFEUHEFNISCRENANEESE , SFRIER/RIFERME DAY , ARELBXAREFEMNELIEFRNE
BXH

<#froot>

2015-11-25 19:29:53,646 DEBUG [EndpointHandlerWorker-6-31-thread-1][]
cisco.profiler.infrastructure.profiling.ProfilerM anager -:20:BB:C0:DE:06:AE:Profiling:-



Cl assify hierarchy 20: BB: CO: DE: 06: AE

2015-11-25 19:29:53,656 DEBUG [EndpointHandlerWorker-6-31-thread-1][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:20:BB:C0:DE:06:AE:Profiling:

Pol i cy Ci sco-Device matched 20: BB: CO: DE: 06: AE (certainty 30)

2015-11-25 19:29:53,659 DEBUG [EndpointHandlerWorker-6-31-thread-1][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:20:BB:C0:DE:06:AE:Profiling:

Pol i cy Ci sco-I|P-Phone matched 20: BB: CO: DE: 06: AE (certainty 40)

2015-11-25 19:29:53,663 DEBUG [EndpointHandlerWorker-6-31-thread-1][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:20:BB:C0:DE:06:AE:Profiling:

Pol i cy Ci sco-I|P-Phone-8941 mat ched 20: BB: CO: DE: 06: AE (certainty 140)
2015-11-25 19:29:53,663 DEBUG [EndpointHandlerWorker-6-31-thread-1][]

cisco.profiler.infrastructure.profiling.ProfilerManager -:20:BB:C0:DE:06:AE:Profiling:-

After analyzing policy hierarchy: Endpoint: 20:BB: CO: DE: 06: AE Endpoi nt Pol i cy: C sco- | P- Phone- 8941 for: 21(

HXER

e https://www.cisco.com/c/en/us/sol utions/enterprise/design-zone-security/index.html

e https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/isel0_prof pol.html


https://www.cisco.com/c/en/us/solutions/enterprise/design-zone-security/index.html
http://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_prof_pol.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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