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ISE
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B3RS 5IZE(ISE)F N REEIRS 27, EAURMR ROIHRGERIZEVPNAF 8 EETISERIER
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o TEMRASAME L |, BB RIEpxGridfH LK) —EHTEVE ERIRERA o FRAN6.0F SIF i RIRK
ARASTRRBLARIR |, R

RREM
BR

Cisco BWE T T/ :
. BERTENE S T E(ASA) VPNEE
. Cisco AnyConnectZ £ Bz & F inll &
- BRIFireSightE A& &
.- BRlFirepowerE A fii &
- BRHISERLE
ERBEH
AXHEFHERETFTUTREMB R
- Microsoft Windows 7
- Cisco ASARRZR9.35( B £
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. Cisco FireSight& & #4554
B RIFirepowerhR 4%5.4 (K2 #l#])

ZIKI%':FE’M;.%%‘BEEHZ#%E?"—BA:%quJE’Jlx%ﬁ%E’J AP ERANRAREZFRIERAR
h(BIA) BE. MREEANREXING , BTHALELTHMAGSHREERE,

[

BFEAELSIRERN TEHEEHRENES.

Note:ERB TERTE ({XRIEMAS ) AIIREAEXRARNES P fE A o H B FEAE L
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EARHRN RO AR ERE -


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

o T Cisco

,{; b Anyconnect
( Internet 5 Mobile
\ | Security VPN
g
e S— 4
WR_EI_F/ \
172.16.32.1
k—-2-__

External

Cutside: Inside:
Gig 00 172.16.32.100 Gig 0/1 172.16.21.100

Internal
ASAVPN
FirePower VPN assigned IP: ' ISE
172.16.31.205 172.16.50.50 172.16.31.202

[Management)

FireSight
172.16.31.206

X2 M EIRBERR
1. AP B3I BASAH —IZf2VPNLiE (i3 Cisco AnyConnectR £ B3 iR 4%4.0),
2. AR =M http://172.16.32. 1, (REEIFirepower¥3zh , EVMZEZE M HFireSightEE, )

3. FirepowerEt & , AEREGE)ZBENRE(HFIRE) , E_RUERAMRXNERERRE. &
R, e@X H$KApplication Programming Interface (API) (QuarantineBylP} %) B #ISEI& 1IE

o

4. —BISEWBIHRAPIFL | AEFEEFH A KXKIERADIUSE N ERZEN(CoA)XTASA |, &L 1EiZ
2,

5. ASATFFVPNAF . ERAnyConnectlit & 5 7 E B TERKVPNIGE , NEISFIRILAM , X
IXR—ANTRMISER AN HaFH E)TE |, HERUEREINMEHFR, ELHHE
, FEEA P NAEREAF BRI MK REISEFAIAEMNZR , BFRE T HTHMEIAR
K&,
METFFER | A ERE—FIAEN SF(VPN | H49802.1x/MAB/Webauth T4 , Tk
802.1x/MAB/Webauth) , REISEfARIE , H BMEKEANIZZ ZFRADIUS CoA (FAEIIK



Ciscoi% & ).
BR:ATBIAFPETRE , BEEMEMISE GUIL, SEERNARRABFEEZETE,
Firepower

Note:VMiz & £ i FE AN MR AV R Bl (NANBE EBICLIBHIT. PRARIEMERBE O
BE. KTHEFANER , SELXAXEXESED .

VME =MD , —EEBEN AR LR ERN (R E/IAEE).
FIEMVPNA F R EBS FirepowerBzh,

FireSight® 2 f O\ 0y)
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ERLZRIEBTFRUEH B R MFirepowerZ &5 , BSMEIEE>HRBHEHHBQEERARNT TR
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S EI SR> RAESIRERH B 2R -

Owerview  Analysis QEsI-ISN Devices Objects | AMP

ACcess Contr Lnkresan « Filias Metwork Liscowvary S50 Apphcation Detactors Lisers Correlation Actions * Modulas

@ Success ®
Module swccesshully installsd

Installed Remediation Modules

Maodule Hame Version Description

LA T05 Rl Raiits 1.0 RBlkek an TP address inoa CEen TS roiba

Lo ML Squwn 1.1 Shun a1 IP sddress in the PLE fireveal |

I5E 1.Z Remedization 1.3.1% Cuarantine IF addresses using ldendby S=rvices Enagine 1.2
HNiman Remediation 2.0 Parfarm an Mmap Scan

Set fibtribute Yalus 1.0 St a0 Abribute valu=

BiZAREREERES, SHNRE-RESHRSEHIHESHERAPIREENISEEEZIE—iE
RERREETQI(PANNIPHbLL |, (EEBERS AdminBEHN— NS FHAF) -



Edit Instance

Instance Name ise-instance

Module ISE 1.2 Remediation (v1.3.19)
Description

Primary Admin Mode IP 172.16.31.202

Secondary Admin Mode IP foptional}

Lsername admin

P-EISSWGFE' LA L L L LR L Y]

Ratyoe to confirm

SYSLOG Logging \*) On \__ Off

White List
[an aptranal list of networks )

Create H Cancel J

Nzt B FiRIP# (R EE)ELE

Configured Remediations

Mo configured remediations available

Add a new remediation of type [Quarantine Source IP v] | Add |

MR R



AR LFIEE —MSERBAN . BeH 0 12 PT L LA 0 B B B A T 8 32 I3 0 49 35 210 T ia At &
(DropTCP80), R TEEMN , ES X FEM>HERX >N EE

Dverview Analysis ld=-E0 Devices

Access Controd Intrusion = Flles Metwork Discovery S5L Application Detectors Lisers Correlation Actions »

Policy Managemeant Rule Managemant White List Traffic Profilas

Rule Information

Rule Mame CorrelateTCPE0Black
Fule Description
Rule Group Ungrouped

select the type of event for this rule

w | and it mests the following conditions:

a connection event occurs v | | at the beginning of the connection

| @ &dd condition _' | @ Add complex condition J

¥ | Access Control Rule Name w | containg the string v |D.'u|.'-T1:PB|:||

Rule Options

sSnoaze IF this rule generates an event, snooze ford nours el
Inactive Perieds There are no defined inactive pericds. To add an insctive period, click "Add Inactive Period".

HEHN A F AR R, SR> EXME>PolicyEE N T oI —THHNER  RAEEMNEEN
N, SHEEALHBIEHBFNFHIRE : sourcelP (& FEE)FSysloghI S 1E :

RIEE S AN R MR



-2 Create Policy

Sort by | State v

ASA

ASAERKIVPNMXELE N 7 FERISERIUE, X5 Atk FRADIUS CoAth 2 4 ER :

tunnel - group SSLVPN- FI RESI GHT general -attri butes
addr ess- pool POOL- VPN

aut henti cati on-server-group |ISE
accounting-server-group | SE

def aul t - group-policy PCLICY

aaa-server | SE protocol radius

i nteri maccounting-update periodic 1
dynam c- aut hori zati on

aaa-server | SE (inside) host 172.16. 31. 202
key *k k k%

webvpn

enabl e outside

enabl e inside

anyconnect - essential s

anyconnect image di skO:/anyconnect-w n-4.0.00051-k9. pkg 1
anyconnect enabl e

tunnel -group-1ist enable

error-recovery disable

ISE

Configure networki# A & & (A FE)

S M EEFRADIUSE F i #Y Administration >R 418 & 3 B R HIASA,
B B &R M

S 2 EE>System >iZ B> B BENMEREIH T 5 AKRZAPIFIZHEE |



/0> Home  Operations | v Policy | ¥

&+ Syslem Zgt Identity Management i MNetwork Resources |24 Device Portal Management
Deployment Licensing Certificates Logging Maintenance Backup & Reslore
Settings Adaptive Network Control i
E_f Chent Provisioning
S| FIPSs Service Status Enabled »
= Alarm Settings ' '
* gmm
2= Frofiing Save Beset
» [ Protocois

Note:EARA1.3MELT |, b IhEEMEIY Endpoint R ik 5%,

BBDACL

AT HET TR REHRDOACLEABRENEN , BRI ER>ER>BICT RN
ACLs,

R Y A B B S
SR EESER>BICENER Y H B2 SHODACLY —ZNE & XK :

¢ Home Operations|¥  Policy| ¥  GuestAccess

Iﬂ' Authentication iﬂ Authorization Iifl Profiling @ Posture IEH Client Provisioning I; TrusiSec
Diclionaries Conditions m
Results Authorization Profiles = LimitedAccess
( 5) Authorization Profile
N *Mame || imitedAccess |

@ . N
» B A ation Description |
v [ Authorization * Access Type [ ACCESS ACCEPT -

L EMI!‘EHJEI‘I.PI‘B‘FIBH

» [ Downloadatie ACLs Service Template o

) ﬁ Inline Posture Mode Profies
b [ Profilng
» [ Poshure
b [0 Clent Provisioning w Common Tasks
v [ TrustSec

¥ DACL Name DENY ALL QUARANTINE -

AN



BRTONERNERAN, 5B—PNHN(ASA-VPN)HEASAL LN FIBVPNS ERHE T 2R, M
MASA-VPN_quarantine A EfE 3 HVPNRERT , SEHELRRRNRERRIMETH),

AT OEXLEMN |, FSHTRESTA

Em Engine "_':_\ Home Cperations | * Palicy | * Suest Aocess | F Adminestration | *

| &} Authensication B autharizasen |4} Frofiting [, Pasture |t} Giient Frovisioning |&] Tusisee & Policy Elements

Authorization Policy

Dofing the Authanzation Pollcy by configuring miles based on identty groups and)or other condiBons, Drag and drop reles 1o change the order
For Policy Export go te Administration = System = Backup & Hestore = Policy Export Page

[ First Matched Rule Applies -

¥ Exceplions (0)

Sialus Rula Nama Conditions (identity groups and ¢lher conditions) Parmizsions

ASANPN_quaranline DEVICE:Davica Type ECQUALS All Device TypaslASAPN [ LimiledAccess
SassionEPSSkatus EOUALS Quarantine

AEA-WFH DEVICE Devica Type ECAUJALS All Device TypessASA- VPN ParmilActess

¥iF
BB RS RIREN TRIENE S ANEEE YT,

AnyConnect/3 3JASA VPN£& i

'Y Cisco AnyConnect Secure Mobility Client o @ |3l

-

Connected to 172.16.31.100.

172.16.31. 100

00:00:09

ASAtIZSE | NREADACL (&M ITM&TFHE) :

asav# show vpn-sessi ondb details anyconnect

Sessi on Type: AnyConnect

User nane : cisco I ndex : 37

Assigned IP : 172.16.50.50 Public IP : 192.168.10.21

Pr ot ocol : AnyConnect - Parent SSL- Tunnel DTLS- Tunnel

Li cense : AnyConnect Essentials

Encryption : AnyConnect-Parent: (1l)none SSL-Tunnel: (1)RC4 DITLS-Tunnel: (1)AES128

Hashi ng . AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel: (1)SHAl



Bytes Tx : 18706 Byt es Rx : 14619

Group Policy : POLICY Tunnel G oup : SSLVPN FlI RESI GHT
Login Tinme : 03:03:17 UTC Wd May 20 2015

Dur ati on : Oh:01m 12s

Inactivity : 0h: 00m 00s

VLAN Mapping : NA VLAN : none

Audt Sess ID: acl10206400025000555bf 975
Security G p : none

DTLS- Tunnel :
<sone output onmitted for clarity>

RAPZEER

—BAFPZR1FEhtp://172.16.32.1 , (FA R AT , MNEELRE | HHRSHE MFirepower®
P HEENRE :

May 24 09:38:05 172.16.31.205 SFIMS: [Primary Detection Engi ne

(cbe45720- f Obf - 11e4- a9f 6- bc538df 1390b) ] [ AccessPol i cy] Connection Type: Start, User:
Unknown, Cient: Unknown, Application Protocol: Unknown, Web App: Unknown,

Access Control Rule Nane: DropTCP80, Access Control Rule Action: Bl ock,

Access Control Rul e Reasons: Unknown, URL Category: Unknown, URL Reputation:

Ri sk unknown, URL: Unknown, Interface Ingress: ethl, Interface Egress: eth2,

Security Zone Ingress: Internal, Security Zone Egress: External, Security
Intelligence Matching I P: None, Security Intelligence Category: None, Cient Version:
(nul'l), Nunmber of File Events: 0, Number of |IPS Events: 0, TCP Fl ags: 0xO,

Net BI OS Domain: (null), Initiator Packets: 1, Responder Packets: 0, Initiator Bytes:
66, Responder Bytes: 0, Context: Unknown, SSL Rule Name: N A, SSL Flow Status: N A,
SSL Cipher Suite: N A SSL Certificate: 0000000000000000000000000000000000000000,

SSL Subject CN: NNA, SSL Subject Country: N A, SSL Subject OUJ NA, SSL Subject Og:
N A, SSL Issuer CN:. NNA, SSL Issuer Country: N A, SSL Issuer QU N A, SSL Issuer Og:
NA SSL Valid Start Date: NA, SSL Valid End Date: N A, SSL Version: N A SSL Server
Certificate Status: N A, SSL Actual Action: N A, SSL Expected Action: N A SSL Server
Name: (null), SSL URL Category: N A SSL Session ID:
0000000000000000000000000000000000000000000000000000000000000000, SSL Ti cket Id:
0000000000000000000000000000000000000000, {TCP} 172.16.50.50: 49415 -> 172.16. 32. 1: 80

FireSightt < SEBE d H 3K

FireSightEE (FA IR/ O) XM REE QT , BHRSUE BIRE MBI/ OMRIE

May 24 09:37:10 172.16.31.206 SFIMs: Correl ati on Event:
Correl at eTCP80BI ock/ Correl ati onPolicy at Sun May 24 09: 37:10 2015 UTCConnection Type:
FireSI GHT 172.16.50. 50: 49415 (unknown) -> 172.16.32.1:80 (unknown) (tcp)

LB B |, B P OME A HRAPI (&) UXTISE , BHTTPSLiE , 3 B o] LA B 1EWireshark (5
BN Z2EEFHIUR(SSLMPANERIEBH T AEH) -



120 152,18, 3

142,16, 31 . 20 Liw] b Client Hella

121 1/2.16.2 154, 16,31 . X6 L 6 https = 22046 [aCd] Seq=1 Ack=h1E win=1651E [an=0 |Sva =01 | Secr=3 220010
158 15216 At 15216, 31 . 500 (42 A5 [P segnert of a reassenbled POUL

174 177218, 2 s 152,016,316 | 5wl 681 Server Hella, C=rtificats, Certificete Hequest, Server Hello Done

124 175216, A0 157, 168,21 . A0 £ Eh QHDSE = nhips [aCx] =emg=31H Ack=1249 Win=1/535 _en=0 Swal SS0AH1DE [Secr==801E5E0 0

124 172.16,31 .. 205 152,16, 31 . 208 B SH QEGSS = qbips [ACE] Seq=31H sck=REsd Win=SD4ED L en=D TSyal=SEAHDIDE [hsor=ERlatES
126 172.16,25 .26 172,16, 31 . 20 LA Sh dR0eS = hbips [ACK] Seq=51H Ack=E2512 Win=24795 | en=0 TSvnl SSEAHDNDE Theor=3E01 RN
127 172,16, .20 17216, 31 200 1 5wl a3 Certificele, Clienl Hey =schange, Chamge Cipher Spec, Finished
178 172.16.31 . 200 172.16.31.206 715wl 72 Charge Cipher Suer
125 172,116,301 .00 17216, 31. 206  T1L5v1 15 Finished
130 172,163 .206 172,168,310 TP G OABGSE > Hllps [ACK] Seq=BR6 Ack=3571 Win=RE295 L en=D TSwdl=SPRRN07 Thucr=301634657
Va0 L1631 A0S o CET Jisefdeps/QuarenlineRy TRATT216.50.50 FTTR.

13 172.16.31 . 200 172.16. 31,206 TCR A hilps = 48046 [ACK] Seq=2571 Ack=1CHS Win=17750 Len=0 TSea]=389166000 TSecr=97200111
136 172.16.31 .20 172.16.31.206  HTT=24Hr 473 RKTTRS1.1 200 0K

F Ld - L T L T Ll T

Sucare Sockets |ayer
M5l Recasd Layes: dpplocation Data Frotacal: Boip
Canlert Tyae: Appt icalion Data (2F)
Warsicny T 5 1,0 [OxC307)
Lenglis 724
Frorypled dpplicalion Delar = lee28lsa3ee TE3SGne 9 e a2 9 d 2 cidai o 11 deh 7es,
- Hyperlesl Transler Sraloeet

b GET fliseseps Tuaranlinefy TR 173 16,5050

TE: dellaie,geipg=l. 2550
Cormnsclicn: TE, class=hryn
I dutharizazion: Basic YWRLaWdES haXa Tz
Hest: 1721831, 205y
Ugar_fpanT: Libwasw-perl /6. 05
K]
Call reduest LRT: hitp: /01720 16,31 2020 e fensQua -ant ineby T20 172, 1550, 50]

HEGETERKEHHEIPH# I EIE(172.16.50.50) , H BiZEHAISERRE,

SHX D H>HEXMESREN THEINKIIIELE

Conteak Eaplossr  Conneschioes ®  Bebresions e Rles®  plosts e Alses e Velneebilese  Correlstien o Simtus Custom v Sesnih

Bockrmart Ths Paga

Remeaediation Status —
ey . FAT

iz Swarch Conwrs res (EE Search

| = Tt = Al on Haemt = By = Rule = Bl e
" T e —— Corral s Peicy I —— I
. RLEg-pe | (LD i S0ay 1P Rve] L v prioen Pl el e -y SLCCecehy | COgEriph of remeqarie
AagE 1 of | D32 plpwing rows | -T of ¥ rows
Wi Db
il bl [eee &l

ISE¥1THEEH B £3ECoA

W ER |, ISE prrt-management.logi® &8I % % 1% CoA

DEBUG [RM TCP Connection(142)-127.0.0.1][] cisco.cpmprrt.inpl.PrRTLogger | npl
-::::- send() - request instanceof D sconnectRequest
clientlnstancel P = 172. 16. 31. 202
clientlnterfacel P = 172.16. 50. 50
portQption = 0
serverl P = 172.16. 31. 100
port = 1700
tinmeout =5
retries = 3
attributes = cisco-av-pair=audit-session-i d=ac10206400021000555b9d36
Calling-Station-1D=192. 168. 10. 21
Acct - Ter mi nat e- Cause=Adm n Reset

IZ 178 8] (prrt-server.log) &£ £ CoA terminatemessage/A A% | L IE&TE(ASA) :



DEBUG, 0x7f ad17847700, cnt x=0000010786, CPMSessi onl D=2e8cdb62- bcOa- 4d3d- a63e- f 42ef 8774893,
Cal I i ngSt ati onl D=08: 00: 27: DA: EF: AD, RADI US PACKET: Code=40 (
Di sconnect Request) ldentifier=9 Length=124

[4] NAS-1P-Address - value: [172.16.31.100]

[31] Calling-Station-1D - value: [08:00:27: DA: EF: AD]

[49] Acct-Term nate-Cause - value: [Adm n Reset]

[55] Event-Tinmestanp - value: [1432457729]

[ 80] Message- Aut henticator - val ue:
[ 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00]

[26] cisco-av-pair - value: [audit-session-id=ac10206400021000555b9d36],
Radi usd i ent Handl er. cpp: 47

ise.pscRIZBHELLTF I -

INFO [admi n-http-pool 51][] cisco.cpmeps.prrt.PrrtMnager -:::::- PrrtMnager

di sconnect sessi on=Session CallingStationl D=192. 168. 10. 21 Franedl PAddress=172. 16. 50. 50
Audi t Sessi onl D=ac10206400021000555b9d36 User Nane=ci sco PDPI PAddr ess=172. 16. 31. 202

NASI PAddr ess=172. 16. 31. 100 NASPort | D=nul | opti on=Port Def aul t

LB X IRESKRER | RiZE RAIHI S BN
VPNE EHF

BARPKEBHN T RESFREFT (I THELN02.1x/MAB/guest/ o4k , Lt 2iEH) .

If:ﬁli:ism AnyConnect Secure Mobility Client | = | (=] | &3 |

L\;‘ & v
The secure gateway has terminated the VPN connection.
The following message was received from the secure

172,156,311, 100 - Connect

2 O

MBRAnyConnect B EMFAEEE R ¢

10: 48: 05 AM Est abl i shing VPN. ..

10: 48: 05 AM Connected to 172.16. 31. 100.

10: 48: 20 AM Di sconnect in progress, please wait...

10: 51: 20 AM The secure gateway has term nated the VPN connecti on.

The foll owi ng nessage was received fromthe secure gateway: COA initiated

BEERFRIN(HEEE) VPNLE

BT FEHTEHVPNEE , NS B, X, ISE ASA-VPN_quarantinei N =
, REERM LI -



L.jﬁul‘ia:ih.il.l‘.‘u:i Ropor K Adupive Neiwork Centiol "y, TrOUDIC SRR

laenrdgurad Suppleants ! M sconbiqured hatsnrk Dedies RACILE Dreps ! Clart Steppan
0 o o

Ei] Shum Lyve Scusivns -:_ Acd or PBerizve Coluirra = .‘:\_ 2ef ricab ﬁ Ruuel Popeul Cuunls Rezlreah Ewary 1
irme i 5;-:'-'-'5- Dt |Pepeat £, Ity " sndpuirt I © Aathorzaten Feigy ALthorzation Profiss . Event

201 50524 ] o] q L= L9 16 2l Sasnskn State |5 Starad

200 H o LG LE L [ALL Smembkaad Succandad
01 E-N5-F4 u (=] Cl=o £ 10 21 DErAUE == ."Fu"\-"\f'F'r-l_ql.AHIT ne L miteddscang mnantizatian sccasded
20150524 10:51:17... H o FE0lZ s DR Al Chmamic Atherizatian aeecaaded
20150524 1Ak 0l [ o clsco L9E 16810 dL Defgul == A5ATH Permithocess tutrantication succaeded

Note:DACLTE —N 7 FFHIRADIUSER T &

BERIFREK —&FESCLISG T & Rvpn-sessiondbi¥ 4115 B KanyconnectfI ASAT LA IE :
asav# show vpn-sessiondb detail anyconnect
Sessi on Type: AnyConnect Detail ed
User nane : cisco I ndex : 39
Assigned IP : 172.16.50.50 Public IP : 192.168.10. 21
Pr ot ocol . AnyConnect - Parent SSL- Tunnel DTLS- Tunnel
Li cense . AnyConnect Essentials
Encryption . AnyConnect-Parent: (1l)none SSL-Tunnel: (1)RC4 DILS-Tunnel: (1)AES128
Hashi ng . AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS-Tunnel: (1)SHAl
Byt es Tx . 11436 Byt es Rx . 4084
Pkts Tx . 8 Pkts Rx . 36
Pkts Tx Drop : O Pkts Rx Drop : O
G oup Policy : POLICY Tunnel Group : SSLVPN FI RESI GHT
Login Tine : 03:43:36 UTC Wd May 20 2015
Dur ati on : Oh: 00m 10s
Inactivity : 0h: 00m 00s
VLAN Mapping : NA VLAN . none
Audt Sess I D : acl0206400027000555c02e8
Security Gp : none
DTLS- Tunnel :

<sone output ommted for clarity>

Filter Nane : #ACSACL#-1P- DENY_ALL_QUARANTI NE- 5561da76

BB REEREEAN THRBEENERENE R

. . N.
FireSight (B # L)
ISEE EEMI A T b fu &
root @ef ence:/var/sf/renediations/I SE_1.3.19# |s

_lib_ ise-instance ise-test.pl ise.pl nodule.tenplate
X 2 fE F#R AR SourceFire ) —ME 2 PerliIA(SF)iE & BEF R4, —BEEHRMIT , Lee@BT

/var/log/messagesiFSR 45 R -



May 24 19: 30: 13 Defence SF-1MS[2414]: ise.pl: Sourcel P-Renmedi ati on [I NFQ [2414]
quar _i p:172.16.50.50 (1->3 sid:1) Starting renediation

May 24 19: 30: 13 Defence SF-1MS[2414]: ise.pl: Sourcel P-Renmedi ati on [INFQ [2414]
quar _i p:172.16.50.50 (1->3 sid:1) 172.16.31.202 - Success 200 OK - Quarantined
172.16. 50. 50 as admnin

ISE

EENRELEAEISENBEENMEBEERS. I TEFFHABM—E/TIRERE (prrt-
management.logM prrt-server.log) , &4 H 8 A (TR BIAAARBARE . SHx] EE>System
>IERAF>WIXAERERN TEARER.

ZRe b SMBRE-HRE>KRRANAF>BENMERBFIT N TEELRBFRNENZHNE RN

B

'Erl:;:-.ln" Tdentity Services Engine
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Fapodl Selecisd L T
rite
b
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