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Components Used
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- Cisco ASA Software Release 9.5(1)

The information in this document was created from the devices in a specific lab environment.All of
the devices used in this document started with a cleared (default) configuration.If your network is
live, make sure that you understand the potential impact of any command.

Refer to Cisco Technical Tips Conventions for more information on document conventions.
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ciscoasa(config)# username cisco password cisco privilege 15

2. EXTACACSERSS8RISE |, HEE#E A, HiIPi#ut MTACACSH,

ciscoasa(config)# username cisco password cisco privilege 15
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ciscoasa# test aaa authentication ISE host 10.48.17.88 username administrator Krakowl23
INFO: Attempting Authentication test to IP address <10.48.17.88> (timeout: 12 seconds)
INFO: Authentication Successful
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ciscoasa# test aaa authentication ISE host 10.48.17.88 username administrator Krakowl23
INFO: Attempting Authentication test to IP address <10.48.17.88> (timeout: 12 seconds)
INFO: Authentication Successful
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ciscoasa# test aaa authentication ISE host 10.48.17.88 username administrator Krakowl23
INFO: Attempting Authentication test to IP address <10.48.17.88> (timeout: 12 seconds)
INFO: Authentication Successful
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EKORNEYC-M-K04E:~ ekorneyc$ ssh administrator@10.48.66.202
administrator@10.48.66.202's password:

Type help or '?' for a list of available commands.
ciscoasat

ciscoasa# configure terminal

ciscoasa(config)# crypto ikevl policy 10
ciscoasa(config-ikevl-policy)# encryption aes
ciscoasa(config-ikevl-policy)# exit

ciscoasa(config)# exit

ciscoasa#
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EKORNEYC-M-K04E:~ ekorneyc$ ssh user@10.48.66.202
administrator@l10.48.66.202's password:

Type help or '?' for a list of available commands.
ciscoasa#

ciscoasa# show version | include Software

Cisco Adaptive Security Appliance Software Version 9.5(1)
ciscoasa# ping 8.8.8.8

Type escape sequence to abort.



Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 20/24/30 ms
ciscoasa# configure terminal

Command authorization failed

ciscoasa# traceroute 8.8.8.8

Command authorization failed
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