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e - Cisco

,{; b Anyconnect
( Internet 5 Mobile
\ | Security VPN
g
— 4
.xkh__;ﬂf_F/ \
172.16.32.1
k—-2-__

External

Cutside: Inside:
Gig 00 172.16.32.100 Gig 0/1 172.16.21.100

Internal

ASA-VPN \‘_4#/’/

FirePower VPN assigned IP: ISE
172.16.31.205 172.16.50.50 172.16.31.202
[Management)

FireSight
172.16.31.206

UTRHENFZIREHNRE
1. AP B3 5EASAMIETEVPNL{E ( i3 Cisco AnyConnectZ £ B3I i4<4.0 ) o

2. AR =M htt://172.16.32.1, ( BB FirePower#3) |, iZFirePowerZ#% VML |,
FireSightE 3, )

3. FirePower& 3 Bl & , AJLARHLE ( NBR ) BHERE (HRIEKRE ) , BT EGMA RN RTIKKEE
. Bt , EESRESTNA%&EEZO(API) ( QuarantineByIPJ5 3% ) /B 31ISEX N,
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FirePower
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# ISE 1.2 Aemeadiation Bata 1.3.19
Pobrgary e, 1018 | 386 KB ) mei
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Overview  And 5 WSl Devices  Objects AMP

Access Control [mtrusan v Fias Metwork Discowary 550 Apphoation Detectors Lisers Carralation Actions * Modules

& Success ]
Meodule successhully install=d

nstalled Remeadiation Modules

Module Hame Version Diescription

Cacn T05 il Routa 1.0 Black an TP address ina Croe TS ok

Lzce ML Squn 1.1 Shun &1 IP sddress in the FIX firsyall

ISE L.Z Remediation 1.3.1% Cuaranting IF addresses using Jdendby Semvices Eralne 1.3
Hman Remeddiatinn 2.0 Parfarm an Nmap Soan

St Abinbute Valus 1.4 et an Akinbute Malus

MG R Bl E¥RISEHl, SfinZEPolicies > Actions > Remediations > Instances , FiR RIS EEY
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Edit Instance

Instance Name ise-instance

Module ISE 1.2 Remediation (v1.3.19)
Description

Primary Admin Mode IP 172.16.31.202

Secondary Admin Mode IP foptional}

Lsername admin

P-EISSWGFE' LA L L L LR L Y]

Ratyoe to confirm

SYSLOG Logging \*) On \__ Off

White List
[an aptranal list of networks )

Create H Cancel J

RIPHYE (EE ) LA T

Configured Remediations

Mo configured remediations available

Add a new remediation of type [Quarantine Source IP v] | Add |

RER R



NESLAEERFEXKAN, AN EZTRINALR | Z0EES KB E /Y 15 R 2 SIH 0
(DropTCP8O)LHl, EEEHN , &5 finZEPolicies > Correlation > Rule Management:

Dverview Analysis @i« Devices Obj AMP

Access Controd Intrusion = Flles Metwork Discovery S5L Application Detectors Lisers Correlation Actions »

Policy Managemeant Rule Managemant White List Traffic Profilas

Rule Information

Rule Mame CorrelateTCPE0Black
Fule Description
Rule Group Ungrouped

select the type of event for this rule

a connection event occurs v | | at the beginning of the connection |  and it mests the following conditions:

| @ &dd condition _' | @ Add complex condition J

¥ | Access Control Rule Name w | containg the string v |D.'u|.'-T1:PB|:||

Rule Options

sSnoaze IF this rule generates an event, snooze ford nours el
Inactive Perieds There are no defined inactive pericds. To add an insctive period, click "Add Inactive Period".

LEA A TR BRERBE . S i ZEPolicies > Correlation > Policy Management A 8| 2 ¥ SR BE |, SRS 7N
EERENHAN, 23550 Remediate HRMANRE . RIP(ZBTEE) MRS B EH94MC
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-2 Create Policy

Sort by | State v

ASA

Bl E 75 HVPNM X ASALLEE A ISER 1T B A RIUE, EA4F3 Aigtk MIRADIUS CoA:

tunnel - group SSLVPN- FI RESI GHT general -attri butes
addr ess- pool POOL- VPN
authentication-server-group ISE
accounting-server-group ISE

def aul t - group-policy PCLICY

aaa-server | SE protocol radius

i nteri maccounting-update periodic 1
dynamic-authorization

aaa-server | SE (inside) host 172.16. 31. 202
key *k k k%

webvpn

enabl e outside

enabl e inside

anyconnect - essential s

anyconnect image di skO:/anyconnect-w n-4.0.00051-k9. pkg 1
anyconnect enabl e

tunnel -group-1ist enable

error-recovery disable

ISE

B M 41 A iR % (NAD)

£ fin ZAdministration > Network Devices 7 57 HRADIUSE FimRIASA.

B R BB R R &2

S EIEE>System >R B> B BN MR H LS AREEAPIMIEE



/0> Home  Operations | v Policy | ¥

&+ Syslem Zgt Identity Management i MNetwork Resources |24 Device Portal Management
Deployment Licensing Certificates Logaging Maintenance Backup & Reslore
Settings Adaptive Network Control i
E_f Chent Provisioning
i=| FIPS Mods Service Status Enabled »
i= Alarm Settings ) '
E ;mm
2= Frofiing Save Beset
» [ Protocois

AR ERAIREERAP |, WIHBERRN L RS IRS .

FREDACL

EQEATREVA T TG REH%&R(DACL) , HS M ZEPolicy > Results > Authorization >
Downloadable ACL.

e 0 A S2AR e I S

S #inZEPolicy > Results > Authorization > Authorization Profile , &5 A ##YDACLAI 2R E &
X

¢ Home Operations|¥  Policy| ¥  GuestAccess
|5 Authentication M Authorization ILfH Profiling E Posture IEH Client Provisioning I; TrusiSec
Diclionaries Conditions m
Results Authorization Profiles = LimitedAccess
( 5) Authorization Profile
N *Mame || imitedAccess |

G- . -
» B A ation Description |
v [ Authortzation * Access Type [ ACCESS ACCEPT -

L Qm&mw

» [ Downloadatie ACLs Service Template o

) ﬁ Inline Posture Mode Profies
b [ Profilng
» [ Poshure
b [0 Clent Provisioning w Common Tasks
v [ TrustSec

* DACL Name DENY ALL QUARANTIME -




B

AT BFHMNEAN, £ —FHANMASA-VPN)FEASA LK LW FIBVPNRERHE L E,
HENCSEBEEX A (#BHERIMEFE ) |, FAEHRIENVPNE FHa R AN ASA-
VPN_quarantine,

EOIEXLEHN | iFS M ZEPolicy > Authorization:

e —
-"_'i_-“L Home ﬂp:rnﬂnnu.| L Pn:llnqr| L &mt.ﬂm| L Administration | L

|45, Frofiling [# Pasture |ts Glient Frovisioning |5] TrusiGes & Policy Elements

]:] Authensication

B autharizasion

Aunthorization Policy

Define e Autnanzation Policy by configuring rules based on identty groups and/or other condisons, Drag and drop reles b change the order
For Policy Export go fo Administration = System = Backup & Bestore = Policy Export Page

I'irst Matched Bule Applies =

» Exceplions (0)

Siandand

Sialus Rula Nama Caonditions {Idantity groupe and alher condibisns) Parmilasions

ﬂ AZANYPH guaranline DEVICE Davice Type ECGUALS All Cevice TypasUASA VPN O Limilsdfcsess
SagsionEPS5katus EQUALS Quaraniine

AEANEN DEVICE Device Type: ECUJALS All Device TypessASA- VPN PemmitfAccess

Brir

ERAATHREAENEEARIRERDERE T,

AnyConnect/EzJASA VPNLiE

!’y Cisco AnyConnect Secure Mobility Client =n =R ==

..............

............. +

Connected to 172, 16.31. 100,

172.16.31.100

00:00:09

ASABIZ X ERN RNEREMDACL ( T£MEHHE ) -

asav# show vpn-sessiondb details anyconnect



Sessi on Type: AnyConnect

Username : cisco I ndex 37

Assigned IP : 172.16.50.50 Public IP ¢ 192.168.10.21

Pr ot ocol AnyConnect - Parent SSL- Tunnel DTLS- Tunnel

Li cense AnyConnect Essential s

Encryption AnyConnect - Parent: (1)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashi ng AnyConnect - Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel: (1)SHAl
Bytes Tx : 18706 Byt es Rx 14619

Group Policy : POLICY Tunnel G oup : SSLVPN FlI RESI GHT

Login Tine 03: 03: 17 UTC Wed May 20 2015

Dur ati on Oh: 01m 12s

Inactivity : 0h: 00m 00s

VLAN Mapping : NA VLAN none

Audt Sess I D : acl0206400025000555bf 975

Security G p : none

DTLS- Tunnel :

<sone output onmitted for clarity>

RPFZE T E

—ElﬁF—"‘E“iiﬁiﬁlﬂhttp'//17216321 BERBRaGT , NN RELHNREEL  REEEHE

B & MFirePowerE P & i%

May 24 09:38:05 172.16.31.205 SFIMS: [Primary Detection Engine

(cbed5720-f Obf - 11e4- a9f 6- bc538df 1390b) ] [ AccessPolicy]| Connection Type: Start, User:
Unknown, Client: Unknown, Application Protocol: Unknown, Wb App: Unknown,
Access Control Rule Name: DropTCP80, Access Control Rule Action: Bl ock,

Access Control Rule Reasons: Unknown, URL Category: Unknown, URL Reputation:
Ri sk unknown, URL: Unknown, Interface Ingress: ethl, Interface Egress: eth2,
Security Zone Ingress: Internal, Security Zone Egress: External, Security

Intelligence Matching I P: None, Security Intelligence Category: None, dient Version:

(null), Number of File Events: 0, Number of IPS Events: 0, TCP Flags: 0xO0,
Net BI CS Domain: (null), Initiator Packets: 1, Responder Packets: 0, Initiator Bytes:
66, Responder Bytes: 0, Context: Unknown, SSL Rule Name: N A, SSL Flow Status: N A,

SSL Cipher Suite: N A, SSL Certificate: 0000000000000000000000000000000000000000,

SSL Subject CN: NNA, SSL Subject Country: N A SSL Subject OU NA, SSL Subject Og:
N A, SSL Issuer CN: N A SSL Issuer Country: N A, SSL Issuer QU N A SSL Issuer Og:
N A SSL Valid Start Date: NA SSL Valid End Date: NNA SSL Version: NA SSL Server
Certificate Status: N A, SSL Actual Action: N A, SSL Expected Action: N A SSL Server
Narme: (null), SSL URL Category: N A SSL Session ID:
0000000000000000000000000000000000000000000000000000000000000000, SSL Ticket Id:
0000000000000000000000000000000000000000, {TCP} 172.16.50.50:49415 -> 172.16.32.1:80

FireSight<BX SR BE b

FireSightE I ( BHHH Oy ) RECRIEER S , HMNBEPORENREGE BT HERSE -

May 24 09:37:10 172.16.31.206 SFI MS: Correlation Event:
CorrelateTCP80Block/CorrelationPolicy at Sun May 24 09:37:10 2015 UTCConnection Type:
FireSI GHT 172.16.50.50:49415 (unknown) -> 172.16.32.1:80 (unknown) (tcp)

LR ER |, B ONISEEFIREST API ( FBE ) A , ISERHTTPSL % , AI#EWiresharkH f# &
(ERREEEFZE(SSL)AANMPANERIELHFAH):



120 142,16, 31, 2068 142,16, 31 . 20 Livl b Client Hella

121 142,16, 312050 152,16, 31 . 206 H S5 https = 42046 [ACK] Seq=1 Ack=hld win=15516 La=n=t |Svel=ZER1ESEsY |Secr=3/ 28010
15 182016, 20 2000 15216, 31 . 500 (42 A5 [P segnert of a reassenbled POUL

122 172,16, 21, 208 172,16, 31 . 206 L5w1 681 Server Hella, C=rtificats, Certificete Hequest, Server Hello Done

129 1757216, 3 2% 1545, 16,31 . A0 CH Bh dR0as = https [ACK] Seq=518 Ack=1249 Win=1/538 Len=0 TSral=SiaHD10E TSecr=3891635E57
124 172.16,31 .. 205 152,16, 31 . 208 B SH QEGSS = qbips [ACE] Seq=31H sck=REsd Win=SD4ED L en=D TSyal=SEAHDIDE [hsor=ERlatES
126 172.16,25 .26 172,18,z Sh dR0eS = hbips [ACK] Seq=51H Ack=E2512 Win=24795 | en=0 TSvnl SSEAHDNDE Theor=3E01 RN
127 172.16.21 .206 172.16.: 42 Certificele, Client Key =achangs:, Change Cipher Spec, Finished

L "
128 172.16.31 .200 172.16.31.
125 172,116,301 .00 172.16.31.
o W [ e 172.16.31.

72 Charge Cipher Suer
15 Finished
48045 = il ps

=0 TErHl=STARN07 TSecr=SE0163EER

132 172 16,31
135 172.16.31 . 200 172.16.31.

hilps = 48046 [ACK] Seq=2571 Aca=1CHS Win=17750

H | an=l TSea] =389 65020 TSecr=07200111
a7 BTTRST.1 200 0K

T ¥ T ¥ T ¥ T T T
Sucare Sockets |ayer
M5l Recasd Layes: dpplocation Data Frotacal: Boip
Canlert Tyae: Appt icalion Data (2F)

Warsicny T 5 1,0 [OxC307)

Lenglis 724

Frorypled dpplicalion Delar = lee28lsa3ee TE3SGne 9 e a2 9 d 2 cidai o 11 deh 7es,
- Hyperlesl Transler Sraloeet

TE: dellaie,geipg=l. 2550
Cormnsclicn: TE, class=hryn
I dutharizazion: Basic YWRLaWdES haXa Tz
Hest: 1721831, 205y
Ugar_fpanT: Libwasw-perl /6. 05
K]
Call reduest LRT: hitp: /01720 16,31 2020 e fensQua -ant ineby T20 172, 1550, 50]

HEGETERS |, WEHEMNIPH U 4E1%(172.16.50.50) , F BiZEHHISEFRE.

£ fn ZAnalysis > Correlation > Status , LAFIAB ZhAY AR -

Conteak Eaplossr  Conneschioes ®  Bebresions e Rles®  plosts e Alses e Velneebilese  Correlstien o Simtus Custom v Sesnih

Bockrmart Ths Paga
Remeaediation Status

| JFHA
iz Swarch Conwrs res (EE Search
Mg i -
T Remeilition Hems Eatter = R ¥ S
|
M e —— M Carsimanlsics Corve wief CFSIR I ettt e i
= 20 e | DoiD) s Sy 1 [P ] Ly (it i P Corrs pieT CPaiRkny AUy | SV R 8 O e ey
Mmge 1 of | Cis plpwing rows. | =T of ¥ rows
VeEm Db
[F P Dieee &l

ISE¥nTHEES 3 &£ CoA

EULBYER | ISE prrt-management.logil &1 K1 % 3% CoA:

DEBUG [RM TCP Connection(142)-127.0.0.1][] cisco.cpmprrt.inpl.PrRTLogger | npl
-::::- send() - request instanceof D sconnectRequest
clientInstanceIP = 172.16.31.202
clientInterfaceIP = 172.16.50.50
portQption = 0
server| P = 172.16. 31. 100
port = 1700
tinmeout =5
retries = 3
attributes = cisco-av-pair=audit-session-i d=ac10206400021000555b9d36
Calling-Station-1D=192. 168. 10. 21
Acct - Ter mi nat e- Cause=Adm n Reset



B 1T (prrt-server.log)f CoAL IE5E 2 £ X ZINAD , NAD IE £ 1E(ASA):

DEBUG, 0x7f ad17847700, cnt x=0000010786, CPMSessi onl D=2e8cdb62- bcOa- 4d3d- a63e- f 42ef 8774893,
Cal I i ngSt ati onl D=08: 00: 27: DA: EF: AD, RADI US PACKET: Code=40 (
DisconnectRequest) |l dentifier=9 Length=124

[4] NAS-IP-Address - value: [172.16.31.100]

[31] Calling-Station-ID - value: [08:00:27:DA:EF:AD]

[49] Acct-Term nate-Cause - value: [Adm n Reset]

[55] Event-Tinestanp - value: [1432457729]

[ 80] Message- Aut henticator - val ue:
[ 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00]

[26] cisco-av-pair - value: [audit-session-id=ac10206400021000555b9d36],
Radi usd i ent Handl er. cpp: 47

ise.pSCRIZFKLFUTHEBEL :

INFO [admin-http-pool 51][] cisco.cpmeps.prrt.PrrtMnager -:::::- PrrtMnager
disconnect SessSi on=Sessi on CallingStationID=192.168.10.21 FramedIPAddress=172.16.50.50
Audi t Sessi onl D=ac10206400021000555b9d36 User Nane=ci sco PDPI PAddress=172. 16. 31. 202

NASI PAddr ess=172. 16. 31. 100 NASPort | D=nul | opti on=Port Def aul t

SMERESFSHBUES , NERFSEXAT

VPN&iE B FF
BARAPRXEBHLUIERAECHTT (3 F802.1x/MAB/FEE L/ T4k , WEIBRERM )

@Ciscn AnyConnect Secure Mobility Client | = | [=] | 208 |

b & v
The secure gateway has terminated the VPN connection.
The following message was received from the secure

172.16.31. 100 - Connect

2 ®

Cisco AnyConnect A EMFHAEFERER :

10: 48: 05 AM Est abl i shing VPN. ..

10: 48: 05 AM Connected to 172.16. 31. 100.

10: 48: 20 AM Di sconnect in progress, please wait...

10: 51: 20 AM The secure gateway has term nated the VPN connecti on.

The following message was received from the secure gateway: COA initiated

HRESRAVPNEE (RE)

BT HE 7 KZEELVPN , RSN B FHiE, it , ISE ASA-VPN_quarantine #I0N# &
, RHERAOMEILE :
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Ei] Shoum Lve Scauionu :_ A or Perizve Couirra - .‘:\_ S R ﬂ Ruuel Popeul Cuunls Rezlreah ?r_.'l
irme A3 Pepeat £, ety " tndpuirt 0 " satharsaton Pelicy | vthorgation Profies . Bwvent
al |
15-05-24 10:51: 40... i 5 q uis 192,16 21 Saszkan Stata |5 Starrad
0:51:3% [ ] o LG LE L [ALL Smembkaad Succandad
51:35..  E & [SEA 216 2l DeraUE == ASANPH_qLaraming  Lmiteddscans Autnanticatian suecasded
51:17.. 4 o O 2 Do = mnaric Authoriatian suecasdad
20L5-05-24 104601, B o Clsco 192.168.10.21 Defaul == A5A4T'H Permithccss: fuathantication spccsadad

X : DACLZ S IMAIRADIUSTE R T H,

FEASAL | AT LAfE A show vpn-sessiondb detail anyconnect CLIGE S RIEHRIZRNAIE

asav# show vpn-sessiondb detail anyconnect

Sessi on Type: AnyConnect Detail ed

User nane : cisco I ndex : 39

Assigned IP : 172.16.50.50 Public IP : 192.168.10. 21

Pr ot ocol . AnyConnect - Parent SSL- Tunnel DTLS- Tunnel

Li cense . AnyConnect Essentials

Encryption . AnyConnect-Parent: (1l)none SSL-Tunnel: (1)RC4 DITLS-Tunnel:
Hashi ng . AnyConnect-Parent: (1l)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel:
Byt es Tx . 11436 Byt es Rx . 4084

Pkts Tx . 8 Pkts Rx . 36

Pkts Tx Drop : O Pkts Rx Drop : O

G oup Policy : POLICY Tunnel Group : SSLVPN FI RESI GHT
Login Tinme . 03:43:36 UTC Wd May 20 2015

Dur ati on : Oh: 00m 10s

Inactivity : 0h: 00m 00s

VLAN Mapping : NA VLAN . none

Audt Sess I D : acl0206400027000555c02e8
Security Gp : none

DTLS- Tunnel :
<sone output ommted for clarity>
Filter Name : #ACSACL#-IP-DENY_ ALL_ QUARANTINE-5561da76

B HERR

ATREATRATHREBHRENES.

FireSight ( BFfH 0 )

ISEXNRBIAEE LT VE !

r oot @ef ence: /var/sf/remediations/ISE_1.3.19# |s
lib_ ise-instance ise-test.pl ise.pl nodule.tenplate

(1) AES128
(1) SHAL

iX 8 —AMEF A7 #SourceFire(SF) B B2 R F KA M B 2 Perlfi A, BATHRES , TLLER



Ivar/log/messages#iih &£ &:

May 24 19:30: 13 Defence SF-1MS[2414]: ise.pl:SourceIP-Remediation [|INFQ [2414]
quar_ip:172.16.50.50 (1->3 sid: 1) Starting remediation

May 24 19:30: 13 Defence SF-1Ms[2414]: ise.pl:Sourcel P-Renedi ati on [INFQ [2414]
quar _i p: 172.16.50.50 (1->3 sid:1) 172.16.31.202 - Success 200 OK - Quarantined
172.16.50.50 as admin

ISE

FEISELEHABENMERFRSIIEEEE, BEEFETRHHE(prrt-management.logH prrt-
server.log) PV IFEM BE , A Runtime-AAAS AIDEBUGH: 3. St ZAdministration > System
> Logging > Debug Log Configuration2A 5 iz .
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iR

BXEBVPNLEME (802.1xX/MABIEIEE ) #HXMISE BugiifE & , iHZ#Cisco Bug ID
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