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Microsoft WSUS
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B, ISEAFENIMEHE.
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- EZRVPNH802.1xHR
- Microsoft WSUSHY it &
EFA VA H
AXHEFHERETUTREMB R
- Microsoft Windowshx4<7
. BEWSUSHrA6.3KMicrosoft Windowshx 242012
- Cisco ASARRZ<9.3. 1R £
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—————— WPN Access (lkev2 or 55L)

———— Radius

» Traffic from PC/VPN client to WSUS
ISE 1.4

Internet :I

VPN Pool IP:

\FZ 16.50.50-70/24
G0/0: 172.16.32.100/24
{outside)

GO/1: 172.16.31.100/24 (-—-——-'—””';ﬂ )
linside) Cisco
Aryconnect
ASAl / Mobile
e —— Security

Microsoft WiLIS
172.16,31.103

X2BEER , INEER :

1. AP B VPNIGE K BRAnyConnectiE #EFTASA, XA RE—FSE—MiER , HlE
RN — L FLIEETLFHEMEEIZFH802.1x/MACHK: iF 55 %(MAB)%*&E’J%&
(WLC)& 1t,

2. ERINIEN RIS , ISEEBINRIRENRSRLERETERHEEN(ASA-VPN_quarantine®®

BAN)) , # B EE[ORE M Radius Access-Accepti BiR[E, £8R | ASAEERFIEHTTPE
BARIISE,

3. FHF?TﬁWebiiﬂbﬁ'C%%#HﬁAFﬁﬁi&ﬂto EXISENEEMRMEE , BERAnyConnect 4RFSIER
FHRZR, RSERARE THRMISE (WSUSHIFRIIKEE),

4. JRAEHRIE EMicrosoft WSUS |, H BEHITIELE.
5. RIS IELLE | MASER L IEIREFTISE,

6. ISEM@Radiusiz i £ N & K ZR X (CoA) REX — MR AVPNA F (ASA-VPN_compliantiZ XM
M)#y 2 TR LEGEIR

Note: v 7 1& 1IE 8E T & (BE 1 T HEEPCHIMicrosoft WindowsE#7) , AP MiZ A At EENR,

Microsoft WSUS

Note:WSUSHF B ERBEHANWEBE., xTiIEFEMAEE , SEELEHNH A Microsoft XYY


https://technet.microsoft.com/en-us/library/hh852340.aspx?f=255&MSPPError=-2147217396

EBEBWindows R F 22 EFHARS -

WSUSHRST B AR ERNTCPEE 1853058, NEERER , HtnOtERAREEN ., XMEN
AERZTEFIMWSUSHIIPHE ST EASA (FR Y LAFH B E @ 15 R 2 HI R (ACL)E A X).

L] Internet Information Sendces (15 Manager
@ ) [@» WINLTROKSCFOU » Stes » WSUS Administration »

File  ‘Wiew  Help

B WSUS Administration Hom
@-id |7 |8 [ at e
WY Start Page . = . iz
495 WIN-LTB02KSCFOU (EXAMPLEVAG ministr Filkex: * ¥ Go - G ShowAl | Group by: Area __ =-
Q Application Pools Site Bindings :

d-a Sikes

4 0 Default \Web Site

| aspnet_client

4 & WU Adrinistration
bk BpiRemoting30
b [ CliertWebService
o | Content
b ¥ DasfathiebService
|E> -:.‘ Inventony
B ¥ ReportingWebService
b | Selfupdate
|E:~ ? SarverdynciWeblerice
b - SimpleAuthWebService

Host Mame Part IP Address Binding
£330

@8

15 9 4B SR BE W Microsoft Windows B 7 # s Fit & 3 A b WSUS R S5 88


https://technet.microsoft.com/en-us/library/hh852340.aspx?f=255&MSPPError=-2147217396

—

Group Policy Management Editor

File Action  Usew  Help
dmop| HE = HE T A Specily intranet Micrasalt update serice |ocation [- [ =S
| Zacurity Center * if irtsanct Mic date sendice locati
S Server for NS H Specify irtanet Micrazaft update sensce locatinn Previous Setting | | Nest Sasting
_| Shutdoom Oplions
| Snart Card ) Mat Carfigured Carnment; #
| Sound Recarder
__I ® Ernahled
2| Sy wour setlings
I Tablet FC ) Diisahled -
= toat Fubvdul i Supmorted ani | arjoger Windows 1P Mrofessional Sandce Pack 1 or Windows 2000 Sandce Pack 3,
] Mind o Calendar ezt luding Windows RT
| W¥indowws Color Spste) il
7| Windoews Custarner E o
. W Help:
b L] Windoows Defender e :
B YHindowws Error Keporl — . ——
1 Windawes Installer Set the intranez updats service for debecting specifies 3rintranst server o hoot vpdates from Microsofi Cal
. X 1 upsates: Updake. You c2n then wre thiz update service to sutometically
1 Windoas Logon Oprti ) update corpputers onyour netior
7 indows Mail hitka://172.16.91.10%:8550 | _ _
| W¥indowws bedia Cent ’ Thiz setking gtz y0u specify a senss On 0w nebaark 1o function
7 Windoees Modia Digit et the intranet statisthos sensan a3 an internal update 1endce. The Sutormetc Updetes clientwill
- . e search this rendice far updases that apphete the carmputers an -
o Media Plays https TR A3 1005520 | e i =
| Windows Messenger :
| Windoewes Mability Ce [=arnale: httpfintranetpd 1) To uzethiz zetting, pou mvst ek bog servernsme velues: the
T Windows Paesihel server frommwhich the Sutarnatic Updat:_s client detects and
| W¥indows Beliabaly & dnmaloads updates, and the serarto waich updated
b [ Windaws Remate Ma svorsstations upload statistics, You can set both values Lo be the
i 3AIMIE 12nver:
O Windowws Remote She
| Wind o Updats B I the statug i5 set bo Enabled, the Suetornatic Updates client
| WWork Falders = comaects 1o the specified intranet Micosoft update serdice,
1 Wadkplace Inin instead of Windaws Update, to search far and download
*al Settans updates. Enabling this setting means that end wsers in your
. e i q3 organization doa't hivae bo go through a fireaall to ger updates,
i [ ] Prefersnces ane i gives you the opportunity bo test updates before deploying |
4 8, User Canfigumtion
I- | Palicies: :
I | Prefsrences " H Iﬂl

XERNRR KK S ARBETRRB ™ EENEFNER

| Windows Update

Turn on recommended updates via
Automatic Updates

Edit policy setting

Reguirements:
At least Windows Vista

Description:

Specifies whether Automatic Updates
will deliver both important as well as
recommended updates from the
Windows Update update service,

When this palicy is enakled,
Autematic Updates will install
recommended updates as well as
important updates from Windows
Update update service.

When disabled or not configured
Automatic Updates will continue to
deliver important updates if it is
already configured to do se.

setting
|Z=| Do not display 'Install Updates

iiz| Do not adjust default option to 'Install Updates and Shut Do...
liz| Enabling Windows Update Power Management to automati...

i) Always automatically restart at
| Configure Automatic Updates

|=Z| Specify intranet Microsoft update service location
|==] Automatic Updates detection frequency

|==] Do not connect to any Windows Update Internet locations

|==] Allowe non-administrators to re
|==| Turn on Software Motifications

|2 Allowe Sutornatic Updates immediate installation

5] Turn on recommended updates via Sutomatic Updates

li| Mo auto-restart with logged on users for scheduled automat...
iiz| Re-prompt for restart with scheduled installations

liz| Delay Restart for scheduled installations

liz| Reschedule Automatic Updates scheduled installations

|=Z| Enable client-side targeting

|==] Allowe sigried updates from an

State
Mot configured
Mot configured
Mt configured
Mot configured
Enabled
Enabled
Enabled
Mot configured
Mot configured
Mot configured
Mot configured
Enabled
Mot configured
Mot configured
Mot configured

and Shut Down' option in Sh..,

the scheduled time

ceive update notifications

Mot configured
Enabled

intranet Microsoft update ser... Mot confiqured

B imiEE R RAER . ISERESE A RIETE K Microsoft Active Directory IR 2 SR B& (AD) &



LA ER. WSUSEEF#IRTE L& R ER,

ASA
ZEERAFNEEZSERFIUR(SSL) VPN R ERA(FHAEERBHANNTE),

XREERE

interface G gabitEthernet0/0

namei f out si de

security-level 10

ip address 172.16.32. 100 255. 255.255.0

interface G gabitEthernet0/1

namnei f inside

security-level 100

ip address 172.16.31. 100 255. 255.255.0

aaa- server | SE protocol radius

i nteri maccounting-update periodic 1
dynami c- aut hori zati on

aaa-server | SE (inside) host 172.16. 31. 202
key cisco

webvpn

enabl e outsi de

anyconnect - essenti al s

anyconnect image di sk0:/anyconnect-w n-4.0.00051-k9. pkg 1
anyconnect enabl e

tunnel -group-1ist enable

error-recovery disable

group-policy POLICY interna
group-policy POLICY attributes
vpn-tunnel - protocol ikevl ikev2 |2tp-ipsec ssl-client ssl-clientless

tunnel - group SSLVPN type renpte-access
tunnel - group SSLVPN general -attributes
addr ess- pool POOL- VPN

aut henti cation-server-group | SE
accounti ng-server-group | SE

def aul t - group- policy PCLICY

ip local pool POOL-VPN 172.16.50.50-172.16.50. 60 nask 255.255.255.0

BiEaccess-list ASAREEWN , ATHTHERENZEEMBEISE CATRREMNAS,

access-1ist Posture-redirect extended deny udp any any eq donmin
access-list Posture-redirect extended deny ip any host 172.16.31. 103
access-list Posture-redirect extended deny ip any host 172.16.31.202
access-1ist Posture-redirect extended deny icnp any any

access-list Posture-redirect extended pernit tcp any any eq ww

B RS (DNS), ISE, WSUSHIEER#Z&IH 2 MY (CMP)RENEHRWAF T, FIES —1
REMHTTP)EE [ AnyConnect 4t RIHYISE |, STPRASFE E AR,

ISE



Note:AnyConnect 4t IR BB HANHEE. SESISEMR T HFEIF MM E B RZA1.30
& =PI AnyConnect 4.05E 5% , 20 an1al il B ASAYE N M & 1% & F L% Cisco AnyConnect
TR

WSUSHRZ4$ IE
TERXESRA T EEWSUSHPRBIELE :
1. SN R ESTER SR> EBRIE> Windows RS BREMARSIEIEN T RIEFHAN,

2. Wik Microsoft Windows E#NR B8 N ERF. MBS EHBTFHR , XBoHTZRN,
Microsoft Windows B X B F ARG EENWSUSHIR EEEEEBRRE N ZPCHE X EEN

;-_‘ Authenticalian I.a..l Avlharzation |,-\;, Prafiling IF_Ill Pasbure &2 Client Provisioning b= TrusESes _-_:. Palicy

Dictionarias Conditions
Results Windows Server Updata Services Hemediatons List = WSUS-Remediation
Windows Server Update Services Hemediation
L L ) NamE| WsUs-Remediation | i
[V E=R - Dcsﬂ;ripﬁ-ﬂn|
b [ Authanbiation Remediation Type| Automatic bl |
» [ Authorizstion intervall 0
» [ Frofiing
— Retry Count| 0
N __jn:;;;m” Aclns Validate Windows updates using ) Cisco Rules () Soverity Level
_ir. —— windows Updales Severity Level| Critical -
‘h'. A Remediation [] Updite o latest 05 Service Pack
g.,_ Fie Remediation Windows Updates Installation Source l? Microsol Server EJ Managed Server
{3 Leunch Program Remedation Inglallation Wizard Interfacs Seting (=) Show U1 () Mo W
i} Link Remediation Save Resel |

'!-l'. Paich Management Remediation
'H'. Windows Server Update Services Remediation
i3 Windows Updaie Remediation

i= Requirerments

WSUSHRZEBR

S REE>R>RAE>BR A T IEFHAN . N6 AR pr WSUSRuledd—MBREER , Btk
BIRBEWSUSHIEM N TRERR , Y ERLENR(KEERMN).

—BERAFE , WSUSZERNZPCEEMNEH ., XLgEEFE—EH , HEBLELR™EY
A -


//www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/118714-configure-ise-00.html
//www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/118714-configure-ise-00.html
//www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/118714-configure-ise-00.html

Requiremenls

Mame Operaling Systems Conditions Remedialion Actions

Any_AS_Definition_Mac Mac OSX ANY_as_mac_del AnyASDelRemeadiationil
ac

Any_AV_Installaton_Win ‘Windows All AMNY _av_win_inst J Message Text Only

Any_AV_Definition_Win ‘Windows All ANY_av_win_def AnyAvDefRemediationWi
n

Any_AS_Installation_Win Windows All X AMY_as_win_inst Message Text Only

Any_AS_Definition_Win Windows All | AMNY_as_win_def | AnyASDefRemediationiVi
n

Any_AV_Installation_Mac Mac 05X AMNY_av_mac_inst Message Text Only

Any_ AW _Definition_Mac Mac 05X ANY_av_mac_del AnyivDefemeadiationk
E 1=

Any_AS Installation_Mac Mac 05X ANY_as_mac_inst bessage Text Only

Wsus Windows All pr_WSsUSRula WsUS-Remediation

AnyConnectiii [l X #

5AnyConnect 4ElE X — 2B ERSERBEEN 4 , (EWMSISEMRA 1.3 E R ABIHAnyConnect
4.0%5E PR IR)



//www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/118714-configure-ise-00.html
//www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/118714-configure-ise-00.html

[2] Authentication [&] Authorization [ Prafiling [ Pesture [ client Provisioning [5] Trustzee 'y Policy Elemants
Dictionanas Conditians

Besults
[ 2

Ll ™| = W
o = -

b [ Aufbentication * Select AnyConnect Package: | AnyConnectDesktopWindows 4.1.2001.0 -
v [ Auttorization

¢+ [ Frofing = Configuration Mame: | AnyConnect Configuration [
¥ O] Pusture

| Cear Provisoning

(3 Trustsec

Anyionnect Configumbon = AnyConnect Condiguration

Crzgoriphion:

Description Value

* Compliance Module | AnyConnectComplianceModuleWindows 3.6.8+)

AryConnect Module Selection
IZE Poslure
YEN
Metwark hecess Manager ||
Web Secunty
AMP Enabler ||
AZA Pasture ]
Slart Before Logon |
Dimgnostic and Repering Tool ||

Profile Ssl=ction

* ISE Posture | AC4 profile -

VPN | -

b g Ul

—BAnyConnectBlEXHER Y , TN EFF G R R KBRS E

7 Home  operstions |+ Palicy | = Gunat dccess | v Admintsimadion | ‘

|2} Awilhanbcation | Awthorzation [4] Predling |7 Poslure [&] Trusizec s Falicy Elemnenls
Client Provisioning Policy
Diafing tha Clignl Provisiening Policy o debermme ahal aeens will receive upon kie ard wssr ssesion inidalivn:
For Agent Conhigurabion: versicn of agsnl, agenl predle, agent comphancs module, ardior agesni cuslomizabion package.
For Natws Supphcand Conbgurabon: wizard prohle andsor wizard. Urag and drop nules o change the order.
b4
Rule Mo Klgnlily Groups Ciparaling Syalema CHisar Carsditiong Fa=uille
ﬂ AT I Any [ Wiirsdones Al ] Condilieniah thar AnyCannael

Configuralion

BINARRF  SGRE—E , ARREZE , EEANEFRHANADRE, AnyConnect 414
B R LAV DEIR(RE)o

BB WS

BIREE MR —RNE B XX B iR N EE S



| &) Authenacation &) Authanzation |45y Profiing |'j'III Peaturs Ed Client Frovisioning =) TrustS=c m
Diichonaries Condilicns Fas I

Authorizntlan Provflles = Posburs
Hesulls
r Anthorization Profile
o] | |
= “Hame | Pasture
e iy
» Eg) Authentication Deacripton |
¥ [ Authoradon * Auess Tye [ACCESS ACCEPT *]
¥ | Authorzaion Profies
= Sarvite Tamplale
¥ [ Downbadabis ACLs N
L3 |_ Iriing: Poaure Mode Proflies
v | Frodmng
» [ Pasdue
» ] Clont Froviinning * Common Tasks
B Tt Sec
AR
Yalee Domaln Permission
__,r ¥Weh Hedirechon (CWA, KDM, NSE CPF]
Client Prosisloning (Fosture) » ACL | Posture-redirect walus | Client Provisioning Portal =
A
H — .
BREEREDHN
Authorization Policy
Diafime e Aulhorizalion Palicy by l.l.llll'-.'.' g rules bagad on idenlly groups andfor other cordilone. Drag and drop mles 1o dhangs e order.
For Policy Expor go o Administration = System I'..uu::- & Hestors = Policy Export Page
First Matched Rule Appliss -
k Exceplions (0]
iandard
Status Rule Mame Condiions (idenlity groups and other conditionel Permisaions
ASANPN_guaraniing Session PoslureSialue EQUALS Unknown Seseion PogluneSiatus Poshura
EGUALS MonCaomplianl
E ASAVPMN_compliant Saession: PostureStrtus EQUALS Compliand PrrmitAccess

E—IR , EAASA-VPN_quarantinef M|, &R , AARNEEXHRE , HELKIKREEDE
AnyConnect 4 (FIARASER) AN 2 1 BRI,

—B#% , FHASA-VPN_compliantill| , 3 B&X T M&iF R f2iF.

Bl

tE o R ERER N TRIENEES SR ED S T,

EEHGPOKRMPC

BEWSUSE BHEIRE , HPCRFREG , NiZ#ix, XKL  HVPNSERIM A (ERERINE)H
BfE , MR, #ERE ZERUEE(C A UEATELIN802.1x/T LB M),



— B Microsoft Windows & P HEEBEE , X T AMWindowsEFZRE R 5 :

| “| <« System and Security » Windows Update » Change settings - | +4y | | Search Control Panel

Choose how Windows can install updates
lﬁl Some settings are managed by your system administrator. More information,

When your computer is onling, Windows can automatically check for important updates and install them
using these settings. When new updates are available, you can also install them before shutting down the
computer.

How does automatic updating help me?
Important updates

[:? Download updates but let me choose whether to install them

Install new updates: | Every day at |9:00 AM

Recommended updates

Give me recommended updates the sarme way [ receive important updates

Wheo can install updates
[¥] Allow all users to install updates on this computer

Mote: Windows Update might update itself automatically first when checking for other updates. Read our
privacy statement online.

EEE | WLAERARER(GPO)RIF FMMicrosoft Windows EFT R EBREFRS /AN

C:\ User s\ Adni ni strat or >gpupdate /force
Updating Policy...

User Policy update has conpl eted successfully.
Conputer Policy update has conpl eted successfully.

C.\ User s\ Adm ni strat or>waucl t. exe /detect now

C.\ User s\ Adm ni strat or>

HHtFEWSUSH X RE
THETRAESE 35 T B P IR A SR



& Update Services
&7 File  Action  View Window Help

o= »m 8=

% update SEM: ES S:Efllrit].r L.Ipdﬂtl?.ﬁ I:I-:L'JE LlFH:l ates of 905 5 l"r|:|'|:'u'|"|I 1025 tn:ut.ﬁl::l
Fi @ YAM-LTE02KSCFOL (N W P
4 51 Updates Approval: Ary Except Declined = Status: Apy ~ () Refresh
&l Al Updates D Title Ins... Approval
E Cridcal Update: Security Update for Windows 7 forx6d-based Systems (KB3000485) 100% Install (2/3)
Security Updates
% WSLIS?_IIIde;tes Security Update for Windows 7 (KE3000483) 100% Install (2/3)

4 B Computers A Sprove |_|!:::.I_:|__._ tes
4 B All Computers
¢ Unassigned Comy % Tao approve an update, select the group from this list of groups, click the arrow, and ¢

& Computer-Updat of approval.
3’% Dowenstrear Servers

% Synchronizations Cornputer Group Approval Deadline
&l Reports E ‘?lﬁ«ill Computers Mot approved  [MAA
i Options I_Ir'|a.i:'.i-3r|r:d Computers Install Mone
@ ~| Computer-Updated Install Mone
H mn

|® The selected update does not suppart rernowal.

[ ok ]

EEEZF X HEESwuaucltlyiR s .

BEEWSUSHPCIRZ

HHREE RNMAREFEWSUSHIPCIRE !



37 File  Action  View Window  Help

= 5=

&) Security Updates
&1 WIS Updates
4 K Computers
4 & Al Cornputers
&4 Unassignad Comj
£ Computer-Updat
ﬁ Dowmnstreanm Servers
& Synchronzations
&l Reports
_Enl Options

admin-pc.example.com

.%[ Update Services All Computers {1 computers of 2 shown, 2 total)
4 3] WIN-LT802K5CFaU
4 E[ Updates skatus Ay = [} Refresh
& &0 Updates [ Marne IP Address Operating Systern  Insta..  Last Status Report
E’ Critical Updates A admin-pc.eample.com 192.162.10.21 Windows T Profes.., o o 2T2015 12:41 Ak

status Group membership.
B Updates with errors: 0
1 Updates needed: 1
I Updates installed/not applicable: 1035
I Updates with no status: ¥

RIiZ A EWSUSHY T Rl# &2 —IRE#H.

VPN&ERIL

EVPNEIERIN G , FHASA-VPN_quarantine ISERAAN | iR B 4 2R INE B X4
WHHTTPEIE R N AnyConnect 4 B FI AR SERE N EE @ :

Al -
Compuber

si —]
Unassigne |
d

Computer

b= =] % 3 Mé\



[ ireo - ===

| @ Device Security Check l + |
é =1 hitps -""IiEl-i.Ei!El."l'lp-'E.CDI!"I'I.'ﬁ-l-;.:il.-'pcl'fall.-"\_|IE“|T|-'rC.' sionStart.action c " Google ,.I:-‘ E - ", —ﬁ.
ciai]ua ; .,
CISCO Client Provisioni

Device Security Check

Your computer reguires secunty software fo be installed before you can connect to the network.

2 Detecting if AnyConnect is installed and running...

P!

T

Connected to SSLVPH-ASA.

SELVPN-ASA

XEY , FASAN S ERSEREHTTPRERN EE @M BRI RIXISE

asav# show vpn-sessiondb detail anyconnect
Session Type: AnyConnect Detail ed

User name . cisco I ndex . 69
Assigned IP : 172.16.50.50 Public IP :192.168.10. 21

<...sone output omtted for clarity...>

| SE Post ure:

Redirect URL : https://iseld.exanpl e.com 8443/ portal/gateway?sessi onl d=ac101f 64000
45000556b6a3b&port al =283258a0- e96e-. . .

Redirect ACL : Posture-redirec

RABREBFEWMISER K rE H BRITISIE
RASESRIBZWMISERI KRS, ise-psc.logifid & RAEFASHERWER -

2015- 06- 05 07:33:40,493 DEBUG [portal -http-servicel2][] cisco.cpmposture.runtine.
Post ur eHandl er I npl -:cisco: ac101f 6400037000556b40c1:::- NAC agent xni
<?xm version="1.0" encodi ng="UTF- 8" ?><cl eanmachi nes>
<ver si on>2</ ver si on>
<encrypti on>0</encrypti on>
<package>
<i d>10</id>
<nanme>WBUS</ nane>



<version/ >
<descri ption>Thi s endpoint has failed check for any AS install ation</description>
<type>10</type>
<opti onal >0</ opti onal >
<pat h>42#1</ pat h>
<remnedi ati on_t ype>1</renedi ati on_t ype>
<renedi ati on_retry>0</renedi ati on_retry>
<renedi ati on_del ay>0</r enedi ati on_del ay>
<action>10</acti on>
<check>
<i d>pr _WBUSCheck</i d>
</ check>
<criterial>
</ package>
</ cl eanmachi nes>

RS IR B 3 i fif & Microsoft Windows E T2 FIiEZFIWSUSHI T EEFH MWSUSKREFrEl &
H—R(Bs1£IMEEERMAF TH)

(= [= =]

@,\;Juvlf'u ¢ Control Panel » Systemn and Security » Windows Update - H-|| Search Control Panel 2
2 MAC Agent WSUS Update (7]

—

;I The updates are being installed

Installation status: computer.

Initizlizing installaton. .. dome! -
Installing Security Update for Windows 7 for x64-based Systems (KB3000:433) (update 1 of
1)..

View update history
Ern administrator
es from Windows Update

hility Client =N IENES

Installimg:

. Cancel |

[ System Scan:
Updating requirement 1 of 1,
[

JEE 150 T _ 0%
Installed Updates

J.'_; Windows Anytime Upgrade

Note: REEH L F ERREEHE 3.



@'U'lf—i ¢ Control Panel » System and Security » Windows Update - | H| | Search Control Panel D .

— .
#°1 Installation complete
. You must restart your computer for the updates to take effect.

computer.
Views update history

Ern adrinistrator

es from Windows Update

hility Client [ = [

‘&r System Scan:
Ipdating requirement 1of 1,

See also N -—— | 30%
Installed Updates
f; Windows Anytime Lpgrade

2 W ITREHE

I RIRE MFH B HAnyConnectiAASERE |, B EEIL



[ @]=]

@Uv| Y » Control Panel » Systemn and Security » Windows Lipdate - | -Hrl | Learch Conirol Pane!

©

Contral Panel Home .
Windows Update

Check for updates
Change settings

kit oy Windows is up to date

There are no updates available for your computer.

Restore hidden updates
Updates: frequently asked
questions Mast recent check for updates:  Today at 310 PM
Updates were installed: /2572015 at 11:59 AM. View update history
You receve updates: Managed by your system administrator
Check online for updates from Windows Update
@ Cisco Anannnact Secure Mobility Client = & [
l:umened b SELVPN-ASA,
SELVPM-ASA
Complant.
Sea also . Hetwork access allovwed,
Instalied Updates
“; Windows Anytime Upgrade

REWEIEXISE , XK H B RHASA-VPN_compliantBZRFN , XIS T W& e (8T
Radius CoA). SinxiRME>IAIER T #iAlt :

'1
gllmﬂn Fervices Engine < Home  Opsrabons | v Folicy | ¥ Guest Access T i siratan | *
E |- \uthsnacaione HE ity ] q:lﬂ'.'-ﬂl."'."ﬂ: Meteork Coniro ‘ Iraubleshool
Misconfgured Supplicarss 7 Mizconfigurad Metwork Dewces RADILS Draps F
0 0 0

[i] Show Live Sessions 58 Add o Remowvs Solernns = 9 Felresh  EF Resel Repast Counle

Time . Status Det.. |Repeat ¢ ldertiy 2 Authorization Follcy L suthorization Frofles| Event *

201%06-05 11:13213... B a ParmitAccass ymames Authonzabon succeedad
201506-05 11113110, . n a 0 clscg Session Stata is Postured
201540805 11:11:33.. a clsco Default == &5ANPN_guarartine  Posture Suthartication succeeded

iz (ise-psc.log) B IAF EIRTS. CoAfit & MERLIREBERSH -

DEBUG [portal-http-servicel7][] cisco.cpm posture.runtinme. PostureManager -:cisco:
acl101f 6400039000556b4200: :: - Posture report token for endpoint mac

08- 00- 27-DA-EF- AD i s Heal t hy

DEBUG [portal -http-servicel7][] cisco.cpm posture.runtime. PostureCoA -:cisco:
acl101f 6400039000556b4200: : : - entering triggerPostureCoA for session

ac101f 6400039000556b4200

DEBUG [portal -http-servicel7][] cisco.cpm posture.runtime. PostureCoA -:cisco:ac
101f 6400039000556hb4200: : : - Posture CoA is schedul ed for session id



[acl101f 6400039000556b4200]

DEBUG [portal -http-servicel7][] cisco.cpm posture.runtime. PostureHandl erlnpl -:cisco:
acl101f 6400039000556b4200: : : - DM PKG report non- AUP: htm = <!--X-Perfigo-DM Error=0-->
<l --error=0--><!--X-Perfigo-DrLogof f - Exi t =0- - ><!I - - X- Per f i go- Gp- Updat e=0- - >

<! --X-Perfigo-Auto-C ose-Login-Scr=0--><!--X-Perfigo-Auto-C ose-Logi n-Scr-Ti me=0-->
<l--user role=--><l--X-Perfigo-OigRol e=--><!--X-Perfigo-UserKey=dumykey- - >

<l --X-Perfigo-RedirectUl =--><!--X-Perfigo-Show nf o=--><!--X-Perfigo-Session=-->

<! --X-Perfigo-SSO Done=1--><!--X-Perfigo-Provider=Device Filter-->

<!I'--X-Perfigo-User Nane=ci sco- - ><! - - X- Per f i go- DHCP- Rel ease- Del ay=4- - >

<! --X-Perfigo- DHCP- Renew Del ay=1--><!--X-Perfigo-dient-MAC=08: 00: 27: DA: EF: AD- - >

DEBUG [ pool -183-thread-1][]ci sco. cpm posture.runtine. PostureCoA -:cisco:

acl01f 6400036000556b3f 52::: - Posture CoA is triggered for endpoint [08-00-27-da-ef-ad]
with session [acl01f 6400039000556b4200]

HE , ISEIERTRSTEEREWINGERRFREN
Posture More Detail Assessment

Tirme Range: Fram 05/30/2015 12:00:00 AM to 0&M05/2015 11:59:55 PM
Generated AL 2015-06-05 20:05:00. 047

Client Details

Username: cisco

Mac Address: 08:00:27:DA:EFAD

IF address: 172.16.,50.50

Session Dt acl01f6400036000556b3f52

Cliert Operating System: Windows 7 Professional 64-bit

Cliert MAC Agent: AnyConnect Posture Agent for Windows 4.1.02011
PRA Enforcement: 0

Cok: Received a posture report from an endpeint

FPRA Grace Time: 0

FRA Interval: 0

FRA Action: MIA

Lser Agreement Status: MotEnabled

System Mame: ADMIM-PC

System Domain: a<ample.com

System User: Administrator

User Domaimn: EXAMPLE

AV Installed: Clam'Win Free Antivirus0.98.5;55. 2061 5:06/26/201 5;
AS Installed: Windows Defender;5.1.7600.16385;1.201.171.0; 06/26/2015;

rosture Report
Fosture Status: Compliant
Logged At: 2015-06-05 07:28:49.194

Posture Policy Detalls

Policy MName Enforcement Statu @ Passed Failed Conditions
WsLs WSLIS Mandzatary Missing windows updates: 0
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WSUSHSIERETHFAE S

X2 MEERERZHEREEMN., AnyConnectfit & Microsoft WindowsEFIVEBREFRERE , M
& £ B iF Windows EFT & S IE 1R B o

Windows Server Update Services Remediation
* Name | WSUS-Remediation | @

Description | |
Remediation T'_.rpe| Automatic - |
Inlerva]| 0 | (in secs) (Valid Range 0 to 9999)
Ftetryl:n:uunt| 0 | (Valid Range 0 to 99)

Validate Windows updates using(_) Cisco Rules () Severity Level

Windows Updates Severity Level| Medium - |
[] Update to latest 05 Service Pack

Windows Updates Installation Source ':::' Microsoft Server @} Managed Server
Installation Wizard Interface Setting(®) Show Ul () No UI

ST RB , FERSELS, FERAXEBIZE , Microsoft WindowsKEREFIIXEEEEHFPFE—F
E(TERE)RBEH. WRE , WEEFH,

EEHBOFRELZRBEWSUSE ENFIEXBNRTEREM(NHETENFHBEN).
£ A B UFWindows BATEAHSEEN BRARE , AERBWEMRENRHFERIRERREN.

Windows & 1 RS

XN TFRBWSUSIRS =N ERE , BreERAM I Windows Updatef§IERY %S — MEIERE !



Windows Update REemediations List > New Windows L pﬂnﬂl' Hemediation
Windows Update Remediation

* Mame |Wiﬁﬂon~.‘5Llpdaze | i

DEEEI’IFIUI}I'I |
Remediation Type | Automatic v
Interval | 0 | (in secs) (valid Range 0 to 9999)
Retry Count | 0 | (valid Range 0 to 99

Windows Update Seting | Automatically do - |

Creerride Users Windows Updale
sehing with administralors

LA IE R B R XS Microsoft Windows EFT IR ERVIZRGIH HESHMIT U ERH. EASHIEEREHN
—NEBWIEIR B pc_AutoUpdateCheck, iX 71T #&IEEMicrosoft Windows E# iR B R B ELX KB
A, &l , &3 AEMNITERR.

SCCMEER

WL 20 T2/ EEAYISERRA1 AN — I BU AT ST S E =S HUBNER. NEEHNE , 24
TR SRR T AR

3t FMicrosoft , X RE&EE RS 8(SMS)H R & H OB B EEEE(SCCM),

HRfER

- EEPISER BIEFEH RS RS
- BRSHERSEIREERERE  RA&1.4

- BPESORSEIREEAEE , RA1.3
- EBBBWindows iR FERE LN A LR N EH RS
- BARFZIEHIH - Cisco Systems



//www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/116143-config-cise-posture-00.html
/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_preface_00.html
https://technet.microsoft.com/en-us/library/hh852340.aspx?f=255&MSPPError=-2147217396
//www.cisco.com/c/zh_cn/support/index.html
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