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RNHRMAEEDNFBRSSIZ(ISE)EREFENENHSEEGANN THF TR, ©HHER
MMEERETR , MEFEFWXEH - TRIEXNIERESERT.

ERFMH

ER
Cisco BWEBTHLUTEE :

. BRISEf RWeb iE (CWA) M T B H <A 4

- AEBERERN KR AE
. Cisco ISERxZ<1.2.0.8998 LA £
. CiscoToE L ANIZ EI88 (WL C)RAS7.2.110.05% Ak (AR AK7.4.100.05% L5 B E3k)

Note:CWAZEWLCHISERL & R A # R Webl iF # iR Ciscosk Fo

ARV 4R

AXEPNEEETUTHREMBE SR

. Cisco ISERx7%1.2.0.899
- Cisco AWLC (VWLC)#R4<7.4.110.0
. Ciscof[imN &4 T E(ASA)MRA8.2.5
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A NESFLET BESREF RPN REREH . AR EAOFERERARAR
(RN ) BE, NRCEANSESRS  BRRESETRTAS S 0RERN,

HRER

EWZEHREBCSHIRZ(BYOD)IN R , MEMNEIFBRAXE(DMZ)HNEME R D bfREa 5 E
o BHE EE@DMZEL@’A%E&%%%éﬁ(DNS)HE%%&E’JDHCPX‘J%E%F , R R AT IE— B AR
SREBRMTHE,

RN ISEEE [F - imX WebIUERY , STT£ SHKAYIE R (FQDN)XEISEM T T B 7E 0] I X E A
12281, AM , BISERRA1.2ME L, EERAREERREASEBSIPHEUHENSE,

X

&
X RBEE,

Note:35fr L , BERNIMEHN — N ELEFIEE , BEARAP)ERN M E MRS EIZEIRF
(SSID)EEXDMZIn 412, 3£ BRWLCSH AR AESEL.,

o

jesse-dunkel

172.18.124.X/24

DML

jesse-maibock

EE

EWLCHEEMARTAIERMNERECWARELE, SSIDEEN T HEFMACEESRADIUSK LAY
AR RS MSEREET RAIRADIUSTANH Ko

ANEEISERE.



Note: EA P ELERH , FKEET L =ABEdunkel (172.18.124.20) FZ5 Fmaibock
(172.18.124.21),

CWARFF I , HWLCAIERADIUS MACKIE 52 8§ (MAB)E R 3TISE, QEEHURLH’JBEEETJ?H“
H2F N TEEHHTTP?&E/ALEMSEO EEMERADIUSHIHTTPEIE R £ Services T &[] — 1 #Y 3R B
(PSN) , .ﬁélﬁﬁiAPSNﬁ%o XAEMNANBERT , #HPSNTEKEQEE’JEM%EUCWA
URL, @ﬁ'ﬁ BEH#XIEEN , BX4MBESINPSNH — A%M"UJ T RUERADIUSHIHTTPETER &
RTH#PSNO

TERIXESTRA TEEISE

VRBEAEAHNNR TEEREFEEIPSN P, S EM>Policy t >4 R>B > BNE
i)‘(

*,
XK E RELE X4 B B DunkelGuestWireless{E B :

™ Web Redirection (CWA, DRW, MDM, NSP, CPP)

Centralized Web Auth v ACL | ACL-PROVISION Redirect Default =
™  Static IP/Host name | 172.18.124.20
“ Airespace ACL Mame ACL-PROVISION

Attributes Details

Access Type = ACCESS_ACCEPT

Alrespace-ACL-Name = ACL-PROVISION

cisco-av-pair = url-redirect-acl=ACL-PROVISION

cisco-av-pair = url-redirect=https://172.18.1.24.20: port/guestportal/gateway session]d =5SessionIdValueBaction=cwa

X G E RELE B HIMaibockGuestWirelessE . :

 Web Redirection (CWA, DRW, MDM, NSP, CPP)

Centralized Web Auth v ACL | ACL-PROVISION Redirect Default|

™  Static IP/Host name | 172.18.124.21




o Airespace ACL Name ACL-PROVISION

¥ Attributes Details

Access Type = ACCESS_ACCEPT

Alrespace-ACL-Name = ACL-PROVISION

Cisoo-av-pair = url-redirect-acl=ACL-PROVISION

cisco-av-pair = url-redirect=https://172.18.124.21: port/guestportal/gateway?sessionld=5essionIdValuefaction=cwa

Note:EWLCHELE } T A& i S ISEBK L1 18 E fACL-PROVISION 2 7 1th 177 5] 12 il 2%
(ACL)e ZEZEWLCHISERLE RABIH R Webl Ui Ciscok AR ANE Z1E B
2. MERPUSIE , LMEMIIERSFIHFRIEL : ISEENEEEMEMELNRNEE X

Status  Rule Name Conditions (identity groups and other conditions) Permissions

GuestAccess Network Access:UsaCasa EQUALS Guest Flaw GuestPermit

DunkelGuestWireless Network Access:ISE Host Name EQUALS jesse- DunkelGuestWireless
dunkad

MaibockGuestWireless MNetwork Access:ISE Host Name EQLIALS jesse- MaibockGuestWireless
maibock

Default DenyAccess

RAEFwREEOX P , AFRENERES , RAURLFEEEIERHNES. i, EiE
F HIFQDNE A Fdunkel.rtpaaa.local , B RURLRE172.18.124.20, Hereis 7o 1 X 5 8546 iIF ilF
+ F Pk i RBIED -

Issuer
* Friendly Name| jesse-dunkel.rtpaaa.local jesse-dunkel.ripaga.local, 172.18.124.20,172. 18,124, 20 # RTPAAA- |

Description |

Subject

Subject Alternative
Mame (SAN)

Issuer
Walid From

Valid To
(Expiration)

Serial Number

Signature
Algorithm

Key Length

Protocol
+| EAP: Use certificate for EAP protocols that use S5L/TLS tunneling

¥ HTTPS: Use certificate to authenticate the ISE Web Portals

CN=jesse-dunkel.ripaaa.local

DMNS Mame: jesse-dunkel.rtpaaa.local
DNS Mame: 172.18.124.20
IP Address: 172.18.124.20

DC=local, DC=rtpaaa, CN=RTPAAA-Sub-CA1
Thu, 19 Dec 2013 14:00:39 EST

Sun, 20 Jul 2014 13:54:58 EOT
37 80 74 E7 00 00 00 00 00 14
SHATWIthRSAEncryption

2048
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ERAERAMBENERXAFREM(SAN)ZRE , BEIP#hiE172.18.124. 2007 SRR REIR UFURL, 4%
MEIE=/SANZB N TFUSHEFIHETHER,

3. BIEDNSHE R —"SANZK B HF BRIEFCE M EBFBRAICN=5 8,

4. RIERANRBEN T ATFEFRKIEIP#IL;IX &R IP#E ik AIDNSH LUK 1E P 11t /& 14 H B RY

IP#odit, —E£ZFFIKERASEDNSR, HETEZEDNSEEHN — NPttt | R SE Pt
&,

Note: X TIEBEMMNESER , SERNEFRBRFSIREHRRER , RE1.2,

B

FERIXELSRA T HEINENEEE S T

1. RTWIEFMNUNEIE  FTEBEEWLANE EISE PSNIIGS -

WLANSs > Edit 'jesse-guest'

|'- General Security | QoS | Policy-Mapping | Advanced

|'. Layer 2 | Layer 3 | AAA Servers

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Owverwrite interface Enabled

Authentication Servers Accounting Servers

™ Enabled M Enabled
Server 1 IP:172.18.124.20, Port:1812 % || IP:172.18.124.20, Port:1813
Server 2 IP:172.18.124.21, Port:1812 % || IP:172.18.124.21, Port:1813

2. BFKIFESSID , SMMEISEMIRMAESIANE , HARIFFHETAN KT -

H014-00-04 101447513

lﬁ O 0 gguestll DA% lacas: 52 pesse-dunked Semsion Sate is Started
H14-03-04 10:14:47 504 Q gguestill DOAG: MDA TE  jessrewic Gusstiermit jesse-dunked Authanize-Cnly sucneecerd
H14-02-04 10: 1484 F.A51 Q DC-ax A3 jemm-wic s -cunied Cyramic Aurchorzation suocesded
B014-02-04 10: 1447475 Q gauestil DA 1 0AA; T2 esp-duniesd Gt Authenbication Passed
140204 10:14:18815 5 Q OGP 100D DTG 71000852 jemmaa-w e DunkedCumstiiirsoss  jecse-dunkel Autrertication sucoeded

FIHEMABK UE 45 X DunkelGuestWireless RN BL & 3 . X 2455 ith EE @45 AR Fdunkel , 2
FE—/NSET RSB, Egguest01 AP EFLG , GuestPermitlE HERANRSA,

3. ATEBRMWLCHRIESIE , NELENZEMAZEFIHIRE , SMAWLCH LM ER>EFF IR
, HEBBRMEENSE, BRIAMERTWLCHITERNASFERDH , itk R THIT—ARN R
, WA EFH R,



4. FI3ISE PSNH TS ETTEWLANEE T :

WLANs > Edit ‘jesse-guest’

. General | Security | QoS | Policy-Mapping | Advanced |

|'. Layer 2 | Layer 3 | AAA Servers

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface |_IEnabled

Authentication Servers Accounting Servers

™ Enabled ™ Enabled
Server 1 | IP:172.1B.124.21, Port:1812 * || IP:172.18.124.21, Port:1B13 * |
Server 2 | 1P:172.1B.124.20, Port:1812 # || IP:172.18.124.20, Port:1813 * |

5. B 1HESSID , SMNEISERNBRESINE , A BRI EBRUMANK[E :

1E-0E-04 100945725 Al a 0 gouestt DCiAS; 7104 AR 32 Jssa-maibock  Hession Stabe B Samed
201400204 10:08cak. FUL Fal gouestil DA TN AR J=sn-Nlc GuestPFommit jessp-malbock Aurhorze-Only sumoeedaed
2014-02-04 10:02:45, 172 {E o DA T 10N AR 32 Jemma-gls s a-mabock Dynamic Authorization succesded
2012-07-04 10:02:45.055 a [ <Xt ehl DCiADIT10A AN 32 Pessp-mnabock  Guedt Authentcation Pacssd
0140704 10:05: 00,275 u a DCATTLONAN DCATTLIMANGE  jeste-wic MabockGuastilnaess  JeRsa-maibock Authanbication FUCCRstes

FE=Z1d , MaibockGuestWireless#Z X Be i& 34 1 ¥ EMABR I IE ¥ S, FELUTFE
—R=iRFARBdunkel (FE2) , X ZAxFEmaibock 3 iF 1F ¥ ith = T £ 4L R XA GuestPermit.
HT’% B 7EGuestPermitIR N EL B X HIPSNAEEFEE , £ANHN AT LA T3 Fr B PSNAY R IE

o

P B R

Details & A W IIE R E R INEARH RN SN T RN —KEBANNE, ATHEE , ESHNRE
STNEH B 8 H KR EEIREDetailsFI T, BEEMLEON TRIFAE/RRAMNZAEL HEE,

ERXMERT  KRERSF[AARESTEXE, FRIESRIEMRSSISE PSNBEHA :



Overview

Event 5200 Authentication succeeded
Username DC:AD:T1:0AAA32

Endpoint Id DC:AS:T1:0AAA32

Endpoint Profile

Authorization Profile DunkelGuestWireless

AuthorizationPolicyMatchedRule DunkelGuestWireless
ISEPolicySetName GuestWireless
IdentitySelectionMatchedRule Default

Authentication Details

Source Timestamp 2014-02-04 10:14:18.79
Recelved Timestamp 2014-02-04 10:14:18.815
Policy Server jesse-dunkel

Event 5200 Authentication succeeded

R RREARS 27 5% B MU 1FR A BRIEFEELEX S KNE) -

DunkelGuestWireless T Network Access:ISE Host Name EQUALS jesse-
dunkel

Note: FiZE B LMMSSIDETFF MMWLCERRE Fim sk B MK Z B,
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