
      
      
      
      

      
      
         
         
         [image: cover_page.jpg]

         
         
         
         
      

      
      
   OPS/117620-configure-ISE-06.png
@ Airespace ACL Name

'ACL-PROVISION






OPS/117620-configure-ISE-12.png
WLANs > Edit ‘jesse-guest’

securty [ qus | potcymapping | Adces |
" AAAServers

Select AR servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface [ JEnabled

Authentication Servers Accounting Servers
@ Enabled @ Enabled
172.18.124.21, Port:1812 ¢ || 1P:172.18.124.21, Port:1813

Server 1 [

Server2 [(1P:172.18.124.20, Port:1812_¢ |[ 1P

72.18.124.20, Port:1813






OPS/117620-configure-ISE-04.png
~ Attributes Details

Access Type = ACCESS,_ACCEPT
‘Airespace-ACL:Name = ACL-PROVISION
o TR e =AGLEROVISaON

cisco-av-pair = urkredirect=hitps:/ 172.18.124.20:por/guestportal ) o






OPS/117620-configure-ISE-14.png
Username

Endpointid
Endpoint Profle

Authorization Profle
AuthorizationPolicyMatchedRule
ISEPolcySetName
IdentitySelectionMatchedRule

5200 Authentication succeeded
DC:AST1:0AAAS2
DC:AST1:0AAAS2

DunkelGuestWieless
DunkelGuestWireless
GuestWireless
Delauit

Authentication Details

‘Source Timestamp
Recelved Timestamp
Policy Server

2014-02.04 10:14:18.79
2014-02.04 10:14:18.815

Jesse-dunkel
5200 Authentication succeeded





OPS/117620-configure-ISE-10.png
WLANs > Edit ‘jesse-guest’

securty [ aus | potcymappng | Avances |
" AAAServers

Select AR servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface [ JEnabled

Authentication Servers Accounting Servers
@ Enabled @ Enabled
172.18.124.20, Port:1812 ¢ || 1P:172.18.124.20, Port:1813

Server 1 [

Server2 [(1p:172.18.124.21, Port:1812

[ 1p:172.18.124.21, Port: 1813






OPS/117620-configure-ISE-08.png
Rule Name

DunkelGuestiireless

MaibockGuestiireless

Conditions (identity groups and other conditions)
Network Access:UseCase EQUALS Guest Flow  ther

Network Access:ISE Host Name EQUALS jesse- 17+
cunkel

Network Access:ISE Host Name EQUALS jesse-  then
maibock

‘o matches, then  DenyAccess

Permissions
Guestpermit
DunkelGuestiireless

MalbockGuestiireless





OPS/117620-configure-ISE-13.png
oooAe

bbb

O g0l DCAITIOAMIZ

[ —





OPS/cover_page.jpg
Nme
CISCO.

0OO000000ISEnDO0oooonooog

WY





OPS/117620-configure-ISE-07.png
v Attributes Details

Access Type = ACCESS_ACCEPT
Arespace-ACL-Name = ACL-PROVISION

cisco-av-pair = urkredirect-aci=ACL-PROVISION

cisco-av-pair = urk-redirect=hitps://172.18.124.21:port/questporta/gateway?sessionld=SessionldValueSaction=cwa





OPS/117620-configure-ISE-05.png
& Web Redirection (CWA, DRW, MDM, NSP, CPP)

Centralized Web Auth ~| AcL [ACLPROVISION Redrect | pefault] ~

@ static IP/Host name 172.18.124.21






OPS/117620-configure-ISE-02.png
& Web Redirection (CWA, DRW, MDM, NSP, CPP)

Centralized Web Auth ~| AcL [ACLPROVISION Redrect | pefault] ~

@ static IP/Host name 172.18.124.20






OPS/117620-configure-ISE-03.png
@ Airespace ACL Name

'ACL-PROVISION






OPS/117620-configure-ISE-15.png
DunkelGuestWireless Network Access: SE Host Name EQUALS jesse-
duniel





OPS/117620-configure-ISE-09.png
Issuer

* Friendly Name|

jesse-dunkel rtpaaa.local jesse-dunkel rtpaaa. ocal, 172.18.124.20,172.18.124.20# RTPAAA-

Description|

Subject

‘Subject Alternative:
Name (SAN)
Issuer

Valid From

Vaiid To
(Expiration)

Serial Number
Signature
Algorithm

Key Length

Protocol

‘CN=jesse-dunkel rtpaaailocal
DINS Name: jesse-dunkel rtpaza. ocal

Sun, 20 Jul 2014 13:54:58 EDT
3780 74 €700 00 00 00 00 14
‘SHAIWIthRSAENCryption

2048

VI EAP: Use certifcate for EAP protocols that use SSL/TLS tunneling
VI HTTPS: Use certficate to authenticate the ISE Web Portals






OPS/117620-configure-ISE-11.png
bobbe

1

e kel
Gttt
j—
j——
Dbkt e dubel

[ p——





OPS/117620-configure-ISE-01.jpg
jesse-dunkel

172.18.124.X/24

jesse-maibock





OPS/cover_page.jpg
Nme
CISCO.

0OO000000ISEnDO0oooonooog

WY





