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- WLChR A7 .4
ANEAPEERRETRERRENBEFNRRZIREEN, AXMPFEANFEIRERIERAR
B(RA)BRE. MREFEANREXENGE  FHRALZECLXTHRAETIHEBER N,

FRER.

RNHENMBLWANEE, B2 , BERNEWRATRHEPRAWebH B RIF(CWA)EISEE&HEA. &
—ERFR R EIELWASR M —EI , FitX 22X EERNVEERF.

[T

LWAZRAEWLC EMITREMERMEEEE , AREISELHIT - EER,

ERBXLEATZE , AT RISENLWARRHEE.
ISEFEI 1 BILWARE

1. MR HARE T 6

2. WLCEHHTTP(S)BERH FHEEMHIISE,
ZHTTPEE@RA P E# TETXRBER. ATREEMURLAH KA :
https://mlatosieise.wlaaan.com:8443/portal/PortalSetup.action?portal=27963fb0-e96e-11e4-
a30a-005056bf01cO#&ui-
state=dialog?switch_url=https://1.1.1.1/login.html&ap_mac=b8:be:bf:14:41:90&client_mac=28
:cf:€9:13:47:cb&wlan=mlatosie_LWA&redirect=yahoo.com/
MRBIURLE | EATLAE B A P =it i5E “yahoo.com”s ZURLIEEEEXTL BIEHM
(WLAN)® #R(mlatosie_LWA)SA K & Fim A R(AP)MACHE It E B ZERBIURLA
,1.1.1.12WLC , mlatosies.wlaaan.com&ISER S &5

3. AP FERISEFEEZNEFAARFBNED,
4. ISERRIEHEEMN &7 F AT HHRIE,

5. MEFEREEM, XX, ERAWLCRXREI. MNEHFERUAFEISERHANAFRBENE
B, TEAF#HITEAHMERE, S TRWLCHGETIERRHA,
GET
Nlogin.html?redirect_url=http://yahoo.com/&username=mlatosie %40cisco.com&password=ity
h&buttonClicked=4&err_flag=0
B4 , R#BURL(yahoo.com). FF % (mlatosie@cisco.com)H 218 (ityh) & 2 IE1E Mo
EE  BAURLEHRA AN , BXFRERREIRELEEFE(SSLIRRH , HHTTPS&RR
, BXENE=E,
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7. APFBEE@MEEENIF. AXIFAEE , BSRARITM I IISELR & Jywebauth
URL"Z 7 o

SE gz
AEHE T A RPIREANIRENBERI



Cisco ISE
mlatosielSEwlazsan.com
10.48.66,107

|

Wireless user

- =)

APc89c.1d6e.a3cd Cisco WLC
WLC_7510-2
10.48.39.88
Bl AR
EFLIWAREEEIE , BERFREEEVIRE
. Pyt I B IEBEE
- RN H

- BB RS (DNS) RS ==
FREX LR A LUBEDHCPH At AL BRI, DNSEMBFELEEITE , LWASBEEE IR,

Bl WLC
A ZBISERLE £ R Webauth URL

£ Security > Web Auth > Web Login PageT , & e LLiF R LLE 2.
MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS MELP FEEDBACK

Web Login Page

Web Authentication Type External (Redirect to external server) H
Redirect URL after login

External Webauth URL https://mlatosielse.wlaaan.com:B44 3/portal/PortalSetup.actionYportal =2

XX WRBIEEASNEWebauth URL , HELBISEMZA1.4, MREEHMRE  BSHEE
EEUTHENEENANS.

WA BHEWLANE BILIRE. AR, ERLETHREWLANZ2REHR, XERELBZERIRE,

EERBENFHIERURL , FI1EZISE > Guest Policy > Configure > Your specific portal, H4##



TTIFARURL H R | REIEERE HIeEEME.

silnanlne
Identity Services Engi B |
cisco ty - 7 Home  Operations| ¥  Policy| ¥  Guest Access | ¥

[ Configure |E Manage Accounts I Settings

Portals Settings and Customization

Portal Name: * Description:

| Sponsored Guest Portal (default) | | Sponsors create guest accounts, and guests access the network using their | Portal test URL

EARFIH | TEURLY
. https://mlatosieise.wlaaan.com:8443/portal/PortalSetup.action?portal=27963fb0-e96e-11e4-
a30a-005056bf01c9

Be B 5 19 #2553k (ACL)

EFEWebERRIEAR , NEXATFNRE. BWER FMAFlexConnect ACLIE R EIEACL,
FlexConnect APf FHFlexConnect ACL , Mi{E A EF R MAPHEHEZEACL,

ETHRBEAPEMALERTIZTT , BiEEWireless > Access points , AAFIEIEAP name > AP
Mode T HI4E, E88YHEFF 2 74513 F = FlexConnect,

ERL2>HRIREIFIRT |, i£FFlexConnect ACLEXACL, EARAIH |, RFFMEUDPHE , LAEHA
¥ 2 DNS R # M7 [E1ISE(10.48.66.107) K &

General
Actess List Manme FLEX_GUEST
Deny Counters 634752
Destination
Seq Action Source IP/Mask IPF/Mask Protocol Source Fort Dest Port DSCP Direction MNumber of Hits
0.0.0.0 /  0.0.0.0 /
L Permit e UDE Any Any Amy ANy 208398 a
104866007/ 0.0.0.0
P it TCP A A Ay 8 32155
O 255255255255 0.0.0.0 - o il
0.0.0.0 f 10.48.66.107
3 Perm TCP A A Ay AR 24532
o P oo 255.255.255.255 | ° ’ ¢ ¢ . e

It 7R 45 Fi FlexConnect , F kT X 7 FlexConnectf#R/EACL,

BXRWLC 7.4#2 %188 , 1T R12%FECisco Bug ID CSCue68065%, EWLC 7.5 , BFLBEE
FlexACL , TEBEEMR/HEACL

BC L WARY B 55 S 4r R FF(SSID)

EWLANSTF |, EFELHREHWLAN ID,
R & B 10 W A R
MAE—FhENHHEBACLAREBWeb B KIE,


http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCue68065?referring_site=bodynav

WLANSs > Edit "mlatosie_LWA'

| General Security | QoS = Advanced

Layer 2 Layer 3 | AAA Servers

Layer 32 Security MNone =

v Web Palicy

* Authentication
Passthrough
Conditional Web Redirect
Splash Page Web Redirect

On MAC Filter failurel®

Freauthentication ACL IPvd4 | FLEX_GUEST : IPwé None = WebAuth Flexfc FLEX_GUEST

Over-ride Global Config Enable

X MRFEAFlexConnectfy A it R IHEE , N FEEEAPR B ARIMACLERSY, XA 1E
Wireless > Access Points T3], %£#2E ZLBMAP Name > FlexConnect > External
WebAuthentication ACL.

All APs > APc89c.1d6e.a3cd > ACL Mappings

AP Name APc89c.1d6e.a3cd
Base Radio MAC b8:be:bf:14:41:90

WLAN ACL Mapping

WLAN Id 0

WebAuth ACL FLEX_GUEST

_Add |

WLAN Id WLAN Profile Name WebAuth ACL

WebPolicies

1k

WebPolicy ACL | fexacl

_Add |

WebPolicy Access Control Lists



SR, BAAICHkAAA) RS SSE R
EARGIH |, FHBRIEMNICKRSEFEIEDZHEXHISERS 2.
General Security QoS Advanced

Layer 2 Layer 3 AAA Servers

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface Enabled

Authentication Servers Accounting Servers
f Enabled f Enabled
Server 1 IP:10.4B.66.107, Part: 1812 =+ || IP:10.48.66.107, Port: 1813

AR TERMN SR AT THERRINE,

ERISE

ISEEL B 2HE/L N T R
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Network Devices

* Name | wLC_7510-2 |

Description | |
* 1P Address: | 10.48.39.88 RAE
Model Name | - |
Software Version | - |

* Network Device Group

WLC | WLAAAN WLCs | | setTo Default
Location | Al Lacations | | setTo Default
Device Type | a|| Device Types | | set To Default

i Authentication Settings

Enable Authentication Settings
Protocol RADIUS
¥ Sha rEﬂ S-E!CI'Et T ShD'H

(T4 Eogripoany

ERM>HFORET |, MmN S HRIERE,
RROIERAUTSE

- &% : WLC_LWA_Guests

. % . Airespace:Airespace-Wlan-ld. 5 5WLAN ID 3L , ZWLAN IDRWLC L5ERIE
X BYWLAN mlatosie_ LWARIID,

AWLEVE RFAFAEEIEBNon_Cert_Auth# BRI IEMY |, 18 0] LAEE B BRIAES

- Guest_Portal_Sequence , EEXAF 2R EXWIHERAF

[ | WLC_LWa_GLIESTS IF | Airespace:Airesg... allow protocols | Non_Cert_Auth and...
B - ||;,.:|-au|[ ] & use [ Guest Portal_Sequence
AESNERNER

ERB > BT ENH R, SUNRIEEERMER , S0



[~ WLE_LWA_Guests ActivatedGuest Permithccess
BEEBRTISENZAERE, RFIHB/y#HT T Rk,

IS F
ISEL , B & A LLfE Operations > Authentications T % #2 SE a5 & 1% H X4 EL 31T i HERR

NMZEIFENERRIF,. E—NFHRIERBGISELNIFRIF, E-ANBHRIFENMWLCE
ISERYF R iE Ko

May 15,13 02:04:02.589 PM E a miatosiedcsco.com WLC_7510-2 PermnAccrss Activated Guest Agthertication suoopeched

May 15,13 02003:59.819 FM = a mlatns e s en.eom ActivatedGuest Guest Authentication Passad

&7 LA % T Authentication Detail Report R #R AR UF IR 1R 7 BRLE IR BUR BE F B 19 I IE SR BK .
FEWLCE , EBERAMUAEME>EFR THEEFR,
UTREBHTEHRIENETFHRE

AbcAGe 1dfe alad mlaloaie LW mlateais LA salatseisinca. pam a0z ithn Aea st i i Yim ;| Mz B

TP HEBR
BRI R THIET B iz T i

BECL , XERARMERAEER

debug client MA: CA: DD: RE: SS
debug web-auth redirect enabl e nacMA: CA: DD: RE: SS

debug aaa all enable

HXRER

. BPISE 1 xEBHE
. Cisco WLC 7xE. BiSEE
- BARZEFHHH - Cisco Systems



http://www.cisco.com/en/US/docs/security/ise/1.1.1/user_guide/ise_dis_deploy.html?referring_site=bodynav
http://www.cisco.com/en/US/docs/wireless/controller/7.0/configuration/guide/c70wlan.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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