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AXEPWEEETUTHREME SR
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BiF , ERWLCHHTTPREEE OB NIRRT S B RAFRHTEARIE, AT, WLCHK
BUEUE ( MR ERAZRS RS , MESHTTP GETHERAEE ) #HITRADIUSEHRRIE. NFIHE
B, EENZBIRSE S (B S5 RS 5IZ(SE)SHNACTHERSEF(NGS)) , BRI EEIREEM
MEBAERZEINEE, USRS/ UTEE

o bk WN -

. AP 5EWeb & A RUESSIDXEX,

AP AT IFERE RS

. —B®AURL , WL.CLEEMEHEIIFT ( BIMISEHNGS ) .
RAPENF E#HTEORIE,
BEMNPEAMANKIEEEREWLC,

. WLCEBIXRADIUSHK 15 B A F#1T & B K.

7.

WLCEE [ B FURL.

hEEERTSEEM, MONTEREAETRAWeb S BRI , ZHFHRIEASISE (1.1RZFH
FRA ) MIWLC ( 7.2MRZEHMRA ) BBE M, LIRS EUT SR

A WON -

6

. AP 5Web & 13 % ESSIDX Bk,

AP HERKS.

WLCEEREHEITF,

CBARPENFPR LR ITERRIE,

. ISEX3%RADIUSTEAE D ( CoA - UDPE 01700 ) MIZ4IRIERAF AR , HRAHME

RADIUS/E |, a1 |42 &5 &R(ACL).
REFRETAFERRBURL,

AFNBEWLCHISELEREEFAWeb BB RIFHN ML ELSRE,
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ISE —10.48.39.208
CAPWAP FLEX AP

Guest User

WLC E i

WLCEBIEMFE, ARG ( EXRVMER ) MISERREIZISEHRIEURL, (HTEERA
CoA , AEECIESE , ANXEDRURLH —E% . ) SSIDEEENFERAMACKEIE , F BISER
B RiRE Access-Acceptid & , EIMEMACHEIE KR KE] , A RNFIERF AEEERURL,

o, A5 FARADIUSH & AR FI(NAC)FIAAAZE E. RADIUS NACAFISEXRIECOAER |, 1§

FAFRECES S HNRIEAEBIHRME, CERTRETME , APISERERSERERAF,
BLiE o

1. B{RRADIUSHR S 85 /8 F§ T RFC3576(CoA) , X2 ERIAZE,



MONITOR

WLANS

CONTROLLER  'WIRELESS

MANAGEMENT COMMANDS

SECURITY

HELP FEEDBACK

Security RADIUS Authentication Servers > Edit
= Server Index 1
Genaral
= RADIUS Server Address 10.48,39.208
.
ACCoLNTING Shared Secret Format ASCII =
Fallback Shared Secret LTH
* TACACS+
LOAP Confirm Shared Secret s
Lecal Net Usars
MAC Filtering Key Wrap {Designed for FIFS customers and requires a key wrap compliant RADIUS server)
Disabled Clients
User Login Policies Port Number 1812
AP Palicies Server Status Enabled
Pagsword Policies
Suppart for RFC 3576 Enabled : |
k Local EAP
Server Timeout F] secands
F Prio Order
rity Metwork User o Enable
[ ificate
e Management o Enable
b Access Control Lists IPSes Enable
" ‘Wireless Protection
Policies
F Web Auth
TrustSec SXP
b Advanced

2. BIZEFHWLAN, ARHIBIE —NE N CWAFIextIFHWLAN |, FHFH B E4AvIan33, (EEE
, BFEARL FATRER , AREFRRFERAAEE, )
MONITOR WLAMNs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS  HELP

WLANSs > Edit 'CWAFlex'

General |' Security '|' QoS '|' Advanced '|

Profile Name CWAFlex
Type WLAN
551D CWAFlex
Status « Enabled

MAC Filtering
(Modifications done under security tab will appear after applying the changes.)

Security Policies

Radio Policy All =
Interface/Interface .
Group(G) vian33 E
Multicast Vlan Feature Enabled
Broadcast SSID » Enabled

MNAS-ID WLC

3. £ Securityi£+ £ , /S FAMAC Filtering as Layer 2 Security.



General | Security | QoS | Advanced

Layer 2 = Layer3 = AAA Servers

4%

Layer 2 Security 8 None
MAC Filtering2 o

Fast Transition

Fast Transition

4. ERIRRTFL K BREERAZ2M, (MREFIEEAWebSHBRIE , NEAALWebS
PRI, MAREFAWebFHRIE, )

General | Security | QoS ] Advanced |

Layer 2 | Layer 3 | AAA Servers |

Layer 3 Security Mone =

Web Policy 4

5. £AAA Serversif T+ £ | ERISERSE 2B ENWLANMradiusfRE 85, & , BRI LLER T
Tictk | MERBEXISENEZEAEL,

General | Security | QoS ] Advanced |

| Layer 2 l Layer 3 ] AAA Servers

Select AAA servers below to everride use of default servers on this WLAN

Radius Servers LDAP Servers

Radius Server Overwrite interface Enabiled . Server 1 | MNone 3
Authentication Servers Accounting Servers Server 2 | None =
+ Enabled ~ Enabled Server 3 | Mone ¢

Server 1 1P:10.48.39.208, Port:1812 & | IP:10.48.39.208, Port:1813 =

Server 2 None * | None

Server 3 HNone # || None

Server 4 None * | None

Server 5 None + || Nene

Server 6 None # | None

Radius Server Accounting

Interim Update v Interim Interval 600

Iarsl FAD Anthantlcstine



6. fEAdvanceditTk L |, #a{Rik B Allow AAA Override 7 NAC Stateiki%Radius NAC,

| General = Security QoS = Advanced

Allow AAA Override i Enabled DHCP
Coverage Hole Detection  Enabled DHCP Server Cwverride

Enable Session Timeoput ., 1800
Session Timeout (secs) DHCF Addr. Assignment =) Required

Alronet IE o Enabled Management Frame Protection (MFP)
Diagnostic Channel Enabled
Owerride Interface ACL IPvd  MNone 3 IPvG  MNone MFP Client Protection 2 | Optional  #
PZP Blocking Action Disabled : DTIM Pericd (in beacon intervals)
Client Exclusion 2 JEnabled o0

Timeout Value {mj B02.11a/n. {1 = 255: 1
:Ia:rilmum Allowed Clients 802.11b/g/n (1 - 255) 1

MAC

Static IP Tunneling 44 Enabled :

MAC State  Radius NAC =
Wi-Fi Direct Clients Policy | Disabled

A e T (R T Load Balancing and Band Select

200 ’
Per AP Radio Client Load Balancing
Clear HotSpat Client Band Select
Configuration =i

7. BIZEEM[ACL.

LLACLTEISERYAccess-AcceptBEEFEIA , HENMERENEER ( HHACLIEL ) LUK L
REFTMEEMD (HACLAET ) . EXL , EEAFDNSHRAREISENRE. X
:FlexConnect APHY 0] 8 2 I& A M 81234 3 F IE FACLEYFlexConnect ACL, It [RI R iE R AE
Cisco Bug CSCue680657 , HTERA7.5hBEIEE., EWLC 75RESKRAEAF , NEE
FlexACL , T"EERHEACL, WLCHIEISEIREIWEEMACLRIEFEACL, B2 , EWRTIE
HFIE, BEENASFlexConnect ACLMEKRIACL,

I R4 B 7R 0] 81 2 & flexred B9 FlexConnect ACL:

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY
Wireless FlexConnect Access Control Lists

+ Access Points

All APs Acl Name
= Radios
802.11a/n flexred ~

802.11b/g/n
Dual-Band Radios
Global Configuration

¢ Advanced
Mesh
RF Profiles

FlexConnect Groups
FlexConnect ACLs



BIZMN LA VFDNSRE LR REISERRE | HIELERRE,

CISCO MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELFP FEEDBACK

Wirelass Access Control Lists > Edit

= Access Points

All APs. General
» Radios
BOZ.118/n Access List Name fhaxred
BO2.11b/g/n
Dual-Band Radios Destination
Global Configuration Seq Action Source IP/Mask IP/Mask Protocol Source Port  Dest Port DSCP
0.0.0.0 ! 10.48.30.208 i
b Advanced rmi An An An An
L Permit 0.0.0.0 255.255.255.255 ¥ ¥ d v @
Megh
10.48.39.208 £ 0.0.0.0 i
2 Permit An An An An
RF Frofiles 255.255.255.255 0.0.0.0 -'- ¥ ¥ y
0.0.0.0 f 0.0,0.0
FlexConnect Groups 3 Permit ! (1]e]] Any DS any B
FlaxConnect ACLs 0.0.0.0 0.0.,0.0
0.0.0.0 £ 0.0,0.0 f
F B02.11a/n 4 i P M An An
Permit  4.0.0.0 0.0.0.0 ve ONs ' v 8
b BOZ.11b/g/n 0.0.0,0 /o 0.0.0.0 i
5 Deny Ary Any Any any B
b Media Stream 0.0.0.0 0.0.0.0

MRIEHERBES LM , WREARTFIKO8443FKISE, ( MR TRLIFM , BHUHRIN
BRI L 21550 | 6]a18905, 8906, 8909, 8910, )

(B FCSCueb8065 , X PR T 7.5 2 BI kY X 5)i% ¥ Security > Access Control Lists A 8| 2 EH
HREBAMHMEEACL,

MONITOR. WLANs CONTROLLER WIRELESS SECURITY

Security Access Control Lists
+ AAA
General Enable Counters
» RADIUS
Authentication Name Type
Accounting flexred IPv4 [~ |
Fallback
» TACACS+
LDAP

Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
AP Policies
Password Policies

¢ Local EAP
b Priority Order
b Certificate

w Access Control Lists
iAccess Control Lists|
CPU Access Control Lists
FlexConnect ACLs



https://tools.cisco.com/bugsearch/bug/CSCue68065

HZ I EFlexConnect AP, EEE , N TRANIE , BEFEAFlexConnectdl , BT AT B
HERE , F2ENMAPRITXLET R,

& HWireless , AR ERIBTENEA R, EiiFlexConnectit+ , A5 & HExternal
Webauthentication ACLs. (£7.4kMR2Z 81 , LLiET4E &5 B 7 web policies, )

MONITOR WLAN: CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANMDS HELP FEEDBACK

Wireless All APs > Details for FlexAP1

= Access Points

All AP
» Radios

B2 108N

B2 1 1bygln

Dual-Band Racics WLAN Suppart o
Clobul Configuration Mative VLAM [D 11 m!!!! !!“

F Advanced
FlexConmneot Group Mame ot Coon Maguned

Mexh
RF Proflies PreAuthentication Access Control Lists
FlaxConnect Groups |E.r.t-ﬂ-| Webhushentication ACLS |
FliaxConnect ACLE Local Salit ACLS

bk BOZ.11a/n sl Dayes o .-

FACL(FEARRBIH B H flexred) R INEIWeb KX H, XSFACLAHEIEAR, TR
B , BSFACLARIEELAP , LEEFENNA,

MONITOR  WLANs CONTROLLER WIRELESS SECURITY  MAMNAGEMENT COMMANDS

Wireless All APs > FlexAP1 > ACL Mappings
~ Access Points
All APs AP Name FlexhPl
= Radios
BOZ.11a/n Base Radlo MAC 00z 1c:M9:c2:42:30

BOZ.11k/g/n

Dual-Band Radios WLAN ACL Mapping
Glabal Configuration

b Advanced WLAN 1d 0
Mesh Webduth ACL  flexred =

RF Profiles _Add |

FlexConnect Groups

FlexConnect ACLS WLAN Id WLAN Profile Hame WebAuth ACL
¢ BO2.11a/n
» 802.11b/g/n WebPolicies
F Madia Stream WebPalicy ACL | flexred
, Application Visibility _Add |
And Control
Country ‘WebPolicy Access Control Lists
Timers flexred [ ]
F Netflow
WLCE B 25T MK

ISE &R



B R BRAN B W S A

TR TS RUGIZRNEENH

1. B &HPolicy , #J5 % &Policy Elements,

2. B #HResults,

3. BFfAuthorization , /5 & tAuthorization profile.

4. B HAdAdIZ R & B Webauth 8 2 37 89 RN ELE X

5. BHMTFERY , MARENXHN BN, KRHIFEA CentralWebauth,

6. MAccess Type T 15« F1£FACCESS_ACCEPT,

7. & HWeb Authentication Zi%4E , ARG M T hL 5l FkHi%EF Centralized Web Auth,

8. EACLFEH , IAWLCLATE X HEEE QN RENACLE R, &RBIEA flexred,

9. MRedirect T $i 5l 5k % ## Default,
Redirect/E £ E L ISEF ZIEIAWeb[ 1 & 2ISEEE & 8122 M B E X Web[ 17, i , 2 REIFH
flexred ACL it R NE Fim B ENHTTPREEZEEM.,

Cisco  Identity Services Engine

{i* Home COperations|*  Policy| *  Administration | *

],_-'i Policy Sets |*_‘7u Profiling E} Posture
Dictionaries Conditions Resufts

Results
| L |
a5k L
¥ ':l Austhantication
= [ | Autharization
v | Audtherization Profiles
Blackhole_Wirtless_Aocess
Ciscn_1P_Phares
Denyicress
Blexus_admin
Neous_operstor
Bon_Cisco_IF_Phones
PermilAooess

test
testn
v [ Downloadable ACLs
¢ [ Irline Posture Node Profiles
£ Profifing
[ Posture
] C¥ert Prowisioning
[ Secunity Group Access

v v w W

SIS HRRERN

|c4 OCient Provisioning | Security Group Access | g Policy Elements

Manthorization Profls > New Autharization Profile
Authorization Profile

*Name | Centralebauth |

Description |

* Access Type | aOESS ACCEPT [~]

Service Template

* Common Theks

—1WLAN
| Wolce: Domain Permission

B web Radirection {CWA, DRW, MDM, NSP, CPF)

Centralized Web Auth *| Aoy | Nexred | mesmect  pefaut| *

TR TS RUER HHRIEEE X402 HRIEMRN

1. FEPolicyXX % T , #dAuthentication, T B.E RIUMAEE & A RIEREANN RG], EATR
fidp |, BET —MN, HRNEMACKT = Al & Z AN,



wireless MAB Wirsless MAB allow protocols | Allowed Protocod ; Default Netwoel) | ndl.
& MAR Wined_MAB aliow protocels | Allowad Protocol : Default Netwoel) | and..
Doilx Wired_BOZ.1X allow protocols | Allowed Protocol : Default Retwoe) | and...
| Default Rube (If no match) aliw protocois. [Allowed Protocol : Defauk Networl) | and use kdentity source | ineemal Users

2. WA SRR B TR, ARBIEEH Wireless mab,

3. EIfKHFERAPEFE NS (+)BFrR,

4. £ Compound condition , fA/5i%&EWireless_MAB,

5. R “BRIAR L5 B 4E R A B i,

6. £HMTH......Z 0L LU — S RFFHN,

7. Rifildentity Source F Bt K +B#R , R/F%#FInternal endpoints,
8. MIf user not found T $z %1l £k # % Continue.

v | wireless MAB | 117 | Wireless_MAB | allow protocols | Allowed Protocol : D

Default v use | Internal Users ]

Identity Source| Internal Endpoints]

Options

If authentication failed| Reject - |
« [maB | £1F | Wired] If user not found | Continue v |
If process failed | Drop -

Mm . e | - 1F | tariena

PRI AR IRBEFITH ORI ( Bdwebauth ) , BIEEMACHEUE R E], Dot1xZ P im{hFA AT BA
FERAEFSIEHRTHHRIE , Rt FNFHEE,

BIEBRAN

E , EBNEBRFELMMNUFERE, HPCXKREKEN , EF@EEmacHiE ; RIRMACHIE R
, Bt &R ElwebauthMACL, WMACKAANE RETEG , FEELE D FHRTEE.

2nd AUTH f Guest AND Network Access:UseCase EQUALS  then  vian24
Guest Flow

MAC not known if  Network Access:AuthenticationStatus EQUALS then  CentralWebauth
UnknownUser

BEOEROAN , EERA TSR

1. QI , AEWABRI. KNRHIEERKLEIMAC,
2. REFRHFEPHME(+)BIR , AREFCIEMFMH,
3. BFAFRIAR THIFI&R,

4. & ENetwork access , RAEEHFE.

5. # FHAuthenticationStatus , A/FIEFEEqualsiz E T



6. 7£ Al = E& H % EUnknownUser

7. #£General AuthorizationTTE L , A J57E %174 Ml #Y = B F i #F CentralWebauth(Authorization
Profile)o M AFISEME | BIEAF ( IMAC ) k&, I , RERARMAFE R BEF
"TUH. 82 , — BT AREIE , i1 BREISELWE S HRIEER ; it , RA
FREFERAF , UXATBERARENFGERES — M, ERTREF , WRFEH
UseridentityGroup equals Guest , # BREFMBHZEE TItA,

8. REMACKHMNIKEMactionsiZ 4l , AFIEFRELFBATHAN, XK : HFH N A
MEMACKRAA I Z 5 , REE,

9. EEMFERPH AE2RAUTH,

10. B FHAENZHE. RNRHIEFEGuest.

M. EZGFERD , SENSHERR , ARRFENEHZFME.
12. EFEMEZGER , AR EERARH
13. %&#REqualstE Rz E 7,

14. £ GuestFlow/F N EWRRFER, XEWRELFHRNNEZFZNABAS , FERNE
X (AN FERSD ) BERZMR , FARYXERFETHES AN,

15. ERWNTHE L , REMNS(+)BIR(ALT then3S) SUE RN E R,
EXRpFH | BEPEMEENEEF(vian3d) ; AXEPREREEE,

& 1] LLi% R Permit Accessit U=k 812 B & X B iE A LR B R ERMIVLANSE 14

EEXES : FISERA1.3F , RENFHFHRIEMNRE  “BHEREARFTEFBELHIA. A
B, BEANKFELERE R AENME—TRR R4

BRIPEIT ( Wik )

MESEVLAN , RE—FREFIKPCEFHIPHU, P BRAWIndowsE P i IEEITF =,
MR ZBXBRNE2NAUTHAR AR EVLAN |, AT BABES e 53R

EEE , EFlexConnect AP L |, VLANEZEEMEFETAPL, Ak , MR&HF , BALIEAPKRE T
BN BB EMNFVLANN A{EMACLIflext LI VLAN-ACLERES, KR ESBIEBVLAN (&8
ACL)

WRSETVLAN | EERA TSRS BIPEIT

1. % FHAdministration , /5 % & Guest Management,

2. B Hig M,

3. B Guest , A5 & FF Multi-Portal Configuration.

4. B i DefaultGuestPortalZ & AT 8EC B B E LT B K.

5. 2 & Vlan DHCP Release &£, XX : tiET{UEA FTWindows® F o
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Settings

| Genaral Multi- Portal
* B2 Spansor
| My Dweicos Geriera Custornization Authentication
v Gusst VY LG
Dwaaits. Pobty
Langusage Template [ Enabla Sell-Provisaoning Flow

* | Multi-Portal Configurations
DetaulGuesPartal
Portal Policy

] Amew puist users 1o change pasiwond
1 Require guest users (o change password af expiration and first login
Pas Pokcy Guest users should download the posture clignd

Tirew Profiles Guest usars should be allcwed b do salf senica

Usarnama Policy e Guest usars should be allowed to do device registration
¥ Vian Dhop Release (Mobe: Release should accur prior i the Cof. Renew should be sal 1o eocur afier the Cof oocurs).

* Defay 1o Release | 1 | seconds (valie Range 1 1o 200)

iy $idi |

ElZ RS URERERFRRBLREREIMTL. THRREERR :

. %Fiﬁﬁﬁﬂ%éﬂ’zivv_%l' ‘JSSIDE’J?&E*%BKO
- WLCHERISE ( W EE [E M ) A EMACTEIRE & 7RIk,
- B IR REMACEIE TR /E W E J?EH*"F"]EO

- BEPURIERDHCPER |, Bl i (A QR |, BURBSEREW RIIPH L.

. f£Central webauthb( ST~ , EE@ACL ( ALt B@ERAHTTP P).d EFHRICHIELRRE N B Ik
&t EF]E’JTEAP MmaWLC ; flin  HEFigiERERM G, AP%FHH:)“I%EL
ZviL;tlJCAPWAP':Fi\Tz%EI’JWLC WLCJ"'IJ,HJ”&I.';ﬁﬁI_JnEIPi&th#EEF'J 2ISE,

- B t?)ﬁEEI"’J EISEEEMURL, X2 Z&#h HXXR ( @N EEflex redirect ACL L g H
permit ) o

. —B#HARUNIRES , RENEAR I,

L4

AP ESSIDXEE , RECKEREISER M.

Apr 01,13 11:45:27.179 AM o o013 10:21: 013 boreic vian: Guest Hothippicable

Apr 79,13 11:49:27.174 AM o icrreic Dymamic Author.
Apr (41,13 11:48:58.372 AM o o0-13:10:21: 70103 Guest st dudthentic..
Apr (A1,13 11:47:19.475 AM o 00:83:10021:70:13 o0-13:10:21: 70103 mbocrerkc Centralebauth Pending dawthentication ...

MNTRLE | BAERREICWARHEMMACHIET B B HKIE, B TREFRAAFPENIIIFAESR,
Rig , ISEF’JWLC?;U_COA BEBHRIFEWLCEHE M E2EmaciliE F M ®IE |, BISEiZEE /iR
MAFPEANARNEARFPEEN X EVLAN,

HEF /i LT FEMBAE | 3R HEEGEISE, HWRIESE RS (DNS)E B EH,



:f-ﬂ ‘I hrps i niooke owa vl saan. oom: BE 43 guescoeal {Login acionTeession il mOaZ0 E FEEOOIOGO0LE ZEE 1108

= Admenisenther o [§ CEIE Wirslenn

| — [P IR AARIER R = REer BSppert | = (TAC. | = oo

CISCO Guest Portal

& -DAh

HERAFEZREERTMEEFEXR.

Guest Portal | .

C15C0 Guest Portal

Signed on successfully
You can now type in the original URL in the browser's address bar.

You can now type in the original URL in the browser's address bar.

&

EESIEE F | KBRS RASFNRADIUS NACIRASMPOSTURE_REQDE S RUN,
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