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Requirements
Cisco BWEBTHRUTESR :

- B BR% 512 (ISE)
. Cisco IOSX ¥t Bt &

Components Used
AP EESETUTHREMEHRAK
- BN S0 ARS5IZ(ISE) , RA<1.1.1
. IBITE R A12.2.55SE3/I Cisco Catalyst 3560 Series Switch
Note: 72 & HfttCatalyst IR E S R ELUNER . EeERRIEFRAR S N 6 A7 FTHE Cisco
|IOS Software ReleaseshYiX & B Catalyst,

The information in this document was created from the devices in a specific lab environment.All of
the devices used in this document started with a cleared (default) configuration.If your network is
live, make sure that you understand the potential impact of any command.

Configure
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ISERBHMIXE NS :

1. B A TEA 5 [RIZRHIFR(ACL),
2. DI BALE X,

3. BIE —AMNAUEFN,

4. B8 —MRFN,

5. Enable (event) IP£EIT (A]i%),
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R R (HE)

LEH REIRIEENHE., FESRARIEE ()R TE2EE,

L RGIE R — M £ KIMABE E.

interface GigabitEthernetl/0/12
description ISE1l - dotlx clients - UCS EthO
switchport access vlan 100
switchport mode access

ip access-group webauth in
authentication order mab
authentication priority mab
authentication port-control auto
mab

spanning-tree portfast

end

VLAN 1002 VLANIZIZ M2 M EEBE M. BRIAKOACL (B S webauth)2ERFE LK E T
XE

ip access-1list extended webauth
permit ip any any

B ERFIREESHMNEHE , ERFRBRIERL , W iFZR X AR IAENAFRTER.

FEWEES , HTTPRHTTPSTHEAR TERBINE(BN S —1MACL) , AANEEISEEAEEMACL
(EwBEEML), XREXRIMEN :

ip access-1list extended redirect
deny ip any host <ISE ip address>
permit TCP any any edq www

permit TCP any any eq 443

ERRANEBBIERLAE LS THRIFIRA T EXKRYIGRITEE R, (BEFTifGttk, )EXR
B, =K%l &R EWebEE BWEMHTTPREHTTPSHE., HRAEIBIELISE IPH#bL |
WX ISEMBIBRER/IXEISE , HETEEM., (FUAR , BELTHEHERER CRETEER
BER. MREARENHTTPEOR—ME | SEERMEMIRO,

S—MAURERAVHTTPII R R —EMEMEEREMMN G, Hl , MREACLE XL T XAH
WebBRS 23— MNMFAIE , BEFImABEFRIWeb , THERIE , EREINEEMD , WRMAIRZETFRE
— N EBWebfRS 2R,

RE—TRAFEXRBRIACoA, BN , ISEFNEERFIZRIEFH LT I,

aaa server radius dynamic-author
client <ISE ip address> server-key <radius shared secret>

e TFRENESLENEEQETHTTPEER -

ip http server

ERGGTFTEEQETFHTTPSHE :

ip http secure-server



XEBTHIEEMN :

radius-server vsa send authentication
radius-server vsa send accounting

MRAFPREBERIE , show authentication®i&int <interface num>i& Btk H :

01-SwW3750-access#show auth sess int gil/0/12
Interface: GigabitEthernetl/0/12
MAC Address: 000f.b049.5c4db

IP Address:
User-Name:
Status:

Domain:

Security Policy:
Security Status:
Oper host mode:

192.168.33.201
00-0F-B0-49-5C-4B
Authz Success
DATA

Should Secure
Unsecure
single-host

Oper control dir: both
Authorized By: Authentication Server
Vlan Policy: N/A
ACS ACL: XACSACLx-IP-myDACL-51519b43
URL Redirect ACL: redirect

URL Redirect:

https://ISE2.wlaaan.com:8443/guestportal/gateway?

sessionId=C0A82102000002D8489E0E84&action=cwa

Session timeout: N/A
Idle timeout: N/A
Common Session ID: CO0A82102000002D8489E0E84
Acct Session ID: 0x000002FA
Handle: O0xF60002D9

Runnable methods list:

Method
mab

State

Note: RE — M IHHIMABIALE , EEM[ACL , A AMACHEIEFRHISE , FEME.

RBAHER (D)

MO FHFEINORRIEE. —ESROBONGTITRER;EL , SZATREERRXSE

FRTMIZEH,

Authc Success

01-SwW3750-access#show auth sess int gil/0/12

Interface:
MAC Address:

IP Address:
User-Name:
Status:

Domain:

Security Policy:
Security Status:
Oper host mode:

GigabitEthernetl1/0/12
000f£.b049.5c4b

192.168.33.201
00-0F-B0-49-5C-4B
Authz Success
DATA

Should Secure
Unsecure
single-host

Oper control dir: Dboth
Authorized By: Authentication Server
Vlan Policy: N/A
ACS ACL: XACSACLx-IP-myDACL-51519b43
URL Redirect ACL: redirect

URL Redirect:

https://ISE2.wlaaan.com:8443/guestportal /gateway?



sessionId=C0A82102000002D8489E0E84&action=cwa

Session timeout: N/A

Idle timeout: N/A

Common Session ID: CO0A82102000002D8489E0ES4
Acct Session ID: 0x000002FA
Handle: 0xF60002D9
Runnable methods list:

Method State
mab Authc Success

HTTPREEE

MREA —MHTTPREENE I

BERELZNE R

- BEEA-NIEEANGG OHTTPEMY
- BEMAEMIINBEREZAE

T RGN E T ESEEMA O (I,

8080) , EFEAXLHS

01-SwW3750-access#show auth sess int gil/0/12

Interface:
MAC Address:

IP Address:
User-Name:
Status:

Domain:

Security Policy:
Security Status:
Oper host mode:
Oper control dir:
Authorized By:
Vlan Policy:

ACS ACL:

URL Redirect ACL:
URL Redirect:

GigabitEthernetl1l/0/12
000f.b049.5c4b

192.168.33.201
00-0F-B0-49-5C-4B

Authz Success

DATA

Should Secure

Unsecure

single-host

both

Authentication Server

N/A
XACSACLx-IP-myDACL-51519b43
redirect
https://ISE2.wlaaan.com:8443/guestportal/gateway?

sessionId=C0A82102000002D8489E0E84&action=cwa

Session timeout: N/A

Idle timeout: N/A

Common Session ID: CO0A82102000002D8489EQOE84
Acct Session ID: 0x000002FA
Handle: O0xF60002D9
Runnable methods list:

Method State
mab Authc Success

B EREEMA T IR

RS FERAMIINARE  BERFERANREISE IPH#it, FAIENKESSREAY

45 A EHL B R IPH AR R 8 AR IE — N ThAE, 20 R FRANISERYBIS , BRI INER,
S ENE IR O (8080t FEE NENEEMACLATFEZRHIF),

X TFRRHSVIsHERER

LA | AL FEESwitch Virtual Interface (SVI) A T BEIE &R Fis M &ZEWeb[ 1 EEQEIEF i

JtI:SVIT TE DA

MEE P FM/VLAN. AT, Zzu%scﬁm&ﬁsvm%)ﬁ 77 M/VLAN , © %7 {E
A% —SVIsHHE—FMREBERONEFHEHRE L. 1
O S — Am*ﬁtﬁﬁum

X B B b B RS TR SR K *KUEH%
FEIEARBRYER P imFMEH,



MR AIBRBFPRMNANE —EEY , EWELRSR , AEEEMHBFFEL#EE. BRA
%R AVEIERS K IRH I TR R IR B A TR AL —SVIEE B P 1 7 .

RFHTTPSERE K ERER
RRHBEEEEHTTPSHE. Rt , NREFEFHREEREHTIPS , BEEAERBEE,

EEONL2HNBSRFESNRFAEXPBERT , IRH)HEMEIPHELE, AT, —PNEEEZ
B, YRBRYEEH BEEEG[HTTPSRE , AR GERIHE-—EERELZS(TLS)EFH
BE/IALE, ANXARM—EMUERIFERNINE , B RRFABEEME. X[ EBIBL
25— MAINEEH AN BEN T2 MEE, SR ERRT RS 7 %89 240 STRHLE
R 3E M S5 TAIE

BAER

EF P imPCHEEH BHITMAB, MACHEuE NHE |, BILISEHER EE 68 £ 2 B 32 fl. A/ s
EMIEMEE R,

1 Y O T P

= c T R L o L rr e P TR ERR R - T F 3 PURRE e s e W .o =
e v BT

afeaali.  Idantity Secvicas Enging
Ellﬂﬂ' it Prowosdl

ol T Camal e

[ [ T SR T B P S T R L et S R u ll

Frimmis ilisi? Mo jod T

| Wiy i Ve

PR TR P T e RORr TR Fa 0 P DR B

B e e R T L P ]

1 Casm dnwwrn ofers P dgrwan e @it o f i P i o ons therm . relard e Drosms s S @500 e Sl and Boiiore j SOTEEE i . mags enare Ban Ferene Figecaty o ! R deere e e whien b G
poer ] Femdrg oL B R TR R e ey o @ e Daam @ e ed Ty B w e e e 8 g, | arsling graakp el e gl v e e ¥ pPEr e d ) pae b deke ety Fas el e reeSeemE s 1wk
FeRngeh yorh iy #l proe Bied.
¥ Lo By e weafe P A Aanfes | B Derale

Lt Bgralin o rurarale'uir| Fy o i Db e lem &7 5—\.- et e e

i A s e Laeale B AT 9 B PR
A Wik B P ko Tl P i W, et B W

1
B D SR aa i R TR e ] 0 oy Do Dt Do R G D0 R b R Tt 50 S O e DA R W 0 ey S R T T, O RSl i il e 1 O Bl e e a0 |
Irﬂrrnq- [T S L T Rl B L S A o | 1

HEFRTAIALREIIAE , ISEBYENNEREHNBNEREL , BT HE2EMABIAIL

AT, ISEXETE R — M eIwebauth® /i 7 BB ERFEwebauthiE I 7 (R RIX R FE 2R TAIE
)o



EISENER® , MABIAIEHII T HEMNES . 2RATRA , MACHUKIEFBHKHEET , F8
webauthBHIRE T, HR , INEREFEAFNAF BBV RBEANEZSZRAIES). FIAEZ
&, —MNEE2RINEREEA S BENIEAIAES TR ZERELRIA R TXFFHSVLANGY i 75

o

e M0 OdCSRA) AT P ﬂ o L e N " . o T Lot L A T
Far 36 1) 04 SRA0 A8 P ﬂ a L N Dyt hittaw
Far 3 1) 04 SRA0 A58 P ﬂ a - [
Far 3 1) 04058 10 N00 P ﬂ a CAL ]
e M 0 ORI P ﬂ a [ Peratong LW L T
Verify
e A AT E BRI,
Troubleshoot
Bane At E BN SEERES,
Related Information

. BN ERBESIE

. BN ESREREIIERSSEES

. ISE (BB BRFE 5| B)N E R 5 Cisco WLC (L& B g M 418])

. #R3EM (RFC)

. Technical Support & Documentation - Cisco Systems



//www.cisco.com/en/US/products/ps11640/index.html?referring_site=bodynav
//www.cisco.com/en/US/docs/security/ise/1.0/cli_ref_guide/ise10_cli.html?referring_site=bodynav
https://supportforums.cisco.com/docs/DOC-18121?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	与交换机和身份服务引擎配置示例的中央Web认证
	Contents
	Introduction
	Prerequisites
	Requirements
	Components Used

	Configure
	概述
	创建可下载的ACLS
	创建授权配置文件
	创建认证规则
	创建授权规则
	Enable (event) IP续订(可选)
	交换机配置(摘要)
	交换机配置(充分)
	HTTP代理配置
	关于交换机SVIs的注意事项
	关于HTTPS重定向的注意事项
	最终结果

	Verify
	Troubleshoot
	Related Information


