BEIEFTD, ISE., DUO#Active DirectoryBtiESSL
VPN & 13 5 1iE

B =%

i AN
BR
fER AV A
MEE
EE
ETDELE,
fEFirepowerEE 10\ FMC) R £ FIRADIUS R 55 88
BB xZEVPN,
ISEfLE
XDUOYE N 4L ZBRadius
SGFTDER A MEEAEE,
DUOHL &,
DUOKREZR%,
DUO Proxy5ISEFIDUO CloudfE o
FDUO S Active Directory&E X,

B DUOZ MActive Directory (AD)S H kP o
fECisco DUO=HFEMAF,

AR AR 5 A Cisco ISEFIAAAIR %2 2 TEFirepower BB B ) H &£ X SSLVPN,

=R

+ ISE 3.0 ESRA,
« FMC 7.0 E S R4,
« FTD 7.0 E SR,
« DUOTAIERCEE,

o ISEEALRRIF AT

« DUO EssentialsiF ],



f5E RV 4H 1

« ISE 3.2%T 3

« FMC 7.2.5

« FTD7.25

* Proxy DUO 6.3.0

* Any Connect 4.10.08029

ANHEHHFNERBRETRESIREREPNRZBREN, ANHEPEANMBRERZNERAR
(BN ) BE. MRENWMELTEIRS , FHRETRAERSHBERRE,

P 4% P

DUO Cloud

Active Directory

0@

DUO verifies the user's
account

Secure Client ISE PSN Node

@.@

VPN connection initiated .
o FTD sends a RADIUS
Access Request
: 4 PSN node resends the
; ° RADIUS Access Request

DUO Push accepted
i PSN node receives the '
é PSN node resends RADIUS Access Accept :
H the RADIUS Access : °
: VPN connection i Accept :
° H completed. E

0
@

b,

ERNEFNERG RSP , ERISER - M RBHIRADIUSERS B2 E, ISEEE N FRADIUSHE
BMFTDEREIDUCOS HRIEAE , MAREE TS D RIEHEREKK,

DUOTAEREBEMINERERZHTAFN . ©REEWiIndowsfRSE5 £ |, #5%M T Cisco ISEF
DUO=Z B EIE, RENETENRERFEHARIEER (HEZERADIUSEEEZAR ) £MEDUOR
o DUO Cloud &4 RIEN R & H M HIEEE /1T HEL M & E,

1. AFESm AR -AF A NBEDE3VPNE BRIETE.
2. By K 35m B B 4 (FTD) R & 2 BIEE R RIS B B R & 45 BR 55 51 Z(ISE).



3. REEARSE T S(PSN)N BB RIEER %A FIDUOE MR IRIERIERSEES. BEE , DUOBMRIERS
BEEDUO=RE BRI EIL,

4. DUO Cloud#R#& B & B3z WAL A 7~ & M & D .

AEE . DUOT=EH LA Active Directory 2 BIF R Z FBEL FEZNRES , L4EFDUORHWERFTAF K
EE,

5. 5 MWIEMIIE , DUORBE RN MEHIEBARIMBNRENAFEDUOHIE, RE
, AP it EDUO PushABSIAH & 4 H 4L,

6. —B R #t#DUO Push , DUOTAIER RSB/ EPSNAEHIVESE , ARAAFEEZIA
UEE R,

7. PSNT R IAKIAZIFTD , UBHAFEBE S HKIE.
8. FIDEI S IIEHIA , A ERIELS T2 ERENER T ELMmEILVPNESE,



9. FTDIZR AN VPNEZNFAELR , AFiCKEELZLBEARMEISET R , AERHTIEZME
ito

10. ISEF REHX AESPERXIES , BRZEMEFEMAMAILR , A ATERRRKFITREAERL
EEM,

AE

FEEFNRECERATHNESH

- EM KBRS 28 (PNS) T AP : 10.4.23.21

- & T 3 ZVPNKIFirepower B B5 4(FTD) IP : 10.4.23.53
- DUOTAIEREIP : 10.31.126.207

- 8% : testlab.local



e &
FTDECLE,
fEFirepower& I F1/0\(FMC) 82 X RADIUS AR 55 25

1. B3 B 3 Webixl 5585 H 5 AFMCHI P11t LAFT FF B2 B P S E(GUI)R 5 [RIFMC,
2. MBI RE R |, EFAAARSS , AEHRENITRADIUSIRS R AH LT,
3. ##HAdd RADIUS Server Groupiz 4l LA{E A RADIUS RS 28 I #74H .

Flrewa” Management Center Overview Analysis Policies Devices Objects Integration Deploy Q @ ¢ @ admin~ '::L','élt:'

- AMA Serve RADIUS Server Group Q A

RADIUS Server Group

RADIUS Server Group objects contain one or more references to RADIUS Servers. These AAA servers are used to authenticate users logging in

Single Sign-on Sarver -
ingle Sigr Zecbhi through Remote Access VPN connections.

> Access List
2 Address Poals Name Value
Application Filters

AS Path

Cipher Suite List

RADIUSFRS 884 .
4. % AFAAA RADIUSER S SR 4A MY FR M B R , BRI EI M EER R AR TRBIRR.
5. I RABE TR , HEFINFTHIRADIUSHERSS 25 -

RADIUS Servers (Maximum 16 servers)

IP Address/Hostname

RADIUSBR S5 &5 o

6. $E ERADIUSHR S5 87 1P b 31k 7 A R E 4R,
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New RADIUS Server @

IP Address/Hostname:*

| 10.4.23.21 |

Configure DNS at Threat Defense Platform Settings to resolve hostname

Authentication Port:* (1-65535)
1812
Key:*

Confirm Key:*

eEIOBBOR

Accounting Port: (1-65535)
1813

Timeout: (1-300) Seconds
10

Connect using:

® Routing Specific Interface

FTERADIUSAR S 55,

7. BERADIUSIRG R IFMERE 25 , 2 HSave SMRERADIUSIRSF SRAMNRE,



Add RADIUS Server Group (7

Enable authorize only

Enable interim account update

Enable dynamic authorization

RADIUS Servers (Maximum 16 servers) ~|—

IP Address/Hostname

10.4.23.21 A |

[corce || IR

RS BRAFME R

8. ERAWEHXEMEFNAAARSHFERE , FEMIBERE , RARERLHBBUANARE

Overview Analysis Pelicies Devices Objects Integration Deploy | Q, @ fel 9 admin+ ol ceruR

eisee

RADIUS Server Group @ At T _

FTD_01 I Ready for Deployment

RADIUS Server Group objects contain one or | -
through Remote Access VPN connections.

Name

ISE

ERBAAARRSS R

BLEZAEVPN,



1. £FMC GUIF &finZlDevices > VPN > Remote AccessAFFHAVPNEL BT 72 .

2. BHAddZH BIRFTH VPNEZE B X .

Firewall Management Center Owerview  Analysis  Policies Devices Objects  Integration Deploy O @ £+ @ adminv Jule

=

Namé Status Last Modified
Add a new configuration
VPNIEREL B X o

3. WAVPNRME— R MR , AHBEMKIREF
4. IEFRESSLIETUAREMASSL VPNIMU N R £ EE,
5. NIRZFIRFIERBZFEFTDRE

RBIE,

Remote Access VPN Policy Wizard

o Policy Assignment 2  Connection Profile 1 AnyConnect 4  Access & Certificate 5  Summary
Access VPN palicy with a new user-defined connection profile, elements 1o be In place to compléte Remole ACCess
P— VPN Palicy.
VPN_Remote Authentication Server
Description: Cenfigure LOCAL or Realm or RADIUS Server Group

or S50 to authenticate VPN clients.

AnyConnect Client Package

VPN Protocols: Make sure you have AnyConnect package for VPN
Client downloaded or you have the relevant Cisco
credentials to download it during the wizard.

SSL
IPsec-IKEV2 Device Interface
Targeted Devices: Interfaces should be already configured on targeted
devices so that they can be used as a security zone
Avallable Devices Selected Devices or Interface group to enable VPN access.
Q, Search M
FTD_01

VPNIRE .

6. FAAAT EEREN £ & HHILREFEHAPSNT Ko



Remote Access VPN Policy Wizard

1 | Policy Assignment o Connection Profile 3  AnyConnect 4  Access & Certificate 5 Summary

Authentication, Authorization & Accounting (AAA):

Specify the methed of authentication (AAA, certificates or both), and the AAA servers that will be used for VPN

connections.

Authentication Method: AAA Only v

Authentication Server:* ISE v | 4+
DAL of Realm or RADIUS)

Fallback to LOCAL Authentication

Authorization Server: Use same authentication server v || -+
\TLETTT O PO a]

Accounting Server: v | <4
(RADIUS)

EEEENXH

7. REVPNR B ZIP e 1k 55 B



EE : flm , E1EFEDHCP VPN,

Client Address Assignment;

Client |IP address can be assigned from A8A server, DHCP server and IF address pools. When multiple options are
selected, IP address assignment is tried in the order of AAA server, DHCP server and IP address pool.

LUse AAA Server (Realm or RADIUS anly) @

Use IP Address Pools

Pvd Address Pools: | Pool VPN #

8. 4RER 0 3T AV A KB



Group Policy:

A group paolicy is a collection of user-oriented session attributes which are assigned to client when a VPN
connection is established. Select or create a Group Policy object.

Group Policy:* DMGrpPolicy |+

Edit Group Policy

I\jkﬁ

R,

9. HARKIRET , BWREPSSLIHL.



Add Group Policy (7]

Name:*
| VPN_Remote_Policy

Description:

General AnyConnect Advanced

|
VPN Protocols VPN Tunnel Protocol;

Specify the VPN tunnel types that user can use. At least one tunneling mode

IP Address Pools must be configured for users to connect over a VPN tunnel.
Banner sSSL
DNS/WINS IPsec-IKEv2

Split Tunneling

Cancel Save

VPN o

10. B2 —METHVPNESHEE — N IA VPN |, BUE XA A TVPNEF sk IP# it ST &,



Add Group Policy

Name:*
VPN_Remote_Policy

Description:

General AnyConnect Advanced

VPN Protocols IP Address Pools:

Name P Address Range
Banner
DNS/WINS

Split Tunneling

| Cancel

VPN,

11. IBEVPNEEADNSIR S 8 13 HE =



Add Group Policy

Name:*

Jven_Rremote_Policy

Description:

General AnyConnect Advanced

S
VPN Protocols Primary DNS Server:
IP Address Pools | ¥
Banner secondary DNS Server:
DNS/WINS ¥ | L
Split Tunneling Primary WINS Server.
v | e
Secondary WINS Server:
- | +
DHCP Network Scope:
'r | B
Only network object with ipv4 address is allowed (Ex: 10.72.3.5
Default Domain:

Cancel Save

DNSiRE.
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& XX |, Banner, Split Tunneling, AnyConnectflAdvancedit I & H th ThaE 4 7y

12 BEXLENFARGEE  BE T —SHET -IHNRE,



Remote Access VPN Policy Wizard

1

Policy Assagraman

LRRE.

13. FVPNAFEEE LM AnyConnectifH 2, MRRIHAAFNE , B LURZRTE LB RN INFR

B,

§

) comnection Protie 1 AnyConnect :  Access & Certcate

FOPLARNS, IF SIS DOSMH ERTIIL 53 1RO S R LS AATE L Pe GEEE , ATTLAT SE VTR SR I USSR A
Lige A8 Sarver (Realm or RADIUS only) @
Lizs DHCP Sanwis

Lisg IP Agddness Pooly

ihed Address Pools: | Pool_WPN i
b Addess Pools i
Group Policy:

A group policy is a collection of user-criented session attributes which are assigned to clent when a VPN
connection is established, Sslect or create a Group Policy object

Group Policy:® VPN_Remate_Policy - 4+

Edit Group Policy

Remote Access VPN Policy Wizard

LN

Policy Assignment

HraREk,

2 | Connection Profile e AnyConnect 4  Access & Certificate 5 Summary

The VPN gateway can automatically download the latest AnyConnect package to the client device when the VPN
connection is initiated. Minimize connection setup time by choosing the appropriate OS for the selected package.

I Download AnyConnect Client packages from Cisco Software Download Center. I

Select at least one AnyConnect Client image \

I © Show Re-order butts
ACCunner.l File Object Name Ao T ame Operating System

D anycennect-win-4.10.08029-we... anyconnect-win-4.10.08029 -webdeploy-k9... Windows A

14. R E Z VPN RemoteThREIFTDIR & LRI &40,



Remote Access VPN Policy Wizard

1 | Policy Assignment 2 | Connection Profile 3 | AnyConnect °Access&Certincate 5 Summary
= .. L
L
B o EEN o -
Remote AnyConnect Outside VPN neide Corporate
User Client Internet Device Resources

5

AAA
Network Interface for Incoming VPN Access

Select or create an Interface Group or a Security Zone that contains the network interfaces users
will access for VPN connections.

Interface group/Security Zone:* Outside D +

Enable DTLS on member interfaces

A All the devices must have interfaces as part of the Interface Group/Security Zone selected.

VPN O

15, BE—RAU AL EZVBIERHRAREER AR L , N\MBMIEHIMRE , XN Z2VPNE
EEXEE,



ER Bl AEEHERT - PMEZRIEH,

Device Certificates

Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access
clients. Select a certificate which is used to authenticate the VPN gateway.

Certiicate Enrollment:® - —|— ]




Add Cert Enrollment

MName*

Description

CA Information

Enroliment Type:
Enrollment URL:*
Challenge Password:
Confirm Password:
Retry Period:

Retry Count:

Fingerprint:

EHEM .

Certificate Parameters Key Revocation

SCEP v
@glf Signed Certificate -\
EST

SCEP

Manual

1ﬂ :[:'C-.I!'l.gl.' 0 ':']:I:-

16. BLEUEBIFEME , B EHNexto



Remote Access VPN Policy Wizard

1 | Policy Assignment 2 | Connection Profile 3 | AnyConnect ° Access & Certificate 5  Summary

VO SLATII W VI e S 1

Interface group/Security Zone:* Outside v +
Enable DTLS on member interfaces

A\ All the devices must have interfaces as part of the Interface Group/Security Zone selected.

Device Certificates

Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access
clients, Select a certificate which is used to authenticate the VPN gateway.

Certificate Enroliment:* Cert_Enrollment * +

Access Control for VPN Traffic

All decrypted traffic in the VPN tunnel is subjected to the Access Control Policy by default. Select
this option to bypass decrypted traffic from the Access Control Policy.

Cancel Back lm

HRIMBSHE

17. FRAMBRENHE , BRENEBTRARREMANIRE.

Remote Access VPN Policy Wizard

1] Policy Assignment 2 | Connection Profile 3 | AnyConnect 4 ) Access & Certificate © summary

Firepower Management Center will conbgure an RA VPN Policy with the following settings ey et o s, he tolows

MName: VPN_Remote configuration neads to be completed for VPN to
Daovice Targots: FTD_01 wiork on all device targets.
Connection Profile VPN_Remats © Access Control Policy Update

Connection Alias: VPN_Remote

AAA: An Access Control rube must be defined to allow

VPN trafic on all targeted dovices,
Authentication Mathod:  AAA Oaly

Authentication Server: ISE (RADILIS) © NAT Exemption
Authorization Server: ISE (RADILS) I NAT is enabled on the targated devices, you
A s 55 must defne a NAT Policy to exempt VPN trafic,
cocounting Server.
Addross gnmant: © DNS Configuration

Address from AAA: - To resohw hostname spocified in AAA Sorvers

DHOP Servers: or CA Servers, configure DNS using FlexConfig
Addross Poo wd )z Pool_VPN Palicy on the targeted devices.
Address Pools (IPVE): - © Port Connguration
Group Policy: VPN_Remate_Policy 551 will be enabled on port 443,
AnyConnoct Images: anyconnect-win-4_10 08039 webdeploy - k3 pkg Please ensure that thase ports are not used in
) ou NAT Policy or other services before deploying
nterface Objects e oo o
Device Certificates: Cert_Enroliment

& Metwork Interface Configuration

Make sure to add interface from targeted

Cancel [ Back | Finish

VPNIZ B R,

18. ENAMBEVPNZRLAEE , FSMENEB>2HE , RAEXNRENFTDRFZNITEE.



_F_lurev.\.ral_lf:r:\:da_nalgem_eQt Cer_“er Overview  Analysis  Policies  Devices  Objects  Integration Q d’ 3 @ adminv lab

VPN_Remote Q Advanced Deplay m

Enter Description

FTD_01 I Ready for Deployment y 1)
one
Connection Profile Access Interfaces Advanced
e
L
Name AAA
Authentication:
Default WEBVPNGroup Authorization:
Accounting:
Authentication: IS
VPN_Remote Authorization: ISt 1 device is available for deployment 2 A

Accounting:  ISI

HWEVPNEE
ISERL &
EXDUOE N S & Radius R %585

1. #£Cisco ISEE I F H S M 2 & >M & &7 R> I EBRADIUS RS 8% -
2. BEHAdJRE B E#H A ERADIUS RS 25,

= Cisco |SI Administration - Network Resources

Network Devices Metwork Device Groups MNetwork Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers Mare

External RADIUS Servers

[e5]

Name Description

SAEPRadiusfR %5 27

3. i AProxy DUO Serverfy & 5,

4. W AREDUORS BFM EFIPHbiE , FARISEMDUORRS 38 2 B B(S EH,
5. REAZEH,



AR BAENREDUORS SR P E B I H Z 4 F BE N E M RADIUSIE .

6. EM AMMBEFMERS , B ESubmitfR 1757 #Proxy DUO Serverfi & .

Cisco Administration - Network Resources
MNetwork Devices Metwork Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers

External RADIUS Server

DUO_Server

10.31.126.207

7. REHITEE> RADIUSIRE £ 5%,



8. B HAdd B Z#FAIRADIUSHERS 28 F 51,

= Cisco ISE Administration - Network Resources

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences MNAC Managers Maore

RADIUS Server Seguences

For Poicy Expon go 1o Administration

]

Name Description

RADIUSHR %588 7 51l
9. ARADIUSERF 22 F ol — N T RN B M UAETFIRE,

10. 3 EI LA BIBEL ERYDUO RADIUSR S BR(TEAIER HF# HDUO_Server) , AENHEBI B G MMk
EIRFPHEFIFTHEEE.

11. B FHSubmit AE K H R ERADIUS Server Sequencefit &,

= Cisco ISk Administration . Network Resources

Hetwork Devices Metwork Device Groups Network Device Profiles External RADIUS Servers RADMUS Server Sequences NAC Managers External MM puGrid Direct Connectors Mare

RadiusfR$585 B E .
FFTDER N NEFZEANIRE,

1. SMBREREFNEERD , RBEMZEBD B R E T IR AT RN &R &N EEXE,
2. EMERFE DA , BB R HRINRE LT 18R TR FEARBHLRE,



= Cisco ISk Administration - Network Resources

MNetwork Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences MAC Managers Mare

Notwork Devices

Network Devices

Defsult Davice

Name IP/Mask Profile Name Location Type Description

M & 17 R IR % o
3. ERMHNFEAR , MANZEARZBHURRNERESE,
4. MEEIETEFTD ( FirepowerE i BH 4 ) 1R & HIIPH it

5. i AZBIEFMC ( FirepowerZE /0 ) REMHEZUNEH, KBRANTRECENEZEER
EXEE,

6. B FHSubmitiZ 4l SE K LR IE
Metwork Devices List FTD

MNetwork Devices

Name ETD

Description

Joih

IP Address " 1P 10.4.23.53 / 32

AIFTDEN T E.



RADIUS Authentication Settings

RADIUS UDP Settings
Fratocaol RADIUS

Shared Secret | LLITIET T ] I Show

—. Use Second Shared Secret ()

Second Shared

Sgcrat Show
CoA Port 1700 Set To Default
RADIUSi& &
DUOHL &,
DUOREZRE,
BEEHET —MEEBRDUORE THMELZEIER :
https://duo.com/docs/authproxy-reference
FFDUO Proxy5ISEFIDUO Cloudf &Ko
1. R EHEIEEREFIDUO Security™ b https:/duo.com/,
2. ENERER D , RAREFRRPBRE UKL,
Dashboard > Applications

Dashboard

Device Insight L Applications

Policies e

Applications .

— Manage your update to the new Universal Prompt
AT experience, all in one place.
Authentication Proxy -]
Single Sign-On v See My Progress Get More Information (5
© —
Users W
Groups w 0 O
All Applications End of Support
Endpoints e

2FA Devices W
Q search

Export v


https://duo.com/docs/authproxy-reference
https://duo.com/

DUOR A2 %

3. E5IERF# K “Cisco ISE RADIUSETN , H B HProtectiF ERN MBS,

G -

Add an application that you'd like to prolect with Due twe-facter authentication.
Applications o You can start with a small "proof-of-concept™ installation — it takes just a fow minutes, and you're the only one that will see i, until you decide to add
othars,

| Protect an Application
Documentation: Getting Started O
Authentication Proxy
Choose an application below to get started.

Single Sign-0n L
Users ~
Groups I Cisco ISE RADIUS
Endpolints w
Application Protection Type
2FA Devices w
Administrators w

"cllslé "' Clsco ISE Administrative Web L,.ugln

Documentation CF Configure

2FA with 530 hosted by Duo

Trusted Endpoints

Trust Monitor ~

Reports o "{ll'i'él‘;' Clsco ISE RADIUS 2FA, Documentation [T Protact

Settings

Sy > ; I|I1-||:|I * Clsco RADIUS VPN 2FA Documentation of Protoct
ISE RADIUSE T

4. ARG |, B EIDUON AEFIIFAES. [ TR HETSave,
5. EHIRHNEREN,. BRNAPIENE ; SENTRESREXREE,

Application modified successfully.

Dashboard » Applicabions » Cisco ISE RADIUS

C iscu ]S E RAD I U S Authentication Log '_'u_'] Remaove Application

Follow the Cisco ISE RADIUS instructions O,

Details Reset Secret Key
Secret key sesnssnnsnssns gyl Copy

Don't write down your sacrel key or Shang it wilh anyone

AFI1 hostname -ﬂ-;.-ase:yr-!y com Copy

ISERRSS 231 AE B

6. ERE LEDUORIEE R UAMEIRE,



D

- Duo Security

. Duo Authentication Proxy Manager

DUOR B ImEe
7. (Wt ) REHNDUORERFHEZTENERESEEZETIDUOSE , BRAUTSH .
[main]

http_proxy_host=<Proxy IP Address or FQDN >
http_proxy_port=<port>



% FRARERXEAEFMAER BRI,

8. , AL ZIERNEETREKREE,

[radius_server_auto]

ikey=<integration key>

skey=<secret key>

api_host=<API hostname>

radius_ip_1=<ISE IP address>

radius_secret_l=<secret key configured in the external RADIUS server
failmode=safe

port=1812

client=ad_client

section>



2% : line client=ad_client®& .RDUOX IR Fi Active Directorytk Fi# 1T B 3 IiE, WRILE
B IEBEIRLSTER SActive DirectoryfIE 5,

FDUOEActive Directory&E o

1. FFDUO & B B IE L 2 5 Active Directory5E X o

[ad_cTlient]

host=<AD IP Address>
service_account_username=<service_account_username>
service_account_password=<service_account_password>
search_dn=DC=<domain>,DC=<TLD>



2. FFADUOT RS B A Active Directory, & Zhttps://duo.com/,

3. SME A/ HEE B RES UEERSRE,

Daihboard > Users

Dashboard
Dovice Insight o U sSers Directory Sync Import Users | Bulk Enroll Users
Policies w
Meed to activale a replacement phone? Learn more about Reactivating Duo Mobile 3.
Applications o
Single Sign-On w
Users ~
Total Usars Mot Enrollad Inactive Usars Trash Bypass Usars Lockad Out

Add User

Pending Enroliments Select (0)v ies Export v Q) search

Bulk Enroll Users

I SErS

TDPCELUEE No users shown based on your search.

Directory Sync

Bypass Codes

Groups e
BxEEL

4. BHAdd New Sync , A5 MPTER RV ETT A 1% 2 “Active Directory”,

Dashboacd > Users > Dwoclory Sync

Dashboard

Device Insight w DirECtOI'y Sy nc Add New Syne

Policies e
Directory Syncs Conneclions
Applications: o
Single Sign-0 v ) ) )
e You don’t have any directories yet.
Users A
Add User

Pending Enrollments
Bulk Enroll Users
Import Users
Directory Sync
Bypass Codes

Groups e

e EEZ

5. LB INFTE B B AREL,


https://duo.com/

Dashboard
Davice Insight
Policies
Applications
Single Sign-0On
Users

Add User

Pending Enrollments
Bulk Enrall Users
Import Users
Directory Syne
Bypass Codes

e

Dashboard > Usors > Do

New Active Directory Sync

Sync > Mew Active Directory Sync

Connection

ol up a now connaclion using a new Authentication Proxy.

Reuse existing connection

® Add new connection

You will b redeecied 1o & oW pago

Directory Sync Setup
Wisting Tor Connaction 1o dingclony

Sync setup is disabled until a connection 1o the directory has boen esiablished

Directory Sync Setup
O Connect 1o AD
@ Add groups
(&) Review synced atiributes

Complate Satup

i DNER 89 Active Directory
6. EFIERNEREH. BHNMAPIENSE,

Authentication Proxy

Configuration metadata

17 Delete Connection

No Changes

1. To set up this diractory, you need to install the Duo Authentication Proxy software on a machine that Duo can

connect to and that can connect to your LDAP server. View instructions [

2. Configura your Authentication Proxy. Update the ikey, skey, and api_host antries in the [cloud] section of your

configuration, or L download a pre-configurad file.

Integration key

Secret key

APl hostname

(%)

Y = = Copy

Don't write down your secret key or share it with anyone

Reset Secret Key

-duosecun'fy. com Copy

. If you are using NTLM or plain authentication, update the [cloud] section of your configuration with the username

and password for the LDAP account that has read access for your LDAP directory.

SHBIEREFAES

Mot connected

O Add Authentication Proxy

O Configure Directory

Connected Directory Syncs

User Syncs
AD Sync

7. REIDUO & 7 3 iF (IR B i H 15F A IR IR B MV #T S B A K Active Directory & I8 5 19 BR 55tk P FEE B

B[=]E7

[cToud]

ikey=<integration key>

skey=<secret key>

api_host=<API hostname>
service_account_username=<your domain>\<service_account_username>
service_account_password=<service_account_password>



8. BE'WIFETRIEENEE , IBRMEIRERER,

Authentication Proxy is running

Configure: authproxy.cfg

L wlywlM
.duoseécurity.com

3.21

nt=ad_client

[ad_cLlient]
=10.4.23.42
=administrator

ro=4

Proxy DUOKY B & o

Up since: 4/2002024, 5:43:21 PM

Restart Servico

Version: £.3.0

Unsaved Changes

Output

9. Witfm , REEEHEFHMBIDUONERERS AR AE K,

Authentication Proxy is running Up since: 42002024, 5:43

Validation passed

onfiguration has passed validation and is ready 10 be saved

Configure: authproxy.cfg

st=cxl

rt=3128

[radius_server

key=DIX

auto]

. duosecurity.com
-4.23.21
l=po

ent=ad_client

[ad_client]

Validate

EFE RS EI.

21 PM Version: 6.3.0 Restart Service

Unsaved Changes Qutput

Running The Duc Authentication Proxy Connectivity Teol. This may take
several minutes...

[infa]

[infa]

Testing section 'main' with configuration:

{"'http_proxy host": "cx

‘http_proxy_port': "31287}
[infa]
linfo]
[infa]

Testing sectien 'radius_server_auto® with configuration:
{'api_host': .dupsecurity.com”,
‘client’: ‘ad_client”,
‘failmode®: "safe’,
'http_proxy host":
‘http_proxy port®:

HE 1) ¥

‘3128',
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Directory Configuration

Domain controller(s)

Hostname or IP address (1) * Port (1) *

10.4.23 42 ‘ 360 J

S

=+ Add Domain contraller

The pert is typically 389 for cleartext LDAP or STARTTLS, and 636 for LDAPS

Base DN *

DC=testlab,DC=local

Enter the full distinguished name (DN) of the directory location to search for users and groups
We recommend setting this to the directory reot (example: DC=domain DC=local)
If specifying the DN of an OU or container, ensure it is above both the users and groups to sync

BRIRE,
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Authentication type

Integrated

Performs Windows authentication from a domain-joined system

MTLMv2

Performs Windows NTLMvZ authentication.
® Plain

Performs username-password authentication

TAIESREL.
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& Deleto Connection

Status

Mot connected

(O Add Authentication Proxy

O Configure Directory

Connected Directory Syncs

User Syncs

AD Sync

RFIEIN
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Authentication Proxy

1. To set up this directory, you need to install the Duo Authentication Proxy software on a machine that Duo can connect to and that can connect

to your LDAP server. View instructions §

2. Configure your Authentication Proxy. Update the ikey, skey, and api_host entries in the [c¢loud] section of your configuration, or

L download a pre-configured file
inegration key oo I Cony |

Secret key rersseserersemt iDL Copy

Don’t write down your secret key or share it with anyone

Reset Secret Key

APl hostname -uosecun'ry.com Copy

3. If you are using NTLM or plain authentication, update the [cloud] section of your configuration with the username and password for the

J

LDAP account that has read access for your LDAP directory.

service_account_username=myusername

service_account_password=mypassword

4. Restart your Authentication Proxy.

5. Test Connection

M BRI

14. #iAActive DirectoryfIRASE R R BER" , RREKINERK,

Status

Connected

WA,
&I DUOZ= MActive Directory (AD)SH B ik
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Dashboard

Davice Insight

Policias
Applications e
Single Sign-0n w
:
Add User

Pending Enrcliments.
Bulk Enroll Users
Import Users
Directory Syne
Bypass Codes
Croups
Endpoints

2FA Devices

RF3IE.

2. B EEE M Active DirectoryBELi& .

Tatal Users Mot Enr

Looks like you have no users, click Add User

=

. EEREREF , WEHEFEActive DirectoryF E5Duo CloudRZHFEH ., & B AT IRIET

HATEER,

4. BHFEKIRE

Dashboard
Device Insight v
Policies L

Applications

Single Sign-On

Users
Add User
Pending Enrollments
Bulk Enrodl Users
Impeort Users
Directory Syne

Bypass Codes
Groups

Endpoinis

ADEZ,

5. EXRIBzIEY |
Cloud , M\ /2 #EDuo Security R B HBt T EE

shboad » Users » Deedlory Sves ¥ AD Syne

AD Sync s

mpoei Duo user names and olhar nformaton deectly from your an-p

Active Directory Connection
@ Connected to Duo

AD Syne Connbcton
10.4.23,.42:389

& Edil eonnection 2 Chang

BFEHEIEIESL,

Directory Syne Setup
@ Add geoups
G Rowera synced attnbutes

.
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Dashboard » Users » Directory Syac » AD Sync

AD Sy NC rename

Import Duo user names and other information directly from your on-premises Active Directory.
Learn more about syncing users frem Active Directory

Sync Controls

Sync status

Scheduled to automatically synchronize every 12 hours, next around 2:00 AM UTC @ Pause automatic syncs

Sync Now

Troubleshooting

EERFHED

1ECisco DUO=HEMAF .

&y Delete Directory Sync No Changes

Active Directory Connection
@ Connected to Duo

AD Sync Connegction
10.4.23.42:389
¢ Edit connection

+ Change connection

RAPEMES&RAEERASHRIE , HIMARBTHER, DUOHEE, SMSKBEM T,
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Dashboard > Usens

Dashboard
Device Insight ~ USE rs
Paolicies ~
Need to activate a replacement phona? Leam more about Reactivating Dus Mobila 5
Applications W
Single Sign-0n v
:
Total Users Mol Enrolled Inactive Usars Trash

Add User

Pending Enroliments Select (0)v

Bulk Enroll Users

Usemname « Name Ema

Impart Users

Directory Sync ol-_-g;—

Bypass Codes

Groups e 1 total

il Vb TIE

3. B & Send Enroliment Emailiz41 LA B 31 B2 H TR,

Prucae

Directory Sync

0

Impaont Users Bulk Enrgll Users m

0

Bypass Users Locked Out
Expon w Q Ses
5 atus as
Active Mever authenticated



Dashboard > Users » adminisirator

administrator Logs

ﬂ This user has not anrolled yet. See our enrallment documentation . to learn more about anrolling users

a This user was synced from the directory AD Syne. Some fields are read-only.

Username admimisfrafor

+ Add a usemame alias
Username aliases !

Users can have up 1o § aliases

Optionally, you may choose to reserve using an alias number for 3 spacific alias

€., Usemame alias 1 sf y be used for Employee 1D)

ST T R T S A
4. KEB A RAAFEA TR IEBIBEATRBIETRE,
BXRIMRENHMFMAES , BTSHAUATHER

« BAEMIEE : https://quide.duo.com/universal-enrollment
o {ESEMISR ; https://quide.duo.com/traditional-enrollment

BERIEYE.

NEREHVEEEBHBTIRE , FRIEUTSER

Send Enrollment Email

1. B 3IWebiXl % 28 3 4 A Firepower B i B ) (FTD) % & WY IPb ik LAG RIVPNEE O,

© Notsecure | https://10.4.23.53/+CSCOE+/logon.html#form _title_text

y Logon

Group | VPN_Remote v |
Username |

Password

Logon |

| Sync This User


https://guide.duo.com/universal-enrollment
https://guide.duo.com/traditional-enrollment
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Are you logging in to Cisco ISE
RADIUSY

&

@ Linknown
() 3:13PMCST

2  administrator


https://help.duo.com/s/article/1126?language=en_US

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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