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- Systemn b ldenlity Management  » Network Resources  » Device Portal Management  pxGrid Senvices

Deployment » Certificales ¢ Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access ¢ Setlings
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Licensing m

Traditional Licensing is currently in use.

; Click balow o switch to Cisco Smart Licensing

* Cisco Smart Licensing

License Usage (i) How are lcenses consumed?
| ' Usage Crver Time

Base
"] Licensed 100 (Corswmed :0)
Plus
Advanced
Apax
Updated ; Aug 20,2019 09:30:00 UTC Licersed [ Consumed Ml Exceeded
Licenses )
Impor License Dkt
Licensa Fila Chuantity Tarm Expiration Date
v POSITRONFEAT20190820025831403 lic
Base 100 Term 18-Aug-2020 (365 days remaining)
v POSITRONFEATZ0190820025011402. lic
Device Admin o0 Term 18-Aug-2020 (365 days remaining)
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‘il Identity Services Engine Home » Conlext Visibility » Operations  » Policy » Administration

b Network Access  » Guest Access  » TrustSec | - Device Administration | » PassivelD
» Identities  User Identity Groups ~ Ext Id Sources  » Metwork Resources  » Policy Elements  Device Admin Policy Sets  Reports  Settings
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Intreduction Device Administration Deployment

TACACS Livelog Activate ISE Nodes for Device Administration
) Mone

Deployment () All Policy Service Nodes

(®) Specific Nodes

(] ISE Nodes
ISE-PSN.panlab.local

Only ISE Nodes with Policy Service are displayed.
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All Groups Choose group ~
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Name Description
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Metwork Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences

Metwork Devices Metwork Devices List > New Network Device

Network Devices
Default Device

* Name |F|norWLC |

Device Security Settings

Description | |

; *IP: | 10.106.37.180 NIEE

* Device Profile % Clsco | « |

sotvare Vs [—]

* Network Device Group

Location [a) Locations o | [ set To Default
IPSEC (15 1PSEC Device % | [ Set To Default
Device Type [wLC 2 ||| Set To Default

O | RADIUS Authentication Settings

~ TACACS Authentication Settings

Shared Secrel | sesss Show

Enable Single Connect Mode [

» Legacy Cisco Device
TACACS Draft Compliance Single Connect Support

L |y sNMP Settings
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cisco |dentity Services Engine Home » Context Visibility » Operations » Policy » Administration

» Metwork Access b GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture » PassivelD

b Overview b ldentities  User ldentity Groups  Ext Id Sowrces  » Nebwork Resources Device Admin Policy Sets  Reporis  Seltings
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TACACE Profiles > WLC MONITOR
» Conditions
TACACS Profile
+ Network Conditions
MName WLC MONITOR
= Rasults
Descripti WLC MONITOR
Allowed Prolocols SsaR
TACACS Command Sets

TACACS Profiles Task Adftribute View Raw View

Common Tasks

ICumnm Task Type  WLC j I

All

[0 ]
Lobby

Selacted
The configured options give a mgmtRole Debug value of: 0x0

Custom Attributes

SE-RINEEXHAI, RTFNAF#RITE2ER , MERR.

il

cisco Identity Services Engine Homea » Conltext Visibility » Operations » Policy » Administration ~ Work Centers

b Metwork Access  » Guest Access  » TrustSec » BYOD  » Profiler  » Posture = Device Administration  » PassivelD

» Overview  » Identities  User Identity Groups ~ Ext Id Sources  » Metwork Resources = Policy Elements  Device Admin Policy Sets  Reports  Settings
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TACACS Profiles > WLC ALL
¢ Conditions
TACACS Profile
» Network Conditions
Name WLC ALL
= Results
Dascription WLC ALL
Allowed Protocols
TACACS Command Sets
TACACS Profiles Task Attribute View Raw View
Common Tasks

Common Task Type  WLC j

O Al

Monitor
Lobby
Selected
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Policy Sets
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¥ Options
» Authorization Policy - Local Exceptions
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# Authorization Policy (3)
Results
+
Status  Rule Name Conditions Command Sets Shell Profiles Hits  Actions
WLCAdmin ™ \:‘l?i-‘:oinlName ExternalGroups EQUALS panlab.local/Users/Admin-Read- + % v o o a
T - :I:I-;lnimNama ExternalGroups EQUALS panlab.localUsers/Admin-Read- + B b o
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MONITOR WLANs CONTROLLER WIRELESS @ SECURITY, MANAGEMENT COMM

Security TACACS+ Authentication Servers > New

v AAA Server Index (Priority) 1
General

» RADIUS Server IP Address(1pv4/Ipv6) 10.106.37.180

Authentication Shared Secret Format ASCII
Accounting

Fallback Shared Secret
DNS
Downloaded AVP Confirm Shared Secret

= TACACS+ Port Number 49
Authentication
Accounting Server Status Enabled
Authorization Server Timeout 5  seconds
Fallback
DNS

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS
Security TACACS+ Accounting Servers > New
v AAA Server Index (Priority) 1

S Server IP

« RADIUS _ Address(1pva/Ipvé) 10.106.37.180
Authentication -
et Shared Secret Format ASCII
Fallback Shared Secret seses
DNS
Downloaded AVP Confirm Shared Secret sssse

R Port Number 49
Authentication
Accounting Server Status Enabled
Authorization .
Fallback Server Timeout 5 seconds
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MONITOR WLANs CONTROLLER WIRELESS | SECURITY | MANAGEMENT

Security Priority Order > Management User
b AAA
> Local EAP Authentication

AdvancediEAR Not Used Order Used for Authentication
+ Priority Order "RADIUS | - TACACS+ Up

I Management Userl LOCAL
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b Certificate < o

» Access Control Lists

Wireless Protection

Policies If LOCAL is selected as second priority then user will be authenticated against
LOCAL only if first priority is unreachable.

» Web Auth
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Live Logs

Refresh  Never j Show Latest 20 recon

< Refresh 2 ExportTo~

Logged Time Status Details Identity Type Authentication Policy Authorization Policy Network Device ...
X j dentity j Authentication Policy Authorization Policy MNetwork Device Nam

Oct 03, 2019 03:15:55.969 PM a | admin2 Authorization WLG >> WLCAdmin | FloorWLC

Oct 03, 2018 03:15:55.938 PM o | admin2 Authentication  WLC >> Default | FloorWLC

Oct 03, 2019 03:15:39.298 PM a I admin1 Authorization WLC >> WLCMonitor I FloorWLC

Oct 03, 2019 03:15:39.268 PM a | admin1 Authentication ~ WLC >> Default I FloorWLC
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