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AT BASR 9000 R FIR & RS MR (ASR)VEE , MEBYTACACS+ERR H MRS 5I1%
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FRER.

TE BB T #Cisco IOS® XRERHAHREH A TEFAL L RNETESHENERRE KM,
ﬂ—ﬁ’rﬁ%ﬂzﬁ%lﬁﬂﬁ%’ﬁmﬂﬁEEE%&&&DHEE%FHF‘iﬂ%ﬂﬁ%iﬂo FHF£H$MJ_E%£HJEJ:ICISCO
I0S® XREH S TERITRE , ZonTEATHHRIE, RAFMIZHKAAA )Hﬁ%o HHRUE T
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- ISE2.4HENEE

ERRMEH
AR HEBET U TR ABERA :

. #iCisco IOS® XREHHIASR 9000 , hix#A5.3.4

- BRHISE 2.4
AXHEPHEERMNEERRIMEPIRZCEN, AXEPEANMBERZIZMERARS (M
A) BB, MERMELTEDRS , FRRTE THEAEEERNEETRME,

[
I0S® XR LM T E XA #

I0S® XRHAETEXWAFAMESE, EEATUEAXEMELAIREZRELAEN A,
mEXAF4A

XLEAFAEIOS® XREMENX :

RAF4 R

BRXEF WM FEHERRTh8E ( BERBRRBEAIFARER)

netadmin  BEEMEHIN , MFTFBFEHRRMLEOSPF) ( BEEHNEEERMER ) .

BIER PITEELEES , HEEERWEENR,

root-Ir EENMRPHE RHNITIIEW S,

EER ERHRITREFRMBERPHAIET T,

sysadmin  WMITHHBASRNREEETS |, HINLEF B OFHMEN T ALE R E ML | T IU(NTP) B,
serviceadmin HITIRZSEEES , flULFH REHZF(SBC),

BAMMENLAFARRE TREEESAH , TEBR EAATHTREMELNASA !

RP/ 0/ RSP0/ CPUO: ASR9k#sh aaa usergroup ?

| Qut put Modifiers

root-1lr Name of the usergroup
net adm n Name of the usergroup
oper at or Name of the usergroup
sysadmi n Name of the usergroup
retrieval Name of the usergroup
mai nt enance Name of the usergroup

root-system Name of the usergroup
provi si oni ng Name of the usergroup
read-only-tg Name of the usergroup
servi ceadni n Name of the usergroup
ci sco-support Name of the usergroup
WORD Name of the usergroup
<Ccr>

e ESE

XEMELESATHERACR , BEATHREE !



- BREE BEREXBARES

. netadmin:MEEE RAFES

- ZEG  BREABREES (BATEREN)

- root-In R HEHBEERES

- BRE  REREBRES

- sysadmin: REEE A ESH

. serviceadmin: RS EBESH
FERAUTHSREMELNESA :

RP/ 0/ RSP1/ CPUO: ASR9k#show aaa taskgroup ?

| Qutput Modifiers

root-Ir Name of the taskgroup
net admi n Name of the taskgroup
oper at or Name of the taskgroup
sysadm n Name of the taskgroup

root-system Name of the taskgroup
servi ceadm n Name of the taskgroup
ci sco-support Name of the taskgroup
WORD Name of the taskgroup
<Cr>

RP/ 0/ RSP1/ CPUO: ASROk#show aaa task supported

AAA  ACL EER Ancp ATM  EZXMRS BCDL BFD i 5 P8 R by
Boot iz ) L 5 58 CDP CEF CGN BRI %# config-mgmt config-services
= pl: R -3 =l Kzh#EF DWDM R EIGRP BLKMARS ext-access
RIQFEME MEEESR XHEREHAE  Fr HDLC  EA#LBRS hsrp 0O

iy IPARSS lpv4 IPv6 ISIS L2vpn 2= Lisp B&Eigx

Ipts g mpls-ldp mpls-static mpls-te 4H#% Netflow M%& nps

OSPF L PBR pkg-mgmt pos-dpt PPP QoS remd fih

ZE root-Ir BERZE route-map HBHXRE SBC SNMP  SONET-SDH #74

Sysmgr system &5 tty-access FZiE EHA Vlan VPDN vITp

LRBHESERATUAEBUTEERR S EFEPRR :

i 5 N A IREURIEIEE.

EA BEAWESREH BRI AT RBURIENIEE.
AT BEAVFERIRERNIEE ; HlW0 , pingMTelnet,
B/id BEAFEIRIRIENIEE.

RPENNESA

FEAUUREBENESEURERERR. ATEREERSH

RP/ 0/ RSP1/ CPUD: ASROk( conf i g) #t askgr oup TAC- Def i ned- TASK
RP/ 0/ RSP1/ CPUO: ASRIOk( confi g-tg) #task ?

debug Specify a debug-type task ID

execute Specify a execute-type task ID



read Specify a read-type task ID
wite Specify a read-wite-type task 1D

RP/ 0/ RSP1/ CPUO: ASROk( confi g-tg) #t ask read aaa
RP/ 0/ RSP1/ CPUO: ASROk( config-tg)#task wite aaa
RP/ 0/ RSP1/ CPUO: ASROk( confi g-t g) #t ask execute aaa
RP/ 0/ RSP1/ CPUO: ASROk( confi g-t g) #t ask debug aaa
RP/ 0/ RSP1/ CPUO: ASROk( confi g-tg) #t ask read acl

RP/ 0/ RSP1/ CPUO: ASROk( confi g-tg)#task wite acl
RP/ 0/ RSP1/ CPUO: ASROk( confi g-t g) #t ask execute acl
RP/ 0/ RSP1/ CPUO: ASROk( confi g-t g) #commi t

RP/ 0/ RSP1/ CPUO: ASROk#show aaa taskgroup TAC- Defi ned- TASK
Task group ' TAC Defi ned- TASK'

Task I Ds included directly by this group:
Task: aaa : READ WRI TE EXECUTE DEBUG
Task: acl : READ VRI TE EXECUTE

Task group ' TAC Defined- TASK' has the follow ng conbi ned set

of task IDs (including all inherited groups):
Task: aaa : READ VWRI TE EXECUTE DEBUG
Task: acl : READ WRI TE EXECUTE

Describemn Al i FERBET T EEMFALAESHMNE,

R 1.

RP/ 0/ RSP1/ CPUO: ASROk#descri be show aaa usergroup
Package:

User needs ALL of the follow ng taskids:

aaa (READ)
RP/ 0/ RSP1/ CPUO: ASR9k#

R T AR FZE{Tir S show aaa usergroup , Bifftask group: task read aaa # B A ZAF 4.

R~ 2.

RP/ 0/ RSP1/ CPUO: ASROk( confi g) #descri be aaa authentication login default group tacacs+
Package:

User needs ALL of the follow ng taskids:

aaa (READ WRI TE)
RP/ 0/ RSP1/ CPUO: ASRIOKk( confi g) #

7T AREFRFELREER TIETcommandaa authentication login default group tacacs+ , RifFES
¢ : task read write aaa P ELA A F 4.,

EERAAUNENAUBESMESENAFE. ATREERY

RP/ 0/ RSP1/ CPUO: ASR9k#show aaa user group TAC Defi ned
Tue Feb 16 00:50: 56.799 UTC



User group ' TAC- Defi ned’
Inherits fromtask group 'operator’

User group ' TAC-Defined' has the foll owi ng conbi ned set
of task IDs (including all inherited groups):

Task: basi c-services : READ WRI TE EXECUTE DEBUG
Task: cdp : READ

Task: diag : READ

Task: ext-access : READ EXECUTE

Task: |l ogging : READ

RP/ 0/ RSP1/ CPU0: ASR9k#conf t

RP/ 0/ RSP1/ CPUO: ASROk( confi g) #user group TAC- Defi ned

RP/ 0/ RSP1/ CPUO: ASROk( conf i g- ug) #t askgr oup TAC- Def i ned- TASK
RP/ 0/ RSP1/ CPUO: ASROk( confi g- ug) #conmmi t

RP/ 0/ RSP1/ CPUO: ASROk#show aaa user group TAC- Defi ned
Tue Feb 16 00:51: 31.494 UTC
User group ' TAC- Defi ned’

Inherits fromtask group 'operator’

Inherits fromtask group ' TAC- Defi ned- TASK

User group ' TAC-Defined' has the foll owi ng conbined set
of task IDs (including all inherited groups):

Task: aaa : READ WRI TE EXECUTE
Task: acl : READ WRI TE EXECUTE
Task: basi c-services : READ WRI TE EXECUTE
Task: cdp : READ
Task: diag : READ
Task: ext-access : READ EXECUTE
Task: | ogging : READ

B H AR EEAAARL B

DEBUG

DEBUG

HEASREEHR EECETACACSHRS 38 , SERIPHut A Z 24,

RP/ 0/ RSP1/ CPUO: ASROk( conf i g) #t acacs- server host 10.106.73. 233 port 49

RP/ 0/ RSP1/ CPUO: ASROk( confi g-tacacs- host)#key 0 cisco
RP/ 0/ RSP1/ CPUO: ASROk( confi g-tacacs- host) #conmi t

tacacs-server host 10.127.196. 160 port 49
key 7 14141B180F0B

B S HRIENMBRRAEREEENTACACSRS 8.

#aaa aut hentication |ogin default group tacacs+ | ocal
#aaa aut hori zation exec default group tacacs+ | ocal

BEEGSENAMERACEREENTACACSES S ( Tk )

AR BREGRIEMBINEMP THE , ABRES B
BERLH  AF TELEERE EHAEASS,

#aaa aut horizati on commands default group tacacs+

Aap

Bzt EfEE

FI

£, MR



BLER Sk AEAEER BN TACACSERS =R ( AL ) -

#aaa accounting commands default start-stop group tacacs+
#aaa accounting update new nfo

ISE AR5 AR B

ST EEISERSH LMWAAAEF IR R P ENKARIP , 155 M EAdministration > NF & & IR
SMBRE AT, HERPREEASREHE TR BWER4AMERE , AR,

Identity Services Engine Home & ity ~Administration » Work Centers

» System  » Identity Management = = Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
- MNetwork Devices  Metwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NACManagers  Edernal MDM  » Location Senvices
——

o
Metwi
Network Devices

Network Devices evices List = New Network Device

Default Device

* Name [LAB_ASR
Description | LaB_asR device

[1p address _ ~] *IP: [ 10.106.37.160 N E

Device Security Seltings

* Device Profile &% Clsco | » &

somvarevrsion [

* Network Device Group

Location [|ap @ || Set To Defauk

IPSEC [15 IPSEC Device © | [ set To Defauk

Device Type [acp Set To Defauk

O 7 RapIuS Authentication Setings

= TACACS Authentication Settings

Shared Secrel | suens | Show

Enable Single Connect Mode [

® Legacy Cisco Device
TACACS Draft Compliance Single Connect Support

O '+ sumP setings

O [ Advanced TrustSec Settings

5o T
MEZRBLE

‘theth Identity Services Engine Home » Context Visibility » Dperations » Policy ~Administration » Work Centers

» System  » Identily Management = = Metwork Resources » Device Portal Management  pxGrid Senices  » Feed Senice  » Threat Centric MAC

~Metwork Devices  Metwork Device Groups Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  MAC Managers  External MDM » Location Senices

[}
Metwork Devices Network Devices
Default Device
f Edit Add [0 Impart (@ Export Generate PAC Delet
Device Security Settings s o s @aimport @Bxport ~ | QYGeners XKpelete =
Name | IP/Mask Profile Name Location Type Description
O LaB_ssR 10.106.37.16... &k Cisco & LAB ASR LAB_ASR device

MR ZEE

SR2BEENERELAFE , RO, WAER , BEATME, TUEEE>"SHEER
SES AP SRE TENE, RRHIPOIENEASE

1. ASRIR{ER
2. ASR-Operator-AAA



3. ASRIRR S
4. ASR-Sysadmin

thal- Identity Services Engine Home » Context Visibility » Operations » Policy  Administration » Work Centers

» System | wlIdentity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» ldentiies  Groups  External ldentity Sources  |dentity Source Sequences b Settings
N

Identity Groups User Identity Groups
= )
v - By JEdt dbaAdd | YDelete v | @almport ghExport v
» [ Endpoint identity Groups Mame & | Description

A User ldentity Groups
5L ALL_ACCOUNTS (default)
L1 ASR-Operator
E'YS

S ALL_ACCOUNTS (default) Default ALL_ACCOUNTS (default) User Group
SR ASR-Operator

I ASR-Operator-A8A

2% ASR-RootSystem

S ASR-Operator-AAA
L5 ASR-RootSystem
2

5L ASR-Sy=admin

2

O
|
O
O
O
O =
O
O
O
|
O
O

% ASR-Sysadmin

21 Employee Default Employee User Group

4;";'?5 Employee
&% GROUP_ACCOUNTS (default) Default GROUP_ACCOUNTS (default) User Group

%} GROUP_ACCOUNTS (default)

&2 GuestType_Contractor (default) Identity group mirroring the guest type
&2 GuestType_Daily (default) Identity group mirroring the guest type

.

:';'} GuestType_Contractor (default)
S GuestTyps_Daily (default)

41"_';"1 GuestType_SocialLegin (default)
5;1 GuestType_Weekly (default)
Sl OWN_ACCOUNTS (defautt)

B2 GuestType_Sociallogin (default) Identity group mirroring the guest type

A GuestType_Weekly (default) Identity group mirroring the guest type
22 OWN_ACCOUNTS (default) Default OWMN_ACCOUNTS (default) User Group

SOASRIMEMR , QIZAFFRERF I 2 eIZAEMNAF A,

‘i Igentity Services Engine Home b ContextVisibilty  » Operations  » Policy [EESTIRLEIEITIMN » Work Centers

» System | wldentity Management  » MetworkResources  » Device Portal Management  pxGrid Senices  » Feed Senvice  » Threat Centric NAC

~ldentities  Groups  External ldentity Sources  Identity Source Sequences  » Sefings

o

Usere Network Access Users

Latest Manual Network Scan Res...
JEdt feadd [EJchange Status v @eImport GlvExport v | 3 Delete v [§Duplicate

Status Name 4 Description First Name Last Name Ermail Address User Identity Groups Admin
[0 @Enabled ¢ ASRaaa ASR-Operator-AAA
O Enabled ¢ ASRRead ASR-Operator
[J mEnsbled ¢ ASRRoot ASR-RootSystem
O mEnabled ¢ ASRwrite ASR-Sysadmin

S0B/RF

AR EXRGIG  ISEREAFATHORIEMEN, EANBSHFEHETEHGRIEMBRF
A EAEE M.

SWAENERE N HEENATEREN S, Akt , ESHE ITEH O (Work Centers)>i & B
(Device Administration)># k& 7t 3 (Policy Elements)>4: R (Results)> TACACSH: & 3 #F(TACACS
Profiles). &R LB EFHFNARTEEXH , IEAR , LAl B EISERN RHIMA, ARHIHEH
HNEMEXHAT :

1. ASR_Operator

2. ASR_RootSystem

3. ASR_Sysadmin

4. Operator_with_AAA



Identity Services Engine Home » Context lity » Operatio y ! ati - \Work Centers

» Metwork Access  » GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture |« Device Administration » PassivelD

b Overview  » Identities  User ldentity Groups  Extld Sources b Metwork Resources  «Policy Elements  Device Admin Policy Sets  Reports  Settings

(<]
TACACS Profiles
+ Conditions
0 Selected
» Network Conditions
= Refresh + Add Duplicate M Trash= Edit
~ Results 1 .
L' nName Type Description
RLOIEL LIS [ ASR_Operator Shell
TACACS Command Sets
|: ASR_RootSystem Shell
TACACS Profiles
[0 ASR_Sysadmin Shell
[]  Default Shell Profile Shell Default Shell Profile
[ Deny All Shell Profile Shell Deny All Shell Profile
O Operator_with_AAA Shell
E WLC ALL WLC WLC ALL
[0 WLCMONITOR WLC WLC MONITOR

TACACSHI S RHEL B X 4
BERNIVEBREAT M AR, ‘FRWHEZER , NBENES 2D THERGF .
NTFRERASG :

Engine - | y 0 olicy » Administration = Work Centers

» Network Access  » GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture  ~Device Administration = » PassivelD
b Overview » Identities User Identity Groups Extld Sources » MNetwork Resources = Palicy Elements Device Admin Palicy Sets Reports Settings
———
o
N TACACS Profiles = ASR_Operator
» Conditions
TACACS Profile

» Network Conditions
Mame ASR_Operator

~ Results
Description
Allowed Protocols
TACACS Command Sets
" Profil —————

TRCACS Profiles Task Attribute View Raw View
Common Tasks
Common Task Type | Shel .

[ Default Privilege | o | (Select 010 15)
[T Maximum Privilege ’ S | (Select 0to 15)
7] Access Control List | o]
[ Auto Command | (] |
[ Mo Escape | o | (Select true or false)
[ Timeout ’ ) | Minutes (0-9999)
[ Idle Time | © | Minutes (0-9999)
Custom Attributes
+ Add @ Trashv (@ Edit - 24
LI Type Name Valug
[T MANDATORY tagk nwic #operator i
< >

ASRRERAREREXHNTRRSGASE



~Work Centers

» Metwork Access  » GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture | wDevice Administration  » PassivelD
» Overview  » Identities  Userldenfity Groups  Extld Sources  » Network Resources = Policy Elements  Device Admin Policy Sets ~ Reports
——
(]
TACALCS Profiles » ASR_RootSystem
+ Conditions.
TACACS Profile
» Network Conditions
Mame ASR_RootSystem
~ Results
Description
Allowed Protocols
TACACS Command Sets
TACACS Profil ——— )
rones Task Attribute View  Raw View

Commeon Tasks

Common Task Type = Shel 2

[] Default Privilege | o |
[ Maximum Privlege | o |
[ Access Control List | o |
[ Auto Command | o |
[ NoEscape | o |
[ Timeout | O |
[ Idie Time [ o |

Custom Attributes

4 add @ Trash> (& Edit
L Type Name Value
[ MANDATORY task e #root-system

<

ASRIB RGN FEL E X 43 FsysadminBE :

Setlings

(Select0to 15)

(Select 0 to 15)

(Select true or false)
Minutes (0-9999)

Minutes (0-9999)

G

»



~Work Centers

» Network Access  » GuestAccess  » TrustS8ec  » BYOD  » Profiler  » Posture | = Device Administration = » PassivelD

v Ovenview  » Identiies  User Identity Groups  ExtId Sources  » Metwork Resources - Policy Elements  Device Admin Policy Sets  Reports  Seftings

TACACS Profiles = ASR_Sysadmin
» Conditions

TACACS Profile

» Network Conditions
Mame ASR_Sysadmin|

~ Results

Description
Allowed Protocols

TACACS Command Sets

TACACS Frofiles Task Aftribute View Raw View

Common Tasks

Common Task Type = Shel R

[] Default Privilege o | (Select 0to 15)

[ Maximum Privilege © | tserectotors)

[ Access Control List | o |
[ Auto Command | Q |
[77 NoEscape | (] I (Select true or faise)
[ Timeout [ © | Minutes (0-9999)
[ Idle Time | © | Minutes (0-9999)
Custom Attributes
4+ Add @ Trash~ (& Edit o~
O Type Name Value
[T MANDATORY task i #sysadmin CH
< >

ASR Sysadmin/AFTE & XHX TIRIEZFAAAAE -



iliilie

“Gice' Identity ¥ ~ Work Centers

» MNetwork Access  » GuestAccess  » TrustSec » BYOD  » Profiler » Posture  ~Device Administration | » PassivelD
v Ovendew  » ldentities  Userldentity Groups  Esid Sources  » Network Resources - Policy Elements  Device Admin Policy Sets  Reports  Seftings
—
o

TACACS Profiles = Operator_with_AAA
» Conditions
TACACS Profile

+ Network Conditions
Mame Operator_with_AAA

~ Results
Description

Allowed Protocols

TACACS Command Sels

TACACS Profil ———

. kit Task Attribute View Raw View

Common Tasks
Common Task Type | Shel v

[ Default Privilege | O | (SelectOto 15)

[ Maximum Priilege I ® | (Selectto 15)

|
© |
[~ Access Gontrol List ’ ) l
[T Auto Command ’ o ‘
[T Mo Escape | o | (Select true or false)
[ Timeout | © | Minutes (0-9999)
[ Idie Time | ) | Minutes (0-9998)
Custom Attributes
+ add @ Trash~ G Edit - 2
L Type Name Value
[T MANDATORY task rwx:aaa #operator [2h |

<

>

ERAMANREEXHHNRERS R EESHRFS  EREE > GHEE>"FBDRFI HH
“WEBAF". BAIBURINEEY & 1005 7 5 Sidm 8 A A & IR F 3,



::Il's';!;' Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System | wldentity Management  » Network Resources  » Device Portal Management  puGrid Senvices  » Feed Senvice  » PassivelD  » Threat Cenftric NAC

+ ldentities  Groups External Identity Sources |dentity Source Sequences + Settings

Identity Source Sequences List > All_User_ID_Stores
Identity Source Sequence
v Identity Source Sequence

* Name | All_User_ID_Stores

Description | A buiit-in Identity Sequence to include all User Identity Stores

v Certificate Based Authentication

[ select Certificate Authentication Profile  Preloaded_Certficate_t ~

* Authentication Search List

A set ofidenfity sources that will be accessed in sequence until first authentication succeeds

Available Selected
Internal Endpoints Internal Users
All_AD_Join_Points
GuestUsers
=
<«

* Advanced Search List Settings
If a selected identity store cannot be accessed for authentication

() Do not access other stores in the sequence and set the "AuthenticationStatus™ attribute to "ProcessError

(®) Treatas ifthe user was not found and proceed to the next store in the sequence

(CReset)

£ B6.12 TYEH L (Work Centers)>i&#& B (Device Administration)>i% % & 2 % k% #& (Device
Admin Policy Sets)> (&R KRR T EE S HRIERE , UEEATENTAFRNIBEFS, £
Azt ZWAF S HEAREEREERNHMFENNASTEESY , MBI R,

co Kentity Services Engine Home = ¥iork Centers

» Network Access b GuestAccess  § TrustSec  + B » Postu
Click here fo do witeless setup and visibility Setup Do net shew this aga

»Overdew  » MdentSies  UseridentityGroups  ExtidSources  » Network Resources

Policy Sets = ASR TACACS policy

Allowed Profocols [ Server Sequence  Hits

Status  Policy Set Name: Destription Conditions
C  DEVIGE Device Trpe EQUALS Al Divice TypesmaSR
@ RIS poley AND Diefaull Devce Admin w= o
©  DEVICELocation EGUALS Al LocationsFLAB
¥ Authentication Policy (1)
+  Status  RAuke Name Conddtions: Use His  Actions
AlI_Us#0_ID_Stores
@  Detaun -1
¥ options

WU KA

ARFEERASHAARERICRR, LEPEROANETRENVE, RENBEENLAF S0
B, MMENASTREXHRERNNER TR —RBIEE,



¥ Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions

W authorization Polcy (5)

Results
+
Status  Rule Name Conditions Command Sets Shell Profiles
M IntemalUses identhGroup EQUALS User Ioentty Greups ASR-RactSystam
2 ASR_RootSystem_Rule AND @ DEVICELocabon EQUALS Al Lacations#LAB ParmiléliCommands +
3 DEVICE Device Trpe EQUALS ANl Divice TypesmASR
& IntemalUseridenttyGroup EQUALS User Igentily Groups-ASR-Sysadmin
@ ASR Sysadmin-Rule AND & DEVICE-Locaion EGUALS All LocationsmLAB ParmitAliCommands + ASR_Sysadmin
& DEVICE Device Type EQUALS AN Devios TrpesASR
M InbemalUser ldentityGroup EQUALS Ussr Ideniity Groups ASR-OperatorARA
) ASR_Operstor_A8A_Ruls AND © DEVICELocsion EQUALS Al LocationseLas ParmitAllCommands + Iperaton_with_AAk
Cl  DEVICE Device Type EQUALS Al Dovice TypesmASR
& IntemalUser ientihGroup EQUALS User Igentity Groups:ASR-Operatr
ASR_Operalor_Rule AND © DEVICE-Locaon EQUALS All Locations®LAS PermilAlICommands +
& DEVICE Device Type EQUALS Al Devics TypessASR
Detault DenpAliCommands + Deny All Shell Profile

ﬁm%%
HiF
ERARLS THIARBLES ERET.
BN

WA~ B RBEENORNAFANES4A.

user nane: ASRread
passwor d:

RP/ 0/ RSP1/ CPUO: ASROk#show user
ASRr ead

RP/ 0/ RSP1/ CPUO: ASROk#show user group
oper at or

RP/ 0/ RSP1/ CPUO: ASROk#show user tasks

Task: basi c-services : READ VRI TE EXECUTE DEBUG
Task: cdp : READ

Task: diag : READ

Task: ext-access : READ EXECUTE

Task: l ogging : READ

BEEAANBRER
RIFEUTERToENAFPEMNEISA : asraa A& RKEHR.

SEE.: asraaai\TACACSHRSS SR AN IRER ESURAAAESE, BRHTHR.

usernanme: asraaa
passwor d:

RP/ 0/ RSP1/ CPUO: ASROk#sh user
asraaa

Actions



RP/ 0/ RSP1/ CPUO: ASROk#sh user group
oper at or

RP/ 0/ RSP1/ CPUO: ASROk#sh user tasks

Task: aaa : READ WRI TE EXECUTE

Task: basi c-services : READ WRI TE EXECUTE DEBUG
Task: cdp : READ

Task: diag : READ

Task: ext-access : READ EXECUTE

Task: |l ogging : READ

i)k L

BIEEATRATOENAFENESA : aswrite A EFIKHER.

usernane: asrwrite
passwor d:

RP/ 0/ RSP1/ CPUO: ASROk#sh user
asrwite

RP/ 0/ RSP1/ CPUO: ASROk#sh user group
sysadm n

RP/ 0/ RSP1/ CPUO: ASROk#sh user tasks

Task: aaa : READ

Task: acl . READ WRI TE EXECUTE DEBUG
Task: admn : READ

Task: ancp : READ

Task: atm : READ

Task: basi c-services : READ VRI TE EXECUTE DEBUG
Task: bcdl : READ

Task: bfd : READ

Task: bgp : READ

Task: boot : READ WRI TE EXECUTE DEBUG
Task: bundle : READ

Task: call-honme : READ

Task: cdp : READ WRI TE EXECUTE DEBUG
Task: cef . READ

Task: cgn : READ

Task: config-mgnt : READ VRI TE EXECUTE DEBUG
Task: config-services : READ VRI TE EXECUTE DEBUG
Task: crypto : READ WRI TE EXECUTE DEBUG
Task: diag : READ WRI TE EXECUTE DEBUG
Task: drivers : READ

Task: dwdm : READ

Task: eem : READ WRI TE EXECUTE DEBUG
Task: eigrp : READ

Task: et hernet-services : READ

- - More- -

(output omtted )

BRE&
RIFEUTERToENAFPEAMNETSA : asroot AP EXEHE.

usernane: asrroot



passwor d:

RP/ 0/ RSP1/ CPUO: ASROk#show user
asrroot

RP/ 0/ RSP1/ CPUO: ASROk#show user group
root-system

RP/ 0/ RSP1/ CPUWO0: i os#show user tasks

Task: aaa : READ WRI TE EXECUTE DEBUG
Task: acl : READ WRI TE EXECUTE DEBUG
Task: admn : READ WRI TE EXECUTE DEBUG
Task: ancp : READ WRI TE EXECUTE DEBUG
Task: atm : READ WRI TE EXECUTE DEBUG
Task: basi c-services : READ WRI TE EXECUTE DEBUG
Task: bcdl : READ WRI TE EXECUTE DEBUG
Task: bfd : READ WRI TE EXECUTE DEBUG
Task: bgp : READ VRI TE EXECUTE DEBUG
Task: boot : READ WRI TE EXECUTE DEBUG
Task: bundl e : READ WRI TE EXECUTE DEBUG
Task: call-homre : READ WRI TE EXECUTE DEBUG
Task: cdp : READ VRI TE EXECUTE DEBUG
Task: cef : READ WRI TE EXECUTE DEBUG
Task: cgn : READ WRI TE EXECUTE DEBUG
Task: config-mgnt : READ VRI TE EXECUTE DEBUG
Task: config-services : READ VRI TE EXECUTE DEBUG
Task: crypto : READ WRI TE EXECUTE DEBUG
Task: diag : READ VRI TE EXECUTE DEBUG
Task: drivers : READ WRI TE EXECUTE DEBUG
Task: dwdm : READ WRI TE EXECUTE DEBUG
Task: eem : READ WRI TE EXECUTE DEBUG
Task: eigrp : READ VRI TE EXECUTE DEBUG
--Mre--

(output omtted )

TR HEBR
AWHRET THTHRELTHEHROEL,

MOperations > TACACS > Live LogsBIFISEHiE. L£HHMAERASUEFFA/IRE.

Status Jetails Username Type:

Authentication Policy

< < O I < I R

(< <
oo bbb bbb b bbb O

B a8

TR BB THRRASREBEN ST

- show users
show user group
- ERAPES

show user all
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