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A EE  RXHEE T Anyconnect ISEAIRE £ TMER |, IR —— PN RE2XHFLRiIRT LM
mAEERMER,

EISE 222N REBREITEF , NADRAXATRIEAFMREER , EATRARERGFREEX
FERRNBFEISET RNERS . AEEMEER , BXRISET "—"'E’Mn%'%ﬁilil HRERHAF,

&% , NADRKISEmREBEE R X FELm TR ITASBHEARER, ZISE 2.2% , ¥IBEF i AE M
i“zéﬁﬁ».ﬁz’fﬁ%%i‘ihimﬂo

ZEEMNEFIRFE — ZFISE 2.27 , B NEEBEE ]/ T2 REEA (FQDN) TR F - im #
177 (CPP). XEHRIAE AT HMyDevicel 177 B 5 KL

ZTEEMNZLTERE — KEBEZEHH , N\CPPITFREFEXISERFHFENEEERT/in , BE



BEEE K TEE.
ISE 222 BN AR I LZ L1 ERE

LB SR T ISE 2.2:2 B Anyconnect ISE4 i % & 1T IR TR #9Z 25 BL8A

Client NADs ISE PSN DNS
e
= ’-;i HE E
- ) —
Dotlx/MAB/VPN authentication Radius Authemntiction

Redu'ectACL Excamp.fe(WL(/S'W/ASA) 1 : ?
f 1) 5 THion servers Authorization policy selection.
Matched policy should contain posture condition (ex: Unequal
o Compliant or equal to Unknown)
Authorization components:
Web Redirection {must) —type client provisioning | posture)

F Y

permit) deny ip any ACL {must) - name of redirect ACL defined on NAD
DACL example (SW/ASA): DACL (optional) —name of DACL defined on ISE
permit ip any host Remediation servers
. Access-Accept
permit tcp any any HTTP + 3
perm'jf udp any any DHCP redirect-url=https://psn_fgdn:8443/session-id_cpp
permit udp any any DNS redirect-acl=acl_name
permit ip any host PSNs dacl=DACL name
‘ Access-Request/Access-Accept for _

-

DACL if needed

4
Useropensanyweb =

page NAD applies DACL and redirect ACL to session
For switches — endpoint IP address should be
presented in IPDT

e DNS request ex; google.com
U = DNS traffic needs to be excluded from — 5 >

“ DNSreply=1P
@ @ redirection and permitted in DACL

TCP SYN togoogle.com IP, des_port=20
L HTTP intercept on port 80
. TCP SYN-ACK from google.com IP, src_port=80 7 Web server must be enabled on port 80

TCP S¥YN -ACK to google.com IP, des_port=80
End of threeway handshake .

"

HTTP GET goggle.com
Destination goggle.com IF

EUES

HTTP Response cade 302 redirect = redirect-url 10
OR
HTTP Response code 200 with loction header=redirect-url

-
=

& 1-1
SER1EHRIERRENE—S , WLlRdot1x, MABEVPN,

BZH . ISERENAFERSORIINRNER. ERETEBRP , FIERNEBLAETEXS
ZEIHEREWEIA | I ARISHNRATER, EHHTLE%J‘XW?W%}R , AT BASE RO AR
BHATEEAENRL

FREBENEEXHSLALIERREEQNEES !

« Web Redirection — X FTAIRRZ L ITHERF , XINFGNEZEEQXRBIEBENEFLAHBER ( L%

Z2ME ) .

« ACL— XA EETESENADKE EMWACLEA . LWACLA T "NADL RENMSN E
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Bt , ASATEEEMACLZBITAA SAEDACL, B , FERMIFALEREN SN SASAH
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N orE  EENEBEXHEREAWbEEMM®TUS | STEEEE MM BIRITS.

$£=4 . ISEIREIEGZNE MM Access-Accept, ENBMFMWEEMURLAISEEFTEK. B3
SLUTANS

- BHITHHRRIEMISET SAFQDN, EELERT , ZIAFQDN A gES#HWebE E @ E 2 Y
RINEENXHEE ( #SIP/EVA/FQDN ) BE. NRFEABRDSE , MX4AERLE S HER
EME—ISET 2. X FAHEESZ(LB) , LFQDNALAEELB VIP |, {BX Y LBE & 7
RadiusMSSLiE#EL & E — T,

o WwA — WwOBEMEBRITFEERE.

« Session ID — {EHISEMAccess-Requesth i £ #ICisco AVII B2 1EIDIRE, EAREH
NADZI A4 B o

 [TFID - ISE¥f L& B #5171 F 9FRIREF o

5B : NADE &M A RNEKR, o, MREE TDACL , NENARNKE AIEREAR

o

BEEIEEWM

« FIENAD — & X MEGARMEEMNACL , HBAF LIS Access-Accept as redirect-aclH #
WEYACLEY B FAHE R

o X — B IR P ATE TRIE  show authentication session interface details AR 5% B Bz F & [ F1
ACL. %5/ 8% IPHh k83 PR & BRIR T &2(PDT)REN,

BHL  BEFIRAIEDNSIER |, BRHAEIWebX K/ HPHIFQDN, EULB K , DNSREXMSET
EEM , DNSHRSSRAFURE EHI P,

BARYL  EFWFTCP SYNRIEEIDNSHEH KM IP#it, HBIFSFHRIPH AR EFiKIP |,
BHRIPHu RPTERETRMNIP, BArimOE T80, BEEFFiwmWebi 2z FE B EEHTTPAER
BRI

SE7NADEBEFIRBERHEZSYN-ACKEESR , ERRIPETIERNARIP , BHRIPETE iR
IP , iRm0 % T80,

EEIREM

« NADARERFImAZEBERNIHEO LETHTTPRS . RIAMBRT , ER%O80.

- MEEFIRFERAEZEHTTPREWebRSES , MHTTPARFZ EFSLMAENAS LR EBIw O LE1T
o WEHSETREARANHNTICTBEZA,

- MENADEEFImPEEARMIPHLE , I FRSYN-ACKFENADEHBEZR—ELE (BEBES
EEEN ), TSP, HEABILIEMIRERE , AAMFTEILILFRERADE



P, MRLIRZRBERSE A |, WA LI IEXS FREE R IR EFARFIABR

H]R 8 B imBIACKTRTCP=XEF.
HB 9 B ImAIEBIRERHHTTP GET,

HB 10 NADFEE[URLEEZBHTTPAB AN E i ( RECHB3) ) , FLENADEE [ AL
EEHRLWHTTP 200 OKEEWIRE,

Client NADs ISE PSN DNS
DNS request=ISE FODN I | _
— DNSreply=1P DNS traffic needs to be excluded from =
redirection and permitted in DACL
e 55Lconnectionto redirect URL over port 8443 _ 13
Connection protected by Client Provisioning portal certificate o :
Client provisioning policy check:
Policy check is based on:
User Agent — retrieved from GET request, used for O5
type and Agent type selection
Session ID — retrieved from redirect URL, I5E usesthis
valueto get all session data (AD /LDAP groups, Network
Device Type/Location and soone)
14 Agzent Download link presentedto client. User _
i downloads Network Setup Assistant -
Mebwork Setup Assistant
™ o
First NSP probe is an HTTP GET to default gateway IP. (Redirect URL expected as a result)
Note: Incase of VPN connection with MAC O3 this probe skipped as MAC-05 doesn't support DG on VPN
-
Probe 1 HTTP GET Destination Default Gateway _
Second NSP probe isan HTTP GET to enroll cisco.com (Redirect URL expected as a result)
Note: enroll.cisco.com should be successfully resolvable over corporate DNS, incase of VPN connection
traffic to enroll.cisco.com should be routed through the tunnel
17 _ DNS request enroll.cisco.com _
- ‘ DNS reply=IP o
Probe 2 HTTP GET Destinationenroll.cisco.com >
AnyConnect __ SSLconnectionta redirect URL over port 8305 _
Installation " Connection protected by ISE Admin certificate .

B1-2
SR 1MEFimMNEEMURLAIZFQDNHIDNSER, FQDNAMIEDNSHRSS 25 i A FR AT

SR 12 BEEEBMURLF WA R B SSLERE ( B1A8443 ) o MWIEEZ K BISEWRAII] 7 IES
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WHEHMEE, ISEEIEEBURLME RWAEFEIDT R ERSIE,
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NADs
L= MO All probes are sent
AnyConnect simultaneousky
Posture module

starts HTTP GET Destination Default Gatewa

Redirect expected

DMS request enroll.cisco.com
DMS reply=IP

ISE PSN

DN5

HTTP GET Destination enroll.cisco.com

Redirect expected

HTTP GET Destination Discowery Host

Redirect expected

DME request PSN FQDM

v

SSL over port B905 to previous PSN if any

DNSreply=IP

Mo redirect expected

SSLconnectionto redirect URL on port B443

Flow when redirect URL
has been received

=

Session lookup based on
information in request
1Ps/MACs list

HTTP Responsecode 302 redirect to port 8905

Connection protected by Client Provisioning portal certificate

2a .

27a

_ 5SLconnectionto redirect URL on port 8305

" Connection protected by ISE Admin certificate

%192 : BzhAnyconnect ISELX xR £ 1R EHE

23a -

ISE returning URLs for AC configuration
And AC package Download

E1-3

Anyconnect ISEA IR Z £ T EERENATE—BERTED :

. RER
BiARXEEYE
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REDFH

HIR 20. FELLETEX , Anyconnect ISEL IR R

Anyconnect ISE& i 2 £ A E R L xRN LI,

—

vy

SEER B RERS /RN, XBE —R5IEH

« M1 - HTTP3IREV/auth/discoveryBIBRIAM K IP, HAiE{E , MAC OSI& R EVPNEEL 2 L%

BEIAMR, N ETAHIL R Nredirect-url,

« M2 - HTTP GET /auth/discoveryE| enroll.cisco.com. lEFQDNZEZEHDNSRS 25 R Ih 4, 7E
FERADZBHEMVPNZES | FEEIEE enroll.ciscocom HAEIFRER B, FNUNTAHER RN

redirect-url,

o ¥RM3 — fF/auth/discovery R E BRI EH. EACKRIREZ LT HEE X P RERN , 2N

ISEIREI XM EHNE. FHMAITFAHIL 8 Nredirect-urlo
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N RERANRDARESTETEAN | TR B,

AT SHBEBERTES —MENDETRIECHURL ( L RBatRiReT ) MERSTRE,

I, 21. Anyconnect ISER IR Z £ T ERFERA ZIM BERFHURLE N B &E FimBE TP iEE
o TELEMTER , ISEEFH%EE‘.%@LIE%%E’JEE\E DO ATE P im B SR BT

582248 - MMRRNFF FiwiEE RE | ISERRE EE [ Fiw 08905,

SRR 23. REBET I O89055ISER L EREE, HIEZERE , ISEREIRSEENH. SRR
anyconnectE#HHURL.,

Client NADs

&) system Scam
Searching i pokcy server
i o W g 15 30 seiendl
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-

35 exchangeon port 8905 . .
- Ma - AC f tion Download —
Connection protected by ISE Admin certificate ST niea

55L exchangeon port 8905 25a

Connection protected by ISE Admin certificate - Updates Download and Installation if needed —»

Posture module sends information about

551 exchangeon port 8905
OPSWAT Calls 26a - ovidi 05 i —
@ Connection protected by ISE Admin certificate system. ISE providing posture requirements

Posture module sends report.
S5l exchangeon port 8905
w - E=oTF 27a - Status returned from ISE, PRA iftime if —b=

Connection protected by ISE Admin certificate
configured

F

OPSWATCalls

Session status updated with new posture status
Posture lease value written to the endpaint if
configured

CAQ Request
COA ACK

Dotly/MAB/VPMN authentication

B

-
=

g— B
Authorization policy selection.

At this stage ISE can use new posture status
“Compliant” to apply full access policy

Y

Radius Authentication

Iy

Iy
L

— B

Access-Accept |

3

A

E1-4
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OPSWAT APIB(S, HEitZRF , KRR ITERENEOF RSN KIER, IRAREFHE
27 mEETKo

N B YR RAASABAR (AN BEFBRSE ) BEN , XARREEH
ACL/DACL ™ £ ¥ LIS,

55284 : ISEENADKIECOAER , NADAI A A F i R FH S0 RIE. NADXAFUENCOA
ACKBHIALLIER, HiZfE , W TFVPNRA , FHACOA#E , AT LXK EFHNEMARIEER, HK
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- ZISE¥ , HRINASFIDERRANEEFAZIKRENLXERME ( FEAHIF Hcomplaint
status ) , FEAMSEE TXLEEENTRNEE X4,

- MRAFEIDEEFEN , WEBTFHEAATERE  HEFF BN LKL ERE.
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SR 31 EEFHFE MM Access-AcceptiF KX ZINAD,

— N RBERTUTHE A AARZLTHRNARRZEECQURL ( AFBbIRE ) , HEZH
$?§E’JPSNE',HHEEF MENESR., KAENMESRSEERURLNIERTEEE , /\Tﬂiiﬁﬂﬂ
PSNER#RMANLERMIEE, RLFENNEEN T Y RRITISENFIEENE —PSNL | N
ERGELEIDE , ZE ( *ﬁ)‘»l%EEH(MﬁIEFﬁ:;‘EﬁEiZiEE ) o MEZANEZENAIHELTXF
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s s i g 45 30 sevmneds
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Q@

NADs

All probes are sent
simultaneousky

ISE

DN5

AnyConnect
Posture module HTTP GET Destination Default Gateway -
starts Redirect expected DNS request enroll.cisco.com -
DNSreply=IP :
HTTP GET Destinationenroll.cisco.com -
Redirect expected .
20

HTTP GET Destination Discovery Host

Redirect expected

DMS request PSN FODN

S5L over port B905 to previous PSN if any

DNSreply=IP

Redirect not needed

=

Flow when redirect URL Session logkup based on
has Not been received information in request IPs/MACs |ist
_ 55Lconnectionto last succesful PN on port B905 b - FESLNE MDdU_IE sends s','stern picenation |
" Connection protected by ISE Admin certificate with IPs/MACs list :
_ S5Lconnectionto redirect URL onport 8305 270 - (EE et UHs ifar T Emiizrwinee .
"~ Connection protected by ISE Admin certificate AC package Download
551 exchangeon port 8905 ~ R
- - : = 23b - Jow
Connection protected by ISE Admin certificate | E ERriiErEier TliezE ™
55L exchangeon port 8905 24b o
+ - - — - Updates Download and Installat fneeded —»|
Connection protected by ISE Admin certificate S nieadandins fenin
opSwAT ol a _ SSLexchangeon part 8905 o | Posture deuIe_sends informatictn about )
. = " Connection protected by ISE Admin certificate system. ISE provides posture requirements
S5L exchange on port 8905 Posture module sends report.
4 A - — 26b - — ]
e e L @ Connection protected by ISE Admin certificate ISE returns status
4
$1-5

ISE 2.2 2 [ & im
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NADs ISE
oy = w
— CECOOD .——i
Dotlx,"MAB,"gI!N authentication Radius Authentication

Client

L]
LA

= » < = 2
DACL example (SW/ASA): 1 :
permit udp any any DHCP Authorization policy selection.
permit udp any any DNS Matched policy should contain posture condition {Unequal to
permit ip any host PSNs Compliant or Unknown)

I . B Authorization components :
ermit ip any host Remediation servers
e P any DACL (highly recommended) —name of DACL defined on ISE

Access-Accept
3

dacl=DACL_name

. Access-Request/Access-Accept for

a DACL if presented

NAD applies DACL

Userisopening CPP

portal For switches — endpoint IP address should be

presented in IPDT

e 0 DNS5 request ex: cpp.example.com 5
@ @ " DNSreply=IP DNS traffic needs to permitted inDACL —

HTTP GET HostClient Provisioning Portal
» caon stLIIENt Trovisioning orta & —  ISEreturning code 302 with fullCPPURL &

& 2-1
SE1.BHRIERRENE -, ©alR2dot1x, MABEVPN,

2% | ISEAMNAFEESHRIEMBNKRRE, ER2WMET , FMEARNERLATEN T 21T
RSN EIA , R ARABANRAHFER, BERMEEXFEPER , AALERRTRERT
%AM’IEE’J:%#O HNTRBEEANEZLRES , ERERNEEXNHREHAEAMNEEERRE.
&R LA B FIDACLEL ZE HACLR BRI A P 15 R 2 £ TR S A A A AV B R

E3L ;. ISERE EBERNE MHAccess-Accepts

L . WRTEAccess-AcceptFIREIDACLE T , MINADLESIDACLHNA TH , HERERNE
ENHERENATRIE,

BRI MAERRTEHRTEERD , AEAFSRAFHE AT IRFE]7FQDN, SIEISER
M EEHEXCPPIIFHFQDN, MDNSERSSRMAENRE , ALRKATIERERAPSNAE
RYISERRSS 85

BARYT  BFIRAEHTTPIREE F ik @& JFFQDN |, LB REISEREN , HHTEM]
URLIE[E145 % 7~ i



Client NADs ISE DNS

e 7 55Lconnectionto full CPP portal URLon port B243 _ 8
Connection protected by Client Provisioning portal centificate* o :
Session lookup.
Session lookup needed for single-sign on.
ISE uses source IP for Radius session search. In case of failure user needs to
provide credentials
Client provisioning policy check:
Policy check is based on:
User Agent — retrieved from GET request, used for 05 and Agent selection
Session ID — retrieved from session lookup, this value ISE uses to get all session
data (AD /LDAP group, Network Device Type/Location and so one)
e 9 Agent Download link displayed to client. User ‘ .
dow nloads Metwork Setup Assistant, NSFP file name v
contains CPP portal FODN
Mietwork Setup Assistant
= o
HTTP GET Destination Default Gateway
Probe 1 -
‘ DNS5 request enroll.cisco.com N
N DNS reply=IP v
10 Probe 2 HTTP GET Destination enroll.cisco.com >
- DNS request PSN FODN .
DNSreply=IP
Probe 3 SSLconnectionto PSN FODN (download URL) on port BA4] .
Connection protected by Client Provisioning portal certificate
55Lconnectionto CPP FODN (download URL)on port 8443 B )
le— 1 - - — —
Connection protected by Client Provisioning portal Agent download and installation
certificate

E2-2

B75  BEEEBURLFEEWAY G QM SSLIERE ( 31A8443 ) . MWIEEZ K BISERAYII/IESH
&R, MAFERESIRAEIS(CPP),

SR 8 KL ST]RP |, EISELRERNEH -

o B OEFX(SSO)- ISERHEHRUGRIIN G HRIE, ISEMFHALKIEDHRIPHEuE/ES KAt
RADIUSSEHNE RLIEEE.

N oxE ﬁﬁ%&ﬁ@ﬂlﬂE’J/J?IP'%élﬁﬂFEﬁﬁkmﬁlPi&thZIQEﬁIEEEﬂ%*A% ﬁo RSP 31 8 2
ISEMIGEHEEF PR % | ML EBENADES Ailk, Mo  HARIRE  SSONELR
ELENT R LA, fltn , MRALIEEPSN 1 E#HITHHRUL @FQDNZIK%?'E‘FJ?

PSN2 , MISSOH 4145 5 .

- BPHAERKREER — RSSO , ISERLIEANRE BEHRIISENRENREE i
FEEBWAFPRIE, MRSSOFTMKIY , AR SHFIRMEL , HAENRNIBMNIT S B E
( AD/LDAP/HEZBA ) FREAFEMRIIGEERE , ZEETATEFHBEXBRE,



N 5% B Fcisco Bug ID CSCvd11574 , S5 AF RAMEINBE B EEEFH S
AD/LDAPAR R BT , BB FIFESSORFINE F in BB RS ILFER HeE, LRERBRMISE
23 FCSH#RiEER , HF BBEEEREADARNZH T EACONTAINST A ZEQUAL,

SR EREEFIHBERRKS , ISEQAFERRETRURL, RETHENSAE , NAFHHEIEED
AP, NSAX#E8ECPPITFHIFQDN,

HB10.FEL TR | NSABITIRNNBER M BISERERE, FNRNhEREZSENIIEE , E=1
RN ThEE B £ AT ER#Tur EE [ IRE F#1TISER I,

« NSANE—MNEIURN — HTTP /auth/discovery KX BIZRIAR <, Hit , NSATIt A EER
URL,

o MEE—NMERMEM , NSAREEEZ/NFM, FEZ/MNFRMIHBERHTTP GET
/auth/discovery enroll.cisco.com. BEFQDNAZEEDNSHR S 88 X T 4. EEA D EIRRER
VPN = |, REXKIZZE| enroll.cisco.com BN FRIEREH o

« NSABECPPIIFHmOFE=MRMN L EZEFFHBAEITFFQDN, ERTEEXITFE
EIDWEE , RFISEWE LI A HRLE TR,

HIR 11 NSAT HAnyconnect /G ER R, THEEEIEF wIEE I/ ik H 5T Xo

Clilent NADs ISE PS5N ISE MINT DNS
‘;h-,u Sysbem Soam |
Searching for polcy server
— Th condd Wt 0 15 0 deniannds.
12
O All probes are sent
AnyConnect simultaneousky
Posture module HTTP GET Destination Default Gateway _
starts Probe 1 Redi od *
Edirect expect DNS request enroll.cisco.com -
DNS reply=IP o
HTTP GET Destination enroll.cisco.com -~
Redirect expected .
13
HTTP GET Destination Discovery Host
Redirect expected
S55Ltofirst PSN inConnectionDataxmlon port 8443 o =
- Connection protected by Client Provisioning portal certificate "
Stage1 Session lookup based on
Discavery information in request IPs/MACs list
Probes _ DNS request “Call home” FODN _
DNSreply=IP Sessionowner
55Lconnectionta "Callhome” FODN on port 8243, Goal isto get sesion owner FODN _ |lookupon MNT
Connection protected by Client Provisioning portal certificate ) \nformation =
about owner
14 .
‘ DNS request PSMNs FQDN from ConnectionData.xml _
- DNSreply=IP o
Probe 2
Sessionowner
lookup onMNT |
B _ 55Lconnectionto PSNs FODN from ConnectionData.xml on port 8443, Goalisto get sessionowner FODN N " =
Stage2 h Connection protected by Client Provisioning portal certificate . < Information
Discovery about owner
Probes
_ 15 Posture process -
h Stepsarethesameasfor Pre 2.2 flow .



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvd11574

’2-3

SR 12FEISE 2.2% , KmL 2 TERED WA IR, E-MRES —HEGSRSRIHEN I8
, AXBFEERBUlEECQHNBECQERE.

SR E-MRBEMBESRSRKIREN . BRMEXFNDENEAES , FESBISE2.22
Bl Z 2T EREPH S IR20,

F145 ., F2MBIERNKIRN , RFAC ISEXIREZT LT HEREVFIPSNNERE , HP&F
EAXBEEMNRRRHITEORIE. EE-MR , MARNBRZEEN.

o HW1 — EE-NMRNEE , AC ISELIRR £ 1T EREHE U 5K B “Call Home List"#)
IP/FQDN, &7 ISEiRMACK ImEZ 21T E E X PEERNAY BAR5IR, S LIE LLUE
S RWIP/FQDN , AILERAE S E X 8/ Call Home B il 05, tim OB NETIZITE
FinRAEITFHNRO, &S , BXCall HomeRFBHEEML T 1serosturecrexml , AIFEX
ﬁ:% ':F' j:f. §|J 123[# — C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\I SE Posture\.

W Rcall home BT HABELE , WELHBREEZEERMEE, AC ISEXRZT2 T HERETR
ISEfE A4S % BFRURLFFIAFTEEE R — jatngdiscovey IER. EEBEEFIKIPHIMACHI &
o PSNSBEWINERE , BAERIITER ( LERFEARXKBAC ISELRETLITEER
KIEMERWIPRIMAC ) » IRRKEIXE , PSNEEFIMNTT REH, HiERNETE
MAC%I% , Bt , BBMMNTIREUFFEEHWFQDN, ZJ5 , PSNF AT EFQDNIR B & F i
o REFFIHHN T —MERFRIZZ2EFRBEFQDN , Hauth/status{z TURLMIPRIMACH
&+,

o BN2 — EHHE , AC ISEAmZ LI HERZE RN T A TZERPSN FQDN
ConnectionDataxml. SR A AELL T EHR B X4 clusers

\AppDatalL ocal\Cisco\Cisco AnyConnect Secure Mobility Client\
AC ISELInZ£ITEEREHE XL RR SR NG0B XS, XHEBEISE PSN
FQDN%I&K, FIRMNABAUET —OEERRBRADISERH, EHEVNZL BHRRIRIHE
2EMBEMFQDN, XMAREHRMN1MEE. ERVEMNHERFEE-—NER,
MRSNMNAFPEARE , WXHAREMLTHRAFRNXX GRS, BAS T EERL XA
. X2SHAFETEECal home B HrWIER THERBEE@MMNER T ERMEHIEE
MEEZ,

SMISREAEXRQEMBENER G , IERESRIYEISE 2225 REME,

[

AKX RFASAVREMEZIZEARE ., FTENREEZIVPNHETEZE TG, BEVPNZFZE T
ASABLERE TANHMERE, BXEFEMEER , HSHASA 9.2 1RVPNAIFZ £ 1 FH{EH SISERE R
i,

N s HTFERAVPNARGHE  BUBRBIETFECHNRSRS. TRNREFUFE,


https://www.cisco.com/c/zh_cn/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html

S W FAREEFVPNGAS  EBERUADACL , EHTSRE T KRS WHHPSNELR.

R 4% B

10.48.30.40 10.48.30.41 10.48.17.249
skuchere-ise22-1.example.com  skuchere-ise22-2.example.com  skuchere-ise22-2.example.com

. CPP portal - skuchere-ise22-cpp.example.com
Primary PAN Secondary PAN

Primary MNT Secondary MNT PSN
PSN PSN

BB connection
BB connection 10.62.145.44

;‘ 10.62.145.121 E

VPN Adapter
10.62.145.121

13- 1

LRI TR, EAASA, HTNATIIRE , HEFIwIEE ] AISSONLHIFEPSNR & & B FE At
, TUBMERZ R, N TEIVPNRWEARZSITMER , SSOMMEETHE , RAHAF# AR
Rt , BEREXIVPN IPEFENAT.

[

ErimiEAiE

LA R & AnyconnectBit B BV 25 1R,

FE1:AnyconnectF F E T AnyconnectRF BARE T EMISEEETH , RtFHm2 8l , iFH
RIEHPC LIRMRMEBIR. LLEEZERTAFACTE —

https://www.cisco.com/site/us/en/products/security/secure-client/index.html, £ |
anyconnect-win-4.4.00243-webdepl oy-k9.pkg 2 ﬁﬁﬁ zﬁ'fq:@ )

F=%  EFACHHEELEEEZISE |, EEMME rolicy > Policy Elements > Results > Client Provisioning > ResourcesFf
Rifi Ad MR ERREBERR,. EHEOF , %F CiscoProvided Packages, R 7 browse FFiEFEPC L
HACE 4,


https://www.cisco.com/site/us/en/products/security/secure-client/index.html

Agent Resources From Local Disk = Agent Resources From Local Disk

Agent Resources From Local Disk

Category |Ci5cn Provided Packages M

anyconnect-win-4.4.00243-webdeploy-k9.pkg

* AnyConnect Uploaded Resources

Name 4 Type Version Description
AnyConnectDesktopWindows 4.4.24...  AnyConnectDesktopWindows 4.4.243.0 AnyConnect Secure Mobility Clie...
(e
¥ 3-2

B sumit TRE A,

B=L  EHHERSMEAEZENSE, ER—T L, S Add FiEFER  Agent resources from Cisco site. TE B IR
5']43_%':':' ) LlZ\?ﬁ*ﬁE’%ﬂﬁ*ﬁiﬁo R‘fﬂ:ﬂxj{*‘é’ , AnyConnectComplianceM oduleéWindows 4.2.508.0 ﬁﬁﬁéﬂﬁ*ﬁiﬂ

o

%ZFI fﬂﬁﬁ%?ﬁﬁ“@fiﬁé{gﬁmT‘Ci'ﬁﬁ?ﬁﬂlﬁiﬁ:o ,'f—(_'\jlﬁ Add #ﬁ?¥ NAC agent or Anyconnect posture

profile.

ISE Posture Agent Profile 3ettings = New Profile

Posture Agent Profile Settings

AnyConnect ‘I d.
"Name: | Ac44-posture b.
Description:

3-3

- ERERENXHNERE, s 4B HAnyConnect,
° Eiﬁﬂlﬁiﬁ:%ﬁ_\o E’rﬂﬁi Posture Protocol Eﬁﬁ%’%ﬁ’ﬂéﬁﬁ%’éo



Parameter Value Motes

PRA retransmission time 120 Secs

Discovery host | |

needto be blank by default to force admin to

* Server name rules | * | a enter avalue. ™" means agent will connect

to all

List of IP addresses, FQDMs with or without
part must be comma-separated and with
b. colon in between the IP address/FQDMN and

Call Home List skuchere-ise22-2. examp the port. Example: IPaddress/FQDM:Port

(Port number should be the same, specified
in the Client Provisioning portal)

Back-off Timer cecs Entervalue nfba;k—nﬁhmer in seconds, the

supported range is between 108 - 600s.

o

3-4

« 8T Sserver NameRules , Jtlsf?“—EﬁT““ﬂU =, ZFRALGEHHBEFHFQDN , M REMAE
Rt IEHEIJPSNE’JAC ISEX R Z 2 ML ERERE, MRLTAAFEMFQDN , FREES

Ebﬂ?ﬁiﬂ’]%*"\%ﬂIPIE*EH(M%ZTJLE’J%ZW‘EQ{EFEo BOLIRES S REN , B UERES
EFQDN/IPEH MO S, MRACHEAGPOSRIEME MM REREHBEHEN ( FEM
ISEEFIRAE I, ) #68 , BfF&ECall Homettsit , M EREBEXEE  ARIRE—
R T AR Zh B)3XISE PSN, XEREERIHACHAEMNERT , EE A SAMEHACEE X
RESRAIEAC ISERAREZ LT MEE XM , HHEACKRIFE L4

: HidfE , Call homett it I FEX TZAFPCEXRER, #ISE 222 FHA KR £ITHE
/JIL*I¢§E$9%14

555’25.@“@3&7»1, EEEEI_:: E.Fﬂﬁ:t Policy > Policy Elements > Results > Client Provisioning > Resources, ,\\\EE Add , ?‘)ﬁ
iinF AnyConnect Configuration.




AnyConnect Configuration = New AnyConnect Configuration

* Select AnyConnect Package]| AnyConnectDesktopWindows 4.4.243.0 v| d.
* Configuration Mame| ac-44-cco | b
Description:
DescriptionValue Hotes

* Compliance Module) AnyConnectComplianceModuleWindows 4.2.508.0 «| ¢

AnyConnect Module Selection
ISE Posture
VPN
Metwork Access r-.«1anager|:|
Web Securit_|
AMP Enabler_
ASA Posture[]
Network Visibilitd_]
Lmbrella Roaming Securitﬂ:l
Start Before Lngnnlj
Diagnostic and Reporting Teol]

Profile Selection

*|12E Posture| AC-44-Posture -r| d.
®3-5
- EEACHE,
° j:IEEﬁj\:ACgEIE%%—\o
o EFREAMERRA,

M TR R PIEFRACIRSE B X .

%7_\5 . EEIE%F'ﬁ#’ETEJEE%H%o E’rﬁﬁg Policy > Client Provisioning. ﬁU%%*ﬂﬁlﬁmlﬁ , ﬁ.‘?ﬂl«iﬁ?ﬁlk%ﬁ%
RIERZEEH, URFEFRBEAMIMENL KL TERE , TSN TEANKRE K RREE
Duplicate Above ER Duplicate Below . ﬂlﬁluﬁﬂﬁé%ﬁﬂ’ﬂ%ﬂlﬁo

IX 2 A AR A Y SR B R B



License Waming dk

'2'.',';'; Identity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

PolicySels  Profiling  Posture | Client Proisioning  » Policy Elements
Click here to do wiraless

Client Provisioning Policy
ng P M initiation:
aticn package

@15 will Fecie Upan Hegin and use
en! compliance module, and/or agent o
wizard. Orag and drop rules to change H

Rule Mame Identity Groups Operating Systems Other Conditions Resulls
- | AC-44 | | Any ] Windews All ] I EXAMPLE-ExtarnalGroups EQ. AC-44-CCO
Agent Configuration
Agent |ac44-ccof

Native Supplicant Configuration
Config Wizard| Choose a Config Wizard |
Wizard Profile| Choosa a Wizard Profie |

3-6

&RV EFRENACEE, FiclE , ESSORMMERT , ISEREEHAMNEZINFNEX.
XEBENBRTAMNNBNNARSOERRINVASEXER. EAXHET , ADAREREFRELR
KBRS,

ZETERBE MM

EARENRESRE, ISERENRELIRIREHWindow DefenderfRSGHVIRES. KRG RATEEN
B, BE-REESREZMEER,

59%11 ﬁﬂﬁﬂj{?&%ﬁlo 3”(?&%{4:1:\13: Policy > Policy Elements > Conditions > %3Ufe.ﬁ?¥4ﬁ)ﬂ%1¢ﬂg¥ﬂo N
HE—MREEZE R, %98 EWindows DefenderffE 2 & EEIZE 1T



senice Conditions List = WinDefend

Service Condition

* Mame finDefend

Description

* Operating Systems  Windows All

Compliance Module Anyversion

* Senvice Name JinDefend

Semnvice Dperator | Running v

(Reset)

3-7

SB2MNRAERBEE, SHZ Policy > Policy Elements > Results > Posture > Requirements. I~ H x& Window
Defenderi@ &8 — AN R4

| winDefend ] x| indow usIng 4. or bter N using | osabled - metl | winDefend | ®en [Message . = | Clone
Action |Message Text Only v

Note: e mediation Action is fitered bated on the operaling sysiem and sleaih mode seledtion. Only supporied remediation | Message Shown to Agent User [ Enabis WinDafand ]

3-8
R ERPIERERVRRFMF |, FEEARERE,

B=F : RERBEE, SME roicy>Posure FEXE |, BRI A T XA R RO, REE
FWindows DefenderERIEENEHER , 7+ BRI EINPADE B FEN St



Click here fo G0 wireless 5 eup [ t show this agal

Stealth mode Other Condiions Requirements
| Dsabled -] EXAMPLE External WirDehind Dane

[wrDafend

3-9

BEEFimiEE 1~

R?IT?EEEFJ]E’\JZ%%%?S ) L\U‘?ﬁéﬁﬁﬁgpﬁ#‘ﬁﬁgﬂﬂpﬂggﬂlﬁo E’rﬂﬁ.f: Administration > Device Porta

Management > Client Provisioning. S8 AT LA ERIATIF |, i ol ABIBEB WP, B—IFPFATHETFEEE
EMEEE@BES,

Authentication method: *| all User ID Stores |Z|
Configure authentication methods ai:

Administration > Identity Management > ldentity
Source Sequences

| a

Configure authorized groups

Liser account with Super aadmin prvilege or ERS admin privitege wil have access fo the portal
Available Chosen

ALL_ACCOUNTS (default) -
Employee

EXAMPLE example.com/SkuchereOLiBos:
EXAMPLE: example.com/Skuchere OLIFina
EXAMPLE:example.com/Skuchere QUATGF e

EXAMPLE: example.com/Users/Domain Us » b.

EXAMPLE: example.com/Skuchere OU/Staff
GROUP_ACCOUNTS (default)
OWN_ACCOUNTS (default)

# Choose all X Clear all

Fully qualified domain name (FQDM): | skuchere-ise22-cpp.exan |

C

Idle timeout: | 10 | 1-30 (minutes)

E3-10
LT RELREFEECMARNNFEETRE

« FEAuthenticationd , IEESSOKTEI A S ERT AHE A F10RF 5,

- BEEENEMRFIIER , REQERTHA, it , BATERRIGETIIFEZNA,

- HEENEFIRAGBRITFIBBACKH , XANFREERFIHALTFAFQDN, LtFQDNAZR
AR NISE PSN IP, TEEXEEZ=HAEE , S0 RAFEWebil B85 EFQDN,

Be B BRAX B (B 34 M1 SR B
K2 RS TTANF RN ARG RAAZ RS, XATLBIZHHAEAXI
» DACLZ B — 7ERHBITFE B , ATLURDACLA BLéa A 7= ABRHIT5 Rl . 1tk 753 7] A T CiscoM



HBIEANRR
« VLANZ i — EFRINKGRZETEAFRETZRANVLANZ &I , BbAEN FILFEM
NAD{# 5 /& # A TUE 1T R i o
« Radius Filter-ld — EALLE M , ATLAFENAD EA#E Y MIACLAT A S B RS AR AN AP,
HFX2FERFCE M |, A EMTERFFIENADHNE,

HIR1EEDACL, HTURAIETASA , R AT LMERANAD DACL, M TRFR7R | BAERBR
VLANEFilter-ID#E AT BERYIE T,

EHZEDACL , 3= Policy > Policy Elements > Results > Authorization > Downloadable ACLsHE /L T Add.

ERARSHE , BAEDRELTNR :

- DNSHEE

- DHCPR&
- FISE PSN ( % A80F1443 ) WU E

8443

, B O8905H 5 $#5)

- BEFREARS RN RE

BT RAMER N AR S5 22 BYDACLR A

Downloadable ACL List > New Downloadable ACL

Downloadable ACL

* Name | VPN-No-Redirect-Unknown

Description

* DACL Content

, BTHFNFNRHFFQDN, Z1TCPI/ Ry A EIA R

1 permit udp any any eq 53

3 permit tep any host 10.468.30.40 eq B0

4 permit tcp any host 10.48.30.40 eq 443

5 permit tep any host 10.48.30.40 eq B443

B permit tep any host 10.48.30.40 eq B305

¥ permit tep any host 10.48.30.41 eq B0

B permit tep any host 10.48.30.41 eq 443

8 permit tcp any host 10.48.30.41 eq 8443
10/ permit tcp any host 10.48.30.41 eq B305

» Check DACL Syntax

CSuomie QT

B-H . BERNEEXHF.

E3-11

Ef%—#%  Z2IRERIMEREEXH. F- NSRS EMRENMEE R RS ( ZRH)
HER TDACLHEEXf ) o EEXHAINATREFTEFTEANSHRIE, F-/MERNEE
NHEATUREEAWER , FETURATRESREEFTERAMN2E,

Eﬁﬂﬂﬁﬂﬁﬂuﬁiﬁ'— ) 'L%Te'rﬂﬁ,f: Policy > Policy Elements > Results > Authorization > Authorization Profiles.



R AEEXH R

Autharization Profiles = VPN-No-Redirect-Unknown
Authorization Profile

*Mame | VPMN-Mo-Redirect-Unknown

Description

" Access Type | ACCESS_ACCEPT M

Metwork Device Profile debs Cisco | w | G

Senvice Template [

Track Movement Fa

Fassive ldentity Tracking [7] ;

* Common Tasks

DACL Mame VPN-No-Redirect-Unknown

&3-12
EAREBIF | BRINISEE B X FPermitAccess i TR INIRAR BN £1F.

B=H  RERNER, EPRD LGB MRBRRE, —MREEDBSFHRIEFERER
AN Z RS , BEoPRERINRZETERER D BT RNR.

BAR 238 A T 1805 9 R B R AU SR W R B



* Authorization Policy

» Exceptions (D)

Status  Rule Mame Conditions (identity groups and other conditions) Permissions

& Posture-Compliant Session:PostureStatus EQUALS Compliant PermitAccess
EXAMPLE ExternalGroups EQUALS
example.comiUsers/iDomain Users

Py Posture-Unknown- Session:PostureStatus NOT_EQUALS VPN-Mo-Redirect-LInknown
Mo-Redirect Compliant EXAMPLE:ExternalGroups
EQUALS example.comiUsers/Domain Users
Default DenyAccess
E3-13

BOHRIERBHEENRAXEN —52 , BEXFEE , ERINKRBLCERDSHRIEZH , &
MERITH BRI,

56 UE
FNEARTEAIE=ATESR ;
SR G HRERBIE.

=R © Rezat Rep 2 Empon T ¥ o
Status Details Repeat Identity Endpoint ID Endpoint P Authenticat Authorizati, Authorization Profiles. IP Address
a e
o d.
a [
& b.
a.
4-1

1. B HEHRIE. XTUSR , EAESNENRARNEEXHHBRIERNE, MRNAT BN
MBEREEXH , FREFANSHRIEREG. 2HFAFEE S PHBRREEI TR E
o B LU A S B RIERE PR B SRR P A B R A TR,

2. DACLT# %4, RYNMNBHORIDEENENEEHEESDACLERN , F2ERILF
RFERo

.M EHRRIE — REPHILSBRRASSONGIREEMAFAE, FEMRBOEEZHHE
A :
« RENADELE N RIZXIEKHE , HEHPTFZEMIPH 1t
« CPPIJFFQDNEMBITHISET AP , EEA BB /ARIINT SFE
- BEPRFBNTNATZE



4. LEBREER. EUBERFF , QITERSENRAERNRE

5. COAEZEFIME AR R . LCOANLTRL I BEMNADRHEIEFTH B A IIE , HTEISESmH#ERE
FORNE DB, WMRCOAKXM , BAILUTHEMAIRENAERRA, COARFENLHRED
15
« COARR — EXMERT , EXEFERHVPSNAEENINADKHCOARFin , &
COAEREEEFNWEMIBEHESR.
« COAfIACK — RRNADEWEICOA , BB TEMER T EHIACOARME, NTHAER
, AR E MM E S EiF MR A,

BT AREFASARMENAD , A EF2BIRAFNEESORIEFER. REXMBERHNEREREZ
ISEXYASAfE FICOAHEE , MR VPNIRSS i, HXFERT , COARSEEMNENSH
, Rt A REEHHF ORI,

825 BRI RMIERRIE — ik , BANKEISELZTIREG , ZIRETHEBE T MHBLR
FimEE R ENA TR,
SmE Operations > Reports Endpoint and Users > Client Provisioning HiZTrrE HENRS.

Client Provisioning @ + MyReports | R ExportTo= | @ Schedule

From 2017-02-04 00:00:00.0 to 2017-03-06 21:06:33.980
¥ Fiter~ S Ratresh &~
Logged At QSE'\'E' Ewvent 0 Identity Client Provisioning Policy Matched Failure Reason
LS Last 30 Davs  |T| X

E4-2

BOLRE | EANRIESE T BOESHARER. WA, DREK , FEARETE ralue

Reason §|J

% 35 : %?&?ﬁ%gﬁﬁ — E’rﬂﬁf: Operations > Reports Endpoint and Users > Posture Assessment by Endpoint.

Posture Assessment by Endpoint @ 4 MyRepors A Export Ta = ® Schedule
From 2017-02-04 00:00:00.0 to 2017-03-06 21:24:17.603
¥ Filt Z Refresh o
Logged At Status Details @ dentity @ Endpoint ID IP Address Endpaint 03
£ Last 30 Davs  |T
a o
& o
£
4-3

BAILMNBEL T F BN ESHNFARE |, Sl RELBREE THWN2EID, ISENLRERE
HETPRSERAR BN EREVRE.



HUEHEER

—iRER

NFRZEITMERENERRR , XABE AU TISEARF R RAER S TERENISET A £

I

* client-webapp —J\J\ﬁfiﬁrﬂﬁﬂﬂ’]iﬂﬁ:o B BEXMH guestlog Fl isepsclog.

* guestacess — AREBFIRAERMNFHAGNLEMEEERNAH ( HERFR

)o BRMRBEXH — guestiog.

® provisoning — J\J\%:F' ﬂﬁﬁﬂ%ﬁﬁ&bﬁﬂ’]éﬁﬁ:o E*]_‘H/:E\j(ﬁ:— guest.log.

o posure — PRERSMEREBH. BIRBEXH — ispslog.

NTEF SRR, AUERANTSRS

iR HIPSNAT

* aisensalog — MRFFIRHFFRBEREAY , EXHSETHENSANE —XAXF4E (BF

HAWindows TEER ) -

* AnyConnect_| SEPosture.txt — lttjlﬁzj;f‘:l_: B iq:' E@DARTH%@':F ?i’&lJ Cisco AnyConnect | SE Posture
Module. §XISE PSNARBI MRS RIEER LRI AT A E B ICFAE L XA,

=L R B R R BR
SSOAE%< A&

WNERSSORIY) , BRI AER B EIXLEE isepsclog , WABHERTRESFEEREHKITHK ,

TP EN S BRIE.

<#root>

2016-11-09 15:07:35,951 DEBUG [http-bio-10.48.30.40-8443-exec-12][] cisco.cpm.
| ooking for Radius session with input values : sessionld: null, MacAddr: null

2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][]
2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][]
2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][]
2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][]
2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][]

Found session c0a801010002600058232bbh8 usi ng i pAddr 10.62.145. 121

NAEO5-1
B L FERARIPHUERNBERBZARERLER.

cisco.

cisco

cisco.
cisco.

cisco

cpm.
.cpm.
cpm.
cpm.
.cpm.

posture.

i pAddr :

posture.
posture.
posture.
posture.
posture.

QIE>S: 5e)

runtime.PostureRu

10. 62. 145. 121

runtime.PostureRu
runtime.PostureRu
runtime.PostureRu
runtime.PostureRu
runtime.PostureRu



WMEEHEBRSY , BXNEINEHT HHRIE :

<#froot>

2016-11-09 15:07:35,989 DEBUG [http-bio-10.
2016-11-09 15:07:35,989 DEBUG [http-bio-10.
2016-11-09 15:07:35,989 DEBUG [http-bio-10.
2016-11-09 15:07:35,989 DEBUG [http-bio-10.

Login step will be skipped, as the session

2016-11-09 15:07:36,066 DEBUG [http-bio-10.

48.30.40-8443-exec-12][]
48.30.40-8443-exec-12][]
48.30.40-8443-exec-12][]
48.30.40-8443-exec-12][]

guestaccess.flowmanager.step.cp.CPI
com.cisco.ise.portalSessionManager.
com.cisco.ise.portalSessionManager.
guestaccess.flowmanager.step.cp.CPI

=c0a801010002600058232bb8 al ready established for nmac addres:

48.30.40-8443-exec-12][] cpm.guestaccess.flowmanager.process

NAEO5-2

WMRSSOTEIER |, isepscloy MHBEAEXRLFEERAMMNER -

<tfroot>

2017-02-23 17:59:00,779 DEBUG [http-bio-10.
2017-02-23 17:59:00,779 DEBUG [http-bio-10.
2017-02-23 17:59:00,779 DEBUG [http-bio-10.

| ooking for session using | P 10.62. 145. 44

2017-02-23 17:59:00,779 DEBUG [http-bio-10.
2017-02-23 17:59:00,779 DEBUG [http-bio-10.
2017-02-23 17:59:00,779 DEBUG [http-bio-10.

No Radi us session found

48.
48.
48.

48.
48.
48.

17.
17.

17

17

249-8443-exec-2][]
249-8443-exec-2][]

.249-8443-exec-2]1[]

.249-8443-exec-2]1[]
17.
17.

249-8443-exec-2]1[]
249-8443-exec-2]1[]

XAEO5-3

R guestlog EXFPERT , BHMETF L BB ZENAF FHRIE

<tfroot>

cisco.
cisco.
cisco.

cisco.
cisco.
cisco.

cpm.
cpm.
cpm.

cpm.
cpm.
cpm.

posture.
posture.
posture.

posture.
posture.
posture.

runtime.
runtime.
runtime.

runtime.
runtime.
runtime.

PostureRu
PostureRu
PostureRu

PostureRu
PostureRu
PostureRu

2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cpm.guestaccess.flowmanager.step.St
2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cpm.guestaccess.flowmanager.step.St
2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cpm.guestaccess.flowmanager.step.St

Ret ur ni ng next step =LOG N

2017-02-23 17:59:00,780 INFO [http-bio-10.48.17.249-8443-exec-2][] cpm.guestaccess.flowmanager.step.Ste



XAEO5-4

WRMNFENESGORIERY , BSREETIFEERIE — BNSFOEFEEECERS ? BEABTNE
F?

& P i A B SR B R R SR HEBR

MEEFIHARREAMBRBLETER , BAURE qetiog BXEZHFMAELE , BEE :

<tfroot>

2017-02-23 17:59: 07,080 DEBUG [ htt p-bi 0-10.48. 17. 249-8443-exec-2][] guestaccess. fl ownmanager. st ep. guest . (

2017-02-23 17:59:07,080 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cpm.guestaccess.common.utils.0OSMapp
2017-02-23 17:59:07,080 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cpm.guestaccess.common.utils.0OSMapp
2017-02-23 17:59:07,080 DEBUG [http-bio-10.48.17.249-8443-exec-2][] guestaccess.flowmanager.step.guest.
2017-02-23 17:59:07,080 DEBUG [http-bio-10.48.17.249-8443-exec-2][] guestaccess.flowmanager.step.guest.
2017-02-23 17:59:07,080 DEBUG [http-bio-10.48.17.249-8443-exec-2][] guestaccess.flowmanager.step.guest.
2017-02-23 17:59:07,080 DEBUG [http-bio-10.48.17.249-8443-exec-2][] guestaccess.flowmanager.step.guest.
2017-02-23 17:59:07,505 DEBUG [http-bio-10.48.17.249-8443-exec-2][] guestaccess.flowmanager.step.guest.

:userl:- CP Policy Status =SUCCESS, needToDoVl an=fal se, CoaActi on=NO_CQOA

XAENO5-5

EE—NZHEP , BAUFINMITRBEXRKENEEEATRBERES I ZEP | MRRBETCER
FIEWRBEICE , MALCEREUANEEESE A REERRBEERTLER, &RE—IMFHBERT
REEERES.

RS RE R EHERR

HEEP , BYETNERNDEREERNAERNE., UTRERNNE 1B ERENN RH

Fehhfh R R fdhddddddddedededededededededhhhh NNk

Date : 02/23/2017
Time : 17:59:57
Type : Unknown
Source : acise

Description : Function: Target::Probe
Thread Id: Ox4F8

File: SwiftHttpRunner.cpp

Line: 1415

Level: debug

PSN probe skuchere-ise22-cpp.example.com with path /auth/status, status is -1..



NAEA5-6

LB ER , PSNHREIBXLEMEENACER. HEEUUEIUTILRER :

Date : 02/23/2017
Time : 17:59:58
Type : Unknown
Source : acise

Description : Function: Target::probeRecentConnectedHeadEnd
Thread Id: OxBE4

File: SwiftHttpRunner.cpp

Line: 1674

Level: debug

Target skuchere-ise22-2.example.com, posture status is Unknown..

XABEO5-7

SEREENMENMAESREERE

Date : 02/23/2017
Time : 17:59:58
Type : Unknown
Source : acise

Description : Function: SwiftHttpRunner::invokePosture
Thread Id: OxFCC

File: SwiftHttpRunner.cpp

Line: 1339

Level: debug

MSG_NS_SWISS_NEW_SESSION, <?xml version="1.0" ?>

<root>

<IP></IP>

<FQDN>skuchere-ise22-2.example.com</FQDN>

<PostureDomain>posture_domain</PostureDomain>
<sessionId>c0a801010009e00058af0f7b</sessionId>
<configUri>/auth/anyconnect?uuid=106a93c0-9f71-471c-ac6c-a2f935d51a36</configUri>
<AcPackUri>/auth/provisioning/downToad/81d12d4b-ff58-41a3-84db-5d7c73d08304</AcPackUri>



<AcPackPort>8443</AcPackPort>
<AcPackVer>4.4.243.0</AcPackVer>
<PostureStatus>Unknown</PostureStatus>
<PosturePort>8443</PosturePort>
<PosturePath>/auth/perfigo_validate.jsp</PosturePath>
<PRAConfig>0</PRAConfig>
<StatusPath>/auth/status</StatusPath>

<BackupServers>skuchere-ise22-1.example.com,skuchere-ise22-3.example.com</BackupServers>

</root>

XAEN5-8
MPSNI% , A LLEREELTHE © guestlog HETHIR T SV ¥ILAR1
<#root>

2017-02-23 17:59:56,345 DEBUG [http-bio-10.48.17.249-8443-exec-10][]
2017-02-23 17:59:56,345 DEBUG [http-bio-10.48.17.249-8443-exec-10][]

mac_list fromhttp request ==> 00: 0B: 7F: DO: F8: F4, 00: OB: 7F: DO: F8: F4

2017-02-23 17:59:56,345 DEBUG [http-bio-10.48.17.249-8443-exec-10][]

iplist fromhttp request ==> 172.16.31. 12, 10. 62. 145. 95

2017-02-23 17:59:56,345 DEBUG [http-bio-10.48.17.249-8443-exec-10][]
2017-02-23 17:59:56,345 DEBUG [http-bio-10.48.17.249-8443-exec-10][]
2017-02-23 17:59:56,345 DEBUG [http-bio-10.48.17.249-8443-exec-10][]
2017-02-23 17:59:56,368 DEBUG [http-bio-10.48.17.249-8443-exec-10][]
2017-02-23 17:59:56,369 ERROR [http-bio-10.48.17.249-8443-exec-10][]

Session Info is nul

2017-02-23 17:59:56,369 DEBUG [http-bio-10.48.17.249-8443-exec-10][]
2017-02-23 17:59:56,369 DEBUG [http-bio-10.48.17.249-8443-exec-10][]
2017-02-23 17:59:56,369 DEBUG [http-bio-10.48.17.249-8443-exec-10][]

Perform ng MNT | ook up for macAddress ==> 00-0B- 7F- DO- F8- F4

2017-02-23 17:59:56,539 DEBUG [http-bio-10.48.17.249-8443-exec-10][]

ERTHARER

cisco.cpm.client.posture.NextGenDi
cisco.cpm.client.posture.NextGenDi

cisco.cpm.client.posture.NextGenDi

cisco.cpm.client.posture.NextGenDi
cpm.client.provisioning.utils.Prov
cpm.client.provisioning.utils.Prov
cisco.cpm.client.posture.NextGenDi
cpm.client.provisioning.utils.Prov

cisco.cpm.client.posture.NextGenDi
cisco.cpm.client.posture.NextGenDi
cisco.cpm.client.posture.NextGenDi

cisco.cpm.client.posture.NextGenDi

Performed MNT | ookup, found session O with session id c0a801010009e00058af Of 7b

2017-02-23 17:59:56,539 DEBUG [http-bio-10.48.17.249-8443-exec-10][]
2017-02-23 17:59:56,541 DEBUG [http-bio-10.48.17.249-8443-exec-10][]
2017-02-23 17:59:56,541 DEBUG [http-bio-10.48.17.249-8443-exec-10][]
2017-02-23 17:59:56,541 DEBUG [http-bio-10.48.17.249-8443-exec-10][]
2017-02-23 17:59:56,545 DEBUG [http-bio-10.48.17.249-8443-exec-10][]
2017-02-23 17:59:56,545 DEBUG [http-bio-10.48.17.249-8443-exec-10][]
2017-02-23 17:59:56,545 DEBUG [http-bio-10.48.17.249-8443-exec-10][]
2017-02-23 17:59:56,545 DEBUG [http-bio-10.48.17.249-8443-exec-10][]

cpm.client.provisioning.utils.Prov
cpm.client.provisioning.utils.Prov
cpm.client.provisioning.utils.Prov
cpm.client.provisioning.utils.Prov
cpm.client.provisioning.utils.Prov
cisco.cpm.client.posture.NextGenDi
cisco.cpm.client.posture.NextGenDi
cisco.cpm.client.posture.NextGenDi



2017-02-23 17:59:56,545 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cpm.client.provisioning.utils.Prov
2017-02-23 17:59:56,545 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cpm.client.provisioning.utils.Prov

EXE 6 &

ALLEFIPSNE

RUBKRXEMEE
M, BXREEBHPSNLEERRBZEFIHRNER

<tfroot>

NAEAS59

FHERBERRE , FRAEXBEERIPHMIMACHIRBIMNT R & 1E

2017-02-23 17:59:56,790 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureRun

ooki ng for session using session ID: null

2017-02-23 17:59:56,790 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.
2017-02-23 17:59:56,791 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.
2017-02-23 17:59:56,792 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.
2017-02-23 17:59:56,792 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.

Found sessi on c0a801010009e00058af Of 7b usi ng i pAddr 172.16. 31. 12

<tfroot>

2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23

I ncrease MhT counter at CP:dientProvisioning

ET—&H

<tfroot>

17:

17

17:
17:

17

17:
17:

R

y AN

59:
:59:
59:
59:
:59:
59:
59:

56,793
56,793
56,793
56,793
56,795
58,203
58,907

MAEA5-10

T—% , PSNHALKERITEF IR AERRKEERK

DEBUG [http-bio-10.
DEBUG [http-bio-10.
DEBUG [http-bio-10.
DEBUG [http-bio-10.
DEBUG [http-bio-10.
DEBUG [http-bio-10.
DEBUG [http-bio-10.

48.
48.
48.
48.
48.
48.
48.

30.
30.
30.
30.
30.
30.
30.

41-8443-exec-8][] com.cisco.
41-8443-exec-8][] cisco.cpm.
41-8443-exec-8][] cisco.cpm.
41-8443-exec-8][] cisco.cpm.
41-8443-exec-8][] cisco.cpm.
41-8443-exec-8][] com.cisco.

IP addrs: [172.16.31.12, 10.62.145.95], mac Addrs [00:0B: 7F: [

posture.runtime.PostureRun
posture.runtime.PostureRun
posture.runtime.PostureRun
posture.runtime.PostureRun

cpm.swiss.SwissServer -:::
posture.runtime.PostureRun
posture.runtime.PostureRun
posture.runtime.PostureRun
posture.runtime.PosturePol
cpm.swiss.SwissServer -:::

41-8443-exec-10][] cisco.cpm.posture.util.AgentUtil -:

Provi si onedResour ce. AC- 44- Post ur e

XAEO5-11

AUEIRREREFNTE. EPRERN , 2HERBERIIRFRELERE



2017-02-23 18:00:00,372 DEBUG

About to query posture policy

2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23

<package>
<id>10</id>

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
<version>ISE:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

2.

W nDef end

00,423
00,423
00,423
00,432
00,433
00,433
00,438
00,438
00,438
00,439
00,439
00,439
00,439
03,884
03,904
03,904
04,069

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

[http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.

for user userl with endpoint nac 00-QOb-7f-d0-f8-f4

[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.

2.0.470</version>
<encryption>0</encryption>

Enabl e W nDef end

48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.

30.
30.
30.
30.
30.
30.
30.
.41-8443-exec-8][]
30.
30.
30.
30.
30.
30.
30.
30.
30.

30

41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]

41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]

cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.

cpm.
cpm.
cpm.
cpm.

cpm

cpm.
cpm.
cpm.
cpm.

cpm

cpm.
cpm.
cpm.

posture.
posture.
posture.
posture.
.posture.
posture.
posture.

posture

posture.
.posture.
posture.
posture.

posture

runtime.

runtime.
runtime.
runtime.
runtime.
runtime.
runtime.
runtime.
.runtime.
runtime.
runtime.
runtime.
runtime.
.runtime.

cpm.posture.runtime.agent
cpm.posture.runtime.agent
cpm.posture.runtime.agent

PostureHan

PostureMan
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol

.AgentXmlGe
.AgentXmlGe
.AgentXmlGe
cisco.cpm.posture.runtime.

PostureHan






W nDef end

301

W nDef end



runni ng

(W nDef end)

</package>

</cleanmachines>

NABEO5-12

ME , LA LESPSNEREIRSRE

2017-02-23 18:
2017-02-23 18:

RIS RAY

2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23

18:
18:
18:
18:
18:
18:

00:04,231 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureHan
00:04,231 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureHan

NAEH5-13

, ISERFLIRIRIE N EMH BB COA:

00:
00:
00:
00:
00:
00:

04,272
04,272
04,272
04,272
04,273
04,273

INFO [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureMana

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

[http-bio-10.48.30.41-8443-exec-8][]
[http-bio-10.48.30.41-8443-exec-8][]
[http-bio-10.48.30.41-8443-exec-8][]
[http-bio-10.48.30.41-8443-exec-8][]
[http-bio-10.48.30.41-8443-exec-8][]

cisco.
cisco.
.cpm
cisco.
cisco.

cisco

cpm
cpm

cpm
cpm

.posture.
.posture.
.posture.
.runtime.PostureCoA
.posture.

.posture

runtime.PostureCoA
runtime.PostureCoA
runtime.PostureCoA

runtime.PostureCoA



NAEH5-14
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)



