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|dentity Service Engine (ISE)

Wireless Lan Controller (WLC) Switch

Access Point (AP)

(]

Normal Client Malicious User
(Wireless MAB) (Wired MAB)
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Profiler Configuration
*CoAType: | Reauth| -]
Current custom SMMP community strings:  eseews |ﬂ|
Change custom SNMP community strings: | | (For NMAF, comma separated. Field will be cleared on successful saved change.)
Canfirm changed custom SMMP community strings: | | (For NMAF, comma separated. Field will be cleared on successful saved change.)

EndPoint Attribute Filter: [ Enapled ;

Enable Anomalous Behaviour Detection: ] Enapled i

Enable Anomalous Behaviour Enforcement: Enabled

Save Reset
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v Exceptions (1)
Status Rule Name Conditions (identity groups and other conditions) Permissions

] Anomalous Client EndPoints:AnomalousBehaviour EQUALS true DEVICE:Location DenyAccess
EQUALS All Locations

Status Rule Name Conditions (identity groups and other conditions) Permissions

|§| MNarmal Client DEVICE:Location EQUALS All Locations PermitAccess

ir
ERTLERR. A Sipconfg falERTLERBHUMACK , MEFT

Wireless LAM adapter Wi-Fi:

Connection-specific DNS Suffix
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Intel(R) 825741 Gigabit Metwork Connection Properties bt

General Advanced [Driver Details Events Power Management

The following properties are available for this network adapter. Click
the propedy you want to change on the left, and then salect its valse

on the right.
Fmpﬁt:l': alue:

IPv4 Checksum Offload A | @ |CO4AD02145C2
Jumbo Packet

Large Send Offlcad V2 (IPv4) (") Not Present

Large Send Offload V2 (IPvE
Log Link State Event
Mandmum Mumber of RSS Gusues
Packet Priorty & VLAN

Feceive Buffers

Receive Side Scaling

Speed & Duplex

TCP Checksum Offfoad (IPv4)

TCP Checlsum Offioad (IPvE)
Transmit Buffers i

OK Cancel

EFRPEERE , BUUEREFFEILRFZE. 25, BEAPERHENMACH I 1TER

o

MIRES , BAIUFFWLCHIHERE, 25 , BERAFEE 100G, BTRNZREEF R
, COAlf % . BT 2RBCoAXE LB NReauth , At R FEREMERE. ISEEFH
AnnogualBehavior/g % & N True , EBLISETEE — NN HIELAF,

Logged At RADIUS St...  Details O (dentity © Endpoint ID Authorization Rule Network Device
x Match & ~ | of the folowing rules. Enter Advanced Filter Nam Save -
Logoed At ~ Within ~ Custom ~ From 12/30/2016 8: @@ To 12/30/20168:38 @@ + [ ]
2016-12-30 20:37:59.728 [] a CO4A00:21:49:C2 CO4A00:21:49:C2 Anomalous Client 5w
2016-12-30 20:37:59.704 u Q Cl4400:21:49:C2 SW
2016-12-30 20:37:49.614 u a CO4A00:21:49:C2 CO4A00:21:49:C2 Mormal Client 5w
2016-12-30 20:22:00.193 u a CO:4A00:21:49:C2 CO:4A00:21:49:C2 Mormal Client WLC
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Endpoints CO:4A:00:21:45:C2

fcoanooztaoc2 | © |3
MAC Address: CO:4A:00:21:49:C2
Username: c04a002149:2
| Endpoint Profile: TP-LINK-Dewvice
_Q Cumrent IP Address: 192.168.1.38
Location: Location =»All Locations

Applications Attributes Authentication Threats Vulnerabilities
I

General Attributes

Desoiption
Static Assignment false
Endpeoint Policy TP-LIMNK-Device

Static Group Assignment false

Identity Group Assignment  Profiled

Custom Attributes

T Filter = -
Attribute Name Attribute Value

Mo data found. Add custom attributes here.

Other Aftributes

ALA-Server sth-nice
AD-Last-Fetch-Time 1483130280592
Acchnput-Gigawords a
Acct-Cutput-Gigawords a
Ajrespace-Wlan-Id 3
AllowedProtocolMatchedRule MAB
IAn{}maI{}usElEha\ri{}ur true I
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Endpoinis Guests Vulnerability Threat + ]

METRICS - 4

Total Endpoints @ Active Endpoints @ Rejected Endpoints & Anomalous Behavior @ Authenti

“ g 1 E.& 0 E_:_ 0 E_x_ 1 feek




Fitters: | * Anomalous Endpoints

ENDPOINTS @ (=04 ENDPOINT CATEGORIES @ (=04} NETWORK DEVICES @ =0
Type  Profile Ol OSTypes  Identty Group Locaton  Type  Device Name
home .. vices: [100%] tp-i... el : [100%] locat.. ons: [100%]
1 Selected Rows/Page 4 ~ 1 B
S 4+ @ G ANC~  ChangeAuthorization~  Clear Threats & Vulnerabilties  Exporl~  Import~  MDM Actions = Release Rejected  Revoke Certificate
E  mac Address Anomalous Behavior |IPv4 Address Usemame Hostname Location Endpoint Profile Description oul (e}
x MAC Address frue ®
M CO:4A:00:21:49:C2 true 192.168.1.38 c043002149c2 Location =+ Al TP-LINK-Device TP-LINK TECHNOLOGI

TP HERR

ERITHESERR |, BES M EIAdministration > System > Logging > Debug Log Configurationf¥/3
Ao iR,

"decs: Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

 System » |dentity Management » MNetwork Resources » Device Portal Management  pxGrid Services » Feed Service » Threat Centric NAC

Deployment  Licensing » Cerificates = Logging » Maintenance Upgrade Backup & Restore » Admin Access » Settings

[ <]
Local Log Settings Mode List » sth-nice.example.com
Debug Level Configuration
Remote Logging Targets
Logging Categories Edit [£])Reset to Default
Message Catalog Component Name « | Log Level Description
Debug Log Configuration O portalweb-action INFO Base Portal debug messages
} ) O posture INFO Posture debug messages
CEIEEETIFLEE O previewportal INFO Preview Portal debug messages
@ | DEBUG - |
O provisioning INFO Client Provisioning client debug messages wBave sy

EERKISE ProfilerlogX# , HSMERE>TRAEZF> WAL , WEFIR :

E'.',,":';'. Identity Services Engine Home » Context\ ~Operations » Policy » Administration » Work Centers

» RADIUS  Threat-Centric MAC Live Logs  » TACACS = ~Troubleshoot | » Adaptive MNetwork Control - Reports

» Diagnostic Tools  Download Logs
I

Appliance node list Support Bundle

ﬁ sth-nice

Debug Log Type Log File Description
prii-serverlog.7?

prit-serverlog.s
prit-senverlog.9

profiler Profiler debug messages

profilerlog

iX &5 B & E RProfiling.log X AE R — 5 By, IEFTI | ISE&ES LEINASH O X BB MR T IRE
SR MMACHEHE 9 C0:4A:00:21:49:C2HA MR B EER TIHE FX, ERETLEN , BEERHU
AP,




2016-12-30 20:37:43,874 DEBUG [EndpointHandlerWorker-2-34-thread-1][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:Profiling:- Classify hierarchy
C0:4A:00:21:49:C2

2016-12-30 20:37:43,874 DEBUG [MACSpoofingEventHandler-52-thread-1][]
profiler.infrastructure.probemgr.event.MACSpoofingEventHandler -:ProfilerCollection:- Received
AttrsModifiedEvent in MACSpoofingEventHandler MAC: C0:4A:00:21:49:C2

2016-12-30 20:37:49,618 DEBUG [MACSpoofingEventHandler-52-thread-1]/[]
profiler.infrastructure.probemgr.event.MACSpoofingEventHandler -:ProfilerCollection:- Received
AttrsModifiedEvent in MACSpoofingEventHandler MAC: C0:4A:00:21:49:C2

2016-12-30 20:37:49,618 INFO [MACSpoofingEventHandler-52-thread-1]1[]
com.cisco.profiler.api.MACSpoofingManager -:ProfilerCollection:- Anomalous Behaviour Detected:
C0:4A:00:21:49:C2 AttrName: NAS-Port-Type 0ld Value: Wireless - IEEE 802.11 New Value: Ethernet
2016-12-30 20:37:49,620 DEBUG [MACSpoofingEventHandler-52-thread-1]/[]
cisco.profiler.infrastructure.cache.EndPointCache -:ProfilerCollection:- Updating end point: mac
- C0:4A:00:21:49:C2

2016-12-30 20:37:49,621 DEBUG [MACSpoofingEventHandler-52-thread-1]/[]
cisco.profiler.infrastructure.cache.EndPointCache -:ProfilerCollection:- Reading significant
attribute from DB for end point with mac C0:4A:00:21:49:C2

2016-12-30 20:37:49,625 DEBUG [MACSpoofingEventHandler-52-thread-1]/[]
profiler.infrastructure.probemgr.event.EndpointPersistEventHandler -:ProfilerCollection:- Adding
to queue endpoint persist event for mac: C0:4A:00:21:49:C2

it , ISETE/E AEHEEREURME, HARIR 1’EE$E‘<3ELL AT IR B F £ BE B RIECoA, HEHA
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EREESBANTE  EiLHES,

2016-12-30 20:37:49,625 INFO [MACSpoofingEventHandler-52-thread-1]1[]
profiler.infrastructure.probemgr.event .MACSpoofingEventHandler -:ProfilerCollection:- Taking mac
spoofing enforcement action for mac: C0:4A:00:21:49:C2

2016-12-30 20:37:49,625 INFO [MACSpoofingEventHandler-52-thread-1]1[]
profiler.infrastructure.probemgr.event .MACSpoofingEventHandler -:ProfilerCollection:- Triggering
Delayed COA event. Should be triggered in 10 seconds

2016-12-30 20:37:49,625 DEBUG [CoAHandler-40-thread-1]1[]
cisco.profiler.infrastructure.profiling.CoAHandler -:ProfilerCoA:- Received CoAEvent
notification for endpoint: C0:4A:00:21:49:C2

2016-12-30 20:37:49,625 DEBUG [CoAHandler-40-thread-1]1[]
cisco.profiler.infrastructure.profiling.CoAHandler -:ProfilerCoA:- Configured Global CoA command
type = Reauth

2016-12-30 20:37:49,626 DEBUG [CoAHandler-40-thread-1]T[]
cisco.profiler.infrastructure.profiling.CoAHandler -:ProfilerCoA:- Received
FirstTimeProfileCoAEvent for endpoint: C0:4A:00:21:49:C2

2016-12-30 20:37:49,626 DEBUG [CoAHandler-40-thread-1]T[]
cisco.profiler.infrastructure.profiling.CoAHandler -:ProfilerCoA:- Wait for endpoint:
C0:4A:00:21:49:C2 to update - TTL: 1

2016-12-30 20:37:49,626 DEBUG [CoAHandler-40-thread-1]T[]
cisco.profiler.infrastructure.profiling.CoAHandler -:ProfilerCoA:- Setting timer for endpoint:
C0:4A:00:21:49:C2 to: 10 [sec]

2016-12-30 20:37:49,626 DEBUG [CoAHandler-40-thread-1]T[]
cisco.profiler.infrastructure.profiling.CoAHandler -:ProfilerCoA:- Rescheduled event for
endpoint: C0:4A:00:21:49:C2 to retry - next TTL: 0

2016-12-30 20:37:59,644 DEBUG [CoAHandler-40-thread-1]T[]
cisco.profiler.infrastructure.profiling.CoAHandler -:ProfilerCoA:- About to call CoA for nad IP:
10.62.148.106 for endpoint: C0:4A:00:21:49:C2 CoA Command: Reauth

2016-12-30 20:37:59,645 DEBUG [CoAHandler-40-thread-1]T[]
cisco.profiler.infrastructure.profiling.CoAHandler -:ProfilerCoA:- Applying CoA-REAUTH by AAA
Server: 10.48.26.89 via Interface: 10.48.26.89 to NAD: 10.62.148.106
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