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AT R IAIET B Cisco AireOSHM T —REL BB ZHIRNF DRSS ZBFRE=MHIER
Hlo

SR
ER
Cisco BB THRLUTEAR :

- BRELREMZEER (S—NEEEAN )
- B PR35 512 (ISE)

fEFEV A4
AXEANEEETUTREMB AR
- BRI & IR 5 AN 2.1
- BRI REMEFI285508 |, #8.0.121.0
- T—RELEZEFIZEF(NGWC)catalyst 3850(WS-C3850-24P) , #03.06.04.E

AXHEPNEEHRRETREXRERNEFNREFEN, AXHFEANMERZHENERAR
h(IA) BE. MRENMELTEIRS , FERRETRAERSHBERRE,

Aol
R4



CAPWAP AP WLC ISE

Guest User

AT BNTRNMBRE —BEAWLCHREERAWLC LW BB E | LUXFHEMERAISENTER

o

B¢ i Unified 5508 WLC

TREISEFEBMMFEARS , \WWLCHAEXRE , EBUXLRATR , ZHOEEEERT
MACTE Y FF i SSID ( LR AAATE 2 FIRADIUS NAC ), & SIS EISEAEN BB RIEAZ KR
£, XUMBRISEFLENEMEASHEIIWLE , LERNTHEEABISERHRITS,

2REE
1. FISE£ BARIA B B RIEF ISk RS ES.
. SMERS> AAA >SS RRIE  RE TR



Security RADIUS Authentication Servers > Edit

Sarver Indesx

Server Address{lpvdilpwi)
Shared Secret Format
Shared Secrat

Confirm Shared Secrat

Kay W &
= L (Designed for FIPS customers and regquires a key wrap compleant RADIUS server)

Part Number 1812
Server Status Enabled ¥

Support for RFC 3576 Enabled ¥

¢ Local EAP Server Timeaut g sacands

Advanced EAP Hetwark Uger ¥ Enable

Ra, ' # Ena
v Priocity Order il Enable

b Certificate

b Access Control Lists

1PSec Enabla

- B AISERRS &R IPH L Z R4
- TRRS BRASNRFC 367632 ( RNELHCoAX R ) HRENBA.
- ERGERER T , BIARR TAreOS WLCE2® . BURTMEHRE ( ER, TEZEMNISERM

WLC) , FRSH[ENEDEMBSH TRBRETLENHEIREN

- B Apply.
- MREZANERENRBERS T 2(PSN) , FHECIEEMRS[RE,

AR RERE R EE2MNSESS

. i3k 4£> AAA > RADIUS >ighk , Rie e
. B AISEfRS SR IPAI A EZ4A
. #8{RServer Statusik &} Enabled

MALE , WiNRSHFERN (RMINER2P ) .

2.EREE.

EE—HEHR , —BfRRSREN  WLICHBET —MEENRSR. WLANPH T —1T, MR
RBEHEETRARSESE  MWLCRIERERRSRBIIRFH T —NARAKRSEE. SBENRRES

, 7ESSID ( . #B) ) LBMEZS M RSRE , W.CRIASLFHHRIEMN (R ) EKREKAKIE
FHEBISEHl | BIEERRS BREMBAL L2 AL,

NTERBRTH , BFREALRER. SMEIRL> AAA>RADIUS >EIR, BRINTARXAN, MRS
BRRXAEHMNENE-—SEFEEERA T (2RRERSFNEEART ) -

EEAER , BERHAE]

BB — EEFERT , MRBESFFRMEWLCHHRRIEER , WWLCHRSJ[/BEIEEFIRA

I HZEITETEE ( Interval in Secit I ) » HiTAREIHART , WLCH RS SBB EEZIBAY] , MF
EZRRFZF|AERFRS. MRESHRIEBERSHENEG ( XEKRERSHNAEN ) , RS
BEBLBRBHEEENBAG , HEIUTRBFEREN, MERZI/EAIME , MEePREE
SESNBASIFR, ALKy AT B EESEE 9 180F 36007,

R —ETHERT , HRSB[FAMNWLCE HRIEERE , WLCHRSSHFIENEN , A

FERRSHRBEFRTARSREL , AP BREFRWER , EXZBRSFHFMWMAN L, MRR



SERMAL , MWLCH KBRS 271 &3t H 3 Lk R ERNE R .
EREXT , WLCEREm AR BMENERE ( AR EA) (180FI3600 ) o

AR WLCRNIDEAFESHRIER T, WA | MR EME FHRIEERHEAN
ARSSERME N , B LAARSS BR IR BISEBIRA S,

B R 15 & /Y AR S5 AR R AT (SSID):

. B EBIWLANSIETF , £Create NewikInl T # d7Go:
WLANSs

Current Filter: Mone [Change Filter] [Clear Filter] Create Mew

- WABREXHBHMSSIDER. £F Apply.
- FEGenerali® M+ T , EFEFHANEOSEOA (BHEVLAN)

Radio Policy

Interface/Interface Group(G) | guest2

. £Security > Layer 2 > Layer 2 Security T % ##None 3 /5 FAMac Filtering = i£ &

WLANSs > Edit 'Guest

General Security | QoS ! Policy-Mapping Advanced

Layer 2 ! Layer 3 | AAA Servers

Laver 2 Security £ | None

MAC Filtering2 |+

Fast Transition

Fast Transition

. 7£AAA Serversi£T+ T , FfAuthentication and Accounting serversi%i& Henabled , }iEF &
W EEMEHB RS 28,



WLANSs > Edit "Guest'

General | Security | QoS | Policy-Mapping | Advanced

Layer 2 i Layer 3 | AAA ServVers

Select AAA servers below to override use of default servers on this WLAN
Radius Servers

Badius Sarver Overwrte interface Enabled

Authentication Servers Accounting Servers

* Enabled ¥ Enabled
Server 1 | IPE.157.210, Port: 1812 7 || 1PN 157,210, Port: 1813 7

Server 2 | IP:HENI57.21, Port: 1812 1P 157.21, Port: 1813
Server 3 | None HMone
Server 4 | None Mane
Server 5 | Mone Mone
Server 6 | Mone Hane

Radius Server Accounting

intenim Update Interim Interval G

CIRERER  XR-MTEEE , FNERBEMEARSE. MREFLEEAT , WWLCAM
Z1T8 X E S RAKI D
EEA  YEE X2 A,

BROHME : 4% Finl B3R EIR(MSCB)%& B (ANIPv4iIPveitbit DB R E R , B im8iSE
o ) FERIETMANEHERN

FRAEERMNIERERER  EHERXT , WL.CCEEFIHMWMSCBEZE EXAMISEREREHM |, #
EEEREENERAZREMEHICKEN ( TILEMER ) .

. TEAdvanced Tab Enable Allow AAA Override T~ , 7ENAC state T , i£#ZRADIUS NAC, XAl
RWLCRIL A3k B ISERVE{AE MBI (AVP),
- SMEISSIDEMELTF , HIFSSIDIRA 1% E JEnabled
WLANs > Edit "Guest’

General | Security | Qos | Policy-Mapping i Advanced |

Profile Name Guest
Type WLAN
551D Guesk
Status ¥ Enabled

° EEFHEE&o



A BB E [ACL
LEACLHISESIA , EBREEEMHLEREUR AVFBLEREET.

. ¥ FE Securityit I +> Access Control Lists , A5 £ HiNew
- XZACLIH — /R4l

Access Control Lists > Edit < Back
........... I
| Destanat Mask  Protesol Source Port st § | ber ol
T an o a
£.0.0.0 2t & o
Permi  0.0.0.0 f.0.0.0 [ RrEeE 5 A B
erer 57 200 J55.I55.255.255  0.0.0.0 -
Permd 0000 6.0.0.0 BB 5 B
pery I :57.2) 155 255,255,255 0.0.0.4 2

LEACLAM AL FIBE TCPi% 0844315 RIDNSIRS MISET R KBE— I ERIE4L K RTERARE
EEMEISEMIAZEITFURL,

HTTPSEE [

L IhBETEAIreOSHRAB.OXREERAFZ X , BERIAVBRTATXARS. BEFHAHTTPSXEF
, B FWLC Management > HTTP-HTTPS > HTTPS Redirection} % £1& & N Enabled , 7
CLI R AL

(Cisco Controller) >config network web-auth https-redirect enable

B RAHTTPSEE [ /5 BV iE 45 8 ¢

/B Fihttps-redirectfs , AP ATge2EEE QB EEREBEFERB, BIERFIEE AR ERIE
F, ABEMFEZIEPHE=ZAZEAEPIAELNEZIE , toEINXE R, FRRWLC EZEH
EPEMEAEEREOEYERIPHL, HEFmEiRhttps:/cisco.comBT , X ¥ 2855 LB FFUE B 50
Kécisco.com, B2 , A TUWLCEBEBNEFWmMANGET , CEAFTERZIHTTPSSE

, WL.CESSLEFMBENEEMEELENLTR, X2SBNNKEIETES , HNESSLEFIRE
FERNIEREARMEERT PSR TFRINRBMGE] , BWLCH EL O V58X
cisco.com), ZRALEFRMKNERFEIFTEANEREFRES , ERXERREETEE—HH
X,

EHEER

RINBERT , LLIIBEEAIreOS WLCH B B, BEAEIWEDR , WLCEFHAAARSEIRICH T
MR , HFERADIUSEBREHEIN—MEFREBEET — 1M EEBENWAAARS .

ERLIEER , NEEDINEFFHRERERADIUSEINEHE , WLCH M EREIT — B RS
2o LR B A UAZEAL IR (LT TREEHSS ) -

(Cisco Controller) >config radi us aggressive-failover disable

WOAUEThAERY H BDIRAS ¢


HTTPS://cisco.com

(Cisco Controller) >show radi us sumary

Vendor |d Backward Conpatibility................. Di sabl ed

Call Station Id Case...........c..iiiiiinnon. | owner

Acct Call Station Id Type....... ... ... . ... Mac Address

Auth Call Station Id Type....... ... ... . ....... AP' s Radi o MAC Address: SSI D
Ext ended Source Ports Support.................... Enabl ed

Aggressive Failover...... ... ... ... .. .. ... .. . ... Di sabl ed

B HIME TR

FEEEINEBIF(CNAIEA AT BFINE IR HEDEIEZTINK HEEFEIZEEOHHN
ﬁJIXIJ""%E?M‘TJtIZEA’E mE AL IwN B3 £ ThAE /XIJ""%EU\ﬁEthtEJEo R‘H:CNAFZJJUJ/XIJ”"
ML |, XSRRR EEF’JEISEE&%‘JH%HF‘HTO XEEEWApple I0S1® % , EEEREZ M
. VLAN DHCPEHMEMMRENRP ALHEAESM,

REFEANREBNERM , BUSABRSAISRT. EXMHERT , WLCREECNAIF RIH , &/
HEZH AR EE D EERERE.

KIEZhEERVIRA

(Cisco Controller) >show network sunmary

Web Auth CMCC Support ............ ..., Di sabl ed
Web Auth Redirect Ports .................... 80, 3128
Web Auth Proxy Redirect ................... Di sabl e
Web Auth Captive-Bypass .................. Di sabl ed
Web Auth Secure Wb . ... ... ... L. Enabl e
Web Auth Secure Redirection ............... Enabl e

EFRLhEE , FRAUTHS

(Cisco Controller) >config network web-auth captive-bypass enabl e
Web- auth support for Captive-Bypass will be enabl ed.

You nust reset systemfor this setting to take effect.

WLCIREAF , EfEREN , FEEFRIEERSK.
LtAT , show network summary ¥ gEE R A ERH , EREFEREN , FEEEHBIWLC,

72 B A £°3850 NGWC
*RER

1.2 R IISEER & 13 1 EFT ik AR S5 25

- & fnEIConfiguration > Security > RADIUS > Servers , A/5 % iNew

AR R R ARV ISERRSSBIPHbHE, HFEHA. RSSH[ENMNERITTE.
. PR XIERFC 3570 ( CoAX ) .

- BEE IR R INEBI RS R &E .



RADIUS Servers

Radius Servers > New

Server Name ISE1

Server IP Address -.151210
Shared Sacrat PR
Confirm Sharad Secret sessnses

Auth Part (0-65535) 1812

Acct Port (0-65535) 1813

Server Timeout (1-1000)sacs| 3

Retry Count (0-100) 2

Support for RFC 3576 Enable | -

2.0 RISER RS RR4A

- S#nE|Configuration > Security > Server Groups , A5 £ HNew
- NADBEAMH W ADead-timefE ( 28 ) » XERIEFIZFIRSHBREEIEESN"BATI P AIAT[H]
, AET2NHEBRREAREI RS IR
- MAvailable Servers¥l zz #¥ H 7 i 2 Assigned Servers?il,
Radius Server Group

P > New

M T o P
; Server G

Name | 15€_Group

MAC-defimiter [colon | *|

|
MAC-filtering | none _".|

Dead-time (0-1440) in minutes| 10

Group Type radils

Available Servers Assigned Servers
I5E2
| ISE1

Servers In This Group

3.2 &3 ADot1x

. §fnZlConfiguration > AAA > Method Lists > General 3 /3 FiDot1x system Auth Control



General

Dotlx System Auth Control

Local Authentication

Local Authorization

4. BB ETIR

.- £ fnZlConfiguration > AAA > Method Lists > Authentication , A/ 8IE#I H LYK, FEAH
F , ©EDot1x#Group ISE_Group ( FE E—FHRIEMNAE ) , AE = HApply

Authentication

i

fivailable Server Groups fzgigned Serger Groups
ISE_Grup

- X$i2tk (Configuration > AAA > Method Lists > accounting) #1#24X(Configuration > AAA >
Method Lists > Authorization) 178 EIR1E, 4] —E KX

Accounting
7 > New

[SE_Method

kbl x £ ] e =} iden bty ¥ ok commands

Available Server Graips Assigned Server Groups
ISE_tGroup




Authorization

B Ty [} . T Hal A oy
MR - + TEADET O 3t - 0nT

T, T

group

fvailable Server Groups

5. 8| BRIMACHIER T E-

HE2MSSIDIREEA LI,

- SfinZElConfiguration > AAA > Method Lists > Authorization , A5 # HiNew,
AR EINREBR, EREB=MEMNARTIL,
- FHISE_GroupinZlAssigned Server GroupsFE .

futhorization

*) network 1) exec () credential-download

& neniin
< LIFO]

Available Server Groups Assigned Server Groups
| 1SE_Group

Groups In This Method

SSID &

1.8/ BHEFSSID

- SR E>TL> WLANs , RE 3 hFE
- W AWLAN ID, SSIDMEEXHEW , REKEAPPlY.
. 3 Alnterface / Interface Group THISSIDREfG , & Guest VLAN Layer 3 interface,



Interface f Iinberface Growp Dialog

Interface/interface Group(G) | default
dhiefanlt
WLANDDID
VLANGDL1
VLANBDSD
V0LAKD301
VLANDIDG

. #£Security > Layer 2T , i&#None , A f5E£Mac Filtering3%i2 %i A 5%t 85I &t & #Mac Filter
Method List Name(MacFilterMethod).
- f£Security > AAA Serverit I+ T , &R IEHBH & 41 UE F 12tk 5% 53R (SE_Method).

WLAN
WLAN > Edit

cenerel  [ESEDIN o5
Layer3

Layer 2 S-EEMWE“EE

MAC Filtering | MacFilterMethor |

WLAN
WLAN > Edit
General Q05 AVC Policy Mapping

tve2  Laves  [NCOCEN

Authentication Method [ISE_Method i8]
Accounting Method [15E_Method 8]
Local EAP Authentication O

. FEAdvancedi£IF T , /3 FAllow AAA Override#INAC state, HfttikEXAIBREENHBE
R (2FE@EN., BRmEERR, X#FAironeth & ) #I1TIRE,



Allow AAA Ovemide i DHCP
Coverage Hole Detection

Session Timeout (secs) ' ' DHCP Server [P Address [ 0.0.0.0

e

Alronet 1B ] DHCP Address Assignment required 1
Diagnostic Channel L DHCP Option 82

P2P Blocking Action | DHCP Option 82 Format

Media Stream Multicast-direct | DHCP Option 82 Ascli Mode

Client Exclusion DHCP Option 82 Rid Mode

Timeout Valuel secs) - | MNAC

Mao Allowed Clienk —
MNAC State

. BfnZlGeneralit Mk |, fFStatusi&iE NEnabled, AT MA.
EEMNACLRE

ISEFE /5 £ 10 R ] 2 MABE 3K B access-acceptd 5| A LLACL, NGWCHEREXRBEEE @ MLRE
DR AR A TR REEN,

- B i lconfiguration > security > ACL > Access Control Lists , fA/5 % d7Add New.
CIERT B HH AACLE .
- TEETRHEBBEEACLEY RG]

Access Control Lists
ACLs > ACL detail

Details :
Nama: Guest_Redirect
Tyvpe: IPv4 Extended

Famaone

Action | Proboco Sounce [PfMask Destination IPfMask Source Port Destination Port

X T10RAEN, XBEBERNBIWHITHEDRRMAME . LLACLAM A FFRIDHCP,
DNSHRE L R ISERR S 28 M TCP 8443 ( 3B4ACE ) » HTTPRIHTTPSHEMEE M ( A
ACE ) ,



WETRAE(CL)RER

BIEHSRAPTHEHWAMEEE T AENCLIRA,
802.1x¢REH

dot 1x system auth-contro

2RAAALRE

aaa new node

|

aaa aut hentication dotlx | SE _Method group | SE_G oup

aaa aut horization network | SE_Method group | SE_Group

aaa aut hori zation network MacFilterMethod group | SE_G oup
aaa accounting ldentity | SE_Method start-stop group | SE_G oup
|

aaa server radius dynam c-aut hor

client 172.16.157.210 server-key *****

client 172.16.157.21 server-key *****

aut h-type any

|

radi us server | SE1l

address ipv4 172.16.157.210 auth-port 1812 acct-port 1813
tinmeout 5

retransmt 2

key * Kk k k%

!

radi us server | SE2

address ipv4 172.16.157.21 auth-port 1812 acct-port 1813
tinmeout 5

retransmt 2

key * Kk k k%

!

!

aaa group server radius | SE_G oup

server name | SE2

server name | SEl

deadtinme 10

mac-delimter colon
|

WLAN & &

w an Guest 1 CGuest

aaa-override

accounting-list | SE Method
client vlan VLANO301
mac-filtering MacFilterMethod
nac

no security wpa

no security wpa akm dot 1x

no security wpa wpa2

no security wpa wpa2 ci phers aes
security dot1lx authentication-list |SE Method
no security ft over-the-ds
session-timeout 28800



no shut down

EEM[ACLRA

3850#show i p access-lists Guest_Redirect
Extended | P access |ist Quest_Redirect
10 deny icnp any any
20 deny udp any any eq boot ps
30 deny udp any any eq boot pc
40 deny udp any any eq donmin
50 deny tcp any host 172.16.157.210 eq 8443
60 deny tcp any host 172.16.157.21 eq 8443
70 pernmit tcp any any eq www
80 pernit tcp any any eq 443

HTTPFIHTTPS X #F

3850#show run | inc http
ip http server
ip http secure-server

FEE RN AACLURSIEIHTTPIARIWLC , M4 EEM,

ElEISE
AN BISELXFAXHFR W AEERARGIMENEE.
% LISER BES
1. BRIISEA MBI EE>-MEHFFR>MERE , RE[LEHRM

2. Wi ASWLCKELHIName X &Z Pt
3. i PRADIUSE AR REE , HEAWLCHEENRERA, REFSTHRR.



Lo 5508

Network Devices
* Mame [ Cisco_5508

DesefipBon [Lag Are0s WLC
*IP Address: (L 154.5 | 1[32

* Dewice Profile o Cisco -

" Mebwork Device Group
Leace Trpe |l Device Types gt To Defauk

LOoCabon | &) Loscations St To Detaul

» RADHLIS Authentication Sedings

Enabie suthenticafion Semngs
Probocol  FLADIUS

= e T -
*Shared Secrtl | cosnsmes Chaw

A EMEKE >, EMAB T2 wiE , FRREMSR : ABLRT  ARNRAKE

AP IRBENBEE ( BAER FAABE ) o

Authenlication Policy
e e subnen i 3ion POy | I PIOE0E 023 INAl |SE SNoull uge 10 commuanicaie willh e netedr devaies, and the kenbly sounces thal il s AL
For Policy Export go o Adminisirat ;
Folicy Type () Smple (3) Rule-Based
* w | Mad i | Wired_MAB OR \Wireless_MAB | Ancw Protocols © [ Defaul Hetweek Access
- - FilEemal Endponis
Identity Souron intemal Endponts
Oiptions
Il aithenitication laled Reject *
T ey ot Bowined Condirse =
I process faled Drog -
B Dotix e MOEE: FOr Uthenticalions using PEAP, LEAP, EAP-FAST, EAP-TLS of RADIUIS MSCHAP
e e " it s not possible to continue processing whien authentication fals o wser & not found
Wiretess_B02 1RAR0w Frotocols - Default Retwork ACCEl y contiue option s selected in these cases, requests wil be rejected.

ARG . ER MRS ERPRAGES HBIENCWA

AR
1. T& A FEERTHESSID,

J

and



2. WLCIRIELIHTEISE L FIMACHEHE/E 9 AAARR S5 88 X R ik i 1T & 3 il o

3. ISEiR [Elback flaccess-accept® NE B XT (AVP):url-redirectFurl-redirect-acle, —BWLCHF
WAVPRI A FARIRATE | &G NDHCP-Required , —BEEIRE T IP#iit , ©RAREBHE
CENTRAL_WEB_AUTHHA, FERLZEA , WLCHR TR EE [ F F imihttp/https RE -

4. RE AP FWebRHKzs , —BERHTTPHHTTPSHE , WL.CAFAFEERBZIISEFE
Fo

5 ARP#EAGEIIFE , SRTEATEELE (EXFPREEAQE)

6. ZUEWIULE , ISERRAUPTIH , BEFIRERE , 2AWLCAKIEINACoARBEN F A RKIL,

7. WLCE#M A EMACTIE S MR , MA @B R HEUE S HRIE. XX LRSI 2TCEN

8. REEMENWIIEMHE , ISELEMITMERKR , FRILX , RHHR T A FHENER
, A2 B — I E S BRIESH.
BXAFEEDISSIDE |, kIR HBLEE,

AR

1. S ZEISEH S E e+ (Work Centers)>15 %1% A (Guest Access)>EL [ (Configure)>TH %
i1 (Guest Portals)>i% 2 & A& (Select Sponsored Guest Portal) ( 582 ## 7
F A Sponsored-Guest ) -

2. 7£Guest Device Registration settings ™ , BUBE RFT AL , A5 £ $iSave.

+* Guest Devioe Registration Settings

Auiomalicaly regieier guest devices

Al guests fo reqisher devices

3EMERKE>RBER>GR> B> BNERXH . £ Add.

4.8 N ) tEMac & B RIES1T(MAB)E R |, hEL B X #&1d Redirect-URL MRedirect-URL-ACL # 3%
FWLC,

. TR WebEE[E(CWA. MDM, NSP. CPP)E , i&#ECentralized Web Auth , SRS EACLF &
T # ARedirect ACL name , }7EValue T % Sponsored Guest Portal(default) ( 2 Bl ZERF
BN EMIEEITF ) o
BEXHL4ASHERFFNEEXHRL, AREGERE.



CWA_ Rodinect

Authorization Profile
"Hame | OWA_Redirect

Desciption

 Type |ACCESS_ACCERT *

—

MHedwork Device Profile s LEL0 W

Service Templale

Haanae hBenbly | rackmg

* Common Tasks
¥ \Web Redirechion (CWA, MDM, HSP CPP)

Canbraized Web Auif = A Gisest Redieect Ve | crsoned Guest Porta |_:I|-I'.||-'.j-

¥ Digplay Certifcales Renswal Meshage

b IFHosE nameF QDN

W HE &R Attribute Details ( BHEFMAFE R ) FEMEEX (AVP)HEFIWLC

w Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = url-redirect-acl=Guest_Redirect
cisco-av-pair = urk-redirect=https://ip: port/portal/gateway?sessionld=SessionIdValuedportal=a65b8890-2230-1 1e6-99ab-005056bf5 5e0&days ToExpiry=valuedaction=cwa

5. EPolicy > Authorization , AEEAFAMM . LA R At & B E @372 LAE RSk EWLCHI )
FAMAC & B IIEEREIAMN . (FEA B+ 579 Wireless_Guest_Redirect).

6.7£Conditions T , i%#¥Select Existing Condition from Library , #A/57Econdition name T , i£1%
Compound condition, %% 71 Wireless_ MABHITILE L & & &M

o R4S R EWLCH 1 R P 2N Radius/E £ (NAS-Port-Type= IEEE 802.11
<EFETRETLIER$>HService-Type = Call Check< ( RREENmacH HRIESEITIER
))

7THERT , %$FStandard > CWA_Redirect ( £ L —S$F8IBNBNEENH ) . ARRGRRHAt
#RE

Wireless_Guest_Redirect Wireless_MAB CWA_Redirect Edit |~

8.5 M FCWA_RedirectfANINER , AE R THEAit3ZL 8L, A/F%EEduplicate above,

9.BHEBM , ANIXZISENCoOAEHBIERTEFLIRITE KM ( AFIHN

Wireless_Guest_Access ) o

10.7 Wireless MABE & 543511 , B H+FSRIT &M , HEWireless_ MABZ 45 RS £ S50



BEME

[ Wirel ess_MAB |

4 @ * | Wireless_Guest_Access . . . Wireless_ MAB | PermitAccess

tions Below t y CWA,_Redirect

Condition Name Description PermitAccess
il lWireIess_MAB Normalised Radius:RadiusFlowType EQUALS WirelessMAB -
- Add Attribute/Value
e =T Add Condition from Library

Delete

MEREERET , 2EREHRA>ANETHER

Condition Name Description
| Winekess MAE Monmalsed Fades: F:

Mebwark Accestill,, Ecpals st Flowy

12.ENRT , EFEPermitAccess. AR ETRRHRE

& E‘] 0 | Wireless_Guest_Access Wireless_MAB AND Network Acce PermitAccess

PR BE AN TP

Wireless_Guest_Access Wireless_MAB Network Access:UseCase EQUALS Guest Flow PermitAccess

Wireless_Guest_Redirect Wireless_MAB CWA_Redirect

{85 F 2 512: CWA with Device Registration enforcing guest authentication everyday. ( #1i& & &0
CWASXRIIT—RHESHBRIE. )

TR
1. BE& AP EZRIHESSID,
2. WLCARIELIRTEISE L HIMACHE 1L I AAABR S5 B8 3T X I 4T B 0 I8 1EE .
3. ISEiRElback Maccess-acceptH B & NE HEIEXT (AVP) ( url-redirectMlurl-redirect-acl ) o
4. —BWLCHILAVPR A FLIRSTE |, R[N DHCP-Required , —BEIRER T IPi#bit

, BRREECENTRAL_WEB_AUTHA, EEEH , WLCHZFBREEDZE F imk
http/httpsiii £
5. ZRARAFPITHFWebR K2 , —BERHTTPRHTTPSHE , WL.CAFAFEERZIISEHFIT]
Fo
.mFL)\w@HFE , RESBR TR ALEAQNENE u_l:o
AL oA =1 ISE%HIH:,\ AR MENEE (BB ) KiEFHA (REBEM)
ERAUPTH , —BEEFIHRES  IDCoARBEEHHITHMRIL, ﬁizEIJWLCO
.WLCE%ELIEMAC J"%ffﬂ_nft mMA BB & HEUE S0, XX L imAI 2 ToEE

LO_OO_\IO

10. REEFH B HRIUEEHE |, ISEREMITERNEKRK, XX , BT RZEBL RS HARNK



R, ISEREIT RAIE i,
1. AT RBEESRET N , RLSRAFREN  SAFREME L  BIMSEFHGE
B | SRR E R ST T IR & R B,
EAZRGRT  FARISRNT R, EFFARIMEBELBERER  CEANKROE
FIHO L 1% B AT K8,

X TLURES LRAUPEZLURZS M AIERITESHRITES. NMREEEFEME
SEHEGuest Logon ( Blan&E4/h et ) | WA BLUESR LRI,

AR

1. ZEISE L , §#iZE I (Work Centers)>15 % A (Guest Access)>EL [l (Configure)>15 %]
F(Guest Portals)>i£ 2 & 88 A H %1 (Select Sponsored Guest Portal) ( S &I FH T
ESponsored-Guest ) o

2. 7£Guest Device RegistrationiZ & T , i % F Automatically register guest devicesi%i,
Click Save.

* Guest Device Registration Settings

¥ Automatically reqgister guest devices

3BEMB TP L>HEREASEE>-BERE  IRFEGMNFFHERZIMRE TIEENRE
F o

* Guest Device Registration Settings

Y Automatically register guest devices

= Ta T =
i | i

Allow guests to register dewvices

¥orr can seb M

i [ ¥ F r
LAV Gl FR- o

Work Centers

4EBARAFUREERSN , SAESBHEERE, 8 MIFRETUE-IMETFAEL KRS 7
AREMA IR, EFBRRELTAMENLHRSHAE , FEBREARTXEFERAFNITERE
(WERARPETEE (RIN))o

53 AF&EZEE T , #£Login Options T , M L3 £ Endpoint Identity group for guest device
registration 1% Endpoint Group



Maximum devices guesis can register: | 5

Endpoint identity group for guest device registration: | GuestEndpoints - |

6. ENEREE">"RBER>GR> B> BNERXH . £ Add.

7.10 R F)tEMac & 13 ISR 1T (MAB)ER |, LELE X #4181 Redirect-URL #MRedirect-URL-ACL # 3%
FWLC,

. P WebEE[E(CWA, MDM, NSP, CPP)jg , #i#Centralized Web Auth , AAFTEACLFE
T 4% ARedirect ACL name , RA/57EValue T iE R LL R BIZER[]F
CWA_DeviceRegistration).

Birwy AUl homealiom Prod i

Authorization Profile
*Hame | Ol DeioER BgEtraton

Ches Ngdion

TACcess Ty | aCCESS ADCEPT

» Common Tasks

WILAN

7| Web Redifection (CYea MOM, HSP. CPP)

Cemrakead WWeb Aull = Al st Redirect Wales | O DeviceRegstration

8.EMERM>TN , AFAAFHAN, LeH N2 k& FE @352 LU0 85k B WLCH ¥ #8MAC & 17
WAEE RN, (FEAHIF #57 Wireless_Guest_Redirect).

9.7£Conditions T , i%#¥Select Existing Condition from Library , #A/57Econdition name T , i£#F
Compound. %£3#Z& J1Wireless_MABHI i E X &8 &t

10.E£ R T , £ Standard > CWA_DeviceRegistration ( £ E—$ HFSIZHBENREEXH ) - R
FREERARE

7 Wireless_Guest_Redirect Wireless_MAB CWA_DeviceRegistration

1M.EH LIRKRE | ERHER , EAXRARNEF SHRIEEH (R
Wireless_Guest_Access ) iR Bl j5 i & B 5K B .

12.7E1dentity Group DetailsiE+ , 1%£#FEndpoint Identity Group , /57 Guest



Type(GuestEndpoints) TR & 5| AHV A,

13. 5 R"T |, itFPermitAccess. #HDoneSave®E X,

@ Wireless_Guest_Access GuestEndpoints Wireless_MAB PermitAccess

@ Wireless_Guest_Redirect Wireless_MAB CWA_DeviceRegistration
14. 0122 H B BRE R BRI T4 IndE 1Y L iR RIS

- SMBEESBHEESRE-KRIFER
. EPurgeANI T |, RIABERT , RL I EBE30K , MARE —MEE HEF LR EREH
nj,
- {8 GuestEndpoints I B RIS BB F RIS ( MRERIAKEEEMIBR ) o BEE , BREE
E X EtE R ERIEZT.
EXHERT , RBEREARBPNTFIRNIFTELRIFENRA

{85 F R 3:HostSpoti 1
HBR
1. T& AP EEEHESSID,
2. WLCEAISEENAAARRS 27 , RIFLIRHIMACHE 1t 3 L w17 & R AE,
3. ISEXR B EEF/NE MEEX (AVP)#access-accept:url-redirectfurl-redirect-acl,
4. —BWLCEHAVPR A F A AE | %k SF## 5 DHCP-Required , — B E3REX TIP3t
, B REECENTRAL_WEB_AUTHH, ZEFRP , WLCEERHFEEME K
http/httpSuu,Eo
5. BRAAFITFWeb s , —BAERHTTPRHTTPSHE , WL.CAFAFEEBEISER AT
Fo

HEANFE , RESRTAFPESESWERER,
. ISEFLIEMACHEHE ( RiID ) FNFEEEN KR iFS KA.
AL IE SRR BE IR SS 7 = (PSN)BWLC % H 51 A5 CoAZ B Admin-Reset.
.WLCAE & ACOATG , 2AIRFIHAHBUESHARIE (EEEX , B HEREFFENHEIR
)
10. EFPIREFEREE , 2UIBFHNAE , ALISERSEAFTIELEM., XEWKE S HRIEFER
MBI,
M. BAFXRBRERNIECRENARENE , HEEERELHEREE T ZANRIKRE |, Fit
M EMRIESHERRLER. £RENHEMNENTETHENR,
12. BRIFXRIHH BTN REALKIFERRETMMISEREEFER , ENAPTEBERIEZAUP,
Al

O 00 N O

1. BIBMAR S HEAEIMETXERZE BT, SHMEITHEHRT(Work Centers)>THEREA
(Guest Access)>& 134 (Identity Groups)>£ 1% & 1841 (Endpoint Identity Groups) , A5 % &

- FAA B ( AHIH R HotSpot_Endpoints ) o FRINEEA , TERXA,



IENITY Laroup LIS HotSpot_Endpoints

Endpoint Tdentity Group

*Hame | HotSpot_Endpoints
Description | Members of this group wil accept AUP every week

Parent Group

2. B E TR > THEHRNBR>EE>HEIF>EERRITS@IN).

3. FFPortal Settings , A5 EEndpoint Identity Group T i%#Endpoint Identity Group T K
HostSpot_Endpointsél, X & Mg & ZEBIEENA,

Endpoint [Hc:tSpﬂt_E ndpoints El

|ﬂﬁn1|t'_'|" i ...-_'_".:_ g andaoinE idante

N s Pt » -
Nork Centers =

qroup:

AREER,
5. 8122 FEWLC K EHMAB & 17 3 iF £ 18 Fi HotSpot! ] F° By AL & X4

- £fnZEIPolicy > Policy elements > Results > authorization > Authorization Profiles 7 2 — 4
(HotSpotRedirect).

. 1% F Web redirection(CWA , MDM , NSP , CPP)/E , i£#¥Hot Spot , RIFTEACLFERHEA
Redirect ACLA #5(Guest_Redirect) , H¥ER Valueit ¥ IEFAI ] (Hotspot Portal(default)).

Add New Standard Profile

Authorization Profile
* Hame | HotSpotRedrect

Description |

" Access TYDR | ACCESS ACCEPT
Hetvork Devioe Profie B0 = M

* Common Tasks
WiEoe Domain Parmission

| Wb Redrection (WA, BIDM, NSP, OPF)

Hot Spot - AL | Gt Rechnect Wi HoBpok Guest Portal [defaul) =

SAUC TPt P FODN

= Attributes Details

ACess Type = ACCESS_ACCEFT
CEOo-av-palr = i-redinect-adsGuest Radirect
csoo-ay-pal = urkredinect="hitps: fip: portportalfgateway Tsessionld = SessionidValuei portal=aGe0400- 22 30- 1 1e6-93ab-005056055e0action =Crnadlype=dny

6. BB BIRE , EWLCK H¥HEMABE KA fitt & HotSpotRedirect4 & .



. & ZEPolicy > Authorization & A FT AN, LA 2 Ak & B 7E 633 72 LAE R >k B WLCHY ¥ 24
MAC & R ERAMN, (FEZF #5579 Wireless_HotSpot_Redirect).
. f£Conditions T %1% Select Existing Condition from Library , #Af57Econdition name T~ i£1%
Compound condition
. fEresults T~ , #%&#¥Standard > HotSpotRedirect ( £ E— S A BN BENEEXH ) . REE2TE
STERHRE
7.0 % ZMRBURRE,

- BH EREKR  BREBN , EAXRLRNEHRSOHRIEESH (FH
Wireless_HotSpot_Access ) iR [E 5 il & B 5K &

. f£ldentity Group DetailsiE+ , i%#Endpoint Identity Group , RAEEFE 2 RICIZHNA
(HotSpot_Endpoints).

. £Results T , #%&ZPermitAccess. # diDone}Save®E X,

Wireless_HotSpot_Access HotSpot_Endpoeints Wireless_MAB PermitAccess

B 8

Wireless_HotSpot_Redirect Wireless_MAB HotSpotRedirect
S.ELEBMRIKEE | ERIETRIEE Y5 KA i

. S fnZElAdministration > Identity Management > Settings > Endpoint Purge , fA/51EPurge
rules T B 22 ¥ SR #&

. fEldentity Group DetailstE+ , i&#2Endpoint Identity Group > HotSpot_Endpoints

. T£conditions T , & d;Create New Condition(Advanced Option).

- EEFE M (Select Attribute) T £ ‘K /ERr : 2 A X (ENDPOINTPURGE: ElapsedDays
GREATERETHAN 5X)

s E HotSpot_Endpoints_PurgeRule HotSpot_Endpoints ENDPOINTPURGE ElapsedDays
GREATERTHAN 5

WE
ARG

1. AP EESLESSID,

2. 3T NER , —ERHTTPRE , RRERHEIT .

3. FEAFRIEAESAUPRE , RERKI RH,

4. EFBIECOARIEHE ( NEFWER ) -

5. X EREMHATHEORIE , EANNEN T2 HENR,

6. HAERLFEERLNBIHES DRI , FRRREMNEHRNR,



ctfean]
CISCO Sponsored Guest Portal

Sign On
Welcome to the Guest Portal. Sign on with the username and password provided to you.

Username;

Password:

Don't have an account?

inir
CISCO Sponsored Guest Portal

Acceptable Use Policy
FPlease read the Acceptable Use Policy

Please accept the policy:You are responsible for maintaining
the confidentiality of the password and all activities that occur
under your username and password.Cisco Systems offers
the Sermvice for activities such as the active use of e-mail,
instant messaging, browsing the World Wide Web and
accessing corporate intranets. High volume data transfers,
especially sustained high volume data transfers, are not
permitted. Hosting a web server or any other server by use of
our Service is prohibited. Trying to access someone else's
account, sending unsolicited bulk e-mail, collection of other
people’s personal data without their knowledge and
interference with other network users are all

prohibited.Cisco Systems reserves the right o suspend the
Semnvice ifCisco Systems reasonably believes that your use of
the Semvice is unreasonably excessive or you are using the
Semvice for criminal arillegal activities. You do not have the
right to resell this Service to a third party. Cisco Systems
reserves the right to revise, amend or modify these Terms &
Conditions, our other policies and agreements, and aspects
ofthe Service itself. Motice of any revision, amendment, or




AR AN
CII SC|0 Sponsored Guest Portal

Success

You now have Internet access through this netwark.

3k HISE RADIUSSEE B EMIRE :

68 7TF:74.72:18:2E WindowsT7-Wo Default Default == Wir Pemitfccess
GB.TF.T74:72:18:2E WindowsT-Wo Default > MAB Default >> Wir PermitAccess
68:7F:74:72:18:2E

too1 68:TF74:72:18:2E

68:7F:74:72:18:2E B8:TF.74:72:182E  WindowsT7-Wo Defaull >> M Defauilt >> Wir CWA_Redirect -"...'::I Initial MAB request

2RI R B2

. AP EZRFESSID,

AEITTFRINEE , —ERHTTPRE , MEERFEITI,,

BERAPRIEHESAUPE | RFELEM,

. REFETRKIITAE , #AIERe-authenticate CoA ( R EFI%EHR ) o
RIFSEFEFHITEORIE , EAEXNMNENTLIHRNR,
REARPUTEEENKRREGAAT , RATFEAEEHFEEISMAKRELEFSHBRIE,

1
2
3
4
5
6

ST
CISCO Sponsored Guest Portal

Sign On
Welcome to the Guest Portal. Sign on with the username and password provided to you.

Username:;

Password:

Diont have an account?




ST
CISCO Sponsored Guest Portal

Acceptable Use Policy
FPlease read the Acceptable Use Policy

Please accept the policy:You are responsible for maintaining
the confidentiality of the password and all activities that occur
under your username and password.Cisco Systems offers
the Service for activities such as the active use of e-mail,
instant messaging, browsing the World Wide Web and
accessing corporate intranets. High volume data transfers,
especially sustained high volume data transfers, are not
permitted. Hosting a web server or any other server by use of
our Service is prohibited. Trying to access someone else's
account, sending unsolicited bulk e-mail, collection of other
people’s personal data without their knowledge and
interference with other network users are all

prohibited.Cisco Systems reserves the right o suspend the
Semnvice ifCisco Systems reasonably believes that your use of
the Service is unreasonably excessive or you are using the
Semvice for criminal arillegal activities. You do not have the
right to resell this Service to a third party. Cisco Systems
reserves the right to revise, amend or modify these Terms &
Conditions, our other policies and agreements, and aspects
ofthe Service itself. Motice of any revision, amendment, or

e
CISCO Sponsored Guest Portal

Welcome Message
Click Continue to connect to the network.
You're very close to gaining network access.




AR AN
CII SC|O Sponsored Guest Portal

Success

You now have Internet access through this netwark.

3k HISE RADIUSSEE B EMIRE :

© feset Repaat Counts ¥ Filter =
Stalus Details Identity Endpaint ID Authorization Profiles Identity Group
(] & BETF7472:1 BETFT4T2 PermitAzcess {: Accounting Start
] A e BRTFT4T2 POrmitAccass GuesEndpoinis Su nt MAB request( no
: rec rtal)
a

a BBTF7472 PermitAccess sef ldentity Groups:Gues(Type_Contractor (default -c:: Re-Authentication Event

a 'C::: CoA Reauth Event
8 o << —1 Guest Authentication and Device Registration
a )

<:: Initial MAB request

fEFARHI3

. AP EERIIEESSID.

CMITH XK, —ERHTTPRE , MaE RAUPRE,

HEAFPEZSAUPE , BEAHEE

REFETRRINE , HKIEAdmin-Reset CoA ( MEFIHZER ) o

KR T2 RINEH 5 R EEE,

AEAGREECEENLHIHAP , RATEMEERRERE , MERHITAUPES (K
FEBNBE ) »

OO~ WN -



NI
CISCO

Acceptable Use Policy
Please read the Acceptable Use Palicy.

Flease accept the policyYou are responsible for maintaining the confidentiality of the password and all
activities that occur under your username and password.Cisco Systems offers the Senvice for activities such as
the active use of e-mail, instant messaging, browsing the World Wide Web and accessing corporate intranets.
High volume data transfers, especially sustained high volume data transfers, are not permitted. Hosting a web
senver or any other server by use of our Service is prohibited. Trying to access someone else’s account,
sending unsolicited bulk e-mail, collection of other people’s personal data without their knowledge and
interference with other network users are all prohibited.Cisco Systems reserves the right to suspend the
Senvice ifCisco Systems reasonably believes that your use of the Service is unreasonably excessive or you are
using the Service for criminal orillegal activities. You do not have the right to resell this Senvice to a third
party.Cisco Systems reserves the right to revise, amend or modify these Terms & Conditions, our other policies
and agreements, and aspects ofthe Senvice itself. Motice of any revision, amendment, or modification will be
posted on Cisco System’s website and will be effective as to existing users 30 days after posting.

Decline

st ran]n
CISCO Hotspot Portal

Connection Successful
You have successiully connected to the netwaork.

AireOSH yFlexConnectZs it 33 ¥t
Bt EFlexConnectA ity 33 At |, MEEE R EEBHR
. EEMACLELE NFlexConnect ACL,

. EEMACLEER KR A ETAPH & 7£FlexConnectiz I > External WebAuthentication
ACLs > Policies >%# E E@ACL T ¥ K tiApply



All APs > Details for aaa-ap-3

General Credentials Interfaces High Availability Inventory FlexConnect Advanced

VILAN Support

Native VLAN ID VLAN Mappings |

FlexConnect Group
Name

PreAuthentication Access Control Lists

External Webfuthentication ACLs

Local Sphit aCLs

Cantral DHCP Processing

ayerg ACLS

Policies

Policy ACL CWA_Redirect «
Add

Policy Access Control Lists

CWA_Redirect

= E BT R BEACLAR N EIFlexConnect4A & #Y (Wireless > FlexConnect Groups >i%#F IE# Y4 >
ACL Mapping > Policiesi& ¥ E E EACLH [ HAdd)

FlexConnect Groups > Edit 'test'

General | Local Authentication | Image Upgrade ACL Mapping Central DHCP WLAN VLAN mapping

AAA VLAN-ACL mapping | WLAN-ACL mapping Policies

Policies

Policy ACL CWA_Redirect ~
Add |

Policy Access Control Lists
CWA_Redirect
TOR_Redirect

NIZRBEACLEL A A WLC K EL ERIACLE T #EiX BIFlexConnectAMIAPR R . BNIESSHWebEE
] 7] &

SABERTR



EEDHER] (ABEK ) BRP , KIERBEULTESR

- REEINBNERIWLC EELEEBACL, BIEMNESH R LEFNIT,
- B2R B HRIFRARATWLCAE, XERITHER (N THEHFRERERE ) FEEE, K
HAFFERADIUS & B RRIEMIZ KRB H K EEISEMATWLCZ B,

- EEMAVPNATEFRRER , ASBWLCES B IR ESEMERPHNE RS iE,

- MR, S RWLCTH I ER EMEEN EEMACLEEEE M,

. UREHMWLC SSIDEFELXMIEMK , SUE%R B SR IEEISEMIZIKEH ( 51 A4
B0 FHARIESH)

- ETURLMACLEN S R RP A Z R,

TR HE R

AireOSHIM & #EAWLC LY E LI FFIRZS

1. BPRETEMAHFESSID
show client detailed xx:ocxx XXX E RE Fiw FESTARTH, BE , XRIETWLCEENA
AAARRSE 2R EIHE 4,

KUFISEH#IZHN EE MACLEMEWLC LFE LACLH BT ITH,

EH#NREERATEEEISEM THESWLCHEMHEMEM ( VLAN ID, #EOEM, Airespace-
ACL) ., ARl , BEFmAIELEIDHCP , REHREICENTRAL_WEB_AUTH,

2. HERAVPERATEFIRSE , EEEMTREHR
BiIFE i FREIEESIRA NCENTRAL WEB AUTH , EdEMMIPH# it 553 SSIDE Bz &S
EO—3, AEEEMACLMIURLEENEHENATFEFHNAE,

EEMACL

FEAIreOS WLCH , EEMACLANAW AT A BEECMMNRE , HlANTCPIx 08443 LAIDNSH
ISEFAN AR , F#BEERdeny ip any any any& itk HRHWREEEM,

ERSEATS  BBEEFER. ELACERYEEM , MAWACEMAEEM, XMENFLAEW
BAHE L P TCPuwm 080443,

WU MIABEVLANE S % O 84435 ISERY AR, MRMEBEAEE—VIEE , SEENEIHE A ERIK
BEFRLTLERSEENBERARIEEE R FIHME,

- BB K EDNSHE ?

- TCPEREFRAECHNBERNIAETEK ?

. BPIRBEIGETRE , WL.CERREEEMIRIE?
- BRETK T EI84435ISEMTCP=REEF ?

3. EISE¥X T ERE R WVLANE NG , BRI EEME
—BEFIRERFAITE T IPH# it ( Pre RedirectiRZS ) , MR A £ GuestB P RIE ( COAEF &
BIIEE ) E# TVLANE N , B EHERPIHTDHCPRI/EANME — 5% ( TRERE ) B
BdJava iEF , EBFIREHRIZPEFTEER,



RXEEFFIHEVLAN XRREFERTE |, IPHiEAVLAN Y, FXIERRS R BHERIX —Ro

4. EEEMHAE , ISEEWEEF RN KPR RHTTP 500 Internal error , Radius session
not found”H B
XEBERISELAFELANERT (LFCLL ), BELNERREFBTHBERE , £
WLCLERETidlk, ESESHEHS EZAEK , HRB A IMAuthentication and
Accountingo

5. B IREISERR R PEZAUPRE 2 M IT EEH RIGHIT EEZRNEEIFEMNSSID,

BT HREP T RABRNASER(CoA)FHWLCHZL MR HEUE & BRI , K itbFEHotSpotH A
RESHIXMER. KEBITLLREBESFHRIEFXEEMEBERNEREEFSSID , BEFELERER
T, BEFWRAEREED S — N EESSIDUNE M EUE & D RIESEMH. MSERWLCH T E# TEMERE
KREEEE , RAERATLE WS RESSIDREMEERESS —AA ( Bk ) SSID.

EXMIERT , TERA P BAFHEEERISSID,

AireOS WLC

(Cisco Controller) >debug client

Debug client set to DEBUG a set involved in Client State Machine changes.

(Cisco Controller) >show debug
MAC Addr 1. . ... ... AA: AA: AA: AAL AAD AA

Debug Fl ags Enabl ed:
dhcp packet enabl ed.
dot 11 nobil e enabl ed.
dot 11 state enabl ed
dot 1x events enabl ed.
dot 1x states enabl ed.
nobility client handoff enabl ed.
pem events enabl ed.
pem st ate enabl ed.
802. 11r event debug enabl ed.
802. 11w event debug enabl ed.
CCKM cl i ent debug enabl ed.

iR AAAL

(Cisco Controller) >debug aaa {events, detail and packets} enable
XARE AR , EAEURTEIMABEDot1X SSIDEZNAFRE, DEBUGH BIHIX LA 4
IEEXWLCHISEZ HHAAASES |, HERH LITEIRADIUSHIEE.

MRISETTERATHEY , FEWLCEKZEBLEXLEREYE  NIX-REXEE,



Web-Auth redirect

(Cisco Controller) >debug web-auth redirect enable mac aa: aa: aa: aa: aa: aa

XARATREWLCRERIMAEER. UTREIEETNBARPEEQSRARTLAET

*webaut hRedi rect: Jul 07 19:18:08.035: 68:7f:74:72:18: 2e- parser host is 10.10.10.10

*webaut hRedi rect: Jul 07 19:18:08.035: 68:7f:74:72:18: 2e- parser path is /

*webaut hRedi rect: Jul 07 19:18:08.035: 68:7f:74:72:18: 2e- added redirect=, URL is now

https:// TORI SE21A. RTPAAA. NET: 8443/ port al / gat eway?sessi onl d=0e249a0500000682577ee2a2&port al =9f c44
212-2da2- 11e6- a5e2- 005056a15f 11&act i on=cwaé&t o

*webaut hRedi rect: Jul 07 19:18:08.035: 68:7f:74:72:18:2e- strl is now

https:// TORI SE21A. RTPAAA. NET: 8443/ port al / gat eway?sessi onl d=0e249a0500000682577ee2a2&port al =9f c44
212-2da2- 11e6- a5e2- 005056a15f 11&act i on=cwa&t oken=c455b075d20c

*webaut hRedi rect: Jul 07 19:18:08.035: 68:7f:74:72:18:2e- clen string is Content-Length: 430

*webaut hRedi rect: Jul 07 19:18:08.035: 68:7f:74:72:18: 2e- Message to be sent is
HTTP/ 1.1 200 K
Locati on:
https:// TORI SE21A. RTPAAA. NET: 8443/ port al / gat eway?sessi onl d=0e249a0500000682577ee2a2&port al =9f c44
212-2da2- 11e6- a5e2- 0050

NGWC

Debug client set to DEBUG a set involved in Client State Machine changes.

3850#debug client mac-address <client MAC
A HERE LITEIRADIUSHIES ( S HRIEMIZHK ) . HEFTERIFISERTRMEBANAVPLL
NBUFCoOARB IEHREMAER |, XFEHE.

3850#debug radi us
XS RTEEEFIRNFTEAAATLE ( HHRIE, BAIEK ) ., XX TFRIEWLCIERBETAVPH
FENATEFHRSFEEXEE,

3850#debug aaa wirel ess all

LB ENGWC EEEEE [ RIS , o] LUS Rtk Ihae,

3850#debug epm plugin redirect al
3850#debug ip http transactions
3850#debug ip http url

ISE

RADIUSSZE B&

WIFHBMABIE R EHISER EBAE B ISEL#ETHE S . SHERAE> RADIUS > B |, ¥
ERARRIDTHES RVACTEH ., RISARISHAE  LEHMEL  ARRIEENESH



UserName

User-Name

State

Class

cisco-av-pair

cisco-av-pair

o HIERLE R,

68 7TF74:72:18:2E

68-TF-74-72-18-2E

ReauthSession:0e249a050000068257 Tee2a2
CACS:0e249a050000068257 Tee2a2- TORISE21A/254695377/6120
url-redirect-acl=TOR_Redirect

url-redirect=https:/(TORISE21A RTPAAA NET-8443/portal
/gateway?sessionld=0e249a050000068257 Tee2a2&portal=9fc44212-2da2-11e6-

ahe?-005056a15f11&action=cwa&token=c455b075d20cf2b4e969abb648533fea

TCPDump

LIhEE R A IR A RISEMWLC Z BIAYRADIUSEIE B R, X1 , 0] LUEBAISEfEaccess-
acceptP KX FHMEMY , MEZTHEWLCHE AEIR. EFATCDUMpE IR , ESMIIRE
>SEEHER>Z M TR >EHM T E> TCPDump,

B TCPDumpiE3R Y IE #5789 = 45l

[
¥

Length Info
299 Access-Request(l) (id=8, 1=257)
443 Access-Accept(2) (id=6, 1=461)
348 Accounting-Request(4) (id=8, 1=208)
62 Accounting-Response(5) (id=8, 1-28)
244 CoA-Request(43) (id=1, 1=282)
80 CoA-ACK(44) (id=1, 1=38)
299 Access-Request(1l) (id=1, 1=257)
239 Access-Accept(2) (id=1, 1=197)

Protocol

RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS

Destination

L BEW
15,
157
M. 154.

B 154.5
157
BT
. 154.5

LT RIEBFBMABIE R MAXWAVP ( L EREBETHNE-IHEZ ) .

RADI US Pr ot ocol
Code: Access-Accept (2)
Packet identifier: 0x0 (0)
Lengt h: 401
Aut henti cator: fleaaffcfaa240270b885a9ba8ccd06d
[This is a response to a request in franme 1]
[Time fromrequest: 0.214509000 seconds]
Attribute Value Pairs

AVP: | =19 t=User-Nanme(1l): 00-05-4E-41-19-FC

AVP: | =40 t=State(24): 52656175746853657373696f 6e3a30653234396130353030. ..
AVP: | =55 t=C ass(25): 434143533a30653234396130353030303030616130353536. . .
AVP: | =37 t=Vendor - Specific(26) v=ci scoSystens(9)

url -redirect-acl =Gues_Redi rect

VSA: |1 =31 t=Cisco-AVPair(1l):



AVP: | =195 t=Vendor - Speci fic(26) v=ciscoSystens(9)
VSA: | =189 t=Cisco-AVPair(1l): url-
redirect=https://ise2la.rtpaaa. net: 8443/ portal / gat eway?sessi onl d=0e249a0500000aa05565e1c9&port al
=194a5780- 5e4e- 11e4- b905- 005056bf 2f 0a&act i on=cwa&t oken=c6c8a6b0d683ea0c650282b4372a7622
AVP: | =35 t=Vendor - Specific(26) v=ci scoSystens(9)
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EFZALIhEE | SR ERMAESBEBERR> DiagnosticTools > General Tools > EndPoint Debug.

Event 5200 Authentication succeedead

Username

Endpaint id

Endpoint Profile

aAuthentication Folicy

Authorization Policy

Authorization Result
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~ General Tools Endpoint Debug

RADIUS Authentication Trouble

Execute Network Device Com

Stas: B Stopped
Evaluate Conhguration Validator

Posture Troubleshooting

@ MAC Address p | 68:7F:74:72:18:2€

EndPoint Debug -
[v] Automatic disable after | 10 | Minutes (i
TCP Dump
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Endpoint Debug

Minutes i

~  Host Name Modified Date
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https://www.cisco.com/c/zh_cn/support/docs/wireless/wireless-lan-controller-software/200046-tac-recommended-aireos.html
/content/en/us/td/docs/wireless/controller/8-0/configuration-guide/b_cg80.html
https://www.cisco.com/c/zh_cn/support/security/identity-services-engine/series.html
https://community.cisco.com:443/t5/custom/page/page-id/community-login?redirectreason=permissiondenied&referer=https%3A%2F%2Fcommunity.cisco.com%2Ft5%2Fmcc-security-archive-documents%2Fhow-to-universal-ngwc-3850-wireless-configuration-for-ise%2Fm-p%2F3630982%2Fthread-id%2F171
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