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1. £Cisco ISE L , i B EE> S EE>/H 5 0> SAML IdRH#EF .
2. #8#F Add,
3. #£Generalit B+ T , #i Ald Provider Name, Click Save. &1 HKRBEAT LT R
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csco ldentity Services Engine Home » Context Visibility b Operations » Policy ~ Administration

» System |+ ldentity Management » Network Resources » Device Portal Management  pxGrid Services » Feed Servic

b ldentities  Groups  External Identity Sources  Identity Source Sequences  » Settings

A e
External Identity Sources Identity Provider List = PingFederate

vz v e SAML Identity Provider

» || Certificate Authentication Profile

) . Identity Provider Config. Service Provider Info.
» [ Active Directory

_ | LDAP
: ODBC *Id Provider Name ‘ PingFederate |
|| RADIUS Token Description ‘ SAML SSO 1dP |
[ RSA SecurlD

» || SAML Id Providers

B BuERNFERANERANSEOREER

1. % #EWork Centers > Guest Access > Configure > Guest Portals,
2. B # ] Hik#Self-Registered Guest Portals

¥ XAEAFEENIEF , MESIIPKRAEURIESEFERSHFIIF. KiIIFPHR
SOSubPortal,

3.BJFPortal Settings , #A/5i%{ZPingFederate S 1T &G HIE.
ANERFEFHIF | LB EFE XK IEBSAML IdP(PingFederate).

Portals Settings and Customization

Portal Name: * Description:
‘ 5505ubPortal | | SubPortal that wil connect to the SAML IdP Portal test URL
Authentication | PngFederate L

method: *  Configure authentication methods at:
5.8 F7F Acceptable Use Policy(AUP)#1Post-Login Banner Page SettingsZfi% , #ZAXH N2

MIFRA



6.REFEER.
7 REEFEITF |, HEHASelf-Registered Guest Portali 1 &1 22 5717

AR XFHRENEFFHALNEITF. £ REASSOSubportalfE A ISERMIdPZ IRy O
o BEITTF A PrimaryPortals

Portal Name: * Description:

| PrimaryPortal | | Portal visible to the client during CWA flow.

8. EJFFLogin Page Settings 7 1%1% 2 81 7 “Allow the following identity-provider guest portal to be
used for login” T 812 #¥SSOSubPortal.

¥ Allow the following identity-provider guest portal to be used for
lougin [

[ s505ubPortal [=]

9.[B 7 Acceptable Use Policy AUP#1Post-login Banner Page Settings ¥ EUHEF E1 1,

Et , NP RSRIM TR



Guest Flow (Based on sethngs)

w»

— LOGIN —p  Aernate Login Portal
, -
See the selected dentiy-provider partal
for the guest ficw detals.
sef Regstration Manx: Devices Reached
SoF RSQEStration SU o et— Sucoees

10.1%£$%Portal Customization > Pages > Login, I £ , &4 EH B E Y Alternative Login
Options ( B#R, XA % ) ML,

.ﬁdierr?ative You can also login with (stalic text)
ogin:
Allernative
login access
portal:
Use this text:
Alternative Login Portal £ as tink

as icon toolip

keon .. | i i O

AR EER BEN , NPAETASE REME KR,

You can also legin with

"~
r ﬂ EMFLOYEE OGN >

11.#2 & Save,

WE , AP EE RTEGuest Portal List o



PrimaryPortal Allow login using :
Portal visible to the client during CWA flow SS0SubPortal

@USéd in 1 rules in the Authorization policy

SSoSubPortal Used as alternate login option by :
SubPoertal that will connect to the SAML 1dP PrimaryPortal

@Used by another portal for alternate login

$B=% : BRPingFederate/FAISEHEIIF N R RHUBRF

1. 7EISEH , ##Administration > Identity Management > External identity Sources > SAML Id
Providers > PingFederate , /5 < diService Provider Info,

2. 7£Export Service Provider Info~ , & $Export.
SAML Identity Provider

Genera Kentity Provder Config, : |

Sentoe Provder Infanmasion

[ Load balancer |

Export Serdce Provider Info. | | Expost |

SREFEHREIRERMNzIpX . HABENXMLHA TERBESRPHPingFederate 8| 2 EL & 3
.

¥ S505ubPortalxmil

EE O MEER | AR N EPingFederateBit B, W TFEMERFR (WERAITF,
MyDevicesFIBYOD| 1/ ) , tELEME, ( AXKRBEEZXLEHRER)

4. F]FFPingFederate B 5[] F° (8 & J9 https://ip:9999/pingfederate/app).

5% IdPECEIE T <> SPEE D T |, ERWE.
IdP Configuration

APPLICATION INTEGRATION 5P CONMNECTIONS

ALUTHENTICATION POLICIES

6.7£Connection Type((EEERE)T , £ EHENext(T—H).


https://ip:9999/pingfederate/app

SP Connection

Connaction Type Connection Options Imipc

Select the type of connection needed for this SP; Browser
users/groups o an SP) or all.

COMMECTION TEMPLATE Mo Template

FHROTCHOI

SNl 2.0

v BROWSER 550 PROFILES

7HEEERET , B HT -5
SP Connection

Connection Type Connection Options

Please select options that apply to this connection.

v BROWSER SSO

ATTRIBUTE QUERY

SBHESATHET , L HXHLERE , 2 THERXH , ARERZHIMISES HHIXMLI#,

SP Connection

Connecton Typs Cannecticn Dptions Enpart Metadata

Ter populabe many connection Seftings automatically, you can upload the |
the UL, selec] Enabdy Automatic Reloading,

METADWTA RO & Fui

-
{Zhoosa il

QEE&EEET y ia-__l-F_io

10.7General InfolT ERYConnection Name T , i A B #5 ( FIIISEGuestWebAuth ) , RiF&E &
Nexto



PARTHER'S EMTITY ID

(CONNECTION ID) hittp://CiscolSE/Sbdc

CONNECTION NAMI ISEGuestWeabAuth

11.72Browser SSOT , # HConfigure Browser SSO , AFESAML Profiles FiEH &L , ARG8T
Next,

SP Connection | Browser S50

SAML Profiles Assartion Lifetime Aaserticn Croeaticn Pratacol Settings Summany

A SAML Profile delinoes wihd Kind of mesiages iy be achanged Bobveen an kdenlity Privdder and & Service Providod, and o the m
infomation Tor yous 5B conmection.

Sirsgh Shgr-On (550 Profiles Singhe Lagou (SLO) Prafiles
w
w B AL bl

12.7EAssertion lifetime L , % fNext.
13.7£Assertion Creation® , & tConfigure Assertion Creation.
14 EBBRHAT , LEHFE, RAEEET—F.

SP Connection | Browser SSO | Assertion Creation

ldentity Mapping Attribute Contract Authentication Source Mapping

Identity mapping is the pracess in which users authenticated by the IdP are associated
may affect the way that the 5P will leok up and associate the user 1o a specific local acc

& STANMDARD: Send the SP a known attribute value as the name identifier. Thi

15. 2 BEER>EKER" L , f AREEmailflmemberOf , A5 # Hadd, # & Next.

2P Connection | Browser S50 | Assertion Creation

klentity Mapging Astritafe Contract | AafthenScation Soumce Mapping Samimany

Am Altribate Contrndd B & 20 of user aitritaes that this serves will Send in the Bserkon.

Attribubo Contrsct Subjoct Namoe Format

SAML_SUBIECT Lo e s RN namaeid- b un s e S

Exend the Contract Arlribube Mama Format Action
ma sk names CRAMLR Tatimame-formmal basic Eclit | Dulebo
marmbaerd wETaas R names iR ) Crattmamae- formak basic Eciit | Dot

BNEE AT , 54 RERERF S MemberOfflEmail/E 1% B Active Directoryi2 #1451SE , ISEFS



BRI AR RRPRFEAESRS.
16.7£Authentication Source Mapping T , & & Map New Adapter Instance.

17 1E5EEESEHI £ | %BHTML Form Adapter. #2H“T—%"

5P Connection | Browser S50 | Assertion Cres

Adaples Cantracl

18 RFFE"R , A TFERREE-MET , REETT—F

19.7£Attribute Sources & User Lookup £ , = d7Add Attribute Sourcei.

20.7EData Store N5 A BB , SA/5 MActive Data Store iR LDAPERESEAI |, HE LB ZRRSH
XA, MRKEEData Stores , & # FiManage Data Stores L7 1NFETSE 51,



SP Connection | Browser SSO | Assertion Creation | |dP Adapter Mapping

LDAP Directory Search LDAR Filter Attribute Contract Fulfillment

This senver uses local data stores to retrieve supplemental attributes to be sent in an assertion. Specify an Attribute S

ATTRIBUTE SOURCE DESCRIPTION -
ACTIVE DATA STORI i -
DATA STORE TYPI LDAP

hManage Data Stores

21.7ELDAP Directory Search T , & i HLDAPAF &R EZDN , A5 F tNext,

SP Connection | Browser SSO | Assertion Creation | IdP Adapter Mapping

Data Store LDAP Directory Search LDAP Filter Attribute Contract Fulfillment m

Flzase configure your directory search. This information, along with the attributes supplied in the contract, will be usec

BASE DN CN=Users, DC={IJlll, DC=net

sAEARLH 500U Subiree o

AR XREE , RATHELDAPAFERMREXLEARDN, HiREXHEMDNGTSHE
LDAPZAG R EIF R o

22.7ELDAP Filter T , % = #F &sAMAccountName=${username} , A /5 ¥ tiNext.



SP Connection | Browser SSO | Assertior

Data Store LDAP Directory Search LDAP Filter I

Please enter a Filter for extracting data from your directory.
FILTER

sAMRccountName=5 {username }

23.7EAttribute Contract Fulfillment T , (£ EEMIEDT , A58 HNext,

SP Connection | Browser S50 | Assertion Creation | |dP Adapter Mapping | Attribt

Data Store LOWAP Directory Search LDAP Fikter Attribute Contract Fulfillment

Fulfill yvour Attribute Contract with values from the authentication adapier, dynamic text values, or from a data store bookup.

Attribute Contract Source Value

SAML_SUBJECT Adapier o USEmame v
mall Aclapler b ] R
memberOf Adapler o meemberCd L

4 ERWERDRIEEE , AFETTER.
25 REMERNMAFRER , £ 5T -,
26.7EFailsafe Attribute Source T , % diNext,

27 .7 Attribute Contract Fulfillment T , & #BiX LRI |, REEH T —F

Attribute Contract Source Value
SOML_SLBIECT Adapter g WS TIAmE e
mail Tened L Mo Smail aodress

memberof Teed W no group found



28 RIEHWEMBPNERE , RFEHTR.
29.1& [E] Authentication Source Mappingf % tiNext.
30.7£Summary T E T % ifAL & f5 , % $Done.

31.JR ElAssertion Creation ¥ 2 tiNext.

32.7EProtocol Settings T , & iiConfigure Protocol Settings. LtEtHMEEFZHNKE., £if
Nexto

SP Connection | Browser S50 | Protocol Settings

e e

Az the EF you ond SAML ansodticns. o the 57 Assoriion Cosmuamers Servion. Tha 5P mery reguos] thaf the SAML ansortion B somt fo one of wovenal LIEA . via difficecnt bindings. Piomns provicio: B poanibl

Dhiriaiilt ke Birsding Enifigoing LIRL

LT 4] POST

Tivipac. 0l 36157 B R b S S0 i P e ST

1 POERT el e J a ripia s feel B Vg lal 5O soiniliid ol Salion

33.7ESLOMRSEURLT , BFTF—%F.

34 EARFHSAMLAE £ |, BUBIEHIETARTIFACTHMSOAP , RERE T —H,

Assertion Consumer Service URL S5LO Service URLs Allowable SAML Bindings I

When the 5P sends messages, what SAML bindings do you want to allow?

BEZXERET , BEFT—F,
IEMBZRFRE T , B ETFT—F,
T EEWETNHTINEE , AREHTTR.

i}

38 REXEEISSO >MHNIRE , BHFTF—F , RIEBEE , AR TxER.

39. RS E R K RSSOREI+~, £ Nexto



SP Connection

Connection Typa Connection Options Metadata URL General Info Browser 550 m

This task provides conneclion-endpaint and ather configuration information enabling seount browser-based S50, 10 nesources i

Can Aguralion.

BRI

Configure Browser 550

40.7£Credentials T~ , # & Configure Credentials , A/51EFIIPEISEBFEHBEFANZBZIUEH
, #i%FInclude the certificate in the signatureit i, A5 , £HTF—F,

SP Connection | Credentials

Digital Signature Settings Signature Verification Settings

You may need to digitally sign SAML messages or security tokens to protect against tampering. Please select a keylt

SIGNING CERTIFICATI 0155:31:36:ED:D8 (cn=EER1A77) v
o MNMOLUIDE THE CEETIFICATE IN THE SIGMNATURE <KEYINFO> ELEMEN |
INCLULDE THE BRAW KEY 1IN | HE SIGMATURE <KEYVALLUE> ELENMEM |
SIGNING ALGORITHM RSA SHA256 v

X MRREHEBILPS , B R fManage Certificates , R/FERIR LK Self-signed
certificate , i F X ISEBEMIIAPH ITZ R,

MBIIWEREMTIHEE , AL TTR.
42  REIFEIEETF , £ HFF—F,

43. fEActivation & Summary T , #%$ZConnection Status ACTIVE , RiFHREE , RAEEE
Done.

S5F Connection

Connection Typa Connection Options Metadata URL Ganaral info Browsar 550 Credaontials Acthation & Summary

Summany information Tor your SF connection. CHck a eadng in a section 1o edil a particulas configuration Serling

Connection Status & ACTIV



SBMF : WP THIES AISESMEBSAML IdPIR 4418 Fr B R X4

1. #EPingFederate B2 #H|A T , & Server Configuration > Administrative Functions >
Metadata Exporte. MREFJBEMENZNAE (IdPFISP ) , EiEEFI am the Identity
Provider(IdP)i& 3, & i Next.

2. EnBEEXT , R FHEREIREAKEPNFEE". £F Nexto

BEMUTRHZT—F.
A BEAR L, 85T,
5.7£Signing Key T , iR 2RI EEERENX PR ENIES, £ Nexto

Export Metadata

Metadata Role Metadata Mode Attribute Contract m

The metadata may contain a public key that this system uses for digital signatures. If yvou wish to inclu

DIGITAL SIGNATURE KEYS/CERTS
01:55:31:26:ED:D8 (cn-lEEGB147.) v

6.7EMetadata Signing ™ , EERZRIUEPH , Hi&kFInclude this certificate’s public key in the key info
element. # @ Next.

55 IIEEDDE (on-14 3614 71) w

R5A SHAZ LG L

7. EXMLINFER T , £EEHTF—F
AE AT INE AR TR M EE RRE

SHEMEMIT , REHSFH. REERNTBEXH , REETEER,



Export Metadata

Motsdats fiolo Mistatatn Moo Protoenl | Amitano Contras | Sigrieg Koy | Motadets Signie | XML Encrypiion Comificats | Export & Summary

ik the Export Bxtion 10 expart s metacats 10 The ke system.

Motadata Role

Mstadata ol

Motadata Mode

Sigring kary MU, GUSTAS, BeCincn, LRTP, CUS

Signing Cortitcaty CH=M IEMTL OUSTAC, O-Cisco, L=RTF, C-US
Wi Cortificans in Koyinko taiso

s e iy i iy it sis

Sekectnd Sigring Algesitham EISA SHAZSE

XML Encryplion Cerlificale

Encryption Keya/Cens HONE

9.7ZISET , #%&#Administration > Identity Management > External Identity Sources > SAML Id
Providers > PingFederate,

10.% i ldentity Provider Config > Browse , A5 442 S A MPingFederate TiE S HIRERFH T
BiE,

SAML Identity Provider
General Identity Provider Config. Service Provider I

Identity Provider Configuration

Import Identity Provider Config File | Browse... | i

Provider Id  PingFederate
Single Sign On URL  https:/M® 147.1:9031
Single Sign Out URL (Post)  https: T 147.1:9031
Signing Certificates

Subject a |
CNEEE 147 1, OU=I O=Cisco, L=RTP, C=US 1

1MIERERRRETWEETF , FilmemberOf , A/ & T3



f£Name in Assertion T , R 1IMLADP & 3 11 4 ZmemberOffE 14 A 24 75UR [E #9 Distinguished
Name, FEXfERT , MEMNAERZEITORNEAREALA , HHILHANDNOT -

SAML Identity Provider

[Femera [dbenitity Prosvider Condig. Corvice Provider Info | 1 |
Groups
Group Mambarship Adiriab el
S Ak W Dclete

[] Mame in Assartion
[ | CN=TOR,DC -, O = net

WHNIDNFI“ISEFRHY B F R EA S , £ 0K,
128 MR+ |, REEHHRM,

ESES | AIMMIdPEZEBNSAMLS EEEENE M mail”

MEE BN RA B FHRLHRE M

Add Attribute X

*Name in Assertion | mail |

Type |STRING =]

Default valusa

“Mame in ISE mail i

Cancel

Attribates Advanced Settings

& MNama m ISE

TOR
"E50t | Cane

, ZSEETLDAP EMPingZEif |, &%

AE  SRMA2BRISEBET IdPE FIREEKADX REmailflMemberOfiE 4.

BriE

1. ERAMNFAUHURLBBEDT ERBCWARER S EEITF. AFAERAALERIE. 028

CHIKP M A T& %



Sign On
Weilcome to the Guest Portal. Sign on with the username and password provided o you.

Usermame;

Password:

Dot have an account?

You can also legin with

:ﬂ EMPLOYEE LOGIN ™%

2ETHRIBR, ATRAEIE , AP RREEQIIAPERITF,

Please sign on and we'll send you nght along

3HMAADEIL , AEBHBER,
4. PR ZREANAFEEOE BEIF IR E,



e
CISCO

Sponsored Guest Portal

Success
You mow have Inlemet access thrﬂugh thas network

5.8t , ®XAFREHETF HiEF‘Employee Login'et , RELFEREIAPH ML FIERE |, B
S RV A ML,

IR HERR

SAMLise-psc.logAdministration > Logging > Debug log Configuration > Select the node
issued > Set SAML component to debug level(SAML)

CLIISEshow logging application ise-psc.log tailSAMLise-psc.logOperations > Troubleshoot >
Download Logs > Select the ISE node > Debug Logs>ise-psc.log

2016-06- 27 16:15: 39,366 DEBUG [http-bi o-10.36.157. 210-8443-exec-3][]
cpm sani . franewor k. i npl . SAMLFacadel npl -::::- SAMLUils::isOracle() - checking whether |DP URL
indicates that its OAM IDP URL: https://10.36.147.1:9031/idp/sso. san 2
2016-06- 27 16:15: 39,366 DEBUG [http-bi o-10.36.157. 210-8443-exec-3][]
cpm san . franewor k. i npl . SAMLFacadel npl -::::- SPProviderld for PingFederate is: http://C scol SE
/ 5b4c0780- 2da2- 11e6- abe2- 005056a15f 11
2016-06- 27 16:15: 39,366 DEBUG [ http-bio-10.36.157. 210-8443-exec-3][]
cpm sani . franewor k. i npl . SAMLFacadel npl -::::- ResponseValidati onContext:
IdP URI: PingFederate
SP URI: http://Ci scol SE/ 5b4c0780- 2da2- 11e6- a5e2- 005056a15f 11
Assertion Consuner URL: https://10.36.157.210: 8443/ port al / SSOLogi nResponse. acti on
Request 1d: _5b4c0780-2da2-11e6-a5e2-005056a15f11_DELI M TERport al | d_EQUALS5b4c0780- 2daz2-
11le6- abe2- 005056a15f 11 _SEM port al Sessi onl d_EQUALS309f 733a- 99d0- 4c83- 8
b99- 2ef 6b76c1d4b_SEM _DELI M TER10. 36. 157. 210
Client Address: 10.0.25.62
Load Bal ancer: null
2016-06- 27 16:15: 39,366 DEBUG [ http-bio-10.36.157. 210-8443-exec-3][]

cpm sani . franewor k. val i dat ors. BaseSi gnatureValidator -::::- Determine the signing certificate
2016-06- 27 16:15: 39, 366 DEBUG [ http-bi o-10.36.157. 210-8443-exec-3][]
cpm sani . franewor k. val i dat ors. BaseSi gnatureValidator -::::- Validate signature to SAML standard

with cert:CN=10. 36. 147.1, OLETAC, O=C sco, L=RTP, C=US serial:1465409531352
2016- 06- 27 16: 15: 39,367 DEBUG [http-bio-10.36.157.210-8443-exec-3][]

org. opensani . xm . si gnature. Si gnatureValidator -::::- Creating XM.Signature object
2016-06- 27 16:15: 39, 367 DEBUG [ http-bio-10.36.157. 210-8443-exec-3][]
org. opensani . xm . si gnature. SignatureValidator -::::- Validating signature with signature

algorithmURI: http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha256

2016- 06- 27 16:15: 39, 368 DEBUG [ htt p-bi o-10.36.157. 210- 8443- exec- 3] []

cpm sani . franewor k. val i dat ors. SAMLSi gnatureVal idator -::::- Assertion signature validated
succesful ly

2016-06- 27 16:15: 39, 368 DEBUG [ htt p-bi o-10.36.157. 210- 8443- exec- 3] []

cpm sani . franewor k. val i dat ors. WbSSOResponseVal idator -::::- Validating response

2016- 06- 27 16:15: 39, 368 DEBUG [ htt p-bi o-10.36.157. 210- 8443- exec- 3] []

cpm sani . franewor k. val i dat or s. WebSSOResponseVal i dator -::::- Validating assertion

2016- 06- 27 16:15: 39, 368 DEBUG [ htt p-bi o-10.36.157. 210- 8443- exec- 3] []

cpm sani . franewor k. val i dators. AssertionValidator -::::- Assertion issuer succesfully validated
2016-06- 27 16: 15: 39, 368 DEBUG [ htt p-bi o-10.36. 157. 210- 8443- exec- 3] []

cpm sani . franewor k. val i dators. AssertionValidator -::::- Subject succesfully validated



2016- 06- 27 16:15: 39, 368 DEBUG [http-bi o-10.36.157.210-8443-exec-3][]

cpm sam . framewor k. val i dators. AssertionValidator -::::- Conditions succesfully validated
2016- 06- 27 16:15: 39,368 DEBUG [ htt p-bio-10.36.157. 210- 8443-exec-3][]
cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. Response: validation succeeded for guest

| DPResponse

IdP I D: PingFederate
Subj ect: guest
SAML St atus Code: urn:oasis: nanmes: tc: SAM.: 2. 0: st at us: Success
SAML Success:true
SAML St atus Message: nul |
SAML enai | : guest @xanpl e
SAML Exception: nul |
2016- 06- 27 16:15: 39, 368 DEBUG [http-bio-10.36.157.210-8443-exec-3][]
cpm sam . framewor k. i npl . SAMLFacadel npl -::::- AuthenticatePortal User - about to call
aut hent i cat eSAM_LUser nessageCode: nul | subj ect: guest
2016- 06- 27 16:15: 39, 375 DEBUG [http-bio-10.36.157.210-8443-exec-3][]
cpm sam . framewor k. i npl . SAMLFacadel npl -::::- Authenticate SAML User - result:PASSED

HXRfER

£ A BRIWLCHISER & # M 4% 5 15 1 iF Bt & Tl

. i REYLFN S AR S 51 289 &£ X Web 5 1556 1iF Fi & =41,
- BRI SRR S ZEMRAS AR | hRAR2.1

- BB SORSSIZEE RIS , RZAR2.1



https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/113362-config-web-auth-ise-00.html
https://www.cisco.com/c/zh_cn/obsolete/security/cisco-identity-services-engine-2-1.html
https://www.cisco.com/c/zh_cn/support/security/identity-services-engine/series.html
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