FlexVPN HAXX £ 2500 B 7R 61
B3

]

>

o

7 |\

off
SH
o
=S

d
7

AR

db =2 /=
B R1Ez§\

S

M 2 =

EHRESS

PEESFZ (REFK )
EHIE 1717 = 0 3% B 7= F 460
HUB1# &% 5

BLiE

R1-HUBE &

R2-HUB2EL &
R3-SPOKE1E.&
R4-SPOKE2FL B

R5-AGGR1E &
R6-AGGR2fL &
R7-HOSTEL & ( BHiZMEARHHOST )
BEERE %A

8BS Bk BR

HXER

fasr

AN B R BEE TIPSecHVPNEE R ZE£MEN R ( Winternet ) EZFRIBIFE R OIIZRE
D AEBRETEURIZIT,

FRFH
EXR
AXESFEEABEHER,

SERRAH
AXEPNEEETUTRARAH

e
R

- BRREDW(BGCP) , FEABTEHR LR UK VPNEE 5 X MELER < B /Y EE B il


http://docwiki.cisco.com/wiki/Border_Gateway_Protocol

- REFEZEMNBFD) , A —HE , ARNREHEFEHLONET (MARBIEERRE ) VT
ITHERS ( BREHBRRMA ) o

. MRz - R Cisco I0S® FlexVPN | &3t E )34 2 B 9 % 54 X WEL.

- ARSI 2 BRI R(GRE)BRE , MEXI 7 XB 7 XBRE , BIED EESTE
OE-F5 40

- RN RBERN S REREN KRR EBSHEH.
AXHEPNEEHRETREXRENEFNRZEFEEN, AXEFEANAAERZRNERAR
(BN ) BE, MREEANRESME  FRARKELTHRMEG THEERN,

FRER.
HENBREPORITZER T RFRGRE , STAEHABE RIS BEAF NAKNXBEX,
AXHEPRENHRTRAFRERNANEEZ IPIRE , FREZRT , AP —IMVPNLRE
SERREMMEYE, ARKBFEABMXA. IEERTLEHAR (2% ) BRNBLRSESL
BIfE A % — DN EfTH D
T RBRITHER

- MVPNERLBRX 37 R PR IR E W 4%

- VPNEL S 2 BB E MRS R L (MIPSecR £ KRB (SA), EBRMZ & RBKMBZABTEIMY
(ISAKMP)SAF fn %3 3% H)

- BT HEZ2AB(ESP)F IS 5IPSeciRAAHAR LS HIIER |, A% B R EfEEE
- VPNE L 28 7T LA Al R B & F Cisco 10S/I0S-XERI BE#-2 F #F

- BGPEAVPNEEHZETHE AN , T RFERARISEE

CEFERE LERTIRER , BYEERAETHRENS

- BES X B9 XEE

- FTBFlexVPN{LE , BiEFHRIE. BRRXFIZHK(AAA)E K EEIE RS FE(QoS)

[

AT REROIZRA N BMANELETIPSecHIVPNREE TR £ M E N FUEREDBEFH ONIZE
D REEETEITRKRIT,

AR FRBTERTIE (XBREMAF ) TRBAEXFIDAERBTHEAER.


http://www.cisco.com/c/zh_cn/td/docs/ios/12_0s/feature/guide/fs_bfd.html
http://www.cisco.com/c/zh_cn/products/collateral/routers/asr-1000-series-aggregation-services-routers/data_sheet_c78-704277.html
http://www.cisco.com/c/zh_cn/products/collateral/routers/asr-1000-series-aggregation-services-routers/data_sheet_c78-704277.html
http://www.cisco.com/c/zh_cn/td/docs/ios/12_2/interface/configuration/guide/finter_c/icflogin.html#wp1031768
http://www.cisco.com/c/zh_cn/td/docs/ios/12_2sb/feature/guide/sbaiptrk.html
http://www.cisco.com/c/zh_cn/products/collateral/routers/asr-1000-series-aggregation-services-routers/data_sheet_c78-704277.html

P 45
AR ERNFAERIAT :

Nominal/Default Status — Traffic flowing through HUB1

% R7-Host
N\ F

5192.168.0.0/16 -> Null0 -
€ 10.0.1.1/32 -> Loopback0 ,-—_-L_—ﬂ o 192.168.1.0/24

C 192.168.0.0/24 -> EthO

€ 10.0.0.0/24 -> Tunnel0 E

B 10.0.2.1/32 ->10.0.0.2  R3-Aggrl| ,

510.0.1.3 -> V-Access1 l 192.168.0.0/24

$10.0.1.4 -> V-Access2

B 192.168.3.0/24 -> 10.0.1.3
B 192.168.4.0/24 -> 10.0.1.4/ -0- e
R1-Hub 1 S~ g R2-Hub2

$192.168.0.0/16 -> Null0 N
C 10.0.2.1/32 -> Loopback0

C 192.168.0.0/24 -> EthO

C 10.0.0.0/24 -> Tunnel0

B 10.0.1.1/32 ->10.0.0.1
$10.0.2.3 -> V-Accessl
$10.0.2.4 -> V-Access2

B 192.168.3.0/24 -> 10.0.2.3

B 192.168.4.0/24 -> 10.0.2.4 J

HUB1 Routing Table
HUB2 Routing Table

1€ 192.168.3.0/24 -> Eth0 - C192.168.4.0/24 -> EthO
1€ 10.0.1.0/24 -> Tunnel0 = € 10.0.1.0/24 -> Tunnel0
5 €10.0.2.0/24 -> Tunnell ‘—E C 10.0.2.0/24 -> Tunnell
f B 192.168.0.0/16->10.0.1.1 =8B 192.168.0.0/16 -> 10.0.1.1
i R4-Spoke2 g
LAN: 192.168.3.0/24 LAN: 192.168.4.0/24

R AR ERNTE B BREEEIZITCisco IOSIRA15.2(4)M1 , T BB = £ f i ik /5 R
172.16.0.0/24,

EAREGR

HEBSTERT , YAMARERPERZITHR , IED XEHARBPELERIAPORI- HUB1)E§EEI
FBERE. S RIABGPAS it {1 ST 1% 18 9 2008Y , BV SRR 3% B B A ( BXEFHER  ESH
BT&ET ), XAULURBEHRFBER (MRENHEE ) #THE,

PEBTE (REFR )
N RR3-Spoke 1/ 3 EIR4-Spoke2fViE$#E , NIFEAE VI RIREE QBN S D X F 5 XFE

BE: BXEAEE , S HRBELEFlexVPND X 2|0 ZEEERM.

IR R3-Spoke 1{UiEZEIR1-HUB1 , MR4-Spoke2{XiE#EEIR2-HUB2 , N Al B LR < Bz
T AX RAGREBRE XU EESD i;zélJ PR EE, EXHERLT , RS- Spoke13Fl]R4 Spoke2Z [8] #9 4]
WBREREWNTFR


http://www.cisco.com/en/US/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/15-2mt/sec-flex-spoke.html

R7-Host
192.168.1.0/24
%ﬂﬁ-hggrz

192.168.0.0/24

R1-Hublhe —— : R2-Hub?2

R3:Spnkel R4-Spokeg2
LAN: 192.168.3.0/24 LAN: 192:168.4.0/24
. \ 4

HTR1-Hub1EEL GREZERA EREIRIES , ZEOSGREBEER AR T —BEE T
(NHRP)MEID , EHittRETE TR RIEEIR3-Spokel, XAFA 7 X E D XM E VIR



= =2 R7-Host

%ﬂﬁ-hggrz

192.168.1.0/24

192.168.0.0/24

R1-Hublk = = :10.0.0.0/24 @ - —2R9_Hub2

R3-Spokel
LAN: 192.168.3.0/24 LAN: 192.168.4.0/24

EFRETZROBERNE L

LUTREMNZTHEFHRI-HUB1EARX :

R1-HUBl# show ip route

Codes: L - local, C - connected, S - static, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S, su- ISISsummary, L1 - IS-ISlevel-1, L2 - IS-1S level-2
ia- I1S-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route, H- NHRP, | - LISP
a - application route
+ - replicated route, % - next hop override

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 11 subnets, 3 masks



S 10.0.0.0/8 is directly connected, NullO

C 10.0.0.0/24 is directly connected, TunnelO

L 10.0.0.1/32 is directly connected, TunnelO

C 10.0.1.1/32 is directly connected, LoopbackO

S 10.0.1.2/32 is directly connected, Virtual-Accessl

S 10.0.1.3/32 is directly connected, Virtual-Access2

B 10.0.2.1/32 [200/0] via 10.0.0.2, 00:05:40

B 10.0.2.3/32 [200/0] via 10.0.0.2, 00:05:40

B 10.0.2.4/32 [200/0] via 10.0.0.2, 00:05:40

B 10.0.5.1/32 [200/0] via 192.168.0.5, 00:05: 40

B 10.0.6.1/32 [200/0] via 192.168.0.6, 00:05: 40
172.16.0.0/16 is variably subnetted, 2 subnets, 2 nasks

C 172.16.0.0/24 is directly connected, Ethernet0/0

L 172.16.0.1/32 is directly connected, Ethernet0/0

S 192.168.0.0/16 is directly connected, NullO
192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.0.0/24 is directly connected, Ethernet0/2

L 192.168.0.1/32 is directly connected, Ethernet0/2

B 192.168.1.0/24 [200/0] via 192.168.0.5, 00:05:40

B 192.168.3.0/24 [200/0] via 10.0.1.4, 00:05:24

B 192.168.4.0/24 [200/0] via 10.0.1.5, 00:05: 33

62 EHBR4-SPOKE2H 7 X B0 X fRiEfG , EEARFEZ RS , R3-SPOKETHIBEHRMT :

R3-SPOKEl1l# show ip route

Codes: L - local, C- connected, S - static, R- RIP, M- nmobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S, su- ISISsummary, L1 - IS-ISlevel-1, L2 - IS-1S level-2
ia - IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR P - periodic downl oaded static route, H- NHRP, | - LISP
a - application route
+ - replicated route, %- next hop override
Gateway of last resort is not set
10.0.0.0/8 is variably subnetted, 8 subnets, 2 nasks
B 10.0.0.0/8 [200/0] via 10.0.1.1, 00:06:27
H 10.0.0.1/32 is directly connected, 00:06:38, Tunnell
S % 10.0.1.1/32 is directly connected, TunnelO
C 10.0.1.3/32 is directly connected, Tunnel O
H 10.0.1.4/32 is directly connected, 00:01:30, Virtual-Accessl
S 10.0.2.1/32 is directly connected, Tunnell
C 10.0.2.3/32 is directly connected, Tunnell
H 10.0.2.4/32 [250/1] via 10.0.2.3, 00:01:30, Virtual-Accessl
172.16.0.0/16 is variably subnetted, 2 subnets, 2 nasks
C 172.16.0.0/24 is directly connected, Ethernet0/0
L 172.16.0.3/32 is directly connected, Ethernet0/0
B 192.168.0.0/16 [200/0] via 10.0.1.1, 00:06:27

192.168.3.0/24 is variably subnetted, 2 subnets, 2 nasks

C 192.168.3.0/24 is directly connected, EthernetO/1

L 192.168.3.3/32 is directly connected, Ethernet0/1
192.168.4.0/32 is subnetted, 1 subnets

H 192.168.4.4 [250/1] via 10.0.1.3, 00:01:30, Virtual-Accessl

7ER3-Spoke1t , BGPREEFHNMNAFEE T4 # HEMA192.168.0.0/16 MK KB ( Bi%R1-
Hub1) :

R3-SPOKEl#show ip bgp 192.168.0.0/16
BGP routing table entry for 192.168.0. 0/ 16,
Paths: (2 available, best #2, table default)

version 8



Not advertised to any peer
Refresh Epoch 1
Loca
10.0.2.1 from10.0.2.1 (10.0.2.1)

Oigin inconplete, netric O, |ocal pref 100, valid, interna

rx pathid: 0, tx pathid: O
Refresh Epoch 1
Local

10.0.1.1 from 10.0.1.1 (10.0.1.1)

Oigin inconplete, netric O, |ocal pref 200, valid, internal,

rx pathid: 0, tx pathid: 0xO0

LT RENREFZRPHIRS-AGCGRIEHK !

R5-LANl#show ip route
10.0.0.0/8 is variably subnetted, 10 subnets, 3 masks
10.0.0.0/8 [200/0] via 192.168.0.1, 00:07:22
10. .0/ 24 [200/0] via 192.168. 00: 07: 22
10. .1/32 [200/0] via 192.168. 00: 07: 22
10. .3/32 [200/0] via 192.168. 00: 07: 17
10. .4/ 32 [200/0] via 192.168. 00: 07: 16
10.0.2.1/32 [200/0] via 192.168. 15: 44: 13
10.0.2.3/32 [200/0] via 192.168. 15: 44: 13
10. .4/ 32 [200/0] via 192.168.0.2, 15:44:13
10. .1/32 is directly connected, LoopbackO
10. .1/32 [200/0] via 192.168.0.6, 00:07:22
172.16.0.0/ 24 is subnetted, 1 subnets
172.16.0.0 [200/0] via 192.168.0.1, 00:07:22
192.168.0.0/16 [200/0] via 192.168.0.1, 00:07:22
192.168.0.0/24 is variably subnetted, 2 subnets, 2 nasks
192.168.0.0/24 is directly connected, Ethernet0/0
192.168.0.5/32 is directly connected, Ethernet0/0
192.168.1.0/24 is variably subnetted, 2 subnets, 2 nasks
192.168.1.0/24 is directly connected, EthernetO/1
192.168.1.5/32 is directly connected, EthernetO/1
192.168.3.0/24 [200/0] via 10.0.1.3, 00:07:06
192.168.4.0/ 24 [200/0] via 10.0.1.4, 00:07:15

LTREAZETHRPHRT-HOSTERASR :

LYY
©cocoo0oo
NNNPR R PR

WO DI ITWIOEWDE
cocooooooo000
O O NNNRE R EFEO

o W

— 0

o wmr 0O

R7-HOST#show ip route
S* 0.0.0.0/0 [1/0] via 192.168.1.254
192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.1.0/24 is directly connected, Ethernet0/0
L 192.168.1.7/32 is directly connected, Ethernet0/0

HUB1# 7 =
U TRR1-HUB1XAZ R ( HTEFERARFRE ) -

best



HUB1 Going down, HUB2 taking over

e

R7-Host %

192.168.1.0/24

/track timer msec 500 ™
[ track 1ip route 10.0.1.1 255.255.255.255 reachability \

e e T

e
ip route 192.168.0.0 255.255.0.0 NullD tag 500 track 2
ip route 152.168.0.0 255.255.0.0 NullD tag 200

C192.168.3.0/24 -> EthO
C€10.0.1.0/24 -> Tunnel0
€10.0.2.0/24 -> Tunnell
B 192.168.0.0/16->10.0.2.1

Spokel Routing Table

LAN: 192.168.3.0/24

EHZRF , S REUTEHFS -

R4-Spoke2
LAN: 192.168.4.0/24

route-map LOCALPREF permit 5
match tag 500
st local preference 500
route-map LOCALPREF permit 10
match tag 200
set local-preference 200 /
% $192.168.0.0/16 -> Null0 N
@ C10.0.2.1/32 -> Loopback0
E € 192.168.0.0/24 -> Eth0
&18-0-0-024—>TFunneld
a8
= 8-10-0-1-1/32—>-10.0.0.1
I

$10.0.2.3 -> V-Access1
$10.0.2.4 -> V-Access2

B 192.168.3.0/24 -> 10.0.2.3

B 192.168.4.0/24 -> 10.0.2.4 J

C€192.168.4.0/24 -> Eth0
€ 10.0.1.0/24 -> Tunnel0
C€10.0.2.0/24 -> Tunnell
B e R
B 192.168.0.0/16 -> 10.0.2.1

1. R2-HUB2FILANZR & & H 83R5-AGGR1fIR6-AGGR2 L H¥IBFD# MIR1-HUB 1KY X RS &

It , BGP4&REx R BIMTFF o

2. ®MR1-HUB1ERRE 7 AYR2-HUB2RY BR BRI R MK A ( REIEEFRIERERT ) o

3. MWK AM RN RMAE S —MRELA ( BBk ), EXHP , SUBEFRIREREN , B

gemaEH.

4. XefR - IESIPERESRE , ZREFHETERTRNEREEMAMMIBEHERS. UTR

MXEE :

! Routes added when second HUB is down

ip route 10.0.0.0 255.0.0.0 Null0 tag 500 track 2

ip route 192.168.0.0 255.255.0.0 Null0 tag 500 track 2

! Default static routes are with Tag 200 and admin distance of 150

ip route 10.0.0.0 255.0.0.0 Null0 150 tag 200

ip route 192.168.0.0 255.255.0.0 NullO0 150 tag 200

5. R2-HUB2fE B X FHR1-HUB1 R EMNENBGPA ML A RE 9 KX LEFHESER, EAHH
 EHEG SRR LRS00 , TARR1-HUB1iR & #9200:

route-map LOCALPREF permit 5
mat ch tag 500

set local-preference 500

!

route-map LOCALPREF pernit 10



mat ch tag 200

set local-preference 200
!

#£R3-Spoke1 £ , BAILEBGPRIHFEEX— K. HFEE , RINKENAFE , BXREA

R3-SPOKEl#show ip bgp 192.168.0.0/16
BGP routing table entry for 192.168.0.0/16, version 10
Paths: (2 avail able, best #1, table default)
Not advertised to any peer
Refresh Epoch 1
Loca
10.0.2.1 from 10.0.2.1 (10.0.2.1)
Origin incomplete, metric 0, localpref 500, valid, internal, best
rx pathid: 0, tx pathid: 0x0
Refresh Epoch 1
Loca
10.0.1.1 from10.0.1.1 (10.0.1.1)
Oigin inconplete, netric O, |ocal pref 200, valid, interna
rx pathid: 0, tx pathid: 0O

6. LbAt , N2 ( R3-Spoke1F1R4-Spoke2 ) IR MR2-HUB2 K IERE. FTE XL EREAR
ME—H¥HAZEHR. AT2EFRILHVEHAK

R3-SPOKEl#show ip route
10.0.0.0/8 is variably subnetted, 5 subnets, 2 nasks

B 10.0.0.0/8 [200/0] via 10.0.2.1, 00:00:01

S 10.0.1.1/32 is directly connected, Tunnel O

C 10.0.1.3/32 is directly connected, TunnelO

S 10.0.2.1/32 is directly connected, Tunnell

C 10.0.2.3/32 is directly connected, Tunnell

172.16.0.0/16 is variably subnetted, 2 subnets, 2 nasks

C 172.16.0.0/24 is directly connected, Ethernet0/0

L 172.16.0.3/32 is directly connected, Ethernet0/0

B 192.168.0.0/16 [200/0] via 10.0.2.1, 00:00:01

192.168.3.0/24 is variably subnetted, 2 subnets, 2 nasks
192.168.3.0/24 is directly connected, Ethernet0/1
192.168.3.3/32 is directly connected, Ethernet0/1

C
L

7. EXRD X 5R1-HUB1 Z [BHIBGPIEMIFF , KX E 44N (DPD)MIBRER1-HUB1 L4 IERY
IPSecfgi8, ER , IFAaFMRER K , RAR2-HUB2E AIEERBEL IEMX :

R3-SPOKEl#show ip bgp 192.168.0.0/16
BGP routing table entry for 192.168.0.0/16, version 10
Paths: (1 avail able, best #1, table default)
Not advertised to any peer
Refresh Epoch 1
Loca
10.0.2.1 from10.0.2.1 (10.0.2.1)
Oigin inconplete, netric O, |local pref 500, valid, internal, best
rx pathid: 0, tx pathid: 0x0

.7
AT REUA I EANELBNERNTHEE,



R1-HUBHEC i

version 15.4
|

host nane R1- HUBL
!
aaa new nodel
!
aaa aut horization network default |oca
!
aaa session-id comon
!
! setting track tiners to the | owest possible (the lower this value is
! the faster router will react
track timer ip route msec 500
!
! Monitoring of HUB2's | oopback present in routing table
' If it is present it will nmean that HUB2 is alive
track 1 ip route 10.0.2.1 255.255. 255. 255 reachability
!
I Monitoring of |oopback of R5-AGGR-1
track 3 ip route 10.0.5.1 255.255. 255. 255 reachability
!
I Monitoring of |oopback of R6- AGGR-2
track 4 ip route 10.0.6.1 255.255. 255. 255 reachability
!
I Track 2 should be UP only when HUB2 is not avail able and both AGGRE routers are up
!
track 2 list bool ean and
obj ect 1 not
object 3
object 4

I KEv2 Config Exchange configuration (IP addresses for spokes are assigned from pool)
crypto i kev2 authorization policy default

pool SPOKES

route set interface

route accept any tag 20

|

!

I KEv2 profile for Spokes - Smart Defaults used
crypto i kev2 profile default

match identity renote any

aut hentication renote pre-share key cisco

aut hentication |l ocal pre-share key cisco

aaa aut horization group psk list default default
virtual -tenplate 1

nterface LoopbackO
i p address 10.0.1.1 255. 255. 255. 255

GRE Tunnel configured to second HUB. It is required for spoke-to-spoke connectivity
to work in all possible circunstances

no BFD echo configuration is required to avoid Traffic Indication sent by renote HUB
(BFD echo is having the same source and destination |IP address)

nterface Tunnel O

i p address 10.0.0.1 255.255.255.0
ip nhrp network-id 1

ip nhrp redirect



bfd interval 50 min_rx 50 multiplier 3

no bfd echo

tunnel source Ethernet0/2

tunnel destination 192.168.0.2
1
interface Ethernet0/0

ip address 172.16.0.1 255.255.255.0
1
interface Ethernet0O/2

i p address 192.168. 0.1 255.255.255.0

bfd interval 50 min_rx 50 multiplier 5
1
interface Virtual - Tenpl atel type tunnel

i p unnunber ed LoopbackO

ip nhrp network-id 1

ip nhrp redirect

tunnel protection ipsec profile default

1

! BGP Configuration
router bgp 1

bgp | og- nei ghbor - changes

I dynam c peer-groups are used for AGGR routers and SPOKES
bgp listen range 192.168. 0.0/ 24 peer-group DC
bgp listen range 10.0.1.0/24 peer-group SPOKES
I BGP timers configured
timers bgp 15 30

nei ghbor SPOKES peer - group

nei ghbor SPOKES rempte-as 1

nei ghbor DC peer - group

nei ghbor DC renpte-as 1

Wthin DC BFD is used to determ ne nei ghbour status
nei ghbor DC fall-over bfd

nei ghbor 10.0.0.2 renote-as 1

BFD is used to detect HUB2 status

nei ghbor 10.0.0.2 fall-over bfd
!

address-famly ipv4
redi stribute connected
rout e-map whi ch determ nes what should be the | ocal -pref
redistribute static route-map LOCALPREF
nei ghbor SPOKES activate
to spokes only Aggregate/ Sunmary routes are sent
nei ghbor SPOKES rout e-map AGGR out
nei ghbor DC activate
nei ghbor DC route-reflector-client
nei ghbor 10.0.0.2 activate
nei ghbor 10.0.0.2 route-reflector-client
exit-address-famly
1

ip local pool SPOKES 10.0.1.2 10.0. 1. 254
|

! When HUB2 goes down Static Routes with Tag 500 are added and admin distance of 1
ip route 10.0.0.0 255.0.0.0 Null0 tag 500 track 2

ip route 192.168.0.0 255.255.0.0 Null0 tag 500 track 2

! Default static routes are with Tag 200 and admin distance of 150
ip route 10.0.0.0 255.0.0.0 Null0 150 tag 200

ip route 192.168.0.0 255.255.0.0 Null0 150 tag 200

1

!

ip prefix-list AGGR seq 5 permt 192.168.0.0/16

ip prefix-list AGER seq 10 permt 10.0.0.0/8

1

route-map AGCER pernmit 10

match ip address prefix-list AGER



rout e-map LOCALPREF pernit 5
mat ch tag 500
set | ocal - preference 500
!
rout e-map LOCALPREF permit 10
mat ch tag 200
set | ocal - preference 200
|
rout e-map LOCALPREF permit 15
match tag 20

R2-HUB2H: &

host nane R2- HUB2
!
aaa new node
|
aaa aut horization network default | ocal
!
track tiner ip route nmsec 500
!
track 1 ip route 10.0.1.1 255.255.255. 255 reachability
!
track 2 list bool ean and
object 1 not
obj ect 3
obj ect 4
1

track 3 ip route 10.0.5.1 255.255. 255. 255 reachability
1

track 4 ip route 10.0.6.1 255.255. 255. 255 reachability
1
!
crypto i kev2 authorization policy default
pool SPOKES
route set interface
route accept any tag 20
1
!
crypto i kev2 profile default
match identity renote any
aut hentication renote pre-share key cisco
aut hentication | ocal pre-share key cisco
aaa aut horization group psk list default default
virtual -tenplate 1

nterface LoopbackO
i p address 10.0.2.1 255. 255. 255. 255

nterface Tunnel 0

i p address 10.0.0.2 255.255.255.0

ip nhrp network-id 1

ip nhrp redirect

bfd interval 50 min_rx 50 multiplier 3
no bfd echo

tunnel source Ethernet0/2

tunnel destination 192.168.0.1

nterface Ethernet0/0
i p address 172.16.0.2 255.255.255.0



interface Ethernet0O/2

i p address 192.168. 0.2 255.255.255.0

bfd interval 50 min_rx 50 multiplier 5

1
interface Virtual - Tenpl atel type tunnel

i p unnunber ed LoopbackO

ip nhrp network-id 1

ip nhrp redirect

tunnel protection ipsec profile default

1
router bgp 1

bgp | og- nei ghbor - changes

bgp listen range 192.168. 0.0/ 24 peer-group DC
bgp listen range 10.0.2.0/24 peer-group SPOKES
timers bgp 15 30

nei ghbor SPOKES peer - group

nei ghbor SPOKES rempte-as 1

nei ghbor DC peer - group

nei ghbor DC renpte-as 1

nei ghbor DC fall-over bfd

nei ghbor 10.0.0.1 renote-as 1

nei ghbor 10.0.0.1 fall-over bfd

!

address-famly ipv4d

redi stribute connected

redistribute static route-map LOCALPREF

nei ghbor SPOKES activate

nei ghbor SPOKES rout e-map AGGR out

nei ghbor DC activate

nei ghbor DC route-reflector-client

nei ghbor 10.0.0.1 activate

nei ghbor 10.0.0.1 route-reflector-client
exit-address-famly

1
ip local pool SPOKES 10.0.2.2 10.0. 2. 254
ip forward-protocol nd

1

1

ip route 192.168.0.0 255.255.0.0 Null0 tag 500 track 2
ip route 10.0.0.0 255.0.0.0 Null0 tag 500 track 2
ip route 10.0.0.0 255.0.0.0 Null0 150 tag 200
ip route 192.168.0.0 255.255.0.0 Null0 150 tag 200
1

1
ip prefix-list AGGR seq 5 permt 192.168.0.0/16
ip prefix-list AGER seq 10 permt 10.0.0.0/8

1
route-map AGCR pernmit 10

match ip address prefix-list AGER

1
route-map LOCALPREF pernmit 5

mat ch tag 500

set | ocal - preference 500

1
rout e-map LOCALPREF permit 10

mat ch tag 200

set | ocal -preference 100

1
rout e-map LOCALPREF permit 15

match tag 20

R3-SPOKE1El &



host nane R3- SPOKEL

!

aaa new node

|

aaa aut horization network default | ocal

!

!

crypto i kev2 authorization policy default
route set interface

!

!

crypto i kev2 profile default
match identity renote any

aut hentication renote pre-share key cisco

aut hentication | ocal pre-share key cisco
dpd 10 2 on-demand

aaa aut hori zation group psk list default
1
I Tunnel to the HUBL
1
interface Tunnel O

i p address negoti at ed

ip nhrp network-id 1

ip nhrp shortcut virtual -tenplate 2
tunnel source Ethernet0/0

tunnel destination 172.16.0.1

tunnel protection ipsec profile default
1
I Tunnel to the HUB2
1
interface Tunnel 1

i p address negoti at ed

ip nhrp network-id 1

ip nhrp shortcut virtual -tenplate 2
tunnel source Ethernet0/0

tunnel destination 172.16.0.2

tunnel protection ipsec profile default
1
interface Ethernet0/0
description | NTERNET- CLOUD

ip address 172.16.0.3 255.255.255.0
1
interface Ethernet0O/1
description LAN

i p address 192.168. 3.3 255. 255. 255.0

1
interface Virtual - Tenpl ate2 type tunnel
i p unnunbered Ethernet0/1

ip nhrp network-id 1

ip nhrp shortcut virtual -tenplate 2
tunnel protection ipsec profile default
1
router bgp 1

bgp | og- nei ghbor - changes

timers bgp 15 30

nei ghbor 10.0.1.1 renote-as 1

nei ghbor 10.0.2.1 renpote-as 1

!

address-famly ipv4

network 192.168.3.0

nei ghbor 10.0.1.1 activate

nei ghbor 10.0.2.1 activate
exit-address-famly

def aul t



R4-SPOKE2E: K

host nane R4- SPOKE2

!
aaa new node

!
aaa aut horization network default | ocal

!

!
crypto i kev2 authorization policy default
route set interface

|
crypto i kev2 profile default

match identity renote any

aut hentication renmpote pre-share key cisco
aut hentication | ocal pre-share key cisco
dpd 10 2 on-demand

aaa aut horization group psk list default default

nterface Tunnel O

i p address negoti at ed

ip nhrp network-id 1

ip nhrp shortcut virtual -tenplate 2
tunnel source Ethernet0/0

tunnel destination 172.16.0.1

tunnel protection ipsec profile default
|

nterface Tunnel 1

i p address negoti at ed

ip nhrp network-id 1

ip nhrp shortcut virtual -tenplate 2
tunnel source Ethernet0/0

tunnel destination 172.16.0.2

tunnel protection ipsec profile default
!

nterface Ethernet0/0
i p address 172.16.0.4 255.255.255.0

nterface Ethernet0/1
i p address 192. 168. 4.4 255.255.255.0

nterface Virtual - Tenpl ate2 type tunne
i p unnunbered Ethernet0/1

ip nhrp network-id 1

ip nhrp shortcut virtual -tenplate 2
tunnel protection ipsec profile default
1

router bgp 1

bgp | og- nei ghbor - changes

timers bgp 15 30

nei ghbor 10.0.1.1 renote-as 1

nei ghbor 10.0.2.1 renpote-as 1

!

address-famly ipv4

network 192.168.4.0

nei ghbor 10.0.1.1 activate

nei ghbor 10.0.2.1 activate

exit-address-famly
1

R5-AGGR1H i



host nane R5- LANL
!
no aaa new node
!
!
interface LoopbackO
ip address 10.0.5.1 255. 255. 255. 255
|
interface Ethernet0/0
i p address 192.168.0.5 255. 255.255.0
bfd interval 50 min_rx 50 multiplier 5
!
I HSRP configuration on the LAN side
!
interface Ethernet0O/1
i p address 192.168.1.5 255. 255.255.0
standby 1 ip 192.168.1.254
!
router bgp 1
bgp | og- nei ghbor - changes
nei ghbor 192.168.0.1 renote-as 1
nei ghbor 192.168.0.1 fall-over bfd
nei ghbor 192.168.0.2 renote-as 1
nei ghbor 192.168.0.2 fall-over bfd
!
address-famly ipv4
redi stribute connected
redistribute static
nei ghbor 192.168.0.1 activate
nei ghbor 192.168.0.2 activate
exit-address-famly

R6-AGGR2H: i

host nane R6- LAN2

|
interface LoopbackO

i p address 10.0.6.1 255. 255. 255. 255
|
interface Ethernet0/0

i p address 192.168. 0.6 255.255.255.0
bfd interval 50 min_rx 50 multiplier 5
|
interface Ethernet0O/1

i p address 192.168. 1.6 255.255.255.0
standby 1 ip 192.168. 1. 254

standby 1 priority 200

|

router bgp 1

bgp | og- nei ghbor - changes

nei ghbor 192.168.0.1 renote-as 1

nei ghbor 192.168.0.1 fall-over bfd
nei ghbor 192.168.0.2 renote-as 1

nei ghbor 192.168.0.2 fall-over bfd

|

address-fanily ipv4

redi stribute connected

redistribute static

nei ghbor 192.168.0.1 activate

nei ghbor 192.168.0.2 activate
exit-address-fanly



R7-HOSTEI® ( #ELZMEZHRHOST )

host name R7- HOST
|

no aaa new nodel
|

interface Ethernet0/0

i p address 192.168. 1.7 255.255.255.0
|

iproute 0.0.0.0 0.0.0.0 192.168.1.254
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http://www.cisco.com/en/US/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/15-2mt/sec-flex-spoke.html
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