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#gener ate key
openssl genrsa -des3 -out ca.key 2048

#generate CSR
openssl req -new -key ca. key -out ca.csr

#renove protection
cp ca. key ca. key.org


https://tools.cisco.com/bugsearch/bug/CSCui44783

openssl rsa -in ca.key.org -out ca.key

#sel f sign certificate
openssl x509 -req -days 365 -in ca.csr -signkey ca.key -out ca.crt
-extensions v3_req -extfile conf_global.crt

conf_global.crt2 Bt & X . CADHLAIRENTRUE:

[ req ]

default_bits = 1024 # Size of keys

defaul t _nd = md5 # nessage digest algorithm
string_mask = nonbstr # permtted characters
#string_nask = pki x # permtted characters

di stingui shed_nane = req_di sti ngui shed_nane

reg_extensi ons = v3_req

[ v3_req ]

basi cConstraints = CA:TRUE

subj ect Keyl denti fi er = hash

4 BRAE BB 5 Cisco IOSE 4 FAndroidEE ML, A RFIBRIREECARTZEBIUES :

#gener ate key
openssl genrsa -des3 -out server.key 2048

#generate CSR
openssl req -new -key server.key -out server.csr

#renove protection
cp server. key server.key.org
openssl rsa -in server.key.org -out server.Kkey

#sign the cert and add Al ternate Subject Nane extension from

conf_global _cert.crt file with configuration

openssl x509 -req -in server.csr -CA ca.crt -CAkey ca. key -CAcreateseri al
-out server.crt -days 365 -extensions v3_req -extfile conf_global_cert.crt

#create pfx file containig CA cert and server cert
openssl pkcsl2 -export -out server.pfx -inkey server.key -in server.crt
-certfile ca.crt

conf_global_cert.crt2 B EX ., “RRAFBER IR ERE. EARHIHF , CAY BIRENFALSE:

[ req ]

default_bits = 1024 # Size of keys

defaul t _nd = nd5 # message digest algorithm
string_mask = nonbstr # permtted characters
#string_nask = pki x # permtted characters

di stingui shed_nane = req_di sti ngui shed_nane

req_ext ensi ons =v3_ req

[ v3_req ]

basi cConstraints = CA:FALSE

subj ect Keyl denti fi er = hash

subjectAltName = @l t_nanes

[al t _nanes]
IP. 1 10.48.64.15

M A Cisco |OSE 4 FAndroid & FRAE$ .

IPith31£10.48.64.15& T Cisco IOSE#FM X, FCisco IOSHHAERIEFAT , FHMR



subjectAltNamei& iE 7 10.48.64.15, Android3&if MCisco IOSE R HIE B H =R TE
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Cisco 10S ¥4

Cisco IOSHHEFEENE TRSANE TEAPH B RIE R EWIESR,
A LS A Cisco |IOSERHHIpfx X ( pkcs12B 88 ) -

BSAN- 2900- 1(confi g)# crypto pki import TP pkcsl2
http://10.10.10.1/server.pfx password 123456

% | mporting pkcsl2...

Source filenane [server.pfx]?

CRYPTO PKI: Inported PKCS12 file successfully.

{# Fishow crypto pki certificates verbosefs S iIf S AR BRI :

BSAN- 2900- 1# show crypto pki certificates verbose
Certificate
Status: Available
Version: 3
Certificate Serial Nunber (hex): O00A003C5DCDEFA146C
Certificate Usage: Ceneral Purpose
| ssuer:
cn=Ci sco
ou=Ci sco TAC
0=Ci sco
| =Kr akow
st =Mal opol ski e
c=PL
Subject:
Name: IOS
IP Address: 10.48.64.15
cn=I0S
ou=TAC
o=Cisco
l=Krakow
st=Malopolska
c=PL
Validity Date:
start date: 18:04:09 UTC Aug 1 2013
end date: 18:04:09 UTC Aug 1 2014
Subj ect Key Info:
Public Key Al gorithm rsaEncryption
RSA Public Key: (2048 bit)
Signature Algorithm SHAL with RSA Encryption
Fi ngerprint MD5: 2CA5BF10 OBACB98D 444F5804 1DC27ECF
Fi ngerprint SHAl: 26B66A66 DFS5E7D6F 498DD653 A2Cl164D7 4C7A7F8F
X509v3 ext ensi ons:
X509v3 Subject Key ID: AD598A9B 8AB6893B AB3CB8B9 28B2039C 78441E72
X509v3 Basi ¢ Constraints:
CA: FALSE
X509v3 Subject Alternative Name:

10.48.64.15
Authority Info Access:
Associ ated Trustpoints: TP
Storage: nvram Ci sco#146C. cer



Key Label: TP
Key storage device: private config

CA Certificate
Status: Avail able
Version: 3
Certificate Serial Number (hex): OODCS8EADO8723DF56A
Certificate Usage: Ceneral Purpose
| ssuer:
cn=Ci sco
ou=Ci sco TAC
0=Ci sco
| =Kr akow
st =Mal opol ski e
c=PL
Subj ect :
cn=Ci sco
ou=Ci sco TAC
0=Ci sco
| =Kr akow
st =Mal opol ski e
c=PL
Validity Date:
start date: 16:39:55 UTC Jul 23 2013
end date: 16:39:55 UTC Jul 23 2014
Subj ect Key Info:
Public Key Algorithm rsaEncryption
RSA Public Key: (2048 bit)
Signature Algorithm SHAL with RSA Encryption
Fi ngerprint MD5: 0A2432DC 33FODC46 AAB23E26 ED474B7E
Fi ngerprint SHAl: A50E3892 ED5C4542 FA7FF584 DEO7B6EO 654A62D0
X509v3 ext ensi ons:
X509v3 Subj ect Key ID: 786F263C OF5A1963 D6AD18F8 86DCE7C9 0185911E
X509v3 Basi ¢ Constraints:
CA: TRUE
Authority Info Access:
Associ ated Trustpoints: TP
St orage: nvram Ci sco#F56ACA. cer

BSAN- 2900- 1#show ip int brief

Interface | P- Addr ess OK? Met hod St at us Pr ot ocol
GigabitEthernet0/0 10.48.64.15 YES NVRAM up up
Android

N TFETEAPH FHRIE , Andorid R EZ R EBEHCAIEB,
NFEFRSAN S HRIE , AndoridE E[E it ZECAILER M B S WiEH,
SRR B IMA R FEFHMES

1. B B FEpHE KU , REFEITH.

2. 1R R pfx ST B fE A Y 225



Extract certificate

Enter the password to extract the certificates

3. RS AREBHAR,



Name the certificate

Certificate name:

Credential use:
VPN and apps

The package contains
One UsSer Key
One u ertificate

one CA certificate

Cancel

4. SMERE > RE > IREXEUARITERRE, MIBPNEREAFLEMED



a Ak

Trusted credentials

Cisco

teat , FRZERAFIEBMCAILES. pkXHREE R FIEHMCAILES M pkes128 25,

AndroidES AIEBITEBHESR, flan , EXIIS ACAILEP , AndroidERFFx509v3T B EARLA R
CARENTRUE, HIt , YEEFKCASRFEABCOHCAR , MARITHEFEEFHENSYLE :

pl uton customca # openssl x509 -in ca.crt -text
Certificate:
Dat a&col on;
Version: 3 (0x2)
Serial Nunber:
dc: 8e: ad: 98: 72: 3d: f 5: 6a
Signature Al gorithm shalWthRSAEncryption
| ssuer: C=PL, ST=Mal opol skie, L=Krakow, O=Ci sco, OU=Ci sco TAC, CN=Ci sco
..... out put omtted>

X509v3 Basic Constraints:
CA:TRUE

..... out put omtted>
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AFEAPEHARIEM Cisco IOSE 4 &l B
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(AAA) RS 88 & ixRadius-RequestiH & , FEE R (Android) M & A1 IEARSSES ( 7RI RS 85
[ACSISRISE ) =2 [ E I EAP-MD54 i,

I ITEAP-MD5 & 3 3iE /& ( #1Radius-AcceptiB B FTR ) , Cisco IOSH #1F At B X [P
HEHEE BB P um AR TR B IR IR BRI

EEE , Android2 ZIXIKEID=cisco ( Z0ELE ) » Cisco IOSE# LK EIH IIKEID S ‘ikev2lil B XX
#PROF’EH

aaa new node
aaa authentication |login eap-list-radius group radius
aaa aut horization network | KE2_AUTHOR LOCAL | ocal

crypto pki trustpoint TP
revocati on-check none

crypto i kev2 authorization policy | KE2_AUTHOR _PQOLI CY
pool POOL

|

crypto i kev2 proposal ikev2-proposa
encryption aes-cbhc-128

integrity shal

group 14

|

crypto i kev2 policy ikev2-policy

proposal ikev2-proposa

|

!

crypto ikev2 profile PROF

match identity remote key-id cisco

aut henti cati on remote eap query-identity
aut henticati on local rsa-sig

pki trustpoint TP

aaa authentication eap eap-list-radius
aaa aut horization group eap |ist | KE2_AUTHOR _LOCAL | KE2_AUTHOR _PQOLI CY
aaa aut hori zation user eap cached
virtual -tenplate 1

crypto i psec transform set 3DES-MD5 esp-aes esp-sha- hmac
node tunne

!

crypto i psec profile PROF

set transformset 3DES- MD5

set ikev2-profile PROF

interface G gabitEthernet0/0
i p address 10.48. 64. 15 255. 255. 255. 128

interface Virtual - Tenpl atel type tunnel



i p unnunbered G gabitEthernet0/0
tunnel node ipsec ipv4
tunnel protection ipsec profile PROF

ip local pool POOL 192.168.0.1 192.168.0.10

radi us- server host 10.48.66.185 key Cisco
EAP &3 5 iE B9 Android B il
Android strongSwan 24 7R Bt EEAP:
1. ZEREMIERIERE ; BN , ERE=THEESHRIE1001HEZCERT_REQ,

2. GFEEE—SFFANKFEILR(CARFBNEBNEAAARS SR LHMEE.

=
{ B losvpn SAVE  CANCEL

losvpn

10.48.64.15
Type
IKEv2 EAP (Username/Password)

Usarmame

CISCO

Fazsword

CA certificate

Select automatically

Cisco

LISCD

EAP 5 13 3 1F i,



#Cisco IOSEfFH , REREAPE O RIINGEZR . N THERBEL , KASHRMHCEM

debug crypto ikev2 error
debug crypto ikev2 interna
debug radi us authentication
debug radi us verbose

I KEv2: New i kev2 sa request admtted

I KEv2: (SA ID = 1): Searching policy based on peer's identity 'cisco' of type
'FQDN'

I KEv2: (1): Choosing IKE profile PROF

| KEv2: Sending certificates as X509 certificates

RADI US(00000025): Send Access-Request to 10.48.66.185:1645 id 1645/4,1en 110
RADI US: Received fromid 1645/4 10.48. 66. 185: 1645, Access-Challenge, len 79
RADI US(00000025): Send Access-Request to 10.48.66.185:1645 id 1645/5,1en 141
RADI US: Received fromid 1645/5 10.48. 66. 185: 1645, Access-Chall enge, |en 100
RADI US(00000025): Send Access-Request to 10.48.66.185:1645 id 1645/6,1 en 155
RADI US: Received fromid 1645/6 10.48. 66.185: 1645, Access-Accept, len 76

IKEV2: (SA ID = 1):SM Trace-> SA. | _SPlI =AABAB198FACAAEDE R _SPI =D61F37C4DC875001
(R) Msgl D = 00000004 CurState: R PROC EAP_RESP Event: EV_RECV_EAP_SUCCESS

| KEv2: | KEv2 | ocal AAA author request for 'IKE2_AUTHOR PQOLI CY
| KEv2: Recei ved group author attributes: ipv4-pool: POOL, route-accept any tag:1
di stance: 1
| KEv2: Al |l ocated addr 192.168.0.2 from |l ocal pool POOL
I KEV2: (SA ID = 1):SM Trace-> SA. | _SPlI =AABAB198FACAAEDE R _SPI =D61F37C4DC875001
(R Msgl D = 00000005 CurState: R VERI FY_AUTH Event:

EV_OK_RECD_VERIFY IPSEC_POLICY
%.1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Virtual-Accessl, changed state
to up

AndroidBEE R :

OO[DWMN] Starting | KE charon daenmon (strongSwan 5. 1. 0dr2

Li nux 3.4.0-perf-gf43c3d9, armv7l)

O0O[ KNL] kernel -netlink plugin mght require CAP_NET_ADM N capability

00[ LI B] | oaded pl ugins: androidbridge charon android-1og openssl fips-prf
random nonce pubkey pkcsl pkcs8 pem xcbc hnac socket-default kernel-netlink
00[LIB] unable to load 9 plugin features (9 due to unnmet dependenci es)

00[ JOB] spawni ng 16 worker threads

13[ I KE] initiating IKE_SA android[l] to 10.48.64.15

13[ ENC] generating I|KE_SA INIT request O [ SA KE No N(NATD_S_|IP) N(NATD_D_ I P) ]
13[ NET] sendi ng packet: from 10.147.24.153[45581] to 10.48. 64. 15[ 500]

(648 bytes)

11[ NET] received packet: from 10.48.64.15[500] to 10.147.24. 153[ 45581]

(497 bytes)

11[ENC] parsed IKE_SA INT response O [ SA KE No VV N(NATD_S_IP) N(NATD D I P)
CERTREQ N(HTTP_CERT_LOOK) ]

11[ ENC] recei ved unknown vendor |D:

43:49: 53: 43: 4f: 2d: 44: 45: 4c: 45: 54: 45: 2d: 52: 45: 41: 53: 4f : 4e

11[ ENC] recei ved unknown vendor |D:

46: 4c: 45: 58: 56: 50: 4e: 2d: 53: 55: 50: 50: 4f : 52: 54: 45: 44

11[ 1 KE] faking NAT situation to enforce UDP encapsul ation

11[ I KE] cert payl oad ANY not supported - ignored

11[ | KE] sending cert request for "C=PL, ST=Malopolskie, L=Krakow, O=Cisco,
OU=Cisco TAC, CN=Cisco"

11[ I KE] establishing CH LD_SA android

11[ ENC] generating IKE_AUTH request 1 [ | D N(I N T_CONTACT) CERTREQ
CP(ADDR ADDR6 DNS DNS6) N(ESP_TFC PAD N) SA TSi TSr N MOBI KE_SUP)



11[ NET] sendi ng packet: from 10.147.24.153[ 35564] to 10.48. 64. 15[ 4500]
(508 byt es)

10[ NET] received packet: from 10.48.64.15[4500] to 10.147.24. 153[ 35564]
(1292 bytes)

10[ ENC] parsed | KE_AUTH response 1 [ V IDr CERT AUTH EAP/REQ I D ]

10[ | KE] received end entity cert "C=PL, ST=Malopolska, L=Krakow, O=Cisco,
OU=TAC, CN=IOS"

10[CFG wusing certificate "C=PL, ST=Mal opol ska, L=Krakow, O=C sco, OU=TAC,
CN=I Os"

10[CFG wusing trusted ca certificate "C=PL, ST=Mal opol ski e, L=Krakow, O=Ci sco,
OU=Ci sco TAC, CN=Ci sco"

10[ CFG reached self-signed root ca with a path length of 0

10[ | KE] authentication of '10.48.64.15' with RSA signature successful

10[ | KE] server requested EAP_IDENTITY (id Ox3B), sending 'cisco'

10[ ENC] generating | KE_AUTH request 2 [ EAP/RES/ID ]

10[ NET] sendi ng packet: from 10.147.24.153[ 35564] to 10.48. 64. 15[ 4500]
(76 bytes)

09[ NET] received packet: from 10.48. 64. 15[ 4500] to 10.147.24. 153[ 35564]
(76 bytes)

09[ ENC] parsed | KE_AUTH response 2 [ EAP/ REQ TLS ]

09[ | KE] server requested EAP_TLS authentication (id 0x59)

09[ | KE] EAP method not supported, sending EAP_NAK

09[ ENC] generating | KE_AUTH request 3 [ EAP/ RES/ NAK ]

09[ NET] sending packet: from 10.147.24.153[35564] to 10.48. 64. 15[ 4500]
(76 bytes)

O8[ NET] received packet: from 10.48. 64. 15[ 4500] to 10.147.24. 153[ 35564]
(92 bytes)

08[ ENC] parsed | KE_AUTH response 3 [ EAP/ REQ MD5 ]

08[ | KE] server requested EAP_MD5 authentication (i d Ox5A)

O08[ ENC] generating | KE_AUTH request 4 [ EAP/ RES/ MD5 ]

O08[ NET] sending packet: from 10.147.24.153[35564] to 10.48. 64. 15[ 4500]
(92 bytes)

07[ NET] received packet: from 10.48. 64. 15[ 4500] to 10.147.24. 153[ 35564]
(76 bytes)

07[ ENC] parsed | KE_AUTH response 4 [ EAP/ SUCC ]

07[ 1 KE] EAP method EAP_MD5 succeeded, no MSK established

07[ 1 KE] authentication of 'cisco' (myself) with EAP

O07[ ENC] generating | KE_AUTH request 5 [ AUTH ]

07[ NET] sending packet: from 10.147.24.153[35564] to 10.48. 64. 15[ 4500]
(92 bytes)

06[ NET] received packet: from 10.48. 64. 15[ 4500] to 10.147.24. 153[ 35564]
(236 bytes)

06[ ENC] parsed | KE_AUTH response 5 [ AUTH CP(ADDR) SA TSi TSr N(SET_W NSI ZE)
N(ESP_TFC_PAD_N) N(NON_FI RST_FRAG 1

06[ | KE] authentication of '10.48.64.15' with EAP successful

06[ | KE] IKE_SA android[l] established between
10.147.24.153[cisco]...10.48.64.15[10.48.64.15]

06[ | KE] scheduling rekeying in 35421s

06[ | KE] maxi mum I KE_SA lifetime 36021s

06[ | KE] installing new virtual IP 192.168.0.1

06[ | KE] received ESP_TFC PADDI NG _NOT_SUPPORTED, not using ESPv3 TFC paddi ng
06[ | KE] CHI LD_SA androi d{1} established with SPIs c776cb4f i ea27f072_o and
TS 192.168.0.1/32 === 0.0.0.0/0

06 DMN] setting up TUN device for CH LD_SA androi d{1}

06[ DWN] successfully created TUN device

I R B TR AA I Cisco IOSERAFRVIRA -

BSAN- 2900- 1#show crypto session detail
Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation



X - I KE Extended Authentication, F - |KE Fragnentation

Interface: Virtual - Accessl
Uptime: 00:02: 12
Sessi on status: UP-ACTI VE
Peer: 10.147.24.153 port 60511 fvrf: (none) ivrf: (none)
Phasel_id: cisco
Desc: (none)
| KEv2 SA: |ocal 10.48.64.15/4500 renote 10.147.24.153/ 60511 Active
Capabilities:NX connid:1 lifetime:23:57: 48
| PSEC FLOW permit ip 0.0.0.0/0.0.0.0 host 192.168.0.2
Active SAs: 2, origin: crypto nap
I nbound:  #pkts dec'ed 40 drop O life (KB/ Sec) 4351537/ 3468
CQut bound: #pkts enc'ed 5 drop O life (KB/ Sec) 4351542/ 3468

BSAN- 2900- 1#show crypto ikev2 sa detailed
I Pv4d Crypto | KEv2 SA

Tunnel -id Local Renot e fvrflivrf
1 10. 48. 64. 15/ 4500 10. 147. 24. 153/ 60511 none/ none

St at us
READY

Encr: AES-CBC, keysize: 128, Hash: SHA96, DH G p: 14, Auth sign: RSA,

Auth verify: EAP
Life/ Active Tine: 86400/ 137 sec
CE id: 1002, Session-id: 2
Status Description: Negotiation done
Local spi: D61F37C4DC875001 Renot e spi: AABAB198FACAAEDE
Local id: 10.48.64.15
Renote id: cisco
Renote EAP id: cisco

Local req nsg id: O Renote req nsg id: 6
Local next nsg id: O Renote next msg id: 6
Local req queued: O Renote req queued: 6
Local wi ndow: 5 Renot e wi ndow. 1

DPD configured for 0 seconds, retry O
Fragnent ati on not configured.

Ext ended Aut hentication configured.
NAT-T is detected outside

Cisco Trust Security SGT is disabled
Assigned host addr: 192.168.0.2
Initiator of SA: No

TERERT WA IEAndroid ERYIRA -



laal Saving screenshot..

ﬁ ADD VPN PROFILE

Status: Connected
Profile: iosvpn

Disconnect




n: iosvpn
. 00:02:48

16442 bytes / 73 packets
500 bytes / 5 packets

Disconnect Configure

RSAS 3 HiE

HFRSAE BRIER Cisco |IOSH 4Bl i

fERivest-Shamir-Adleman(RSA) & 3 3 IE & , Android &3 E# LA[E] Cisco |I0SE #4317 & 17 3830 .
it , FENZREACISEKEVEEX NIRRT, AFEAPEHRIEFTEHSEN,

U RUMAHNZEENFEIRERSAH BT RA]

crypto pki certificate map CERT_MAP 10
subj ect - name co androi d

crypto i kev2 profile PROF
mat ch certificate CERT_MAP
aut henticati on remote rsa-sig



aut henticati on local rsa-sig

pki trustpoint TP

aaa aut horization group cert list |KE2_AUTHOR LOCAL | KE2_AUTHOR PCLI CY
virtual -tenplate 1

RSA & 121 B9 Android &t il

RPFEIEEWAPIESER

\ E iosvpn SAVE  CANCEL

losvpn
.

' . e
Ll EwWady

10.48.64.15

IKEvZ Certificate

User certificate

CA certificate:

Select automatically

Cisco

LISCO

RSAS 31 UE A i

#Cisco IOSH#AH , XERRSASHRIIMNFEZR X, N THEBEN , ASHHMHCEH

debug crypto ikev2 error
debug crypto ikev2 internal
debug crypto pki transactions



debug crypto pki validation
debug crypto pki nessages

I KEv2: New i kev2 sa request admitted

I KEv2: (SA I D = 1): Searching policy based on peer's identity 'cn=android,ou=TAC,
o=Cisco, 1=Krakow, st=Malopolska,c=PL' of type 'DER ASNl1l DN’

| KEv2: (1): Choosing IKE profile PROF

| KEv2: Sending certificates as X509 certificates

I KEv2: (SA ID = 1): Peer's authentication nmethod is ' RSA

| KEv2: Peer has sent X509 certificates

CRYPTO _PKI: Found a issuer match

CRYPTO PKI: (9000B) Certificate is verified

CRYPTO_PKI: (9000B) Certificate validation succeeded

IKEv2: (SAID = 1):[Crypto Engine -> I KEv2] Verification of signed
aut henti cati on data PASSED

| KEv2: | KEv2 | ocal AAA author request for 'IKE2_AUTHOR PCLI CY'

| KEv2: Recei ved group author attributes: ipv4-pool: POOL, route-accept any tag:1
di stance: 1

| KEv2: Al | ocated addr 192.168.0.3 from |l ocal pool POOL

I KEv2: (SA ID = 1): SM Trace-> SA: | _SPI =E53A57E359A8437C R_SPI =A03D273FC75EEBD9
(R) Msgl D = 00000001 CurState: R VERI FY_AUTH Event:

EV_OK_RECD_VERIFY_ IPSEC_POLICY

%.1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Virtual-Accessl, changed state
to up

AndroidBEE R :

OO[DWMN] Starting | KE charon daenmon (strongSwan 5. 1. 0dr 2,

Li nux 3.4.0-perf-gf43c3d9, armv7l)

00[ KNL] kernel -netlink plugin mght require CAP_NET_ADM N capability

00[ LI B] | oaded pl ugins: androidbridge charon android-1og openssl fips-prf
random nonce pubkey pkcsl pkcs8 pem xcbc hmac socket - def aul t

00[LIB] unable to load 9 plugin features (9 due to unmet dependenci es)
00[JOB] spawni ng 16 worker threads

O5[ CFG | oaded user certificate 'C=PL, ST=Mal opol ska, L=Krakow, O=Ci sco,
OU=TAC, CN=android' and private key

O5[ CFG | oaded CA certificate ' C=PL, ST=Mal opol ski e, L=Krakow, O=Ci sco,
OU=Ci sco TAC, CN=Ci sco'

O5[ I KE] initiating IKE_SA android[4] to 10.48.64.15

O5[ ENC] generating IKE_SA INIT request O [ SA KE No N(NATD_S IP) N(NATD D I P) ]
O5[ NET] sending packet: from 10.147.24.153[34697] to 10.48. 64. 15[ 500]

(648 bytes)

10[ NET] received packet: from 10.48.64.15[500] to 10.147.24.153[ 34697]
(497 bytes)

10[ ENC] parsed IKE_SA INIT response O [ SA KE No V V N(NATD_S I P) N(NATD_D_I P)
CERTREQ N(HTTP_CERT_LOOK) ]

10[ ENC] received unknown vendor |D:

43: 49:53: 43: 4f : 2d: 44: 45: 4c: 45: 54: 45: 2d: 52: 45: 41: 53: 4f : 4e

10[ ENC] received unknown vendor |D:

46: 4c: 45: 58: 56: 50: 4e: 2d: 53: 55: 50: 50: 4f : 52: 54: 45: 44

10[ I KE] faking NAT situation to enforce UDP encapsul ation

10[ I KE] cert payl oad ANY not supported - ignored

10[ | KE] sending cert request for "C=PL, ST=Malopolskie, L=Krakow, O=Cisco,
OU=Cisco TAC, CN=Cisco"

10[ | KE] authentication of 'C=PL, ST=Mal opol ska, L=Krakow, O=C sco, OU=TAC,
CN=android'" (nyself) wi th RSA signature successful

10[ I KE] sending end entity cert "C=PL, ST=Mal opol ska, L=Krakow, O=Ci sco,
OU=TAC, CN=androi d"

10[ | KE] establishing CH LD _SA android

10[ ENC] generating | KE_AUTH request 1 [ I Di CERT N(IN T_CONTACT) CERTREQ
AUTH CP( ADDR ADDR6 DNS DNS6) N(ESP_TFC PAD_N) SA



10[ NET] sendi ng packet: from 10. 147.24. 153[ 44527] to 10. 48. 64. 15[ 4500]
(1788 bytes)

12[ NET] received packet: from 10.48.64.15[4500] to 10.147.24. 153[ 44527]
(1420 bytes)

12[ ENC] parsed | KE_AUTH response 1 [ V IDr CERT AUTH CP(ADDR) SA TSI TSr
N(SET_W NSI ZE) N(ESP_TFC_PAD_N) N(NON_FI RST_FRAG

12[ | KE] received end entity cert "C=PL, ST=Malopolska, L=Krakow, O=Cisco,
OU=TAC, CN=IOS"

12[CFG wusing certificate "C=PL, ST=Mal opol ska, L=Krakow, O=C sco, OU=TAC,
CN=I Os"

12[CFG wusing trusted ca certificate "C=PL, ST=Mal opol ski e, L=Krakow, O=Ci sco,
OU=Ci sco TAC, CN=Ci sco"

12[ CFG reached self-signed root ca with a path length of 0

12[ | KE] authentication of '10.48.64.15' with RSA signature successful

12[ I KE] IKE_SA android[4] established between 10.147.24.153[C=PL,
ST=Malopolska, L=Krakow, O=Cisco, OU=TAC,
CN=android]...10.48.64.15[10.48.64.15]

12[ I KE] schedul i ng rekeying in 35413s

12[ I KE] maxi mum | KE_SA lifetinme 36013s

12[ 1 KE] installing new virtual IP 192.168.0.3

12[ I KE] received ESP_TFC_PADDI NG NOT_SUPPCRTED, not using ESPv3 TFC paddi ng
12[ I KE] CHI LD_SA androi d{4} established with SPIs ecb3af87_i b2279175_ o and
TS 192.168.0.3/32 === 0.0.0.0/0

12[ DMN] setting up TUN device for CH LD _SA androi d{ 4}

12[ DM\] successfully created TUN device

ECisco I0SH#4H , RSARHTZEMEIL ; £LE—1g5E+ , EAPHTRIL :

BSAN- 2900- 1#show crypto ikev2 sa detailed
I Pv4 Crypto I KEv2 SA

Tunnel -id Local Renot e fvrf/ivrf St at us
1 10. 48. 64. 15/ 4500 10. 147. 24. 153/ 44527 none/ none READY
Encr: AES-CBC, keysize: 128, Hash: SHA96, DH Grp: 14, Auth sign: RSA,

Auth verify: RSA
Life/ Active Tine: 86400/16 sec
CE id: 1010, Session-id: 3
Status Description: Negotiation done
Local spi: A03D273FC75EEBD9 Renot e spi: E53A57E359A8437C
Local id: 10.48.64.15
Renot e id: cn=androi d, ou=TAC, 0=Ci sco, | =Kr akow, st =Mal opol ska, c=PL

Local req msg id: O Renote req nmsg id: 2
Local next msg id: O Renote next nmsg id: 2
Local req queued: O Renote req queued: 2
Local wi ndow. 5 Renot e wi ndow. 1

DPD configured for 0 seconds, retry O
Fragnentati on not configured.

Ext ended Aut hentication not configured.
NAT-T is detected outside

Cisco Trust Security SGT is disabled
Assi gned host addr: 192.168.0.3
Initiator of SA: No

Android EFSIRASRIES E— NP RIRSEIESEEL,

NATH EBIVPNR % — strongSwan#M Cisco |I0SH 4+ PR &l
I 7RI B2 #R T StrongSwanil B E I R &l

1% Cisco IOSEHFVPNMXIPth it MN172.16.1. 188255 #: 9 10.147.25.80, EAEAPS BRI,



wlan0: 10.147.24.153 |
GO/0: 172.16.1.1

105 G0/0: 10.147.25.80 Ao
{0: 30,1472 Strongswan

MNAT

%4\, RigCisco IOSHHIEH EH172.16.1.17110.147.25.80M £ A & & A B o

R Ih# TEAP B IIE/E , Android S ITIRIE , H =X 7ESubject Alternative Name¥ BH &K
AndroidBt & (10.147.25.80)F £ A XS FRRI IPH 31k, J0UE KK :



SEND LOG FILE

SRR

m

constraint check failed: identity '10.147.25.80" required
REWERENAndroid R IRIE — N EBE R BT R(172.16.1.1),

I , RiRCisco IOSHHIEHETERABMFERMMbit , BIRFHER : 10.147.25.807

172.16.1.1, AndroidZE I E) % = M 42 s Y IKEID(IKEIDRVPNRI 3% (172.16.1.1) # 1P #e 1k )i 1 4T
IS



SEND LOG FILE

nE, AZER

no trusted RSA public key found for '172.16.1.1

H itk , HAndroid R HIKEIDEY , ERERFTBZAEMPERKIKEID , A BRBEERAE — MNPt

o

X . EEAPBHRIIEA | Cisco IOSE M KIZMIKEID2ERIARIPHLE, TERSAE B IRIEAH
, IKEID2ZRIAMIEB DN, 5 Fikev2EL & 344 T Widentitydn & F 30 B BUX LE1E,

Wrir

BLE R M T RIEMN AT R,



T BB BR

B RENEETATHEE#THELERR.

strongSwan CA%ZCERT_REQ

YstrongSwan EHIERIRE N B5ER ( BN ) B, Android& X3ACERT_REQ , AFE£=1%1E
SHHARMFE PN EZETIER, Cisco IOSRHAIEELAERIZER , BN TFHAREIEHFERIR
BRI RS W

*Jul 15 07:54:13: IKEv2:number of cert req exceeds the reasonable limit (100)

DVTI LB B&IEIR

SAREELUBEZEONVTYLRERERIEEEN , BETHEE, REBERWTSEDS
VTI(DVTHF :

interface Virtual - Tenpl atel type tunnel
i p unnunbered G gabitEthernet0/0
tunnel source GigabitEthernet0/0
tunnel node ipsec ipv4

tunnel protection ipsec profile PROF

SRR , 1RCisco IOSBHAZHIBMNEL R =ENEMNLRED , E2REHEIR

*Aug 1 13:34:22 | KEv2: All ocated addr 192.168.0.9 from | ocal pool POCL

*Aug 1 13:34:22 |KEV2: (SA ID = 1):Set received config node data

*Aug 1 13:34:22 | KEv2: % DVTl create request sent for profile PROF with PSH
index 1

*Aug 1 13:34:22 | KEv2: Failed to process KMI delete SA message with error 4
*Aug 1 13:34:24 | KEv2: Got a packet from di spatcher

*Aug 1 13:34:24 | KEv2: Processing an itemoff the pak queue

*Aug 1 13:34:24 | KEv2: Negotiation context |ocked currently in use

HWERERYE , Cisco |IOSE I B3R B Android I EFZ MK IKE_AUTH, ZBIESHEF

Cisco |OSH #4551 1118 58 1§ R

- Cisco Bug ID CSCui46418 , “IOS lkev2 ip address sent as identity for RSA authentication”s

WBug T RAE , REstrongSwanfEiE A EHKIKEIDUR TR BEFE R ERNETTRZAEN
( IPH#E3E ) o

- Cisco Bug ID CSCui44976 , “I0OS PKI4E iRt & 7R 7 X509v3 R EBE A A,
&%iﬁ%ﬁ%%¢ﬁ%¢mﬂﬁﬁ,?%kiﬂﬁwo&Lm F— NPt , BXFLE
WERHER. BMEREREH ERLE,

- Cisco Bug ID CSCui44783 , “IOS ENH PKI cability to generate CSR with subject-alt-name
extension”,

- Cisco Bug ID CSCui44335 , “ASA ENH Certificate x509 extensions displayed”,


https://tools.cisco.com/bugsearch/bug/CSCui46418
https://tools.cisco.com/bugsearch/bug/CSCui44976
https://tools.cisco.com/bugsearch/bug/CSCui44783
https://tools.cisco.com/bugsearch/bug/CSCui44335

HXRfER

. Cisco I0S 15.3 VPNEL B 5

. Cisco 10S 15.3m 55

. BRHOS Flex VPNE B 15

- HEARZIFEN A - Cisco Systems



//www.cisco.com/en/US/partner/docs/ios-xml/ios/sec_conn_ikevpn/configuration/15-mt/sec-cert-isakmp-map.html
//www.cisco.com/en/US/partner/docs/ios-xml/ios/security/a1/sec-cr-c1.html
//www.cisco.com/en/US/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/15-mt/sec-intro-ikev2-flex.html
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