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B (BGP)KIFlexVPN, BREZBIFBGPSFIexVPNE AR , RN ECAFBERFT B,

SR ELEER — P & IFIKEVI(DMVPN)RIIKEV2(FlexVPN)&iE, X RATESE M
Cisco |OShRAH = A 8238,

IXER

XRIFEEANEE , ERNEENHIARTFIKEVIFIKEV2H B , LR FAANMER IPseci A %
B3 (GRE)# 1T AR FRIHESR

AR NEBEMZEXBENFAEERDILISAKMP)MIKEV2E BRI HXERABRARE E R

o

crypto keyring DWPN_I KEvl
pre-shared-key address 0.0.0.0 0.0.0.0 key cisco



crypto | oggi ng session

crypto i kev2 keyring Fl ex_key
peer Spokes

address 0.0.0.0 0.0.0.0
pre-shared-key | ocal cisco
pre-shared-key renote cisco

crypto i kev2 profile Flex_| KEv2

match identity renote address 0.0.0.0

aut hentication renote pre-share

aut hentication | ocal pre-share

keyring | ocal Flex_key

aaa aut horization group psk list default default
virtual -tenplate 1

crypto i kev2 dpd 30 5 on-denand

crypto i saknmp policy 10
encr aes
aut henti cation pre-share

crypto i saknp keepalive 30 5

crypto i saknp profile DWPN_I KEvl
keyring DMWPN_I KEv1
match identity address 0.0.0.0

crypto i psec transformset |KEvl esp-aes esp-sha-hmac
node transport

crypto i psec profile DWPN_I KEvl
set transformset |KEvl
set isaknp-profile DWPN_I KEvl

crypto ipsec profile default
set ikev2-profile Flex_|KEv2

interface TunnelO
desci pti on DWPN t unne
i p address 10.0.0.101 255. 255. 255.0
no ip redirects
ip ntu 1400
ip nhrp map 10.0.0.1 172.25.1.1
ip nhrp map multicast 172.25.1.1
ip nhrp network-id 1
ip nhrp holdtime 900
ip nhrp nhs 10.0.0.1
ip nhrp shortcut
ip tcp adjust-mss 1360
tunnel source Ethernet0/0
tunnel node gre multi point
tunnel key 0
tunnel protection ipsec profile DMVPN_ IKEvl isakmp-profile DMVPN_IKEvl

interface Tunnell
description Fl exVPN spoke-to-hub tunnel
i p address negoti at ed
ip ntu 1400
ip nhrp network-id 2
ip nhrp shortcut virtual-tenplate 1
ip nhrp redirect



ip tcp adjust-mss 1360

tunnel source Ethernet0/0

tunnel destination 172.25.1.1

tunnel protection ipsec profile default ikev2-profile Flex IKEv2

interface Virtual - Tenpl atel type tunnel

description Fl exVPN spoke-to-spoke

i p unnunbered Ethernetl/0

ip ntu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-tenplate 1

ip nhrp redirect

ip tcp adjust-mss 1360

tunnel protection ipsec profile default ikev2-profile Flex_|IKEv2

Cisco |IOSkRA~15.3 A T B ERRE R EL B H HIKEV2HISAKMPELE X R EE —i2. X5
H—EREER—E , AFIKEVIFIKEV2EF — 18 % LEIZETT,

B FCisco IOSIEE15.3 2 BIARAF B EXH ( IKEVISRIKEV2 ) AR , eSS T —L&8E | 4
WIKEVEE X EF4k & 2 2IKEV2E1ER . IKER % %iﬂ&gﬂ%%x#é&% MA 2B FHCLISEI
MEORR,

#Cisco IOSHRAM B — MNARR AP EZH, X2L4EN , BIDMVPNFFlexVPNAEAHERA
REOMMERR B FrIPHit, FLERT GREF&JLE_%,HHLEFH@B/\Rﬁ_?ﬁuﬂ%ﬁﬁﬂmgo B
PREZ4A , TJUBEE IR IE D ( 45'?3*1"1“ ) ﬂ’f‘éﬁEE Ztunnel0Ftunnell, ATLAEERNEOD LEERRE
W#ZP , BEEEREX D —1BEE

X HYDMVPNMFlexVPNEERF—#ZEOK , FTEEHZRZERIIEIN,

IXIJH: PXEAMNEERELRN ., EIGRPHIBGPZA I T{E, EIGRPVE IR EEOBS B RE
%55 T XBELENE  X2REAY B, BGPRERLHEAER(10.1.1.1)REXR , UEBER
i&Mé§(192.168.101.0/24)

router eigrp 100

network 10.0.0.0 0.0.0. 255
network 192.168.101.0
passive-interface default

no passive-interface Tunnel 0

router bgp 65001
bgp | og- nei ghbor - changes

network 192.168.101.0
nei ghbor 10.1.1.1 renote-as 65001

SEPY T
B E R ORI E L #1TE D X EE"#0 P ATRME R E k.

AR : WISAKMPHIKEV2EL B X ERAEAEREE R,

crypto i kev2 authorization policy default
pool Fl exSpokes
route set interface



crypto i kev2 keyring Fl ex_key
peer Spokes

address 0.0.0.0 0.0.0.0
pre-shared-key | ocal cisco
pre-shared-key renote cisco

crypto i kev2 profile Flex_| KEv2

match identity renote address 0.0.0.0

aut hentication renote pre-share

aut hentication | ocal pre-share

keyring | ocal Flex_key

aaa aut horization group psk list default default
virtual -tenplate 1

crypto i kev2 dpd 30 5 on-denand

crypto i sakmp policy 10
encr aes
aut henti cation pre-share

crypto i saknp key cisco address 0.0.0.0

crypto i psec profile DWPN_I KEvl
set transformset |KEvl

crypto ipsec profile default
set ikev2-profile Flex IKEv2

interface Tunnel O
ip address 10.0.0.1 255.255.255.0
no ip redirects
ip ntu 1400
ip nhrp map nul ticast dynamc
ip nhrp network-id 1
ip nhrp holdtime 900
ip nhrp server-only
ip nhrp redirect
ip summary-address eigrp 100 192.168.0.0 255.255.0.0
ip tcp adjust-mss 1360
tunnel source LoopbackO
tunnel rnode gre multi point
tunnel key 0
tunnel protection ipsec profile DMVPN_IKEvl

interface Virtual - Tenpl atel type tunnel
i p unnunber ed Loopback100
ip ntu 1400

ip nhrp network-id 2
ip tcp adjust-mss 1360

tunnel protection ipsec profile default

RO , IKEEE X FIPsecHl B X2 RINHBEEREXHRANIHT , XESZBRETRE
P ZEEH , #idtunnel protection® TR LGS E ﬂﬁﬂ’)‘a“}iﬂ%%ﬁiﬁtéﬁlmﬂﬁ—lﬁﬁ/ﬁo

BEE , X T=FHDMVPNHFIexVPN |, T — BT IU(NHRP)M S IDFRE, EASHIERT
, INHRPERMELR L 62 2 Mgiat | XER TR,

B #4$AEGREL 3| X 2 DMVPNAIFlexVPNB2E , kI “p X EE 202 PRI HEE B 7.
S4B TNRAREEHYER, FORESEMNAES ZREFHXR , —EFEHEIGRP , B
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£ FABGP, BGPEEMfERMITEE LR K HNED XEE,

HBeat 5| AMIR. EIGRPELE £ AF2EORL & (IP summary-address EIGRP 100) X E i E

, BGPEAR G 5| ARE., NARNHRPEERREHELEBEEH A FSERMUBE, £
EENHRPEEM ( BinternetIEEMELL ) BADEEM(CMP)EEM) , ERAEBNMREEEE
HHBE  XATEYS XD XMBE, XEHELATHRMPOMNBNIN D X ZRAIRENBEHRE
FE K MNmMAFERBEEFHYT R,

router eigrp 100

network 10.0.0.0 0.0.0. 255
network 192.168.0.0 0.0.255. 255
passive-interface default

no passive-interface Tunnel 0

router bgp 65001

bgp | og- nei ghbor - changes

bgp listen range 10.1.1.0/24 peer-group Spokes

network 192.168.0.0

aggregate-address 192.168.0.0 255.255.0.0 summary-only
nei ghbor Spokes peer-group

nei ghbor Spokes renote-as 65001

KriF

LB & TR IRV 38 AIE 20 A JLANER o

EBaKE

B FDMVPN/EIGRPHIFIexVPN/BGPEIRHZE 1T , AT 2 % 5IKEVI FIKEV2TE IPsec E {F1F%
% , } H@JEIGRPAIBGPIRELE MBI &,

EARGIFR | Spokel EREHRLEHSBNHENFER4ES | — MEAIKEV1/Tunnel0, 8 —ANMER
IKEv2/Tunnel1,

EE  NEIBELET P NMPsecREXEK(SA) ( —MNAWM—MHYE ) o

Spokel#show cry sess
Crypto session current status

Interface: TunnelO

Profile: DWPN_|I KEvl

Sessi on status: UP-ACTI VE

Peer: 172.25.1.1 port 500

Session ID: 0O

IKEvl SA: |local 172.16.1.2/500 renpte 172.25.1.1/500 Active
| PSEC FLOWN permt 47 host 172.16.1.2 host 172.25.1.1
Active SAs: 2, origin: crypto map

Interface: Tunnell
Profile: Flex_|IKEv2

Sessi on status: UP-ACTI VE
Peer: 172.25.1.1 port 500
Session ID: 1



IKEv2 SA: |ocal 172.16.1.2/500 renpte 172.25.1.1/500 Active
| PSEC FLOWN permit 47 host 172.16.1.2 host 172.25.1.1
Active SAs: 2, origin: crypto nap

KERBEPMUE  XARIEBERREEK , BEERAEBNIR. XEHESEIGRP—ERE, K
IEELREDAMNRE , A% 192.168.0.0/161kit ( HE ) BEMNELRKA .

Spokel#show ip eigrp neighbors

El GRP- | Pv4 Nei ghbors for AS(100)

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 10.0.0.1 Tu0 10 00:04:02 7 1398 0 13

Spokel#show ip eigrp topology

El GRP- | Pv4 Topol ogy Table for AS(100)/1D(192.168.101. 1)

Codes: P - Passive, A - Active, U - Update, Q- Query, R - Reply,
r - reply Status, s - sia Status

P 192.168.101.0/24, 1 successors, FD is 281600
via Connected, Ethernetl/0

P 192.168.0.0/16, 1 successors, FD is 26880000
via 10.0.0.1 (26880000/256), TunnelO

P 10.0.0.0/24, 1 successors, FD is 26880000

vi a Connected, Tunnel O

BTk , RiIFBGP:

Spokel#show bgp summary

(...)

Nei ghbor V AS MsgRcvd MsgSent Tbl Ver |1 nQ Qut Q Up/ Down St at e/ Pf xRcd

10.1.1.1 4 65001 13 11 3 0 0 00:06:56 1

Spokel#show bgp

BGP table version is 3, local router IDis 192.168.101.1

Status codes: s suppressed, d danmped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, mmultipath, b backup-path, f RT-Filter,

X best-external, a additional-path, ¢ RIB-conpressed,

Oigincodes: i - IGP, e - EGP, ? - inconplete

RPKI validation codes: V valid, | invalid, N Not found

Net wor k Next Hop Metric LocPrf Weight Path
r> 192.168.0.0/16 10.1.1.1 0 100 O i
*> 192.168.101.0 0.0.0.0 0 32768 i

i RAPOFlexVPN IPH1E(10.1.1.1) BB KR — N E14%(192.168.0.0/16) &8 B, thoL
, BGPEAIEE 5 192.168.0.0/168I R KX L THHAEEE(RB)HE, XELHERRNBAKFE
EEATZBNEFRMA, EAHBEIGRPARE , RERERAR , TR,

Spokel#show ip route 192.168.0.0 255.255.0.0
Routing entry for 192.168.0.0/16, supernet
Known via "eigrp 100", distance 90, netric 26880000, type internal
Redi stributing via eigrp 100
Last update from 10.0.0.1 on Tunnel 0, 00:10: 07 ago
Routi ng Descri ptor Bl ocks:
* 10.0.0.1, from10.0.0.1, 00:10:07 ago, via Tunnel O
Route netric is 26880000, traffic share count is 1
Total delay is 50000 microseconds, m nimm bandwi dth is 100 Kbit
Rel i ability 255/255, m ni mum MU 1400 bytes
Loadi ng 1/255, Hops 1



%

F—TRE TIPsecBEHAMNMU AR EEEHEZMM T, E£R—18F EMDMVPNIERE
FlexVPNE B B8 522 — REREEIER(AD), EAHIG | WEBGP(BGP)HWADH200 , ifi
EIGRPHIADH90.

NTEREEEEILFlexVPN , BGPAREREHFHIAD, EAHIFH , AEMINEREEHRIEIGRP
ADZ BB 2k 792301240, XEBGP AD($£200)5E & 4192.168.0.0/16 514

KBNS A ERRBAPBGP AD, ER , EBFETHHNEEIRIAE , XARLKE
HEREAE D

FEARRGIF |, A debug ip routingdn & RIIE 5 X EHIIRIE,

A MRMFLPNEEATESNE , BREEMAdebugin & , HEB T —F 5 HE
show@i o WAL, 5 XEIGRPHELMEHLEMBEVYBEXR,

Spokel#conf t

Enter configuration conmands, one per line. End with CNTL/Z.

Spokel(config)#router eigrp 100

Spokel(config-router)# distance eigrp 230 240

Spokel(config-router)#°rzZ

Spokel#

*Qct 9 12:12:34.207: ¥SYS-5-CONFIG_|: Configured fromconsol e by consol e

*Oct 9 12:12:43.648: %OUAL-5- NBRCHANGE: EI GRP-1 Pv4 100: Nei ghbor 10.0.0.1
(Tunnel 0) is down: route configuration changed

*Qct 9 12:12:43.648: RT. delete route to 192.168.0.0 via 10.0.0.1,
eigrp metric [ 90/ 26880000]

*Qct 9 12:12:43.648: RT: no routes to 192.168.0.0, delayed flush
*Oct 9 12:12:43.648: RT: delete network route to 192.168. 0.0/ 16
*Qct 9 12:12:43.650: RT: updating bgp 192.168.0.0/16 (0x0) :

via 10.1.1.1

*Qct 9 12:12:43.650: RT: add 192.168.0.0/16 via 10.1.1.1, bgp netric [200/0]

Spokel#

*QOct 9 12:12:45.750: %DOUAL-5- NBRCHANGE: EI GRP-1 Pv4 100: Nei ghbor 10.0.0.1
(Tunnel 0) is up: new adj acency

REPEEIR=AEERE

- BERERIADEENR , HEMLBIE,

. ERAXRD , EIGRPEIRBRE , 35| ABGP,

. BYEIGRPEELSENBEXRMEEL.
HEERRZ LWADE , EREIMMNRZEEMNEZNER ; ETaF¥NECKEASFNITEAENS
o N , ESpokel1 LI IEIGRPIEE ( HTE= LFEAFIexVPNREHFRE ) & , F US4 BB
2 ( ZRIA ) AD, XEIKE ©FHADMVPNIF £ H[E Spoke1.

AREFRT , XURKSFHEA , SIMpREHERR—ZQ DREFREN. FHit , £R&HL
ERFBESXWADZE , BREEERE. RAEREBTHKE , FlexXVPNIT LT BRE,

EIGRPEIEIGRPE®R



B EFRANIEMDMVPNEIUZTEIGRPHIFIexXVPNIHIER ; BER , WARREABTRN T
B,

a1 LUFDMVPNAIEIGRP IR 7 1 EI[E —EIGRPEARA(AS) B E KB, EXMERT , HEM
MRENT LEVBRASERR. XARSBAEIEHLE , BETBRUUXHMR.

NERI%EFEFIexVPNEDMVPN , BEE G I ZEO S B R EMDelayE. B2 , 49idE , FEEH
BEiREO ERAREE S, MEEENNELFRED,

IBRERE
EFTBnRE o PERANTSRERE , KRABIUFIPsecH BB,
B% , REIPsec:

Spokel#show crypto session
Crypto session current status

Interface: TunnelO

Profile: DWPN | KEvl

Session status: UP-ACTIVE

Peer: 172.25.1.1 port 500

Session ID: O

| KEvl SA: local 172.16.1.2/500 renpte 172.25.1.1/500 Active
| PSEC FLOWN permt 47 host 172.16.1.2 host 172.25.1.1
Active SAs: 2, origin: crypto nap

Interface: Tunnell

Profile: Flex | KEv2

Session status: UP-ACTIVE

Peer: 172.25.1.1 port 500

Session ID 1

| KEv2 SA: local 172.16.1.2/500 renpte 172.25.1.1/500 Active
| PSEC FLOWN permt 47 host 172.16.1.2 host 172.25.1.1
Active SAs: 2, origin: crypto nap

Byai—# K 2BIRAN2E , RPMREHERNERIPsec SA.
EEEK L, CRIEH(192.168.0.0/16) M0 B [ HBIBGPIR Al

Spokel#show ip route 192.168.0.0 255.255.0.0

Routing entry for 192.168.0.0/16, supernet

Known via "bgp 65001", di stance 200, netric 0, type interna
Last update from 10.1.1.1 00: 14: 07 ago

Routi ng Descriptor Bl ocks:

* 10.1.1.1, from10.1.1.1, 00:14:07 ago

Route netric is 0, traffic share count is 1

AS Hops O

MPLS | abel : none

B4, PO LEETR D XLANAUBETEIGRPHIE., EAHIF , & T Spoke2 LANFH :

Hub#show ip route 192.168.102.0 255.255.255.0

Routing entry for 192.168.102.0/24

Known via "bgp 65001", distance 200, netric 0, type interna
Last update from 10.1.1.106 00: 04: 35 ago



Routi ng Descriptor Bl ocks:

* 10.1.1.106, from 10.1.1.106, 00:04: 35 ago
Route netric is 0, traffic share count is 1
AS Hops O

MPLS | abel : none

Hub#show ip cef 192.168.102.100
192. 168. 102. 0/ 24
nexthop 10.1.1.106 Virtual-Access2

HEwmHF , RRBRECEBERFRREMNLRER,

LAty 7 MBI
BN ABESRBRERAMXN - LHGEEAD.

AP ZED X BRE

MEIGRPIEB EIBGPRY , 4 X B0 XREEFLZEEW , ARANREFARRDEEZIT. 2 X LR
#BHARRSIEAADN 2500 F EAHNHRPEEH.

AT R UL RY R A

Spokel#show ip route 192.168.102.100

Routing entry for 192.168.102.0/24

Known via "nhrp", distance 250, netric 1

Last update from 10.1.1.106 on Virtual - Accessl, 00:00:42 ago
Routi ng Descriptor Bl ocks:

* 10.1.1.106, from 10.1.1.106, 00:00:42 ago, via Virtual - Accessl
Route netric is 1, traffic share count is 1

IBHARERIBRA K ZANES

MR EEFlexVPN/BGP LW A X HFLEEH AT RITIBIENIRZEE , WABKA LB I ELEEE

Al o
HEFENMT

1. REXNERPTIRBEER , ZERESELR[EETHNEEHA,
2. BIR AR RIAFIELR.
3. RSB BWHEFNITENMNEEER , BNiEEE TAENHRPER % —/MEO,

A : X3 TFlexVPNAIDMVPN , £ —MELBREE P HNHRPM4IDFRE,
ENENHRPFKZIDR S —H , TBH D X1EFlexVPNM L LB BRI RET L ATRE LI @, X DIEA
TEREEREAXARENET. REBNIXZHEIDMVPNRAETHR , HEEBRRRITIR
BRI,



BV RRE =R S

MRIKEDE XK , FERATHIR

1. R T S TRE L FPRE

DOA B —

show crypto isakmp sa — @i 52 RIKEVIRIENHE, JRFMEFR. show crypto ipsec sa —
It EHERIPsec SARIES, XX : SIKEVIFTE , it H S |, T2 @ F{RZ(PFS)Diffie-
Hellman(DH)4{E.E R APFS(Y/N):N , DHA : B—XRREWNWEEREEL ; B2 , EERERE

AR, 2ETEBHNE, RACSCugb7056H #HiR T LE1TH |, {BixF2Bug. IKEVIHIKEV2Z HK X3
ETF ,EFEYF , FSARERNAUTHR W —BoI2HN. NEEFERFAREAEMZURG TEENDHA, Hit , B4
EZIPFS(Y/N):N , DHA : ER$F—XE#HB, FRAIKEVIE , BAEITEMNTH , RAFSABREREEREERYHE , @

CREATE_CHILD_SAME N #BRARRNE ( EEDHSHLUREFTMAZ R ) BETH*ME. show crypto
ikev2 sa — It an SR L FISAKMPH Hi i , 1B45E TIKEv2, show crypto session — i
TRMEALER EMBRAENREEMH, show crypto socket — LT E RMBEZEFHRS,
show crypto map — Lt & & RIKEMIPsecHl B X H |3 O KBRS, show ip nhrp — lLaF T
REXRBIZRBEHUNHRPEE. XXIFlexVPNIREH 2 X F 2 X AR DMVPNIREH ) 7 Z 5
DX ZEBROHBEERIEEER.

FEAURTHSREHRBERY !

debug crypto ikev2debug crypto isakmpdebug crypto ipsecdebug crypto kmi

B R 1R

UTR-EERAN®S , oA THREIGRPHHIMNAE

- show bgp summary — i it @s S R IBLEEN BB R ERES
- show ip eigrp neighbor — £ ka5 5 Al & RIBIE EIGRPEEN S E.
- show bgp — f&£ A It &5 5 36 UE i@ 13 BGPIRERAY BT 4%

show ip eigrp topology — £ F th a5 7] & RIBE T EIGRPIRERHY BT 4R

THRZIIANIEERBRPZENITRTIREEFEE, BXUEER |, SR Ciscol§HEECiscoX
Z 5 Routing TCP/IP Cisco PressFfift.

& A7) B 5 BA

ASRIK L FHEEGRERZEA AR LR, X7ECisco Bug ID CSCue00443 T H# TiRER. B HI
, tEPRHIFECisco 10S XEH R A3. 12 E R HEIE &

NREEERFUTAREEEA , FHEZEIBUg.


/c/zh_cn/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/8651-21.html
http://www.ciscopress.com/search/index.asp?query=Routing+TCP%2FIP
https://tools.cisco.com/bugsearch/bug/CSCue00443
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