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T AIBAESRAREE  LRIESCTREMTENR.
FRFH
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Cisco BWEBTHLUTEE :

. TrustSec4l f4 &y E & AR

. Cisco CatalystR ¥l @ 1T RE(CL)E B EAR AR
- BERRF B RF5IZB(ISE)MEAK

- BT XS A &R E AR AR

. IKEv2E Rt AR

ERRNAH
AP ERET U TRENELERAE :

- Microsoft Windows 7 #Microsoft Windows XP

- Cisco Catalyst 3750-XE MR 4<15.0 % B =& AR A

- BRI B ORSSIZHF11ARRESRA

- MR R 15.3(2) TRE SR A M Cisco 29015 FL 2l S5 BE HEF (ISR)

3 RUSRE2K(G2) T A XHFIKEV2,

AXHANEEBRETRERREFHPNREREN., AXHPEANFTERESVOTARE Rk ) RE. NREEAHL
EXRS% , ABREDE T RFAHSHEERN,

REEHFRIZ(SGCT)
SGTRCisco TrustSecfif R A REMW —E0 , EEFATETIPHiutHRFLZE R,

X TrustSecaFHRER T RAEASCTIRCHTIRC, B UNEETZIF T RREN L2
K, PIERKEBMISERFERE , ABEH TrustSeczHHIFTERRE.

N TRIZAXRSCTHRIEHNER , BRMEXR T BAAMM , KL TXI802.19tRIEH TR AR, A
& TEHYCiscoik #& 7 REEE MRS TR A K MM, X RIEHEIHE



ETHTYPE :Ox82809

A IR PR i NSRS IR -

- CMD Etherlype  Version Length  SGT UptType  SGT Value  Uther CWD Uptions

Cisco Meta Data 16 bit |:64| mm)

BRI TR (CMD) FRRIEERE ARMACH IE F B (SMAC)5802.1qF B ( INABIFRR ) 2/Fo

EBEIVPNE#ETrustSecr , EBIZIKERMIPsectMA T B. #rNIPsecREBIFICHT BATFES
RZLNH(ESP)BIEBHP XESGTHrIZ, ESPREALT SN , ERREESAREAHZAETSFTH
CMDZFE., fltn , i@idInternet &% /Y 1N 2% B Bk M 13 58 S MM (ICMP) B2 28
[IP][ESP][CMD][IP][ICMP][DATA].

RNEZBONMETERBER.

ol

X

BTREAREFIE (XEEMAF ) XEFEL show 5. FRAHMBRETIEXESE
show 5% H B9 2 47

£ debug =280 , B M B X Debug HHMEEF L.

SET


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

SXP session

SXP speaker SXP listener

Trunk withoul SGT tagging ——

(10.48.66.129)

[
B750X-5 3750%-6 B4
o SGT aware ZBF
(SXP)
6. é\ 3 JI
192.168.100.1 f Internet

] Hz I"*-.I_ ]

— SGT aware ZBF = v

{inline SGT) RN
Vi

WindowsXP

192.168.2.200
5GT=3

iy Lt |

FERMEF | 3750X-5F3750X-6 2 TrustSec iy Catalyst3X #atll, M A REYEFER B3RP A
=3 1IE(PAC)1HEE§HJI])\EO 3750X-58 A{EFF , 3750X-6 E AT FikE . HARILZE/
REMFEHAMACsecH TN H EHFRIC,

Windows XPfEFH802.1xKiF A ML, BHRIEKIIE , ISEIREFNATIZEIENSGTIRIEE M,
RBIZPCHAIE RERMFEHASGT=3%r1C,

Router 1(R1)HRouter 2(R2)22901 ISR, HTFISR G2EH B A XFSCTHRIE , FLER1FR2MLF
TrustSeczZ i , A THBEICMDF RIS AZIBZSCTIRICH A KM, Hik , EASXPHAEX
IP/SGTERETEV{E B M3750X-53% X EIR1,

R1E8—NMKEV2P2E |, ZRREE E N R A FEEME(192.168.100.)HRE , H BB S AREKIR
1B, EIKEV2HETE , R1IFBIRIEAEZZIR2VESPEIEE. #riCETFM3750X- 5¢§H&E’ysxpi&ﬁo

R2ATBURIMIZRE , FRIEWEIBISGTHRICHATZBF E LM EHR A,
R1 £ R AHATHEERME. SXPERGT RFRIBRESCTINEEFMLANERN KRS , IMERXE
SGTHIth R # it

TrustSec=E i

BEMSE —PSEMWETrustSecs, MAITSOXBRINHAEZEE :



- JREVA F X TrustSec = (ISE)# 17 & B KRAERIPAC,
- IO FHIE T KR F A AR EI(NDAC)#E R,
. TEHERR EE A& 2 B (SAP)# ITMACsect i,

WESBNTIUHAGRSERN , BN FSXPIHNEE IEFRRSEN . RITEEMISEFREIPACEH I
iﬁ?&ﬁwnﬁsxpﬁye%ﬁu|KEv2mE%$mao

Fik

3750X-5F13750X-6 2 8] HY 4% 2% fiF F1 802. Ix A B FIMACseciN R, H A KRV EMSEH EZ XN H4 U
2RSGTHRIC :

bsns-3750-5#show cts interface
d obal Dot 1x feature is Enabl ed
Interface G gabitEthernetl/0/20:

CTS is enabled, mode: DOT1X
| FC state: OPEN
Aut henti cation Status: SUCCEEDED
Peer identity: " 3750X%6"
Peer's advertised capabilities: "sap"
802.1X rol e: Suppl i cant
Reaut h period applied to link: Not applicable to Supplicant role
Authorization Status: SUCCEEDED
Peer SGT: 0: Unknown
Peer SGT assignment: Trusted
SAP St at us: SUCCEEDED
Ver si on: 2

Configured pairwise ciphers:
gcm-encrypt

Repl ay protection: enabl ed
Repl ay protection node: STRICT

Sel ect ed ci pher: gcm encr ypt
Propagat e SGT: Enabl ed
Cache Info:

Cache applied to Iink : NONE

Statistics:

aut hc success: 32
aut hc reject: 1543
authc failure: 0
aut hc no response: 0
aut hc | ogoff: 2
sap success: 32
sap fail: 0
aut hz success: 50
authz fail: 0

port auth fail:

u,fLEEx}MMﬁﬁgﬂ:ﬂ@E’Jlﬁlﬂ?'“ﬁ%UEIJiE(RBACL)O XEXKEISELBEEH B THD
Rl L,

-k

EPuR A SAEA802.1x, MACH 3 RIESE4T(MAB)SWeb & 3K IE, HiEEEEISE , AERER



RANWEFEEZ LA

st ranfus
€CISC€0 Identity Services Engine

{4 Home  Operations Folicy Administration w

|2, Authentication |®] Authorization |-/ Profiling |7 Postura | Client Provisioning

Dictionaries Conditions | Results |

e Security Groups List = VLAN20O
Resulis

[ )
E-="= ol

k| Authentication

Security Groups

¥ Name [yianzo

i

Description | SGA For WVLANZ20 PC

b || Authorization
| Profiling
k|| Posture

k

k

Security Group Tag (Dec/ Hex): 3/0003
Client Provisioning

= =
— Save Reset
=

Security Group Access
P | Security Group ACLs
* | Security Groups

@ Unknooan

&g vLAN1D

(G VLANTOD

(&g VLANZO

-

| Security Group Mappings

Ak
RiFEFimEE

bsns-3750-5#show authentication sessions interface gl/0/2
Interface: G gabitEthernetl/0/2
MAC Address: 0050.5699. 4eal
IP Address: 192.168.2.200
User- Nane: cisco
Status: Authz Success
Domai n:  DATA
Security Policy: Should Secure
Security Status: Unsecure
Qper host nmobde: nulti-auth
Qper control dir: both
Aut hori zed By: Authentication Server
VI an Policy: 20
SGT: 0003-0



Session tineout: NA
Idle timeout: NA
Common Session ID: COA80001000006367BE96D54
Acct Session ID: 0x00000998
Handl e: 0x8B000637

Runnabl e net hods i st:
Met hod State
dot 1x Aut hc Success
mab Not run

MR, M3750X-5K X I TrustSecm N H A X MRHLH & F i R EARIE HSGT=3,

BRERANGRG , FSHASAR Catalyst 3750X R 5l X #l TrustSecht & 7~ il Ml 4 FE BEBR 15 F

o

3750X-5HR 12 WA SCT 3R

R1FTZEMATrustSec , BAER—AE2901 ISR G2 H 2R , FoERBIFHFHCMDF BRI LA KM i,
H it , #£3750X-5 LA E T SXP:

bsns-3750-5#show run | i sxp

cts sxp enable

cts sxp default source-ip 192.168.1.10

cts sxp default password cisco

cts sxp connection peer 192.168.1.20 password default node | oca

R1LtEE T SXP:

BSNS-2901-1#show run | i sxp

cts sxp enable

cts sxp default source-ip 192.168.1.20

cts sxp default password cisco

cts sxp connection peer 192.168.1.10 password default node |ocal |istener
hold-tine 0 O

wik

BRR1EZERIP/SCTRHFER :

BSNS-2901-1#show cts sxp sgt-map

SXP Node | D{ gener at ed) : OxCOA80214( 192. 168. 2. 20)
| P- SGT Mappi ngs as foll ows:

| Pv4, SGT: <192.168.2.200 , 3>

source : SXP

Peer IP : 192.168.1.10
Ins Num: 1;

Status : Active

Seq N\um: 1

Peer Seq: O

RIZEAIE , M192.168.2. 200 WM T A REF R H A A FRIZHSCT=3,

R1FIR2Z B IKEV2HEL &


/c/zh_cn/support/docs/security/adaptive-security-appliance-asa-software/116497-configure-trustsec-00.html

X2 AE?SVTIE’J|ﬁ$a$mf‘?w§%i_¢§l](SVTl)in5- , ERIKEV2ERMINME, MAZEHAT
Efﬁg_nfl: MZE %A T R{LESPEIR T O . £1192.168.100.0/24MFr B R EEET Tunnel1Z 0
Riko

X2 R1 EWELE

crypto i kev2 keyring ikev2-keyring

peer 192.168.1.21

address 192.168.1.21

pr e-shar ed-key cisco

!

crypto i kev2 profile ikev2-profile

match identity renote address 192.168. 1.21 255. 255. 255. 255
aut hentication renmote pre-share

aut hentication | ocal pre-share

keyring | ocal ikev2-keyring

crypto i psec transformset tset esp-null esp-sha-hnac
node tunne

!

crypto ipsec profile ipsec-profile

set transformset tset

set ikev2-profile ikev2-profile

interface Tunnell

ip address 172.16.1.1 255.255.255.0

tunnel source G gabitEthernet0/1.10

tunnel node ipsec ipv4d

tunnel destination 192.168.1.21

tunnel protection ipsec profile ipsec-profile

interface G gabitEthernet0/1.10
encapsul ati on dot 1Q 10
i p address 192.168.1.20 255. 255.255.0

ip route 192.168.100.0 255.255.255.0 172.16.1.2

FER2 L , FAAIREIM4£192.168.2.0/24K) FREEE T Tunnel1#E O &3

crypto i kev2 keyring ikev2-keyring
peer 192.168.1.20

address 192.168. 1. 20

pr e-shared-key cisco

crypto ikev2 profile ikev2-profile

match identity renpte address 192.168. 1. 20 255. 255. 255. 255
aut hentication renote pre-share

aut hentication | ocal pre-share

keyring | ocal ikev2-keyring

crypto ipsec transformset tset esp-null esp-sha-hnac
node tunne

crypto i psec profile ipsec-profile
set transformset tset
set ikev2-profile ikev2-profile

interface LoopbackO
description Protected Network
i p address 192.168.100.1 255. 255. 255.0



interface Tunnell
ip address 172.16.1.2 255.255.255.0
tunnel source G gabitEthernet0/1.10
tunnel node ipsec ipv4
tunnel destination 192.168.1.20
tunnel protection ipsec profile ipsec-profile

interface G gabitEthernet0/1.10
encapsul ati on dot 1Q 10
i p address 192.168. 1. 21 255.255.255.0

ip route 192.168.2.0 255.255.255.0 172.16.1.1
MARESE ERE— NS SEIR B AREKHFRIE : crypto ikev2 cts sgtini & o

mik

EEMBEABRIFIZS, EE—MEZMKEV2EEEF , EEREREMNEID:

4192.168.1.20 192.168.1.21 544 TKE_SA_INIT
5192.168.1.21 192.168.1.20 TISAKMP 448 TKE_SA_INIT

6 192.168.1.20 192.168.1.21 ISAKMP 636 IKE_AUTH
7192,168.1.21 192.168.1.20 ISAKMP 332 IKE_AUTH

8 192.168.1.20 192.168.1.21 ISAKMP 124 INFORMATIONAL
9 192.168.1.20 192.168.1.21 ISAKMP 124 TNFORMATIONAL
10 192.168.1.21 192.168.1.20 ISAKNP 124 INFORMATIONAL

Kl
— LIMLILIdLOl COUOKIE, EULUESIauce [9odd

Responder cookie: 0000000000000000
Next payload: Security Association (33)
Version: 2.0
Exchange type: IKE_SA_INIT (34)
» Flags: 0x08
Message ID: 0x00000000
Length: 516
Type Payload: Security Association (33)
Type Payload: Key Exchange (34)
Type Payload: Nonce (40)
Type Payload: Vendor ID (43) : Unknown Vendor ID
Type Payload: Vendor ID (43) : Unknown Vendor ID
Type Payload: Vendor ID (43) : Unknown Vendor ID
Type Payload: Notify (41)
Type Payload: Notify (41)

- - . - A - - - -

B=/MENBEID(VID)RWireshark R &, ©M15 :

.- DELETE-REASON , BRIz #
- BRI X FHIFlexVPN
- SGTAEkFRIC
BWHSRIEX— K. R1IZIKEV2ZRET , BRI :



debug crypto ikev2 internal

*Jul 25 07:58:10.633: | KEv2: Construct Vendor Specific Payl oad: DELETE- REASON
*Jul 25 07:58:10.633: |KEv2: (1): Sending custom vendor id : CISCO-CTS-SGT

*Jul 25 07:58:10.633: | KEv2: Construct Vendor Specific Payl oad: (CUSTOM
*Jul 25 07:58:10.633: | KEv2: Construct Vendor Specific Payl oad: (CUSTOM

R1YLEI5E = MKEV2EIE T M EHVID:

*Jul 25 07:58:10.721: | KEv2: Parse Vendor Specific Payl oad: Cl SCO DELETE- REASON VI D
*Jul 25 07:58:10.721: | KEv2: Parse Vendor Specific Payload: (CUSTOM VID

*Jul 25 07:58:10.721: | KEv2: Parse Vendor Specific Payload: (CUSTOM VID

*Jul 25 07:58:10.721: | KEv2: Parse Notify Payl oad: NAT_DETECTI ON_SOURCE_I P

NOTI FY( NAT_DETECTI ON_SOURCE_| P)

*Jul 25 07:58:10.725: |KEv2: Parse Notify Payl oad: NAT_DETECTI ON_DESTI NATI ON_| P

NOTI FY( NAT_DETECTI ON_DESTI NATI ON_| P)

*Jul 25 07:58:10.725: IKEv2: (1): Received custom vendor id : CISCO-CTS-SGT

Rt , FinEEBEEESPRAEMIT tHAL B ECMDEE.

KEIKEV2E 2Bk (SA) AR E BN -

BSNS-2901-1#show crypto ikev2 sa detailed
| Pv4 Crypto | KEv2 SA

Tunnel -id Local Renot e fvrflivrf St at us
1 192. 168. 1. 20/ 500 192. 168. 1. 21/ 500 none/ none READY

Encr: AES-CBC, keysize: 256, Hash: SHA512, DH G p:5, Auth sign: PSK, Auth
verify: PSK

Life/Active Tinme: 86400/ 225 sec

CE id: 1019, Session-id: 13

Status Description: Negotiation done

Local spi: 1A4AEOF7D5093D2B8 Renot e spi: 08756042603C42F9
Local id: 192.168.1.20

Renote id: 192.168.1.21

Local req msg id: 2 Renote req msg id: O
Local next msg id: 2 Renote next nmsg id: O
Local req queued: 2 Renote req queued: O
Local wi ndow. 5 Renot e wi ndow. 5

DPD configured for 0 seconds, retry O
Fragment ation not configured.

Ext ended Aut hentication not configured.
NAT-T is not detected

Cisco Trust Security SGT is enabled
Initiator of SA : Yes

| Pv6 Crypto | KEv2 SA
MWindows & Fi%[6192.168.100.1 X% HRE2F , R1E

=l

BSNS-2901-1#sh crypto session detail
Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation

X - I KE Extended Authentication, F - |IKE Fragnentation

Interface: Tunnell



Uptime: 00:01:17
Sessi on status: UP-ACTI VE
Peer: 192.168.1.21 port 500 fvrf: (none) ivrf: (none)
Phasel_id: 192.168.1.21
Desc: (none)
| KEv2 SA: local 192.168.1.20/500 renpote 192.168.1.21/500 Active
Capabilities:(none) connid:1 lifetime:23:58: 43
| PSEC FLOW permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto nap
I nbound: #pkts dec'ed 4 drop O |ife (KB/ Sec) 4227036/ 3522
Qut bound: #pkts enc'ed 9 drop O |life (KB/ Sec) 4227035/ 3522

BSNS-2901-1#show crypto ipsec sa detail

interface: Tunnell
Crypto map tag: Tunnel 1-head-0, |ocal addr 192.168.1.20

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
renote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current _peer 192.168.1.21 port 500

PERM T, flags={origin_is_acl,}

#pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9

#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4

#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 0, #pkts conpr. failed: O

#pkts not deconpressed: 0, #pkts deconpress failed: O
#pkts no sa (send) 0, #pkts invalid sa (rcv) O
#pkts encaps failed (send) 0, #pkts decaps failed (rcv) O
#pkts invalid prot (recv) 0, #pkts verify failed: 0
#pkts invalid identity (recv) 0, #pkts invalid len (rcv) O
#pkts replay rollover (send): 0, #pkts replay rollover (rcv) O
##pkts replay failed (rcv): O

#pkts tagged (send): 9, #pkts untagged (rcv): 4

#pkts not tagged (send): 0, #pkts not untagged (rcv): 0
#pkts internal err (send): 0, #pkts internal err (recv) O
#send dunmmy packets 9, #recv dummy packets O

local crypto endpt.: 192.168.1.20, renote crypto endpt.: 192.168.1.21
pl ai ntext ntu 1454, path nmtu 1500, ip ntu 1500, ip mu idb
G gabi t Et hernet 0/ 1. 10
current outbound spi: 0x9D788FE1(2641924065)
PFS (Y/N): N, DH group: none

i nbound esp sas:
spi: OxDE3D2D21(3728551201)
transform esp-null esp-sha-hnmac
in use settings ={Tunnel, }
conn id: 2020, flow_id: Onboard VPN: 20, sibling_flags 80000040,
crypto map: Tunnel 1- head-0
sa timng: remaining key lifetime (k/sec): (4227036/3515)
IV size: 0 bytes
replay detection support: Y
St at us: ACTI VE( ACTI VE)

i nbound ah sas:

i nbound pcp sas:

out bound esp sas:

spi: O0x9D788FE1(2641924065)

transform esp-null esp-sha-hnmac
in use settings ={Tunnel, }



conn id: 2019, flow_.id: Onboard VPN: 19, sibling_flags 80000040,
crypto map: Tunnel 1- head- 0

sa timng: remaining key lifetime (k/sec): (4227035/3515)

IV size: 0 bytes

repl ay detection support: Y

Status: ACTI VE( ACTI VE)

out bound ah sas:

out bound pcp sas:
BSNS- 2901- 1#

FER  EREFRIENEES.

MNTFHERE , SR1EFEZEFHRIEMWindowsE F ik K IZFIR2ERERN |, HHIAESPEIE T E EHIR
1B NSGT=3:

debug crypto ipsc metadata sgt
*Jul 23 19:01:08.590: IPsec SGT:: inserted SGT = 3 for src ip 192.168.2.200

RER—VLAN (EEXRE ) HEMAREERIANSGT=0:

*Jul 23 19:43:08.590: IPsec SGT:: inserted SGT = 0 for src ip 192.168.2.10

ESPRIE TR B E

FRBAXNBIEZHIREPC)EEMNRIZFIR2ZHVESPHRE , M TFTEFIR :

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

S cEXes vesw Tl EHE QAT oM

Filter:l ﬂExpression.._ Clear Apply Sawve

Mo. |Source Destination Protocol| Length | Info
192.168.1.21 112 ESP (SPI=0x2b266a93)

P Frame 1: 112 bytes on wire (896 bits), 112 bytes captured (896 bits)
b Raw packet data
b Internet Protocol Version 4, Src: 192.168.1.20 (192.168.1.20), Dst: 192,168.1.21 (192,168.1,21)
= Encapsulating Security Payload
ESP SPI: 0x2b266a93 (723937939)
ESP Seguence; 13
= Data (B84 bytes)
Data: 84818100000100834500003cdcd408007fR176d2c0a802c8. . |
[Length: 84]
NULL Authentication

B4 @1 01 00 oo 10 83 45 B0 0@ 3 dc d4 Hﬂ H:
?f l 76 d2 co i b i 00 ]

od be 6f 70 71
66 67 68 69 01
84 26 bf 4d

WiresharkE Al THBZ£SHERE5|(SPHWZEME, EIPv4RLA |, JRF B BIPE K HERM Internet



IPit i ( FYEBSERAMEN ) .
ESPIREBIESFTTHCMDFE , ZFBRULABREE R :

. 0x04 — T —MRk , BIIP
- 0x01 — KE (L BANFT |, L B8ANFT )
. 0x01 — RARZA=01
. 0x00 — R
. 0x00 - SGTKE ( H41M=FH )
. Ox01 - SGTEH
- 0x0003 - SGT#riE ( EMm AN —# Hl/\ %k , BI00 03;SGTA FTWindows®E i )

HTRE&EE OB MAIPsec IPv41‘i‘t R T—RAEIP, UEERHE R, JRIPEc0 a8 02
c8(192.168.2.200) , H HIIP=2c0 a8 64 01(192.168.100.1), i wmE N1, BNICMP,

RE—MEAZICMP , LE®RHETR , #AREOSMABES (ENER ) .

ETRZICMPHRE , KENR2NFT (BMNaZifNFR ) . BHPHRAERWindowsE f imky S H 5
;o

ESPRKHYHREB S EEICMPRE :

- 0x01 0x02 — &,
- 0x02 — EERKE,
- 0x63 — IE@EHIOX63M T — MRk | ZMWUREAREMBELR" . BRFF—1NFR
( ESPEIEHHE —NFE ) RSGTHRIE,
- TEMREEN12DFT,
CMDFEL TESPIE ( BEME ) AER.

IKEV2{ik B : GREZRIPsects X,

FIEATRLE  XEREIBEMABEBEENIPsec IPv4, MREABEABAFKGREER , 2R &M
48R ?

LA PEIPERESHESIGREFH | TrustSec2FHEFES AN HIED , BIGRERFEZH
KR ZHHRR , MARWindowsE Fif. WIMMCMDFERET , I EARIARIZ(SGT=0) B4 E
FRig,

LR EMIPsec IPv4E S T #BIWindowsE F if(192.168.2.200) XA KT |, I8 FF & BISGT=3:

debug crypto ipsc metadata sgt
*Jul 23 19:01:08.590: IPsec SGT:: inserted SGT = 3 for src ip 192.168.2.200

B2 , BHERENPEEENXELRNGRER , BLEFFSGT=0, EARHEH , 192.168.1.202FE
JRIP:

*Jul 25 20:34:08.577: IPsec SGT:: inserted SGT = 0 for src ip 192.168.1.20

AR Bt , TERAGREFFER.



Z#Cisco Bug ID CSCuj25890,GRE#E X HI10S IPSecHERHRIE : EA%EE%ESGTO = d0ia
Bugzjj T ELEFGRER o EBMISGTH . Cisco I0S® XE 3.13S% ¥ £ FDMVPNAISGT

& TIKEV2HISGTHrICHZBF

‘A'E'RZJ:ZBFH’J&E T, ATBLURBISGT=3MVPNRE , RN MIKEV2RREZ KRN FIEHRESHE
¥rig (B0, ef1@&8CMDEE ) . Hiit , AIULEFHIERVPNRE :

class-nmap type inspect match-all TAG 3
match security-group source tag 3
class-map type inspect match-all TAG ANY
match security-group source tag 0

|

policy-map type i nspect FROM VPN

class type inspect TAG 3

drop log

class type inspect TAG ANY
pass | og

class cl ass-default

drop

|

zone security vpn

zone security inside

zone-pair security ZP source vpn destination self
servi ce-policy type inspect FROM VPN

interface Tunnel 1
ip address 172.16. 1.2 255.255.255.0
zZone-member security vpn

U HIN

4 MWindowsZ P i (SGT=3)%1192.168.100. 134 1T ping iR 4ERt , IXE RMT :

*Jul 23 20: 05:18.822: %W 6- DROP_PKT: Dropping icnp session
192.168.2.200:0 192.168.100.1:0 on zone-pair ZP cl ass TAG_3 due to
DROP action found in policy-map with ip ident O

X FMNRIRA(SGT=0) % H#ping , WIHXERMT :

*Jul 23 20:05:39.486: %W 6- PASS_PKT: (target:class)-(ZP: TAG_ANY)
Passing icmp pkt 192.168.2.10:0 => 192.168.100.1:0 with ip ident 0O

KER2HIBH KBS ITHERMT

BSNS-2901-2#show policy-firewall stats all

QA obal Stats
Session creations since subsystemstartup or last reset 0O
Current session counts (estab/half-open/termnating) [0:0:0]
Maxever session counts (estab/hal f-open/term nating) [0:0:0]
Last session created never
Last statistic reset never
Last session creation rate O
Maxever session creation rate O
Last hal f-open session total 0


https://tools.cisco.com/bugsearch/bug/CSCuj25890

policy exists on zp ZP
Zone-pair: ZP

Servi ce-policy inspect : FROM VPN

Cl ass-map: TAG 3 (match-all)
Mat ch: security-group source tag 3
Drop
4 packets, 160 bytes

Cl ass-map: TAG _ANY (match-all)
Mat ch: security-group source tag O
Pass
5 packets, 400 bytes

Cl ass-map: cl ass-default (match-any)
Mat ch: any
Dr op
0 packets, 0O bytes

BEANEFR (Windows KIEHICMPEINHBIABE ) A MES ( RRIHMIANEE ) .

ETSCTRHWZBFE SXPXH

AILATER1 EIZ1TSGTRANZBF H T IEMLANZERN RE. &

SXPEREHE R , AILURZREM N EFFIC,

EARBIFR | FELANFIVPN X 38 2 8] { FH KK

class-map type inspect match-all TAG 3
mat ch security-group source tag 3
class-map type inspect match-all TAG ANY
mat ch security-group source tag 0

1

policy-map type inspect FROM LAN

cl ass type inspect TAG 3

drop log

cl ass type inspect TAG ANY
pass log

class cl ass-defaul t

drop

1

zone security lan

zone security vpn

zone-pair security ZP source lan destination vpn
servi ce-policy type inspect FROM LAN

interface Tunnel 1
zone-member security vpn

interface G gabitEthernet0/1.20
zone- nenber security |lan

ik

MWindows & i & 3EICMPEIRIEY , BAUEIES :

;\\\

-,

Z

i

=
=

RABSGTHRIE , ER1E



*Jul 25 09:22:07.380: %W 6- DROP_PKT: Dropping icnp session 192.168. 2.200: 0
192. 168.100.1: 0 on zone-pair ZP class TAG 3 due to DROP action found in
policy-map with ip ident 0

BSNS-2901-1#show policy-firewall stats all

G obal Stats:
Session creations since subsystemstartup or last reset 0O
Current session counts (estab/half-open/termnating) [0:0:0]
Maxever session counts (estab/hal f-open/term nating) [0:0:0]
Last session created never
Last statistic reset never
Last session creation rate O
Maxever session creation rate O
Last hal f-open session total O

policy exists on zp ZP
Zone-pair: ZP

Servi ce-policy inspect : FROM LAN

Cl ass-map: TAG 3 (match-all)
Mat ch: security-group source tag 3
Drop
4 packets, 160 bytes

Cl ass-map: TAG _ANY (match-all)
Mat ch: security-group source tag O
Pass
5 packets, 400 bytes

Cl ass-map: cl ass-default (match-any)
Mat ch: any
Dr op
0 packets, 0O bytes

HTSXPLEETTCP , Rt &E BT IKEV2RERE E3750X-5MR2 2 A ESXPLiE , HET
R2J:E’J1‘TlEf“ﬁ§ZBF%H% 7o &% R ERFR IS,
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//www.cisco.com/en/US/partner/solutions/ns170/ns896/ns1051/trustsec_matrix.html
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. Cisco TrustSecX ¥ Yl B WHEE : 7 ##Cisco TrustSec
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//www.cisco.com/en/US/partner/docs/switches/lan/trustsec/configuration/guide/arch_over.html
//www.cisco.com/en/US/docs/security/asa/asa91/configuration/general/aaa_trustsec.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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