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LaM or

Primary Hub backdoor

Backup Hub

FlexwvPM
Cloud .
10.1.1.0/24

AR EE8Y , GENEEE REERMNBRARBMA2(KEV2)/Flex&EWEEMALD |, B
MWEL R NEEELBSNERMNZA TR (KE) & TE XM & 0ERE,

244mIt RN T D EA b |, A RREREO R, K2R NFlexVPNFRLEEN 7 O D
BEIASIPHbaL | FRH T BT FlexVPNRBUR P B H a5 © ) S B AN H.

SXMFONELXEE

FOES RNEAREEBEETMIAZ SVPN(DMVPN)RIFlexVPNRY TR SRS, B B EFlexVPNIE
B AR  “Hard Move from DMVPN to FlexVPN on Same Devices(£E—i& % EM
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SXERFE

S XER — FRERR
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crypto i kev2 client flexvpn Flex_Cient
peer 1 172.25.1.1
peer 2 172.25.2.1
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client connect Tunnell

AMEHPRERE , FRERIEFIexVPNE = im B & 3R 2 A& 2 B8 B 7.

interface Tunnel 1
tunnel destination dynamic

PFIRME |, FlexXVPNEFIHE ERSZOXEK , MARSIKEV2H BB R £ (IPsec) Bl iE X 4
KB
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BXREHMER , HSHCisco IOSEBEFMAIFIexXVPNEFIKER - , ZETEA XS KREN M
REREo pITHE,

RESXER —SE

crypto | oggi ng session

crypto i kev2 keyring Fl ex_key
peer Spokes

address 0.0.0.0 0.0.0.0
pre-shared-key | ocal cisco
pre-shared-key renote cisco

crypto i kev2 profile Flex_| KEv2

match identity renpte address 0.0.0.0

aut hentication renmote pre-share

aut hentication | ocal pre-share

keyring | ocal Flex_key

aaa aut horization group psk list default default
virtual -tenplate 1

crypto i kev2 dpd 30 5 on-denand

crypto i kev2 client flexvpn Flex_Cient
peer 1 172.25.1.1

peer 2 172.25.2.1

client connect Tunnell

crypto i psec transformset |KEv2 esp-gcm
nmode transport

crypto ipsec profile default
set ikev2-profile Flex_|KEv2

interface Tunnel 1

description Fl exVPN tunnel

i p address negoti at ed

ip ntu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-tenplate 1
ip nhrp redirect



ip tcp adjust-nss 1360

del ay 2000

tunnel source Ethernet0/0

tunnel destination dynanic

tunnel path-ntu-di scovery

tunnel protection ipsec profile default
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MEHREEI - M REEMEMEH RES - M EEABRRERRNVBEREX,
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BT 2 XMELFREUPHEL , Rt BEFEELB[NTE T FRHREED 5 Eitbit,
fin

gL R

ip |ocal pool FlexSpokes 10.1.1.100 10.1.1.175

gER2

ip local pool FlexSpokes 10.1.1.176 10.1.1.254
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BT BRI B NBGPSFIexVPNRIDMVPNEL & A , E AN E RiZE B

bgp | og- nei ghbor - changes

bgp listen range 10.1.1.0/24 peer-group Spokes
network 192.168.0.0

nei ghbor Spokes peer-group

nei ghbor Spokes renote-as 65001

nei ghbor 192.168.0.2 renpte-as 65001

nei ghbor 192.168.0.2 route-reflector-client



nei ghbor 192. 168. 0.2 next-hop-self all
nei ghbor 192.168. 0.2 unsuppress-map ALL

access-list 1 pernit any

route-map ALL pernmit 10
match ip address 1

LEECIE SO iF -

- NDEA D X it R AR
. 192.168.0.0/24T- &M%
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192.168.0.0/24 (Hub LAN)
192.168.101.0/24

192.168.102.0/24 Hub2
192.168.0.0/16 (summary)

192,168.0.0/16

192,168,101.0/2

92,168.0.0/16

102,024

Spoke2
Spokel
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BUESEEIRSHNERER LS. Sl , TRENInternet EETREFERHE , UUE : BEM
BRAAINAEIR , BREIEFBE , AARFASHRELEBY B,

DX B9 ZREE

ERIHER T RINZESNEES , TRAKRLR LNBERLTEEYEERZIERBE, EEITE
S4BNEFCENREBI PO REEHE.
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(NHRP), flgn , iNREELJ[ACESN LBAKBIHE(GRE)REE , AR EN. RE
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BriE

mORHEREFTE (RIMAFT ) XIFHEL show wH. EAKHBERRETEXEE show
T B 2.

show crypto ikev2 safb BB HE D X HRIEENLE,

show crypto ikev2 client flexvpnip A T B A T #EFlexVPNE PR RERN HaDIRES

Spoke2# show crypto ikev2 client flexvpn

Profile : Flex _dient

Current state: ACTI VE

Peer : 172.25.1.1

Source : Ethernet0/0

ivrf : | P DEFAULT

fvrf . | P DEFAULT

Backup group: Default

Tunnel interface : Tunnell
Assigned | P address: 10.1.1.111

f#£ Fshow logging configurationf{Thi# ITHELIRE , 2ESP X R|ELIEFUTEE !

YCRYPTO 5- | KEV2_SESSI ON_STATUS: Crypto tunnel v2 is DOAN. Peer 172.25.1.1:500
Id: 172.25.1.1

%-LEXVPN- 6- FLEXVPN_CONNECTI ON_DOMN: Fl exVPN(Fl ex_Client) Cient_public_addr =
172.16.2.2 Server_public_addr = 172.25.1.1

%_| NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Tunnel 1, changed state to down
% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Tunnell, changed state to up
YCRYPTO 5- | KEV2_SESSI ON_STATUS: Crypto tunnel v2 is UP. Peer 172.25.2.1:500
Id: 172.25.2.1

%-LEXVPN- 6- FLEXVPN_CONNECTI ON_UP: Fl exVPN(Fl ex_Client) Cient_public_addr =
172.16.2.2 Server_public_addr = 172.25.2.1 Assigned_Tunnel _v4_addr = 10.1.1.177

EmEs | 2T SFH0172.25.1.109E 5 | Flex_Client® F im Bt B 3RS N S H 58 ) E 12
172.25.2.1 ( EPHHIREE ) |, #HH XD EIP 10.1.1.177,

B HERR
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mEAHBREFTE (MRAEMA, ) ZHHEL show B, EAKHERRIEREER show
T AV AT,

XX . £ debug R 2B, B HEX Debug FTHEEFE L.

AR 21X M debugin & :

- debug crypto ikev2
- debug radius
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