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192,168.0.0/24

Hub 1
172.25.1.1

Spoke 2
172.16.2.2

Spokel
172.16.1.2

LA
192.168.102.0/24

192.168.101.0/24

EBM%

ZEUE T EASBEENERMSE  ZNEE R T HERNNFATE, EEFRERE , 7%
1M 7D 25BN ROREFRR. REBEN , BEDLASN—PNELEFRE S — N RLR,

LaM or
backdoor

Cloud 2
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AX : ZRH  FELERERAR TN ERMEATIRRA2(IKEV2)/Flex& BV EZM 5 [
, BRLERERLIR2NERE,

M NELBEEEBSDFRZHEIMNIPHEL, 24X TANE DA | A 2SEFREE O &t
o XREAFlexVPNFRLBE N XEODESIPHL | HKHTE 1waw&ﬂﬁ¢m%m
WIS HEANKA,

aXER

SXRBEEOER

RABIRERANAREERRANEERW NI E fRib it REE RO,

interface Tunnell

ip address negotiated

ip mtu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-template 1
ip nhrp redirect

ip tcp adjust-mss 1360

tunnel source Ethernet0/0

tunnel destination 172.25.1.1
tunnel path-mtu-discovery

tunnel protection ipsec profile default

interface Tunnel?2

ip address negotiated

ip mtu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-template 1
ip nhrp redirect

ip tcp adjust-mss 1360

tunnel source Ethernet0/0

tunnel destination 172.25.2.1
tunnel path-mtu-discovery

tunnel protection ipsec profile default

AT R D XE D ZBEEEBEK , FEEBERVT).

interface Virtual-Templatel type tunnel
ip unnumbered ethernetl/0

ip mtu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-template 1

ip nhrp redirect

ip tcp adjust-mss 1360

tunnel path-mtu-discovery

tunnel protection ipsec profile default

PREAXRREED , EREMRABAMELA(VRF)HRHLANED  EXFdr2FHEQ, ER , &
FSEWREEO, X = EENKEEOE/LFERE %/RT%W%E%

4 X MR L (BGP)E R



HTEARMEWBGPFEANBEEEBMEREANBANMY , REAXHRNERLEE,

AR P RIMARE BN ELBR/NBCGP A,

router bgp 65001

bgp log-neighbor-changes

network 192.168.101.0

neighbor 10.1.1.1 remote-as 65001
neighbor 10.1.1.1 fall-over
neighbor 10.2.2.1 remote-as 65001
neighbor 10.2.2.1 fall-over

LA B AIFlexVPNIR B TELA SRR M EL R, EERARERHNUREE—MELHRER
AT

AREYEERNMS I EEMN

AT REFRNSERENNEREERE , FEAUTHEBG L,
- FAFEBGPITAYER. AIARIFETH 2§ B EI
- BLEBGPHE Y , AR 1RBGPX A REXN ELFHER,

- BNERANEE AN (BFD) , RAEXZHFlexVPNEBEBFFTEZWNFERE,
X TRENAEES

72X E| 53 X BEE A T — BT MU (NHRP) RS XX #, Cisco IOSRRXERER R
NHRPE&H |, fi#0 :

Spokel#show ip route nhrp
(...)

192.168.102.0/24 is variably subnetted, 2 subnets, 2 masks
H 192.168.102.0/24 [250/1] wvia 10.2.2.105, 00:00:21, Virtual-Accessl

HBGPEZIIMN  XERAFTIH ; ik , EMNBAEZAINHRPREFE , BINAF N, X
BEWRBEEIN D X F 5 ZRBEFEEREHRENREFZET,

REAREIE

A4 3t b5t

MREEER D AR |, TR SR AR E 2 IV IPoR L.
gL R

ip local pool FlexSpokes 10.1.1.100 10.1.1.254

FixaR2

ip local pool FlexSpokes 10.2.2.100 10.2.2.254
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L ARBCGPEE

§4 33BGPH B 5 LA B #Y RABIHE L,
Itk SR BLAN P33k 59 192.168.0. 1 Sk 881,

router bgp 65001

bgp log-neighbor-changes

bgp listen range 10.1.1.0/24 peer-group Spokes
network 192.168.0.0

aggregate-address 192.168.0.0 255.255.0.0 summary-only
neighbor Spokes peer-group

neighbor Spokes remote-as 65001

neighbor Spokes fall-over

neighbor 192.168.0.2 remote-as 65001

neighbor 192.168.0.2 route-reflector-client
neighbor 192.168.0.2 next-hop-self all
neighbor 192.168.0.2

o

unsuppress-map ALL

route-map ALL permit 10
match ip address 1

ip access-list standard 1
permit any

MARFTEY | X RFT R

- AN FlexVPN it it i 4E BGPii UTSE B Ao
. A3 489 192.168.0.0/24,
SCEMNBEELESR. RAtutBEEBESnIOEO RN ZARERSKR , ZEOEA TR
HIFRNEFRKH,
- FTERENRFESTAHEMELSE. ATCHRBGPERE , ANEERBRAREES.
BB KRR — MNFlexVPNEHH 2 X FEL SR 2 BIHBGPRI R R,



192.168.0.0/24 (Hub LAN)
192.168.101.0/24

192,168.102.0/24 Hub?2
192.168.0.0/16 (summary]

192,168,101.0/2

92.168.0.0/16

192,168.102.0/24

Spokel

92.168.0.0/16

Spoke2

AR ERYP  FERTEFOELFRENEE  I&RTENELB[OBREHRNER

(NHE )  BEERTELBZETRIETER,

WiF

BTSN XHREEHNELSENXE , Hib#EAshow crypto ikev2 satp & I AR BIFHA

IKEV2£1E,

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
3 172.16.1.2/500 172.16.2.2/500 none/none READY

Encr: AES-CBC, keysize: 256, Hash: SHA512, DH Grp:5, Auth sign:

Life/Active Time: 86400/3147 sec

Tunnel-id Local Remote fvrf/ivrf Status
1 172.16.1.2/500 172.25.2.1/500 none/none READY

Encr: AES-CBC, keysize: 256, Hash: SHA512, DH Grp:5, Auth sign:

Life/Active Time: 86400/3256 sec

EEFRHNNUERS , FRAUTSHS

show bgp ipv4 unicast

show bgp summary

PSK, Auth verify: PSK

PSK, Auth verify: PSK



FRH&xL , ENZEINELBRECEAR , A BT NERLI|AVEREL TEHRS

Spokel#show bgp ipv4 unicast

BGP table version 1is 4, local router ID is 192.168.101.1

Status codes: s suppressed, d damped, h history, * wvalid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,

X best-external, a additional-path, c¢ RIB-compressed,

Origin codes: i1 - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path

*>i 192.168.0.0/16 10.1.1.1 0 100 0 i

* 1 10.2.2.1 0 100 0 i

*> 192.168.101.0 0.0.0.0 0 32768 i

Spokel#show bgp summa

Spokel#show bgp summary

BGP router identifier 192.168.101.1, local AS number 65001
BGP table version is 4, main routing table version 4

2 network entries using 296 bytes of memory

3 path entries using 192 bytes of memory

3/2 BGP path/bestpath attribute entries using 408 bytes of memory
0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 896 total bytes of memory

BGP activity 2/0 prefixes, 3/0 paths, scan interval 60 secs

Neighbor V AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
10.1.1.1 4 65001 7 7 4 0 0 00:00:17 1
10.2.2.1 4 65001 75 72 4 0 0 01:02:24 1

B HERR

AR EEREHTHEDERR

- Internet Z 433X (IKE)
- BERM PR £ (IPsec)
AR MR Bshowin F

show crypto ipsec sa

show crypto ikev2 sa

AR 28X Hdebugis & -

debug crypto ikev2 [internal|packet]
debug crypto ipsec

debug vtemplate event

LT RAAXEEADL :

show bgp ipv4 unicast (or show ip bgp)

show bgp summary
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