EA“IP[v6]RES b S EESVTI, DVTIFIKEV2
FlexVPN_ LB EIGRP 7= 5l

FERAH

EEREFHE —MAKFMEL EHEIGRP
EEXREFMHSVTIMER EREIGRP
FHIPARESGT
SVTI.LHEIGRPEIEE T [EFMAIDVTIM E
IKEv2 Flex VPN.E E BT [EF M EIGRP

B A Al EE
SVTIMER F EBAREFMAIPV6 EIGRP
IKEV2 Flex VPN.E E BT [EFMENIPV6 EIGRP
R PE HEBR

2 %0 (7] # i3 BR

HXER

st

3RS B IR 1E Cisco |0S® L HI ¥ %% ML 1% 2 b L B 1898 ) A SR % B8 R ML (EIGRP), 9 T 4%
ZEIGRP4BE4SRIEX R , Cisco IOSHIMME —FR A IPH U IRENEIGRP HELLOXIE R, AIEAfE
Fip unnumberedn © 2 A iZ¥ilE,

NENSE -0 ERETHER—F MNP BE S EREIGRPHIE,

5 —MNRBLER A Aip unnumbered i T REAZRIUE , H AFEIGRPER TAREFMHNE
Rz BB B R R,

ARIESTAB TFlexXVPNH LMD X HE , HP IS MNRF[/AIENIPHuE, N TFHZHE |, 2Rip
address negotiated s ¥ Hlip unnumbered@ 2 F FMMUEIIEE, ip unnumbered T EEA TR
NR(P2P)REWHED , XEFIexVPNE A —PMEENES , RN EETP2PENM,

B, AHTIPVe AR , URBASEMRBEZOSVINNZIAELBEZODVINNEXE, FHR
IPveHIPv4ig =0T |, 1T HEEB I,

A, EERT Cisco IOSHRZA15.1H115.3 2 [AIAY 82 2k (Cisco bug ID CSCtx45062).



https://tools.cisco.com/bugsearch/bug/CSCtx45062

DVTIZA4 FEEip unnumberedin ¥, iX 2 F 7 E LR R #E O £ 52 25EL = AV P 1if M R 4% 52 BE 2 L
WREEO, b4k, REEIPHbU AV O T ER A AR EXR, NFSVTI, ip

unnumbered@ T R RLEMN , BMREEIZTFMN |, MTERE I A BB EX R SHTRIE
o WAL, IPV6IZRT FEEipv6 unnumberedin & , B A THEEIGRPAR 252 R AV AN 5 3% b 1k

FRFMH

=R
Cisco BB EB U T EFENERM AR -

. Cisco IOS_EHIVPNEL &
. Cisco |IOS_EHRJFlexVPNEL &

SEANAH
A EFHEBEE T Cisco IOSHRA15.3T,

AXHEPNEEHRETREXRERNEFNREFEN, AXHFEANERZRENERAR
(BN ) BE, MRAEEANREXINEG  FRRARLKEL THRAEG STHEBERN,

BEETEAFRN—P L ARME L WEIGRP

I ; BAEI1(R1)(e0/0:10.0.0.1/24)—(e0/1:10.0.1.2/24) B 85 2(R2)

R1l:
interface Ethernet0/0
i p address 10.0.0.1 255.255.255.0

router eigrp 100
network 10.0.0.1 0.0.0.0

R2:
interface Ethernet0/0
ip address 10.0.1.2 255.255.255.0

router eigrp 100
network 10.0.1.2 0.0.0.0

R1E7R :

*Mar 3 16:39:34.873: EICGRP: Received HELLO on Ethernet0/0 nbr 10.0.1.2

*Mar 3 16:39: 34.873: AS 100, Flags OxO0: (NULL), Seq 0/0 interfaceQ 0/0

*Mar 3 16:39:34.873: EIGRP-1Pv4(100): Neighbor 10.0.1.2 not on common subnet
for Ethernet0/0

Cisco IOSTLEHMBEXR , R, BEXUNFMAES , HFSHEIGRPTHEER FM L"H
EMEN. XE,



/c/zh_cn/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/13674-15.html
/c/zh_cn/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/13674-15.html

BEFRREFRHWSVTIRE LWEIGRP
FRAENREZONVT)(EARBEHEGRE)PRE)N , tt&HIEHFNER.

FFS 1 R1(Tun1:172.16.0.1/24)—(Tun1:172.17.0.2/24)R2

R1l:
interface Ethernet0/0
i p address 10.0.0.1 255.255.255.0

interface Tunnel 1

ip address 172.16.0.1 255.255.255.0
tunnel source Ethernet0/0

tunnel destination 10.0.0.2

router eigrp 100

network 172.16.0.1 0.0.0.0
passi ve-interface default

no passive-interface Tunnel 1

R2:
interface Ethernet0/0
i p address 10.0.0.2 255.255.255.0

interface Tunnel 1

ip address 172.17.0.2 255.255.255.0
tunnel source Ethernet0/0

tunnel destination 10.0.0.1

router eigrp 100
network 172.17.0.2 0.0.0.0

passi ve-interface default
no passive-interface Tunnel 1

R1E7R :

*Mar 3 16:41:52.167: EICGRP: Received HELLO on Tunnel 1 nbr 172.17.0.2

*Mar 3 16:41:52.167: AS 100, Flags OxO0: (NULL), Seq 0/0 interfaceQ 0/0

*Mar 3 16:41:52.167: EIGRP-1Pv4(100): Neighbor 172.17.0.2 not on common subnet
for Tunnell

XETEZHFHIAR,

ERIPRRSHT

ARBIE R A 2 Fip unnumbered i 5, i an 22 A IR H R VFETE T W PRV S 2 B2 1L
EIGRP& 1.

hidE EHIZRAL , {BREERY bt BUE B 15 @ PR B Mip unnumbered & % E X :

FFM 1 R1(Tun1:172.16.0.1/24)—(Tun1:172.17.0.2/24)R2

R1l:



interface Ethernet0/0
i p address 10.0.0.1 255.255.255.0

interface LoopbackO
ip address 172.16.0.1 255.255.255.0

interface Tunnel 1

ip unnumbered LoopbackO
tunnel source Ethernet0/0
tunnel destination 10.0.0.2

router eigrp 100

network 172.16.0.1 0.0.0.0
passi ve-interface default

no passive-interface Tunnel 1

R2:
interface Ethernet0/0
i p address 10.0.0.2 255.255.255.0

interface LoopbackO
ip address 172.17.0.2 255.255.255.0

interface Tunnel 1

ip unnumbered LoopbackO
tunnel source Ethernet0/0
tunnel destination 10.0.0.1

router eigrp 100

network 172.17.0.2 0.0.0.0
passi ve-interface default

no passive-interface Tunnel 1

R1ETR :

*Mar 3 16:50:39.046: ElI GRP: Received HELLO on Tunnell nbr 172.17.0.2

*Mar 3 16:50: 39. 046: AS 100, Flags OxO0: (NULL), Seq 0/0 interfaceQ 0/0
*Mar 3 16:50:39.046: EIGRP: New peer 172.17.0.2

*Mar 3 16:50: 39. 046: %DUAL-5-NBRCHANGE: EIGRP-IPv4 100: Neighbor 172.17.0.2
(Tunnell) is up: new adjacency

Rl#show ip eigrp neighbors
El GRP- | Pv4 Nei ghbors for AS(100)

H Address Interface Hol d Upti e SRTT RTO Q Seq
(sec) (ns) Cnt  Num
0 172.17.0.2 Tul 12 00:00: 07 7 1434 0 13

Rl#show ip route eigrp
172.17.0.0/24 is subnetted, 1 subnets
D 172.17.0.0 [90/27008000] via 172.17.0.2, 00:00:05, Tunnell

Rl#show ip int brief

Interface | P- Addr ess OK? Met hod Status Pr ot oco
Et hernet 0/ 0 10.0.0.1 YES manual up up
LoopbackO 172.16.0.1 YES manual up up

Tunnel 1 172.16.0.1 YES TFTP up up
R22E12L,

Hip unnumbered B S EHRA B EIPHuEEE , EIGRPBEXRT LK.



SVTILMEIGRPEIEEFREFRHDVTIFE

ARBIESEAip unnumberedin . ERFN 13FHFDVTI,

A : R1(Tun1:172.16.0.1/24)— (BB ME4R : 172.17.0.2/24)R2

EEALXS £ —NROIBEAT T B, MEEADVTIMARSVTI. koL, ARBEIHRERM T BBERY

R1:

crypto i saknp policy 1
encr 3des

aut hentication pre-share
group 2

crypto i saknp key cisco address 0.0.0.0 0.0.0.0
!

crypto i psec transformset TS esp-des esp-nd5- hmac
!

crypto i psec profile prof

set transformset TS

!

interface LoopbackO

ip address 172.16.0.1 255. 255. 255.0
!

interface Tunnel 1

ip unnumbered LoopbackO

tunnel source Ethernet0/0

tunnel node ipsec ipv4d

tunnel destination 10.0.0.2

tunnel protection ipsec profile prof
!
router eigrp 100

network 172.16.0.1 0.0.0.0

passi ve-interface default

no passive-interface Tunnel 1

R2:

crypto i saknp policy 1
encr 3des

aut hentication pre-share
group 2

crypto i saknp key cisco address 0.0.0.0 0.0.0.0
crypto i saknp profile profLAN
keyring default
match identity address 10.0.0.1 255. 255. 255. 255
virtual-template 1
!
crypto i psec transformset TS esp-des esp-nd5- hmac
!
crypto i psec profile prof LAN
set transformset TS
set isaknmp-profile profLAN

interface LoopbackO

ip address 172.17.0.2 255. 255.255.0

!

interface Ethernet0/0

i p address 10.0.0.2 255.255.255.0

!

interface Virtual - Tenpl atel type tunnel
ip unnumbered LoopbackO



tunnel source Ethernet0/0

tunnel node ipsec ipv4

tunnel protection ipsec profile profLAN
1

!
router eigrp 100

network 172.17.0.2 0.0.0.0

passi ve-interface default

no passive-interface Virtual - Tenpl atel

— I ER N —#E1T

Rl#show crypto session

Crypto session current status

Interface: Tunnell

Sessi on status: UP-ACTI VE

Peer: 10.0.0.2 port 500
| KEvl SA: local 10.0.0.1/500 renote 10.0.0.2/500 Active
| PSEC FLOW pernmit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0

Active SAs: 2, origin: crypto nap

Rl#show crypto ipsec sa

interface: Tunnel 1
Crypto map tag: Tunnel 1-head-0, |ocal addr 10.0.0.1
protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
renote i dent (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current _peer 10.0.0.2 port 500

PERM T, flags={origin_is_acl,}

#pkts encaps: 89, #pkts encrypt: 89, #pkts digest: 89
#pkts decaps: 91, #pkts decrypt: 91, #pkts verify: 91

Rl#show ip eigrp neighbors

El GRP- | Pv4 Nei ghbors for AS(100)

H Address Interface Hol d Upti e SRTT RTO Q Seq
0 172.17.0.2 Tul 13 00: 06: 31 7 1434 0 19

Rl#show ip route eigrp
172.17.0.0/24 is subnetted, 1 subnets
D 172.17.0.0 [90/27008000] via 172.17.0.2, 00:06:35, Tunnell

R2#show crypto session

Crypto session current status

Interface: Virtual -Accessl

Profile: profLAN

Sessi on status: UP-ACTI VE

Peer: 10.0.0.1 port 500
| KEvl SA: local 10.0.0.2/500 renote 10.0.0.1/500 Active
| PSEC FLOW permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0

Active SAs: 2, origin: crypto nap

R2#show crypto ipsec sa
interface: Virtual-Accessl
Crypto map tag: Virtual - Accessl-head-0, |ocal addr 10.0.0.2
protected vrf: (none)
|l ocal ident (addr/nask/prot/port): (O
renote i dent (addr/mask/prot/port): (O

/0. 0.0.0/0/0)

.0.0.0
.0.0.0/0.0.0.0/0/0)



current _peer 10.0.0.1 port 500

PERM T, flags={origin_is_acl,}
#pkts encaps: 107, #pkts encrypt: 107, #pkts digest: 107
#pkts decaps: 105, #pkts decrypt: 105, #pkts verify: 105

R2#show ip eigrp neighbors

El GRP- | Pv4 Nei ghbors for AS(100)

H Address Interface Hol d Upti me SRTT RTO Q Seq
0 172.16.0.1 Vil 13 00: 07: 41 11 200 0 16

R2#show ip route eigrp
172.16.0.0/24 is subnetted, 1 subnets
D 172.16.0.0 [90/1433600] via 172.16.0.1, 00:07:44, Virtual -Accessl

ETERTH, HERHERERBEROTEE72.16.0.17172.17.0.28Y , EIGRPE XN , HiRE
Z B FEE MR,

IKEv2 Flex VPN_E R BT E FMHYEIGRP

AT 2FlexVPNROM 2 X BB R, RSFELES RHNEERKKIEIPHbL,
#h#d 1 R1(€0/0:172.16.0.1/24)—(€0/1:172.16.0.2/24)R2

1358 (R1)ELE -

aaa new node
aaa aut horization network LOCALI KEv2 | oca

crypto i kev2 authorization policy AUTHOR- POLI CY
pool POOL

!

crypto i kev2 keyring KEYRI NG

peer R2

address 172.16.0.2

pr e-shar ed- key Cl SCO
!

crypto i kev2 profile default

match identity renote key-id FLEX

aut hentication renmote pre-share

aut hentication | ocal pre-share

keyring | ocal KEYRI NG

aaa aut hori zation group psk |ist LOCALI KEv2 AUTHOR- POLI CY
virtual -tenplate 1

nterface LoopbackO
ip address 1.1.1.1 255.255.255.0

nterface Ethernet0/0
ip address 172.16.0.1 255.255.255.0

nterface Virtual - Tenpl atel type tunnel
ip unnumbered LoopbackO

tunnel source Ethernet0/0

tunnel node ipsec ipv4



tunnel protection ipsec profile default
1

!

router eigrp 1

network 1.1.1.1 0.0.0.0

passi ve-interface default

no passive-interface Virtual - Tenpl atel
1

ip local pool POOL 192.168.0.1 192.168.0.10

BRECIE:

aaa new node
aaa aut horization network FLEX | oca

crypto i kev2 authorization policy FLEX
route set interface
1
1
!
crypto i kev2 keyring KEYRI NG
peer Rl
address 172.16.0.1
pr e- shar ed- key Cl SCO
!
1
!
crypto i kev2 profile default
match identity renpte address 172.16.0.1 255. 255. 255. 255
identity local key-id FLEX
aut hentication renmote pre-share
aut hentication | ocal pre-share
keyring | ocal KEYRI NG
aaa aut horization group psk list FLEX FLEX

nt erface LoopbackO
ip address 2.2.2.2 255.255.255.0

nterface Ethernet0/0
i p address 172.16.0.2 255.255.255.0

nterface Tunnel 0

ip address negotiated

tunnel source Ethernet0/0

tunnel node ipsec ipv4d

tunnel destination 172.16.0.1

tunnel protection ipsec profile default

router eigrp 1

network 0.0.0.0

passi ve-interface default

no passive-interface Tunnel O

BREASVTILUEERIPTEEAEADVTING LS. HTEIGRPTGIT M EH &M 5 (OSPF)HR
BRE , HFAFTEERED (SVTISDVTI ) FTELEEIGRP , EkERER & #HAML0.0.0.05RERTE
Tun0# 0O LB AEIGRP, £ A#z#Z ORBAMNETUN0EO LR REE,

NFHIBE  CEEEELSE LIEBRESNip,. FELDERZEOTFIEEIPHIUN  FaFE
REIELFRED, RS, EIBEAZEOSESEIPHiL , EIGRPAREXRRERFERK. At
, DVTIZ O B4 EEip unnumbered S BEFE REIGRP4BIEX R,



TEARFIF , 7£1.1.1.1F1192.168.0.9 2 [E M EIGRP4B#EXx K,
FEELER LN

Rl#show ip int brief

Interface | P- Addr ess OK? Met hod Status Pr ot ocol
Et hernet 0/ 0 172.16.0.1 YES NVRAM up up

Et hernet 0/ 1 unassi gned YES NVRAM adninistratively down down

Et her net 0/ 2 unassi gned YES NVRAM adninistratively down down

Et hernet 0/ 3 unassi gned YES NVRAM adninistratively down down
LoopbackO 1.1.1.1 YES manual up up
Virtual - Accessl 1.1.1.1 YES unset up up

Vi rtual - Tenpl at el 1.1.1.1 YES manual up down

Rl#show crypto session
Crypto session current status

Interface: Virtual - Accessl
Session status: UP-ACTI VE
Peer: 172.16.0.2 port 500
| KEv2 SA: local 172.16.0.1/500 renpote 172.16.0.2/500 Active
| PSEC FLOW pernit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto nap

Rl#show ip eigrp neighbors
El GRP- | Pv4 Nei ghbors for AS(1)

H Address Interface Hol d Upti me SRTT RTO Q Seq
(sec) (s) Cnt Num
0 192.168.0.9 Vil 10 01:28: 49 12 1494 0 13

Rl#show ip route eigrp
Gateway of l|ast resort is not set

2.0.0.0/24 is subnetted, 1 subnets
D 2.2.2.0 [90/27008000] via 192.168.0.9, 01:28:52, Virtual-Accessl

MEEWAEE | ip address negotiated 75+ Sip address unnumbered@s S TSR , H B
BAT FRRIE,

EREEF LN -

R2#show ip int brief

Interface | P- Addr ess OK? Met hod Status Pr ot ocol
Et hernet 0/ 0 172.16.0.2 YES NVRAM up up

Et hernet 0/ 1 unassi gned YES NVRAM adninistratively down down

Et hernet 0/ 2 unassi gned YES NVRAM adninistratively down down

Et hernet 0/ 3 unassi gned YES NVRAM adninistratively down down
LoopbackO 2.2.2.2 YES NVRAM up up
Tunnel O 192.168.0.9 YES NVRAM up up

R2#show crypto session
Crypto session current status

Interface: Tunnel O
Session status: UP-ACTI VE



Peer: 172.16.0.1 port 500

| KEv2 SA: local 172.16.0.2/500 renmote 172.16.0.1/500 Active

| PSEC FLOW pernit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto nap

R2#show ip eigrp neighbors
El GRP- | Pv4 Nei ghbors for AS(1)

H Address Interface Hol d Upti me SRTT RTO Q Seq
(sec) (s) Cnt Num
0 1.1.1.1 TuO 14 01:30: 18 15 1434 0 14

R2#show ip route eigrp

1.0.0.0/24 is subnetted, 1 subnets
D 1.1.1.0 [90/27008000] via 1.1.1.1, 01:30:21

HHERER

InternetZ A RILARA2(IKEV2) B B —MNET, AIAEAEREENR#EEXEHR, EtEEF , TF
EIGRP#lip unnumberedéi <.

BRI E— R, SENELREENBERERNRE LKA

crypto i kev2 authorization policy AUTHOR- POLI CY
pool POOL
route set access-list SPLIT

ip access-list standard SPLIT
permit 1.1.1.0 0.0.0.255

231111985 |, MIEEIGRP:

R2#show ip route

1.0.0.0/24 is subnetted, 1 subnets
s 1.1.1.0 is directly connected, TunnelO

A—SREERNEELETE, 2ZEB0SEEERE -

crypto i kev2 authorization policy FLEX
route set access-list SPLIT

ip access-list standard SPLIT
pernmit 2.2.2.0 0.0.0.255

£REGHYNBA ( HMIEEIGRP )

Rl#show ip route

2.0.0.0/24 is subnetted, 1 subnets
s 2.2.2.0 is directly connected, Virtual-Accessl



EtZES , TEEHIE B Hip unnumberedis T,

SVTIME LEEFRRFMHIPV6 EIGRP

FIPV6 , BRATRE. X2ENIPV6AihHE g b it (FESO::/10) A TE M EIGRPEOSPF4f X XK,
BREO A GERR tb U 8RB TR — F M , ESLFEFE N B Aipv6 unnumberedis %o

W HINE E—ANROIER , TRIZAETFIEIPv4ibit EE 7 IPveit it

R1ELE :

nterface Tunnel 1

no i p address

ipvé address FE80:1::1 link-local
ipvée address 2001:1::1/64

i pv6 enabl e

ipvée eigrp 100

tunnel source Ethernet0/0

tunnel node gre ipv6

tunnel destination 2001::2

nterface LoopbackO
description Sinmulate LAN
no i p address

ipvé address 2001:100::1/64
i pv6 enabl e

ipvée eigrp 100

nterface Ethernet0/0

no i p address

i pv6 address 2001::1/64
i pv6 enabl e

ipvé router eigrp 100
R2ELE :

interface Tunnel 1

no i p address

ipv6é address FE80:2::2 link-local
ipv6é address 2001:2::2/64

i pv6 enabl e

ipvé eigrp 100

tunnel source Ethernet0/0

tunnel node gre ipv6

tunnel destination 2001::1

nterface LoopbackO
description Sinulate LAN
no i p address

ipv6é address 2001:200::1/64
i pv6 enabl e

ipvé eigrp 100

nterface Ethernet0/0
no i p address
i pv6 address 2001::2/64



i pv6 enabl e

ipvé router eigrp 100
PRE M Hk v FREHRIFM (2001:1::1/64F12001:2::2/64 ) A , BEXHFTEE, FEHARERKbHE
PR R, FHIXLHI  BHRASRI,

ZER1L:

Rl#show ipvé int brief

Et hernet 0/ 0 [up/ up]
FE8O: : A8BB: CCFF: FE0O: 6400
2001::1

LoopbackO [up/ up]
FE8O: : A8BB: CCFF: FE0O: 6400
2001:100::1

Tunnel 1 [up/ up]
FE80:1::1
2001:1::1

Rl#show ipvé eigrp neighbors
El GRP- 1 Pv6 Nei ghbors for AS(100)

H Address Interface Hol d Upti me SRTT RTO Q Seq

(sec) (s) Cnt Num

0 Li nk-1ocal address: Tul 12 00:13:58 821 4926 0 17
FE80:2::2

Rl#show ipvé route eigrp

D 2001:2::/64 [90/28160000]
via FE80:2::2, Tunnell

D 2001:200::/64 [90/27008000]
via FE80:2::2, Tunnell

ER2E :

R2#show ipvé int brief

Et hernet 0/ 0 [ up/ up]
FE8O0: : A8BB: CCFF: FE0O: 6500
2001:: 2

LoopbackO [ up/ up]
FE8O0: : A8BB: CCFF: FE00: 6500
2001: 200::1

Tunnel 1 [ up/ up]
FE80: 2::2
2001:2::2

R2#show ipvé eigrp neighbors
El GRP- |1 Pv6 Nei ghbors for AS(100)

H Address Interface Hol d Upti nme SRTT RTO Q Seq

(sec) (s) Cnt  Num

0 Li nk-1ocal address: Tul 14 00:15: 31 21 1470 0 18
FE80:1::1

R2#show ipvé route eigrp

D 2001:1::/64 [90/28160000]
via FE80:1::1, Tunnell

D 2001:100::/64 [90/27008000]
via FE80:1::1, Tunnell



MNEIPVONEHEIGRPHERZ K, ER1L , £&E 72001:2::/64ME | iZM&52001:1::/64M LT [E
o RREtZaNtk, HlIn , £ T72001:1/64 , XEENZIPHuHFW, ALTEEipve
unnumbered@ . LA\ | BEEE O EFNEEipv6 addressin TREIVEIGRPABIEXR , AAFERT
7R 3t % 3% 3 it (24 S8 65 Aipv6 enable® /3 AIPVERT |, X tEibit & B 4ERR).

IKEv2 Flex VPN EE BT [E-FMEIPV6 EIGRP

IPv6YDVTIE B 5IPVARDVTIELERE : TREBHE ERAIPHL,

Rl(confi g) #interface Virtual-Template2 type tunnel
Rl(config-if)#ipvé enable

Rl(config-if)#ipvé address ?

autoconfig Obtain address using autoconfiguration

dhcp Cbtain a ipve address using dhcp

negoti ated |Pv6 Address negotiated via | KEv2 Mbdeconfig

Rl(config-if)#ipvé address
XEMEN , BABSHt NREREIELGRED, XRER LR RO BEREEAipve
unnumbered@i ¥ , X 2 X B & # Aipv6 address negotiated@ T HI R A,

WIS EHIEE , FTRZAETFTREIPvA i EE R N IPveit il

E4BHRNEE :

aaa aut horization network LOCALI KEv2 | oca

crypto i kev2 authorization policy AUTHOR- POLI CY
i pv6 pool POCL

crypto i kev2 keyring KEYRI NG
peer R2

address 2001::2/64

pr e- shar ed- key Cl SCO

crypto i kev2 profile default

match identity renote key-id FLEX

aut hentication renmote pre-share

aut hentication | ocal pre-share

keyring | ocal KEYRI NG

aaa authorization group psk list LOCALI KEv2 AUTHOR- POLI CY
virtual -tenplate 1

interface LoopbackO

no i p address

ipvé address 2001:100::1/64
i pv6 enabl e

ipvé eigrp 100

interface Ethernet0/0

no i p address

i pv6 address 2001::1/64
i pv6 enabl e

interface Virtual - Tenpl atel type tunne



no i p address

ipv6é unnumbered Loopback0

i pv6 enabl e

ipvé eigrp 100

tunnel source Ethernet0/0

tunnel node ipsec ipv6

tunnel protection ipsec profile default

ipvé | ocal pool POOL 2001:10::/64 64
ipvé router eigrp 100
eigrp router-id 1.1.1.1

PDX(R2)BLE :

aaa aut horization network FLEX | oca

crypto i kev2 authorization policy FLEX
route set interface

crypto i kev2 keyring KEYRI NG
peer Rl

address 2001::1/64

pr e- shar ed- key Cl SCO

crypto i kev2 profile default

match identity renote address 2001::1/64
identity local key-id FLEX

aut hentication renmote pre-share

aut hentication |ocal pre-share

keyring | ocal KEYRI NG

aaa aut horization group psk |ist FLEX FLEX

nterface Tunnel 0

no i p address

ipvé address negotiated

i pv6 enabl e

ipvé eigrp 100

tunnel source Ethernet0/0

tunnel node ipsec ipv6

tunnel destination 2001::1

tunnel protection ipsec profile default

nterface Ethernet0/0

no i p address

i pv6 address 2001::2/64
i pv6 enabl e

pv6é router eigrp 100
eigrp router-id 2.2.2.2

IS -

R2#show ipvé eigrp neighbors
El GRP- |1 Pv6 Nei ghbors for AS(100)

H Address Interface Hold Uptinme  SRTT
(sec) (s)
0 Li nk-1 ocal address: TuO 11 00:12:32 17

FE8O: : A8BB: CCFF: FEOO: 6500

R2#show ipvé route eigrp

RTO Q Seq
Cnt  Num
1440 0 12



D 2001:100::/64 [90/27008000]
vi a FE80: : A8BB: CCFF: FEOO: 6500, Tunnel O

R2#show crypto session detail
Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - I KE Extended Authentication, F - |KE Fragnmentation

Interface: Tunnel O
Uptime: 00:13:17
Sessi on status: UP-ACTI VE
Peer: 2001::1 port 500 fvrf: (none) ivrf: (none)
Phasel_id: 2001::1
Desc: (none)
| KEv2 SA: |ocal 2001::2/500
remote 2001::1/500 Active
Capabilities:(none) connid:1 lifetime:23: 46: 43
| PSEC FLOW pernit ipv6 ::/0 ::/0
Active SAs: 2, origin: crypto nap
I nbound:  #pkts dec' ed 190 drop O life (KB/ Sec) 4271090/ 2803
Qut bound: #pkts enc'ed 194 drop O life (KB/Sec) 4271096/ 2803

R2#ping 2001:100::1 repeat 100
Type escape sequence to abort.

Sendi ng 100, 100-byte | CWP Echos to 2001:100::1, timeout is 2 seconds:
NN RN R RN R R R RN R RN RN RN RN R RN RN RN RN AR RN

Success rate is 100 percent (100/100), round-trip mn/avg/max = 1/4/5 ns

R2#show crypto session detail
Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - I KE Extended Authentication, F - |KE Fragnentation

Interface: Tunnel O
Uptime: 00:13: 27
Sessi on status: UP-ACTI VE
Peer: 2001::1 port 500 fvrf: (none) ivrf: (none)
Phasel_id: 2001::1
Desc: (none)
| KEv2 SA: |ocal 2001::2/500
remote 2001::1/500 Active
Capabilities:(none) connid:1 lifetime:23:46: 33
| PSEC FLOW pernit ipv6 ::/0 ::/0
Active SAs: 2, origin: crypto nap
I nbound:  #pkts dec' ed 292 drop O life (KB/ Sec) 4271071/ 2792
Qut bound: #pkts enc'ed 296 drop O life (KB/Sec) 4271082/ 2792

FFDVTIl, BEFHEEIPV6. BUGTELEREBEAipv6 unnumbered &S , HEWEE&LEH
ipv6é address negotiated o

3% &= A DVTIRAtipv6 unnumbered@®@©. BEE , W FIPvem A 2IPv4 , ERlERED ERE
ipv6 unnumbered@s . REEIPv6 SVTIHZRAEE : AR ipvoittt A FE I BFEX R, MEHL
FE AR 52 B Y R 075 (R 482 O 4R RIPVE S tth 5 B it | X B AR M EIGRP4B#ER R,



WiF

SR A HUATHREENRIETRE,

B HERR

B AR B X M B AR R E R

51 ] 2 i BA

Cisco Bug ID CSCtx45062 FlexVPN:#I1RBE&EIP /32 , MEIGRPTA N E LN H FM,

IRAFMEETHE FFlexVPN, EXMIEE ( HRAE15.1) 280 , MAUTHS :

R2(config-if)#do show run int tunl
Bui | di ng configuration..

Current configuration : 165 bytes

interface Tunnel 1

tunnel source Ethernet0/0

tunnel destination 192.168.0.1

tunnel protection ipsec profile profl

R2(config-if)#ip address 192.168.200.1 255.255.255.255
Bad mask /32 for address 192.168.200.1

HEERMANTH T (HKH15.3)

R2(config-if)#do show run int tunl
Bui | di ng configuration...

Current configuration : 165 bytes

interface Tunnel 1

tunnel source Ethernet0/0

tunnel destination 192.168.0.1

tunnel protection ipsec profile profl

R2(config-if)#ip address 192.168.200.1 255.255.255.255
R2(config-if)#

*Jun 14 18:01:12.395: %DUAL-5-NBRCHANGE: EIGRP-IPv4 100: Neighbor
192.168.100.1 (Tunnell) is up: new adjacency

HAFRRAS15.3RFR ERRBIE X

- FREIP# st H 1= 7R #58/32,
- ER/324b 3BT | EIGRPAR B IR E FMNEIE,

H"E


https://tools.cisco.com/bugsearch/bug/CSCtx45062

EIGRP{TAEip unnumbered@f P E . BEEIEIGRPAIEZEXRNEZEANE —FRNHNKE,

A, YR EERENR EEADVTIRSEENIPH U | FAFSESEIEISE. XMERNFAL
2 Eip unnumbered@ I R E .

¥ FFlexVPN , E&Fis L ERA D Ebutet | THMEAip unnumberedin ©. B2 , £AEIGRPHY
, ERGELEATCHETE, HAFHEEENHTHREN , TEZEEIGRP,

FFSVTI, IPvefE F 2 i 5% 2% it it 3 1748 4% , TFEMEAipv6 unnumbered i+ o
SFDVTIl, BEFHEEIPV6, BT EL IR Aipve unnumbered 5 , HEWERFZLER

ipv6 address negotiated & .

HXRfER

. Cisco 10S 15.3 FlexVPNEC B IS
. Cisco 10S 15.3@8 %8 =
- BARTEFIHY - Cisco Systems



http://www.cisco.com/en/US/partner/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/15-mt/sec-cfg-ikev2-flex.html
http://www.cisco.com/en/US/partner/products/ps12745/prod_command_reference_list.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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