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aaa new node
aaa aut horization network default |oca
aaa session-id comon

crypto i kev2 keyring Fl ex_key

peer Spokes

address 0.0.0.0 0.0.0.0

pre-shared-key | ocal cisco
pre-shared-key renote cisco

11
crypto i kev2 profile Flex_ | KEv2

match identity renpte address 0.0.0.0
identity local email Clientl@cisco.com
aut hentication renote pre-share

aut hentication |local pre-share

keyring | ocal Flex_key

aaa aut horization group psk list default default
virtual -tenplate 1

crypto | oggi ng session

crypto ipsec profile default
set ikev2-profile Flex_ | KEv2

interface Tunnel 1

i p address negoti at ed
ip ntu 1400

ip nhrp network-id 2
ip nhrp shortcut virtual-tenplate 1
ip nhrp redirect

ip tcp adjust-nss 1360
tunnel source G gabitEthernet0/0
tunnel destination 172.25.1.1
tunnel path-ntu-di scovery
tunnel protection ipsec profile default

interface Virtual - Tenpl atel type tunnel
i p unnunbered Tunnel 1

ip ntu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-tenplate 1

ip nhrp redirect

ip tcp adjust-nss 1360

tunnel path-ntu-discovery

tunnel protection ipsec profile default
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aaa new node
aaa aut horization network default | ocal

aaa session-id conmon

crypto i kev2 authorization policy default
pool Fl exSpokes
route set interface

crypto i kev2 keyring Fl ex_key
peer Spokes
address 0.0.0.0 0.0.0.0
pre-shared-key | ocal cisco
pre-shared-key renote cisco
11
peer Cientl
identity email Cientl@isco.com
pr e-shared-key cisco
11
peer Cient2
identity email Cient2@i sco.com
pr e-shared-key cisco

crypto i kev2 profile Flex_| KEv2

match fvrf any

match identity renpte address 0.0.0.0

match identity renote email domain cisco.com
aut hentication renmote pre-share

aut hentication | ocal pre-share

keyring | ocal Flex_key

aaa aut horization group psk list default default
virtual -tenplate 1

no crypto ikev2 http-url cert
crypto | oggi ng session

crypto ipsec profile default
set ikev2-profile Flex_|KEv2

interface Virtual - Tenpl atel type tunnel
vrf forwarding | VRF

i p unnunber ed Loopback100

ip ntu 1400

ip nhrp network-id 2

ip nhrp redirect

ip tcp adjust-nss 1360

tunnel path-ntu-di scovery

tunnel vrf | NTERNET

tunnel protection ipsec profile default
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aaa attribute list dientl
attribute type interface-config "ip mu 1300" protocol ip
attribute type interface-config "service-policy output TEST" protocol ip
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policy-map TEST

cl ass cl ass-default

shape average 60000
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crypto i kev2 authorization policy Clientl
pool Fl exSpokes

aaa attribute list Cdientl

route set interface
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crypto i kev2 name-nmangl er GET_NAME
emai | usernane

crypto i kev2 profile Flex_|I KEv2
aaa aut horization group psk list default name-mangl er GET_NAME

Hclient1iz21TES , AT SAAEXS B A H#78 fclient2,

EPIw2N Y REL RN R

BRELRBNEMHNEMEE (ORFE) .

aaa attribute list dient2
attribute type interface-config "ip tcp adjust-nmss 1200" protocol ip
attribute type interface-config "ip access-group 133 in" protocol ip

crypto i kev2 authorization policy dient2
pool Fl exSpokes

aaa attribute list Cdient2

route set interface
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IKEVE protile

1. Send local igentiy
&.0 Clignt® Cisco.con

FlesWPM responder

2. Daas this remate

2 IKEVZ Profile’s authonzanon staterment
requires mangling to be done
2.4 mangle dentity “Clent@oisco.com,

I¥EvE name mangler

identity match any
af oy profiles? }_

Lacal identity

il

IKEw2 profile
matc remnoke ilﬂﬂmi‘ty

4. Return a name to be used by
auihonzation call
e.q. "Client”

5. Perlarm authrization call as defined

by “aaa authorization netwaork® staiemeant
and using name as returnad by manglar
&3 local authorization for name "Clint"

IKEvZ authcfization policy

6. Return infarmation from
AL% attribute list
@, attribuie st "Clhent”

AAA attributa list
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bsns-asr1001- 4#show cef int virtual-access 1

(...)

Hardware idb is Virtual - Accessl
Fast switching type 14,

| P CEF switching enabl ed

I P CEF switching turbo vector
IP Null turbo vector

VPN Forwarding table "I VRF"

I P prefix |ookup IPv4 ntrie 8-8-8-8 optinm zed
Tunnel VPN Forwarding table "I NTERNET" (tableid 2)
Input fast flags 0x0, Qutput fast flags 0x4000

i findex 16(16)

interface type 21

Sl ot unknown (4294967295) Slot unit 1 VC -1

I P MIU 1300

Real output interface is G gabitEthernet0/0/0

bsns-asr 1001- 4#show policy-map interface virtual-accessl

Vi rtual - Accessl

Servi ce-policy output: TEST

Cl ass-nmap: cl ass-default (match-any)
5 packets, 620 bytes

5 mnute offered rate 0000 bps,

drop rate 0000 bps




Mat ch: any

Queuei ng

queue limt 64 packets

(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 5/910

shape (average) cir 60000, bc 240, be 240
target shape rate 60000
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bsns-asr1001- 4#show cef int virtual-access 2
Virtual - Access2 is up (if_nunber 18)
Correspondi ng hwidb fast _if_nunber 18
Correspondi ng hwidb firstsw > f_nunber 18
Internet address is 0.0.0.0/0
Unnunbered interface. Using address of Loopbackl100 (192.168.1.1)
ICVWP redirects are never sent
Per packet |oad-sharing is disabled
I P uni cast RPF check is disabled
I nput features: Access List, TCP Adjust MsS
(...)

bsns-asr 1001- 4#show ip interface virtual-access?2
Virtual - Access2 is up, line protocol is up
Interface i s unnunbered. Using address of Loopbackl1l00 (192.168.1.1)
Broadcast address is 255.255.255. 255
MIU i s 1400 bytes
Hel per address is not set
Di rected broadcast forwarding is disabled
Qut goi ng access list is not set
I nbound access list is 133, default is not set
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debug crypto ikev2 [internal|packet]

REWMAUTHS :

show crypto ikev2 sa
show crypto ipsec sa peer a.b.c.d
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debug aaa aut hori zation
debug aaa attr
debug aaa proto | ocal
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