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AR RECEBASBNASANERER, XERATUSNZH, RE , THEAEIENSE
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J5 I i 28 A I ECDSAFH 78 1Y 25 Bk
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1. QI —MMHE R,

openssl ecparam -out ca. key -nane secp256rl -genkey

2. Bl —MHE & A ERES,

openssl req -x509 -new -key ca. key -out ca.pem -outform PEM -days 3650

FlexVPN

1. QIBERMENR , X201 2ME L (EC)BRAX N AR FRM
i p domai n-name ci sco. com
host nane Routerl
crypto key generate ec keysize 256 | abel routerl.cisco.com

2. QIR MEESUMCAREUES,

crypto pki trustpoint ec_ca
enrol I ment terninal
subj ect - name cn=routerl.ci sco.com
revocation-check none
eckeypair routerl.cisco.com
hash sha256

AE  HITCALTRIVRES , BtBERERER ; NEAMERE , WEAFHREFKI
RARLZ2MH,

3. RIHEMAER, XFIRIITELANCAILEBRIEIZ
crypto pki authenticate ec_ca

4. RE , REFRETEMACAHECARIBIEH, XEFEAOpenSSLAIEN X fFca.pem,. EEE
WX | EEREERPEFEHOpenSSLEEFopenss x509 -in ca.pem$TFF BE3T4F, K 5 It IR A
W Aquite AFFE AyesiE s,

5. J95% B EMBICA LR N EA B BE R ME(PKI)o
crypto pki enrol ec_ca

6. BB EFEZEATRICARKIERBER, XA LS TN XA (flex.csr) HE A
OpenSSLEF &R,
openssl ca -keyfile ca.key -cert ca.pem-nd sha256 -in flex.csr -out flex.pem

7. MALGSE , FEEEMCAERWfex.pemX IR AKHE. RE , ETHERA
quito

crypto pki import ec_ca certificate

ASA

1. IBEEANENE , IR UBECEAXNNLZRML
donai n- name ci sco. com
host nane ASAl
crypto key generate ecdsa | abel asal.cisco.comelliptic-curve 256

2. QB HFE S UMCARREUES,
crypto ca trustpoint ec_ca
enrol | ment term nal
subj ect - name cn=asal. ci sco. com
revocati on-check none
keypair asal.cisco.com



AEE  ATCALTHRAURES , ABHERERER ; NEARERE , MEEFHREDI
5 N e i

3. WIEEER. XHRBMITELHANWCAERHNEIZ,
crypto ca authenticate ec_ca

4. RfE , REFRETEWMACAHNEGCARIEIEH. X2FEAOpenSSLAEMN X Fca.pem,. EEF
WX H | BERERR P EFEHOpenSSLEEopenssl x509 -in ca.pem$TFF L34, 7E 55 MG X
Eatm Aquit , AEE AyesiZE®,

5. FASAEMEICA_LHIPKI,
crypto ca enrol ec_ca

6. BN EIRY AT T RICARRKIERER. XAUBFR AR H(asa.csr) , REFEH
OpenSSLan B E &,

openssl ca -keyfile ca.key -cert ca.pem-nd sha256 -in asa.csr -out asa.pem

7. MARGTE , HXH4PEIENIERERNapem NCAERWIEE S ARBEEE. REETHITH
AQuito

crypto ca inport ec_ca certificate

EE

FlexVPN

B2 UE P BRET A B XY Fig & HiEFo

crypto pki certificate map certnmap 10
subj ect - name co ci sco. com

FSuite-BHIKEV2E WAL BB AL THS :

AE A TIUBALLM , 5 Haes-cbc-256 with sha512 hashir S #H{TEE .

crypto i kev2 proposal default
encryption aes-cbc-128
integrity sha256

group 19

FHKEV2E B XM 5iE HIRS TE |, FHECDSAEZHIE LNBEREEER.

crypto i kev2 profile default
match certificate certnmap
identity local dn

aut hentication renote ecdsa-sig
aut hentication | ocal ecdsa-sig
pki trustpoint ec_ca

virtual -tenplate 1

Bl B IPSeckk# £ LA F A Galois it i85 =X (GCM),

crypto i psec transformset ESP_GCM esp-gcm
node transport

£ BB B S BB B IPSec B X

crypto ipsec profile default
set transformset ESP_GCM



set pfs groupl9
set ikev2-profile default

BLERRERED

interface Virtual - Tenpl atel type tunnel
i p unnunbered G gabitEthernet0/0

tunnel source G gabitEthernet0/0

tunnel node ipsec ipv4

tunnel protection ipsec profile default

BEOREWNT :

interface G gabitEthernet0/0
i p address 10.10.10.1 255. 255.255.0
interface G gabitEthernet0/1
ip address 172.16.10.1 255. 255.255.0

ASA

EALEARE

interface G gabitEthernet3/0

namei f outside

security-level 0O

i p address 10. 10.10.2 255. 255. 255.0
interface G gabitEthernet3/1

nanei f inside

security-level 100

i p address 192.168.1.1 255.255.255.0

WMALUTHRIRGTAENEMBZNRE

access-list 100 extended permt ip 192.168.1.0 255.255.255.0 172.16.10.0 255. 255. 255.0
W ALtIPSecE il & 5 MINGE:

crypto ipsec ikev2 ipsec-proposal propl
protocol esp encryption aes-gcm
protocol esp integrity nul

ERF RS

crypto map nynmap 10 nmatch address 100

crypto map nymap 10 set peer 10.10.10.1

crypto map nynmap 10 set ikev2 ipsec-proposal propl
crypto map mymap 10 set trustpoint ec_ca

crypto map nynmap interface outside

WS EANGER BIKEV2EKEE :

crypto i kev2 policy 10
encryption aes
integrity sha256
group 19
prf sha256



lifetine seconds 86400
crypto i kev2 enabl e outside

ANERTERENRESR

tunnel -group 10.10.10.1 type ipsec-|2I

tunnel -group 10.10.10.1 ipsec-attributes
peer-id-validate cert
i kev2 renote-authentication certificate
i kev2 | ocal -authentication certificate ec_ca

PRI UE

KIFECDSABHA BB IIE Ao

Rout er 1#show crypto key mypubkey ec routerl.cisco.com
% Key pair was generated at: 21:28:26 UTC Feb 19 2013
Key name: routerl.cisco.com

Key type: EC KEYS

St orage Device: private-config

Usage: Signature Key

Key is not exportable.

Key Dat a&col on;

<...omtted...>

ASA- 1(confi g) #show crypto key mypubkey ecdsa
Key pair was generated at: 21:11:24 UTC Feb 19 2013
Key nanme: asal.cisco.com
Usage: General Purpose Key
EC Size (bits): 256
Key Dat a&col on;
<...omtted...>

RIFEBEXI S ABEEHBECDSA,

Rout er 1#show crypto pki certificates verbose
Certificate
Status: Avail able
Version: 3
Certificate Serial Nunber (hex): 0137
Certificate Usage: Ceneral Purpose
| ssuer:
<...omtted...>
Subj ect Key I nfo:
Public Key Al gorithm rsaEncryption
EC Public Key: (256 bit)
Signature Al gorithm SHA256 wi th ECDSA

ASA- 1(confi g) #show crypto ca certificates
CA Certificate
Status: Avail able
Certificate Serial Nunmber: 00a293f 1f e4bd49189
Certificate Usage: Ceneral Purpose
Public Key Type: ECDSA (256 bhits)
Si gnature Al gorithm SHA256 with ECDSA Encryption
<...onmtted...>

WIFIKEV2 SAER BB HFEH EERENNGEE X,



Rout er 1#show crypto ikev2 sa detailed
I Pv4d Crypto | KEv2 SA

Tunnel -id Local Renot e fvrf/ivrf St at us
1 10.10.10.1/500 10.10.10.2/500 none/none READY
Encr: AES-CBC, keysize: 128, Hash: SHA384, DH Grp:19, Auth sign: ECDSA,
Auth verify: ECDSA
Life/ Active Tine: 86400/ 94 sec

ASA- 1#show crypto ikev2 sa detail
| KEv2 SAs:
Session-id: 2, Status:UP-ACTIVE, |KE count:1, CH LD count:1

Tunnel -id Local Renot e St at us Rol e
268364957 10. 10. 10. 2/ 500 10.10. 10. 1/ 500 READY I NI TI ATOR
Encr: AES-CBC, keysize: 128, Hash: SHA384, DH Grp:19, Auth sign: ECDSA,
Auth verify: ECDSA
<...omtted...>
Child sa: local selector 192.168.1.0/0 - 192.168.1.255/65535
remote selector 172.16.10.0/0 - 172.16.10.255/65535
ESP spi in/out: 0xe847d8/ 0x12bce4d
AH spi in/out: 0x0/0x0
CPl in/out: 0x0/0x0
Encr: AES-GCM, keysize: 128, esp_hmac: N/A
ah_hmac: None, conp: |PCOVP_NONE, node tunne

KiFIPSec SAERINBIZHFE A B ENNGEE %,
R : FlexVPNT LA 1E 5k B BT ZIFIKEV2FIPSect B IEIOSE F i BV IPSeciE 1%,

Rout er 1#show crypto ipsec sa

interface: Virtual - Accessl
Crypto map tag: Virtual - Accessl-head-0, |ocal addr 10.10.10.1

protected vrf: (none)
local ident (addr/mask/prot/port): (172.16.10.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
current _peer 10.10.10.2 port 500
PERM T, flags={origin_is_acl,}
<...omtted...>

i nbound esp sas:

spi: 0x12BCE4D(19648077)
transform: esp-gcm ,
in use settings ={Tunnel, }

ASA- 1#show crypto ipsec sa detail
interface: outside
Crypto map tag: nymap, seq num 10, |ocal addr: 10.10.10.2

access-list 100 extended permit ip 192.168.1.0 255.255.255.0 172.16.10.0
255. 255. 255. 0
| ocal ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (172.16.10.0/255.255.255.0/0/0)
current _peer: 10.10.10.1
<...omtted...>



i nbound esp sas:
spi: OxO0E847D8 (15222744)
transform: esp-aes-gcm esp-null-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, }

BXEBEMESUite-BHNIFMAES , R T —RMEBK B,

BXBENXE T —RNENEFERAEE , BSAT —RNBHRERRE,

HXER
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- F—RinZER5RE

. Secure Shell (SSH)
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