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1. BEERADIUS AN 3 1T B IR H E LA 3R,

aaa new node

aaa group server radius Fl exVPN- Aut hC- Server-G oup-1
server-private 10.7.7.129 key G scol23

aaa authentication |ogin Fl exVPN-Aut hC-List-1 group
Fl exVPN- Aut hC- Server - G oup-1

aaa aut horization network Fl exVPN-Authz-List-1 |oca

aaa authentication login listir & 28 & 0 IiE, TAF Mk (AAA)A ( E XL RADIUSHRS 28
) o aaa authorization network list AF ¥R REFE AR E WA F/A, HIERRADIUSHR
SR LMEBEUATRE R ZEN S HRIEFER,

2. MEAR IR,

ip local pool FlexVPN Pool-1 10.8.8.100 10. 8. 8.200
crypto i kev2 authorization policy FlexVPN Local-Policy-1
pool Fl exVPN- Pool -1

dns 10.7.7.129

net mask 255.255.255.0

def - domai n exanpl e. com

ip local pool@i S AT EN D EAZFHNIPH, BRI AP | FlexVPN-Local-
Policy-1EEX K , AEMRLEEEFiRHEM ( DNSIRSEE. MEBE, HFo%XR., HEE
) o

3. BRARSE BRI (rsa-sig) 1T B & B HRKILE,
Cisco AnyConnectZ £ Bz & P i ERIRF B EAUE B (rsa-sig)Xt B F#HTHMARIE, IKHSF
PMEERBZEFIFBEMELVECAMNWeb RS FIES (B, £V REHAERATERNES
‘RSS2 B AU RESR ) o

BSHASA SXFHLZEFE =T HNBFIEPBLLEWebVPNELE REIF LT RITN4 , FHRFMNER
cafy Pt B 3= 5 58 24 9 N2 pkis

crypto pki trustpoint FlexVPN-TP-1
enrol I ment url

seri al - nunber none

fqdn flex-hub. exanpl e. com

i p- address none

subj ect - nane cn=fl ex- hub. exanpl e. com
revocation-check cr

rsakeypair Fl exVPN- TP- 1- Key 2048

4. LB EENRE,
crypto i kev2 profile Fl exVPN-1KEv2-Profile-1
match identity renote key-id exanpl e.com
identity local dn
authentication renote eap query-identity
aut hentication local rsa-sig
pki trustpoint FlexVPNTP-1


/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-3rdpartyvendorcert.html

dpd 60 2 on-demand

aaa aut hentication eap Fl exVPN AuthC-List-1

aaa aut horization group eap list FlexVPN Authz-List-1
Fl exVPN- Local - Policy-1

virtual -tenplate 10

crypto ikev2E B X B thiE N AE 5 #HXIRE . match identity remote key-id — 5%
mERANIKES B, tFRFRETEAnyConnect XMLELEXHHELE, identity local dn — E X
FlexVPNH OMERMIKES 7. LEFEAFTAIERRIE, authentication remote — X~
EAPR A TEFFi% &KL, authentication local — RRIEPBNAF AL EHRIE, aaa
authentication eap — 4 EAPH T & 133 iE 844 Faaa authentication login list FlexVPN-
AuthC-List-1894R7S, aaa authorization group eap list — £ Fi 7 & J3 FlexVPN-Local-Policy-
189 aaa R XM & 5 K FlexVPN-AuthZ-List- 13 7T R EHEEVIRTS . virtual-template 10 — & X
52 B RE 40U 177 R) 42 O BB F RO AR AR

5. Bt EIPsecHE B XXM , ZBLIE XA 651 E 2 B4 E AV IKEV2EL B XX £+

crypto i psec profile FlexVPN-|Psec-Profile-1
set ikev2-profile Fl exVPN-IKEv2-Profile-1

X : Cisco IOSEABRERIAE, Hitt , BHREFTEZTEERXTE N,

6. Be B M H 52 PR RE 2L 173 7] 432 O A9 RE LR AR
ip unnumbered -M\AFEOBUEZ O%S , AEZED LS AIPV4EEH,. tunnel mode ipsec
ipv4 RO E LA VTIREPRE,
interface Virtual - Tenpl at el0 type tunne
i p unnunbered G gabit Ethernet0/0

tunnel node ipsec ipv4
tunnel protection ipsec profile FlexVPN-IPsec-Profile-1

7. HHEREASHA-1. (( Ak )

T FECSCud96246(SUEM E F),AnyConnect? - i o] BE 7o 5% IE # IR I Flex VPN 4 831E
. LA 2B TIKEV2H ABEVLERE(PRF)IHMESHA-2EEK , MFlexVPN-Hubif$ 2 H
SHA-1E A, LA BB 17 R %8 SHA-1:

crypto i kev2 proposal SHAl-only
encrypti on aes-chc- 256
integrity shal

group 5

crypto i kev2 policy SHAl-only
match fvrf any

proposal SHAl-only

Microsoft Active Directory R 5583 ¢ (B

1. Z£Windows Server Manager® , EFFRoles > Network Policy and Access Server >
NMPS(Local)> RADIUS Clients and Servers , f&/5 % 5iRADIUS Clients.


https://tools.cisco.com/bugsearch/bug/CSCud96246
//tools.cisco.com/RPF/register/register.do

RE04% 8 RNew RADIUS ClientxiiE1E.
New RADIUS Client |

Settings Iﬁdvanced I
¥ Enable this RADIUS cliert

[T Select an existing template;

| )

— Mame and Address
Friendhy name:

FlexVPN-Hub

Address (IP or DMNS):
107.7.100 T |

— Shared Secret
Select an existing Shared Secrets template:

| - |

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensttive.

v Manual i Generate
Shared secret:

Confirm shared secret:

DK Cancel

2. fENew RADIUS Client ( TZERADIUSE Fif ) X1EES , fHCisco IOSEEHERANA
RADIUSE i :
# #HEnable this RADIUS client®i£1E, EXFBMFEAMABZ . NRHIEHFlexVPN-
Hub, TEAddressFEXHi ARBEEENIPHbut, FEHERA'XE , fHFHEERE , REE
“HERAMNBANRERAFEARAREZRH, I8 HAERAXTERBHEFLHEHH
ZZ4AMCE, Click OK.

3. ERSHEEBRAET , RITHM , RELZEMBERME,



RN E ~New Network Policy X iF1E

' Spedify Network Policy Name and Connection Type
L

ek You can specify a name for your network policy and the type of connactions to which the policy is applied,

Policy rame:

| Flea VP I

~ Metwork connection method
Select the type of network access server that servds the connection request to NPS. You can select ether the network scoess server

type or Vendor specic, but nefher is required. F your network sccess server is an 802 1X authenticating switch or wirsless access pairt,
sedect Uinspecified,

(¥ Type of network access server:
|LI"|3|:-ecfie-:I _ﬂ
™ Vendor speciic:

[0

[ Mea | Fni Cancel

4. FENew Network Policy I iFHEF , 78 N7 & K EE

EXBEBRZERPRMABIH. AROIEHFlexVPN, %5 Type of network access server”#.i%
B, REMNTRFIFRPER Unspecified”’s ¥ Next. FENew Network Policy ( #TEEM 4 %
B ) MiEAES , BHAAD (AN ) RINFRG. BERKEXFEESD , EEFENAS IPv4tiat R4
, R &R,

RGN ETRNAS IPv4th ik X iEAE,



NAS IPv4 Address

Specify the |Pv4 address of the network access server sending the access
request message. You can use pattem matching symta.

10.7.7. 100

QK Cancel

TENAS IPV4BHEXTIEAE S | S AN FZIEA RS IPvAEIE | LU L& SR BE BR H 9 X Ao i
3K B It Cisco IOSEE HEFHIE R,

Click OK.

I Specify Access Permission

Configure whether you want to grant network access or deny nebwork access if the connectionrequest matches this |

= ooy,

W Access granted
Cwant access §f cient connection afiempts match the condtions of this policy

7 Access denied
Diesry pocess f chent connection attempls match the condtions of this polcy

[T Access is detemired by User Dialan properies fwbich cvemds NP5 pakey)
Larant or derry SccEss pocondng 1o user dishin properties B clent connection altempls mabch the condiRions of thes policy

povon_| [t ] |_cona_|

TEFBINetwork Policy X1 iF4EH , # FHAccess granded 2 iEIZH L o F & P imih R (IR
RAPRENEREEN ) , AR HETHNext,



Hew Hetwork Policy Ed

Configure Authentication Methods
i
‘H' Configure one or mare authentication methods required forthe connection request to match this policy. For EAP
-~ authentication, you must configure an EAP type. IF you deploy NAP with 802.1% or VPN, you must configure
Protacted EAP in connection reguest palicy, which overrides nebwork policy authentication settings.

EAP types are negatisted between NPS and the chent in the order in which they ane ksted.

EAP Types:
Microsoft: Secured password [EAP-MSCHAP v2)

Add... Ed Fletrey

Lesz secune authentication methods -
™ Micosoft Enmmmmnmzmscwﬁuza

|_' U zer car change cowmnnd after s evored
™ Micosoft Ermmd Mmmm I:T-'IS{HAP}
l_ - -. -: -'..-'.IF' '- - | -'. " .". -I

r Emrm:-hdal.lhambn [CHP-F']-

™ Unencrypled authentication (PAP, SPAFP)

™ Allow diients to connect without negetiating an authentication method.
™ Performn machine heakh check onty

N RMicrosoft: 24 B8 (EAP-MSCHAP v2) & RTEEAP TypesXiE A , LA A FEAP-
MSCHAPv2 B #ECisco 10Si% & EActive Directory Z BIVIBE 53% |, ARG % EHiNext,

AR TEPAEREMREN S HRIES E T,

REBLIMS  HNALAAZLETREREUNEMEMEHRIGE. I, BHEFRKEELEIR
FHhHEE— , MTEMR:




* Network policies allow you to desgnate who i suthonzed ta connect to the netwodk and the ciicumstances under which they
| can or cannol connect.

Name | Status | Processing Order | Access Type | Source |

| Pl VPN Enabied 1 Grant Aoce.. Unspectied
| Connections 1o Microsoft Routing and Flemcte Accessserver  Enabled 2 Deny Access  Unspecified
| Connections 1o cther access servers Enabled 3 Deny Access  Unspecified

Conditions - F the following condiions ane met:

Conditicn | Ve
NAS |Pwd Address  10.7.7.100

Settinegs - Then the following settings ane appled.:

| Setting | Value |
Fathendscation Methaed EAP

Access Pemmission Grar Access

Undate: Moncompliant Chents T

MAP Erforcement Allorve Full network acoess

Framead-Protocol PPP

Service-Type Framed

lgnoce User Diall-bn Properties False

Bxtenasble Authenbcation Profocol Method Microsefi: Secured password (EAF-MSCHAF v

iRk iR

1. ENARERTUEXMLE B X |, FHFE G & Hlexvpn.xml




2R 4E AR LA R XML EG (B S04

<?xm version="1.0" encodi ng="UTF- 8" ?>

<AnyConnect Profil e xm ns="http://schemas. xnm soap. or g/ encodi ng/ "
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schemaLocati on="http://schemas. xm soap. or g/ encodi ng/
AnyConnect Profil e. xsd">

<Clientlnitialization>

<UseSt art Bef oreLogon User Control | abl e="t rue" >f al se

</ UseSt ar t Bef or eLogon>

<Aut omati cCert Sel ecti on UserControl |l abl e="true">true
</ Aut omati cCert Sel ecti on>

<ShowPr eConnect Message>f al se</ ShowPr eConnect Message>
<CertificateStore>All</CertificateStore>
<CertificateStoreQverride>fal se</CertificateStoreQverride>
<ProxySetti ngs>Nati ve</ProxySettings>

<Al | owLocal ProxyConnecti ons>true

</ Al l owLocal ProxyConnecti ons>

<Aut henti cati onTi meout >12</ Aut henti cati onTi meout >
<Aut oConnect OnSt art User Control | abl e="true">f al se

</ Aut oConnect OnSt art >

<M ni mi zeOnConnect User Control | abl e="true">true

</ M ni m zeOnConnect >

<Local LanAccess User Control | abl e="true">fal se

</ Local LanAccess>

<Cl ear Smart cardPi n User Control | abl e="true">f al se

</ d ear Smart car dPi n>

<Aut oReconnect User Control | abl e="fal se">true

<Aut oReconnect Behavi or User Control | abl e="f al se" >

Di sconnect OnSuspend

</ Aut oReconnect Behavi or >

</ Aut oReconnect >

<Aut oUpdat e User Control | abl e="true">f al se</ Aut oUpdat e>
<RSASecur | DI ntegrati on UserControl | abl e="fal se">

Aut omati c

</ RSASecur | DI nt egr ati on>

<W ndowsLogonEnf or cenent >Si ngl eLocal Logon

</ W ndowsLogonEnf or cenent >

<W ndowsVPNEst abl i shnent >Local UsersOnl y

</ W ndowsVPNEst abl i shnent >

<Aut omat i cVPNPol i cy>f al se</ Aut omat i cVPNPol i cy>
<PPPExcl usi on User Control | abl e="fal se">Di sabl e
<PPPExcl usi onServer| P User Control | abl e="fal se">

</ PPPExcl usi onSer ver | P>

</ PPPExcl usi on>

<Enabl eScri pting UserControll abl e="true">true

<Ter mi nat eScri pt OnNext Event >t r ue

</ Term nat eScri pt OnNext Event >

<Enabl ePost SBLOnConnect Scri pt >t rue

</ Enabl ePost SBLOnConnect Scri pt >

</ Enabl eScri pti ng>

<Enabl eAut omat i cServer Sel ecti on User Control | abl e="fal se">fal se
<Aut oSer ver Sel ecti onl npr ovenent >20

</ Aut oSer ver Sel ect i onl npr ovenent >

<Aut oSer ver Sel ecti onSuspendTi me>4

</ Aut oSer ver Sel ect i onSuspendTi ne>

</ Enabl eAut omat i cSer ver Sel ecti on>

<Ret ai nVpnOnLogof f >f al se

</ Ret ai nVpnOnLogof f >

</dientlnitialization>

<ServerList>

<Host Entry>



<Host Name>F| exVPN Hub</ Host Nane>

<Host Addr ess>f | exvpn- hub. exanpl e. conx/ Host Addr ess>
<Pri mar yPr ot ocol >I Psec

<St andar dAut henti cati onOnl y>t rue

<Aut hMet hodDur i ngl KENegot i at i on>EAP- MSCHAPv2</ Aut hMet hodDur i ngl KENegot i ati on>
<I KEl denti t y>exanpl e. conx/ | KEl dentity>

</ St andar dAut henti cati onOnl y>

</ Pri mar yProt ocol >

</ Host Entry>

</ ServerList>

</ AnyConnect Profi | e>

<HostName>R & REZE P i P X AFRFHE, <HostAddress>=ZFlexVPNH L T2 RESE
#(FQDN), <PrimaryProtocol>ffZEZRL & 3 £ IKEV2/IPsecT IESSL ( AnyConnect HY 2R
TNEE ) o <AuthMethodDuringlKENegotiation>¥F3iE 2 Ei & H FEEAPH £ AIMSCHAPvV2,
Microsoft Active Directoryi#t 1T H 3 RIERT FEE M E, <IKEldentity>E X FEFinSELE L
WREIKEV2EEXHTENFRRE (EZHALENTRL) .

AEE FRrRREXHRAEEFIRFERNRNS, BIEE R FHAnyconnectlit & X 4R Es
B E P im e E X .

2. FflexvpnxmIXHREZ TRPFIHHMEME K :

3. XA HE#H F3HAnyConnectEF i,

i"'!' Cisco AnyConneck Secure M b

Please enter vour username and password.

IFIex'-.-'F'N Hub j Zanneck

4. #£Cisco AnyConnectZ £ B B P InXNEES , %EFEFlexXVPNARO , ARG £ dER.

Cisco AnyConnect | FlexVPNA /OIS iEHE o



& Cisco AnyConnect | Flex¥PN Hub x|

Please enker wour username and passwiord,

Isernanme:

Password:

2K, I Cancel

5. MARFENEN , AFEHOK,

g

ERFER |, 1B Ashow crypto session detail remote client-ipaddressi &, BRI SHIEME
&S [flshow crypto session,

AR AOHHERER (MREMAF ) (OIT) XFELE show 5. A OIT AIEEX
show @551 H Y 2 47 o

R HE R

EHRRIEEWNIE , BNEFIRREH I TDARTEE , HERBESE LFEA U Tdebugin® : debug
crypto ikev2 packetfldebug crypto ikev2 internal.

XX : £ debug R ZHl , FZHE X Debug T EEFE LR,

HXRfER

- BARFZEFERH, - Cisco Systems
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