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Left-Router s - Right-Router

Tunnel Address: Tunnel Address:
10.1.12.100 10.1.12.1
Public Address: Public Address:
172.18.3.52 172.20.5.43
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1. BLEInternetZ 1A MR A< 2(IKEV2) 4R R :

crypto i kev2 keyring nykeys
peer Ri ght- Router

address 172.20.5. 43
pre-shared-key Ciscol23

0. BEE B IKEV2RRIAE B ST
LERIKE IDR B A AT R A9 5 W 5545 A | — % 5l g0 R

crypto ikev2 profile default

match identity renpte address 172.20.5.43 255. 255. 255. 255
aut hentication | ocal pre-share
aut hentication renote pre-share
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keyring | ocal mykeys
dpd 60 2 on-demand

3. EFEERAIPsecE B X 3| FBIAIKEV2 R B 4 -

crypto i psec profile default

set ikev2-profile default

|

interface Tunnel O

ip address 10.1.12.100 255.255.255.0
tunnel source Ethernet0/0

tunnel destination 172.20.5.43

tunnel protection ipsec profile default
|

4. BELANFIWANED -

interface Ethernet0/0

descri pti on WAN

ip address 172.18.3.52 255.255.255.0

|

interface Ethernet0/1

description LAN

i p address 192.168. 100.1 255. 255. 255.0
|

iproute 0.0.0.0 0.0.0.0 172.18.3.1 nane route_to_internet

AR HER

ESANBHFBEETNIR , EEERTUTLSEEN :

crypto i kev2 keyring nykeys

peer Left-Router

address 172.18.3.52

pre-shared-key Ciscol23

|

crypto i kev2 profile default

match identity renpte address 172.18. 3. 52 255. 255. 255. 255
aut hentication local pre-share

aut hentication renote pre-share
keyring |l ocal nykeys

dpd 60 2 on-denand

|

crypto ipsec profile default

set ikev2-profile default

|

interface Tunnel O

ip address 10.1.12.1 255.255.255.0
tunnel source Ethernet0/0

tunnel destination 172.18.3.52

tunnel protection ipsec profile default
|

interface Ethernet0/0

descri ption WAN

ip address 172.20.5.43 255. 255.255.0

|

interface Ethernet0O/1

description LAN

ip address 192.168. 200. 1 255. 255. 255.0
|

iproute 0.0.0.0 0.0.0.0 172.20.5.1 nane route_to_internet
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1. £ B2 FE B Cisco IOS®IE 4 & H49(CA):

Left - Rout er #config t

Left-Router(config)#ip http server

Left- Router(confi g)#crypto pki server S2S-CA
Left-Router(cs-server)#issuer-name cn="S2S-CA"

Left - Rout er (cs-server) #grant auto

Left - Rout er (cs-server)#no shut

%Some server settings cannot be changed after CA certificate generation.
% Pl ease enter a passphrase to protect the private key

% or type Return to exit

Passwor d:

Re-ent er password:

% Generating 1024 bit RSA keys, keys will be non-exportable...
[OK] (el apsed tinme was 0 seconds)

% Exporting Certificate Server signing certificate and keys...

2. RIEHEMDEESR

Left - Rout er #config t

Left-Router(config)#ip domain name cisco.com

Left- Router(config)#crypto pki trustpoint S2S-1D

Left- Rout er(ca-trustpoint)#enrollment url http://172.18.3.52:80
Left- Rout er (ca-trustpoint)#subject-name cn=Left-Router.cisco.com
Left - Rout er (ca-trustpoi nt)#exit

Left-Rout er (confi g) #crypto pki authenticate S2S-ID

Certificate has the followi ng attributes:

Fi ngerprint MD5: Cl1CD575 EC2DEACD 97E9AA3A 2DACFCAB

Fi ngerprint SHAl: A8AG6E79B D1932175 F12652F1 4F967077 3AEFAF08

% Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

Left-Router(config)#

Left- Rout er (confi g) #crypto pki enroll S2S-ID

%

% Start certificate enroll nent

% Create a chall enge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.
Pl ease nake a note of it.

Passwor d:
Re- ent er password:
*Qct 29 15:15:50.287: %CRYPTO 6- AUTOGEN: Generated new 512 bit key pair

% The subject name in the certificate will include: cn=Rl.cisco.com
% The subject name in the certificate will include: Rl.cisco.com
% I nclude the router serial nunber in the subject nane? [yes/no]: no



% I nclude an I P address in the subject nane? [no]: no
Request certificate from CA? [yes/no]: yes
% Certificate request sent to Certificate Authority

% The 'show crypto pki certificate verbose S2S-ID command will show the fingerprint.

*QOct 29 15:15:57.722: CRYPTO PKI: Certificate Request Fingerprint NMD5:
CA34FD51 A85007EF A785E058 60D8877D

*QOct 29 15:15:57.722: CRYPTO PKI: Certificate Request Fingerprint SHAL:
E37AAE3C 851953C3 9FABELFD 2FOEACD5 566F361E

Left - Rout er (confi g) #exi t

Left- Router#

*QOct 29 15:16:57.829: %Kl -6- CERTRET: Certificate received fromCertificate Authority

3. EFEEIKEV2EL & X :

crypto i kev2 profile default
authentication |local rsa-sig
identity local dn
pki trustpoint S2S-1D

HHMER

1. NCABERH#THMRIE , SMER MR AR IEERHRIES

Ri ght - Rout er #config t

Ri ght - Rout er (confi g) #ip domain name cisco.com

Ri ght - Rout er (confi g) #crypto pki trustpoint S2S-ID

Ri ght - Rout er (ca-trust poi nt) #enrollment url http://172.18.3.52:80

Ri ght - Rout er (ca-t rust poi nt) #revocation-check none

Ri ght - Rout er (ca-trust poi nt) #exit

Ri ght - Rout er (confi g)#crypto pki authenticate S2S-IDCertificate has the foll ow ng
attributes:

Fi ngerprint MD5: Cl1CD575 EC2DEACD 97E9AA3A 2DACFCAB

Fi ngerprint SHAl: A8AGE79B D1932175 F12652F1 4F967077 3AEFAF08

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
Ri ght - Rout er (confi g) #

2. EFECIEIKEV2HED & 34 LA L EL A2 AT 42

crypto pki certificate map S2S-Cert-Map 10
i ssuer eq cn=S2S-CA

crypto i kev2 profile default

match certificate S2S-Cert- Map
authentication renote rsa-sig

¥iE
1 Fshow crypto ikev2 sa detailed@ ¥R EH &
AREBERUATAA

- Auth Sign =1t B% B 28 20{Al 6 £ B8 B 2R3 1T B & S A RIE=-Ta Lt = 2 4A

- Auth Verify = B S 0@ & thEE BRI 1T B & H 0 RIE= RSA (iE$H )
. it /IEFRID =3IRMISAKMP & 13

IPv4 Crypto |KEv2 SA



Tunnel -id Local Renmote fvrf/ivrf Status

1 172.20.5.43/500 172.18. 3.52/500 none/ none READY

Encr: AES-CBC, keysize: 256, Hash: SHA512, DH Grp:5, Auth sign: PSK, Auth
verify: RSA

Life/ Active Tine: 86400/ 3165 sec

CE id: 1043, Session-id: 22

Status Description: Negotiation done

Local spi: 3443E884EB151E8D Renpte spi: 92779BC873F58132

Local id: 172.20.5.43

Renpte id: hostnane=Left-Router.cisco.comcn=Left-Router.cisco.com
Local req nsg id: O Renote req nmsg id: 4

Local next nmsg id: O Renote next msg id: 4

Local req queued: 0 Renpte req queued: 4

Local window. 5 Renpte w ndow 5

DPD configured for 60 seconds, retry 2

NAT-T is not detected

Cisco Trust Security SGT is disabled

Initiator of SA: No

IPv6 Crypto | KEv2 SA
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1. BEEMEMER  LELANMBREREQ LS AMNBEESEIGRP:

router eigrp 100

no aut o- sunmmary

network 10.1.12.0 0.0.0. 255
network 192.168.100.0 0.0.0. 255

2. BEAKMHIE , LELANMBRER O LS AMBEEIGRP:

router eigrp 100

no aut o- summary

network 10.1.12.0 0.0.0.255
network 192.168.200.0 0.0.0. 255

3. |BIAE [ 192.168.200.0/24 K9 B8 HH R B I EIGRPE S FE B3R AHY

Left - Rout er #show ip route

Codes: L - local, C - connected, S - static, R- RP, M- nmobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - COSPF external type 2

i - 1S1S su- ISIS sunmary, L1 - IS ISlevel-1, L2 - 1S IS level-2

ia - IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR P - periodic downl oaded static route, H- NHRP, | - LISP

+ - replicated route, % - next hop override



Gateway of last resort is 172.18.3.1 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 172.18.3.1

10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

C 10.1.12.0/24 is directly connected, TunnelO

L 10.1.12.100/32 is directly connected, TunnelO
172.18.0.0/16 is variably subnetted, 2 subnets, 2 masks

C 172.18.3.0/24 is directly connected, Ethernet0/0

L 172.18.3.52/32 is directly connected, Ethernet0/0
192.168.100.0/24 is variably subnetted, 2 subnets, 2 nasks
C 192.168.100.0/24 is directly connected, EthernetO/1

L 192.168.100.1/32 is directly connected, EthernetO/1

D 192. 168. 200. 0/ 24 [90/27008000] via 10.1.12.1, 00:00:22, Tunnel O

IKEv25& HH

FEEIMIKEV2R £XER(SA)RAIE , WTLASHRERE |, M= M)A B S B RIREBRE H /Y B
FRo

1. EEBHRLE  BELRARBSAAKARNTRIIE

ip access-list standard Net-Li st
permt 192.168.100.0 0.0.0.255

2. EEMEHSE L  BEERNEBUAEEEEEH T
/3212B%EE O LALE/24 ACLH 5| AR EEH

crypto i kev2 authorization policy default
route set interface
route set access-list Net-List

3. EEMRRL , EMEEIKEV2EEXfF , WEEATMAZZHAN 5| B RHUKRE

crypto i kev2 profile default
aaa aut horization group psk list default default

4. EENEESZLE  EESTIF2AFRIKEV2EE X , WEEAIERE 5| BRRUKRK

ip access-list standard Net-Li st
permt 192.168.200.0 0.0.0.255

crypto i kev2 authorization policy default
route set interface
route set access-list Net-List

crypto i kev2 profile default
aaa aut horization group cert list default default

5. 7EB%E O Lk F Ashutflno shutis 5 , LASE &I & BFTHIIKEV2 SA,

6. RBIKEV2IEHRBERMR, FSRUATHHRAIFHNZEFMN"

Ri ght - Rout er #show crypto ikev2 sa detailed
I Pv4d Crypto | KEv2 SA

Tunnel -id Local Renote fvrf/ivrf Status

1 172.20.5.43/500 172.18. 3.52/500 none/ none READY

Encr: AES-CBC, keysize: 256, Hash: SHA512, DH G p:5, Auth sign: PSK, Auth verify: RSA
Lifel/Active Tinme: 86400/3165 sec

CE id: 1043, Session-id: 22

Status Description: Negotiation done

Local spi: 3443E884EB151E8D Renpte spi: 92779BC873F58132

Local id: 172.20.5.43

Renpte i d: host nane=R100. ci sco. com cn=R100. ci sco. com

Local req nsg id: O Renote req nmsg id: 4



Local next nmsg id: O Renote next msg id: 4
Local req queued: 0 Renpte req queued: 4
Local wi ndow. 5 Renote wi ndow. 5

DPD configured for 60 seconds, retry 2
NAT-T is not detected

Cisco Trust Security SGT is disabled Initiator of SA :

Renot e subnets:
10.1.12. 100 255. 255. 255. 255
192. 168. 100. 0 255. 255. 255.0

IPv6 Crypto | KEv2 SA
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