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Cisco IOSEEHBRAMMED — —/MERACS 5.3:

Win 7 with ACS 5.3

Anyconnect 3.1 105 Router 192 168 56 .0/24
1011.0/24

ER
R EARENER,

{EFRYA #F
AR E S ET AT REREIRA -

. 4N T6AIACS 5.3
- w15.2(4)ME 4B IOSEE I BF
. Windows 7 PC , #AnyConnect 3.1.01065

)
BXTHHENESES , §5E Cisco BARERAE,
BR

EIKEV1 XAUTHZEE1 5 EBRPER |, B AEIOSKHES E A A # T MWL , HEA
RADIUS/TACACSHZRZH T E MR, IKEV2ARBXIEXAUTHHE1.5MER. EE2ERNBEAPX I
, EIKE_AUTHRM ERFERK e XV R RIEETE FTIKEV21R1T , MEAPRZ A FIE B PR AL,
EAPXFEHfES :

. B%i8 — EAP-TLS. EAP/PSK. EAP-PEAP%

- JER%E — EAP-MSCHAPv2, EAP-GTC, EAP-MD5%
EARRGIF |, ERAFEBEEN THEAP-MDS5 , BN ERACS 5.3H L5 XIFHNEAPIER & IR UE 7S
Ho

EAPREEATXIGR S ( AFIRRFIOS ) #HITHEBRIERES ( B/ ) .

|0S4D%4 % B

I0S - CA

B, SEEQBIEPTRIECAFNOSEHRFEEZSMIES, B/ IRFREZIELRIERA
R S 17,


/c/zh_cn/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

HIOS EEECAMT :

crypto pki server CA

grant auto

hash shal

eku server-auth client-auth

LEECATBEHRERA (EAPEERFSHE ORI , RSA-SIGEEER I FHRIE ) .
fEcrypto pki server CAFRfE Fino shutdownin /8 FICA.
|0S — HRiEH

BTk, RIEHERARAIERIMPSCEP) HEERFER.

ip http server

crypto pki trustpoint CA-self

enrol  ment url http://10.1.1.2:80
fqdn 10.1.1.2

i p-address 10.1.1.2

subj ect - nane cn=10. 1. 1. 2, ou=TAC
revocati on-check none

eku request server-auth client-auth

RfE , WAL EMES -

(confi g) #crypto pki authenticate CA-self
Certificate has the follow ng attributes:
Fi ngerprint MD5: 741C671C 3202B3AE 6E05161C 694CA53E
Fi ngerprint SHALl: 8C99513C 2198470F 7CB58FA2 32D8AA8D FC31D1ED
% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

R1(confi g) #crypto pki enroll CA-self
%
% Start certificate enroll nent

% Create a chall enge password. You will need to verbally provide this
password to the CA Adnministrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Pl ease nake a note of it.

Passwor d:

Re-enter password:

% The subject nanme in the certificate will include: cn=10.1.1. 2, ou=TAC

% The subject nanme in the certificate will include: 10.1.1.2

% I nclude the router serial nunber in the subject nane? [yes/no]: no

% The | P address in the certificate is 10.1.1.2

Request certificate from CA? [yes/no]: yes

% Certificate request sent to Certificate Authority

% The 'show crypto pki certificate verbose CA-self' command

wi Il show the fingerprint.

Rl(config)#

*Dec 2 10:57:44.141: CRYPTO PKI: Certificate Request Fingerprint MD5:
BFSEF4B6 87FA8162 9079F917 698A5F36

*Dec 2 10:57:44.141: CRYPTO PKI: Certificate Request Fingerprint SHAL:
AC13FEA3 295F7AE6 7014EF60 784E33AF FDO4CA1D

Rl(config)#

*Dec 2 10:57:44.198: %Kl -6- CERTRET: Certificate received from
Certificate Authority



MRFAEIEAnyConnectF ERIEBREE |, iHiEFen4 M E FAnyConnectfil B X4 P EEH WA
/Pt

AP | cn=10.1.1.2, Eit , FAnyConnect 10.1.1.2% , F£AnyConnect xml&L & 344+ % A R
FERMIPHb L,

|OS - AAARIRadiusE &

B FEER ERadiusFTIAAAT R IE T

aaa new nodel

radi us-server host 192.168. 56.202 key ci sco
aaa group server radius SERV

server 192.168. 56. 202

aaa aut hentication |ogin eap-list group SERV
aaa aut hori zation network eap-list group SERV

ACS# %6 i i

B 5t , FEACSH N INFHT#Y W 4818 % (Network Resources > Network Devices and AAA Clients >
Create):

e, 1
Li=scrphinn

Meraark Davios Groups

Location Al _Dsanang 5:'IEII|Z.

Do Ty &1 Zevce Types Saeck

IP Address Hgthentication Jptiens
& HngeIF Ankrmss I° =angr|z] Hy Mazk F Rangs) = Talasd
BT THH Sharrd Sk |

S Cerrect vans

Legacy TACACS+ Hnge Caonnect Suppor

TeCACE- Dras Ccraiant Single Connect 5333t
- RAOLE

Shared Secrer c=cc

Co pmt 1010
ki Kretesp
Ky Ereryphnn G

Wersaie AuthamCelor Soce Key |
Ky Input Fermat el | HEX&DEC Mal

4 1

S el o L ancel

B0 A P (Users and Identity Stores > Internal Identity Stores > Users > Create):



Wzerg and Idenlily Stomes = Inlersd [denlils Stores = Users = Sreale

Ganaral

MzrnEe: J=serd Status: Enatled - 6

Ceezcriation:

IEErEy Croup A1 Grous | Select |

Fassward Infarmatlan Enabkle Passyard [nfarmatlan
Pazgword sz Pa=zgword rmuss

» Conlain 4 - 37 cheractars e Dionlain £ - 37 cheracl=rs

# Passeart] Type Itterral Lisers Select Friahir Pesssmsrrnd

# Passwond: [T T zarminn Pessscrd

conlirm Passsord [TTT L]

Chanee pass=woard ononest bgn

Usar Infermation
There ae ne additions dentity attriboles cefired for eser remmnes

= Hola wyTnzgEne

WA RITERN. EASIF , ERIKETEST, ZEBAMA cisco” , BN ERIOSKIEH ER NG

o

General

Mame: IKETEST Status: Enabled ~ ©
Description:

ldentity Group: All Groups Select

Password Infermation
Fassword must;
e Contain 4 - 32 characters

Password Type: Internal Users Select
Fassword: T
Confirm Fassword: SRR BRER

Change password on next login

User Information
There are no addibonal identity attnbutes defined for user records

= Pola wymagane

ETR , FAF I ZNEE X (Policy elements > Authorization and Permissions > Network
Access > Authorization Profiles > Create).



HEARFH , EMAPOOL, HEAREIH , WAFDEBEAVN (FEABIR ) , FRFFramed-IP-
AddresstF 1 IPHE 1t 77 B4R E MV B P i, PR ISWAV R ZIR A E A T LERE

: http://www.cisco.com/en/US/docs/ios-xml/ios/sec _conn_ike2vpn/configuration/15-2mt/sec-apx-

flex-rad.html

Grperal S Tezks | RADIUS Attributes
Cornimion Tasks AT a2z
Atnbute Type= wala=
Maruially Erinne
Allibule Typre walaz
Framed-P-Address Fud dudness §3.160.100.200
TISCO-2-pRir g ins== route-set=aref (0 11 LG4
fufd
Ichanary lynn =& ILE- -
RADILE Allriwa KT
Alinibue Typa

afinibute Walua

Pola TrEELiErE

Hnbmit | [anrr]

RfE , BEEEHREREFEAXNEAP-MDS ( AT HMAKIE ) MIPAP/ASCH ( TR ) Xk,
bt =45 = f55 FA BRIA B (Access Policies > Default Network Access):


//www.cisco.com/en/US/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/15-2mt/sec-apx-flex-rad.html
//www.cisco.com/en/US/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/15-2mt/sec-apx-flex-rad.html

Access Policies = Access Senvices = Default Network Access = Edit: "Dafault Metwork Access®

General  Allowed Protocols

¥ Frocess Host Lookup

Authentication Protocols

P [7] Allow PAPIASCI

» Allow CHAP

» Allow MS-CHAP
L Al MS-CHAPZ
b [ Allow EAP-MDS

(] Al EAP-TLS

[ Allony LEAP

b Allow PEAP

» Allow EAP-FAST

Prefemed EAP protocol | LEAF

_ Submit | _ Cancel _
]

ERRREPRNUNBZHHPEECRENBRNEE XS, EXFERLT , 281ENDG:Location in
All Locationsfy &4 , Bt , 3 FAIERadiusEAGER |, [FIRHEPOOLRMNEE X 4 ( THRIKrE>TH
8] [RSS>BRIAR L iFE ) -




General

MName; Hule-1 atatus Enabled - B

L4k The Customize button in the lower right area of the policy rules screen controls which policy
candiions and results are available harg for Lse in palicy rules.

Conditions

+ MNOG Location:  IF -~ Al Locations Select

Time And Date: -AMNY-

Results
Authorzation Profiles:
FOOL =
Wou may s2lect multiple suthonzadon profles. Atrbutes defined
in muttiple prafiles will use the value from the first profile defined
-
Select |

WMRAFREEBHITHEORIE , BNIZEBEIOSHHEE LN

Rl#test aaa group SERV user3 Ciscol23 new-code
User successfully authenticated

USER ATTRI BUTES

user nane 0 "user 3"
addr 0 192. 168. 100. 200
rout e- set 0 "prefix 10.1.1.0/24"

|IOS FlexVPNEL B

BEEVRIKEV2EWF R (BT RER 4012 |, BSHCSCin59317). AR H A —NPibit
(10.1.1.2) BIZE K RE

crypto i kev2 proposal PROP
encrypti on 3des

integrity shal

group 2

crypto i kev2 policy 5

mat ch address local 10.1.1.2
pr oposal PROP

ARiE , SIEF4E B E LMER A IKEV 28D B X4 M IPsecht B X #F.

R G EE XA http-urliE$ |, MEEEE P AR,

crypto i kev2 profile PROF



match identity renote address 0.0.0.0

match identity renote key-id | KETEST

aut hentication renpte eap query-identity

aut hentication local rsa-sig

pki trustpoint CA-self

aaa aut hentication eap eap-Iist

aaa aut horization user eap list eap-list |KETEST
virtual -tenplate 1

no crypto ikev2 http-url cert

crypto i psec transformset transforml esp-3des esp-sha-hnmac
crypto i psec profile PROF

set transformset transfornd

set ikev2-profile PROF

interface Virtual - Tenpl atel type tunnel

i p unnunbered Ethernet0/0

tunnel node ipsec ipv4

tunnel protection ipsec profile PROF

EAREIR  RIEEACSE B IZM AT IKETESTIRE RN

WindowsHii &
FCAS AWindows{E4E

FIOS LS HCAUS (ARSHEMIES , HOFREE -2 )

R1(confi g) #crypto pki export CA-self pem terminal

% CA certificate:

----- BEG N CERTI FI CATE- - - - -

M | B8z CCAVygAwW BAgl BATANBgk ghki GOw0BAQUFADANME wCQYDVQQDEWI DQTAe
FWOxM ExM YxNzMz Mzl aFwOXNTExXM YxNz Mz Mzl aMAOx Cz AJBgNVBAMIAKNBM Gf
MAOGCSqGSI b3 DQEBAQUAAAGNADCBI QKBgQCVvDR4Il HCcr j 42QF HpRuNu4Ey Fr LR8H
ThPanXYV+GdCBmu53pDl LEOOASEHBY D6DYBXx01EZuDsi ol J7t 2MPTguB+YZe6V40
Jbt ayyxt ZGrF7+eDgReg@HHC394ad QAW 20j gQ uTHeRDTgDJR8i 5gN2Ee+KCsr 3
+0 nH UnXb/ | 6Q DAQABo2 MWYTAPBgNVHRVBAf 8EBTADAQH MA4 GAL Ud DWEB/ wQE
Aw Bhj Af BgNVHSMEGDAWBTH5Sdh69g4HAJul LQYLbYHONK 9z z AdBgNVHQAEFgQU
x+UnYevauBwChpS0GC22B9DZPc 8wDQYJKoZl hve NAQEFBQADg YEAD: BLi NXnl +LC
Pl gJonl /j H5p2l wl zwbPbZcGs Z9"54Qaqgr hmhbHnmgKQJI / 20+JPE6p+4nol Cg
VBr xoi X2KYQLOMTESc Pp@XJ9vhGgt Q4 Xcx3g20Hhxx FDf p2 XuW hwUOVBd TCrizw
4vodj 47qEXKI 6pGuzauwdMN1xhkNar c=

----- END CERTI FI CATE- - - - -

#BEGIN CERTIFICATEFEND CERTIFICATEZ Bl & &84 , A E MM EIWindowsHy 12 B4
, FEFHAXMHCA crto

REBZGEZEERMARNEF —HLZRE (REXMF>ZRIEB>FARIERREATFEP>Z
FEERLEBHRIY ) :



Certificate Import Wizard I.ﬁ

Certificate Store

Certificate stores are syskem areas where certificates are kept.

Windows can automatically select a certificate skore, or wou can specify a location For
the certificate.

fukormatically select the certificate skore based on the tvpe of certificate
@ Place all certificates in the Following store

Certificake stare:

Trusked Roaok Certification &uthorities

Learn more about cerkificate skores

< Back || Mext = || iZancel

fid i AnyConnect XML R 32 4

T£C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\Profile create a file
"whatt.xml"HRELTAR :

<?xm version="1.0" encodi ng="UTF- 8" ?>
<AnyConnect Profil e xm ns="http://schemas. xnm soap. or g/ encodi ng/ "
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xsi : schemalLocati on="http://schemas. xn soap. or g/ encodi ng/ AnyConnect Profil e. xsd">
<Clientlnitialization>
<UseSt art Bef oreLogon User Cont rol | abl e="true">f al se</ UseSt art Bef or eLogon>
<Aut omaticCert Sel ection UserControll abl e="true">
fal se</ Aut omati cCert Sel ecti on>
<ShowPr eConnect Message>f al se</ ShowPr eConnect Message>
<CertificateStore>All</CertificateStore>
<CertificateStoreOverride>fal se</CertificateStoreOverride>
<ProxySetti ngs>Nati ve</ProxySettings>
<Al | owLocal ProxyConnecti ons>t rue</ Al | omLocal ProxyConnecti ons>
<Aut henti cati onTi neout >12</ Aut henti cati onTi nmeout >
<Aut oConnect OnStart User Control | abl e="tr ue" >f al se</ Aut oConnect OnSt art >
<M ni mi zeOnConnect User Control | abl e="true">true</M ni ni zeOhConnect >
<Local LanAccess User Control | abl e="true">f al se</ Local LanAccess>



<Cl ear Smart cardPi n User Control | abl e="true">true</C ear Smart car dPi n>
<l PPr ot ocol Support >| Pv4, | Pv6</| PPr ot ocol Support >
<Aut oReconnect User Control | abl e="fal se">true
<Aut oReconnect Behavi or User Control | abl e="f al se">Di sconnect OnSuspend
</ Aut oReconnect Behavi or >
</ Aut oReconnect >
<Aut oUpdat e User Control | abl e="fal se" >t rue</ Aut oUpdat e>
<RSASecur | DI ntegrati on UserControl | abl e="fal se">
Aut omat i c</ RSASecur | DI nt egr ati on>
<W ndowsLogonEnf or cenent >Si ngl eLocal Logon</ W ndowsLogonEnf or cerment >
<W ndowsVPNEst abl i shnent >Local User sOnl y</ W ndowsVPNEst abl i shrment >
<Aut omat i cVPNPol i cy>f al se</ Aut omat i cVPNPol i cy>
<PPPExcl usi on User Control | abl e="f al se">Di sabl e
<PPPExcl usi onServer| P User Control | abl e="f al se" ></ PPPExcl usi onSer ver| P>
</ PPPExcl usi on>
<Enabl eScri pting UserControl | abl e="fal se">f al se</ Enabl eScri pti ng>
<Enabl eAut omat i cServer Sel ecti on UserControl | abl e="fal se">fal se
<Aut oSer ver Sel ect i onl npr ovenent >20</ Aut oSer ver Sel ect i onl npr ovenent >
<Aut oSer ver Sel ecti onSuspendTi ne>4</ Aut oSer ver Sel ect i onSuspendTi ne>
</ Enabl eAut onat i cServer Sel ecti on>
<Ret ai nVpnOnLogof f >f al se
</ Ret ai nVpnOnLogof f >
</Cientlnitialization>
<ServerList>
<Host Entry>
<Host Name>| OSEAP- MD5</ Host Name>
<Host Addr ess>10. 1. 1. 2</ Host Addr ess>
<Pri mar yPr ot ocol >I Psec
<St andar dAut henti cati onOnl y>t rue

<Aut hMet hodDur i ngl KENegot i at i on>EAP- MD5</ Aut hiet hodDur i ngl KENegot i at i on>

<| KEl dent i t y>| KETEST</ | KEl denti ty>
</ St andar dAut henti cati onOnl y>
</ Pri mar yProt ocol >
</ Host Entry>
</ ServerList>
</ AnyConnect Profi | e>

BR10.1.1.2% B 5N B MHIEHHm ARCN=10.1.1.2£MHE,

Az

EZES , FEMASSL VPN H it E#HRIOS EZ AHTTPARS 85 (no ip http server),
%EAnyConnectﬂFLl&;tJ SEEIRH B , Hepig AR S EF R,

FEAnyConnect?iE#R | NIRTRERMARE, EAGIF , 0l RUser3

A, 15

70N



fﬁ.' Cisco AnyConnect Secure Mobility Client =

Please enter wour username and password,

[CSEAP-MDG

l::_&l Cisco AnyConnect | IOSEAP-MD5

Please enter wour username and password,

Isername: user3

Passwiord: R

] | Zancel

ZfE , AP EhEE,

1IN
10S Bre 8

Rl#show ip inter brief | i Virtual
Virtual - Accessl 10.1.1.2 YES unset up up
Virtual - Tenplatel 10.1.1.2 YES unset up down
R1# show i p route 192.168. 100. 200
Routing entry for 192.168.100. 200/ 32
Known via "static", distance 1, netric O (connected)
Routi ng Descri ptor Bl ocks:
* directly connected, via Virtual - Accessl
Route nmetric is 0, traffic share count is 1
Rl#show crypto i kev2 sa
IPv4 Crypto | KEV2 SA
Tunnel -id Local Renote fvrf/ivrf Status
1 10.1.1.2/4500 110.1.1.100/61021 none/none READY
Encr: 3DES, Hash: SHA96, DH Grp:2, Auth sign: RSA, Auth verify: EAP
Li fel/ Active Tine: 86400/94 sec
I Pv6 Crypto | KEv2 SA
Rl#show crypto session detail
Crypto session current status
Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation



X - I KE Extended Authentication, F - |KE Fragnentation
Interface: Virtual - Accessl
Uptinme: 00: 04: 06
Session status: UP-ACTI VE
Peer: 192.168.56.1 port 61021 fvrf: (none) ivrf: (none)
Phasel_id: | KETEST
Desc: (none)
| KEv2 SA: local 10.1.1.2/4500 renpte 10.1.1.100/61021 Active
Capabilities:(none) connid:1 |ifetine:23:55:54
| PSEC FLOW pernit ip 0.0.0.0/0.0.0.0 host 192.168. 100. 200
Active SAs: 2, origin: crypto nap
I nbound: #pkts dec'ed 1 drop O life (KB/Sec) 4160122/ 3353
Qut bound: #pkts enc'ed O drop O life (KB/ Sec) 4160123/ 3353

&1 A0 171815 (debug crypto ikev2),

Windows B ORRZ

FEVPNH AnyConnectiyAdvancedi £ H , % 7] LAk Route Details ( B EBF4EE. ) AEE Split
Tunneling networks ( 2 EIFFEMLE )

% Cisco AnyConnect Secure Mobility Client |=

'L'.'_{é!&' AnyConnect Secure Mo ility Client

Status Overview sl Priviste Blat -

Freferences | Statitics  Roubs Debals | Frewal

Message Hisbory

Houte Details

Metworks

Secured Routes [IPwd]

Weh Security 10.1.1.0/24

E AR & M FI&

- FidfE , YSHAMEIKEV2H K& s H M B M KB B (1S Cisco Bug ID CSCtn59317 (X R
EMEF))o

- IOSEMIEFHECNEACS XMLE B X A FEET NS,

- MREFEAEF B RIEHRZZENRadius AV, MARARREAE RN , ATEIKEV2E E X4


https://tools.cisco.com/bugsearch/bug/CSCtn59317
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

FREA L IhEE

aaa aut horization user eap cached

- BRBAERAZE cisco'#tTH/BFREN, EFEH

aaa aut horization user eap list SERV (w thout any paramaters)
R eF=REAAnyConnectf LA F &4 &E AP MR cisco"#H TR , XA =2A
FH#EE,

- IR HIEAAEER | B A A0 HTIX L5 R4 B RITAC:debug crypto ikev2debug crypto
ikev2 internalDART % tH

- MMRFEHSSL VPN , FiEZHip http server(no ip http server), &N , AnyConnectf§= 1,
EEFHTTPRS S H W EILE RERANEEFHR",

T—Rin#E
tREEWIEHUATE REM TEERE,
BNEYRAEEMEA T —KRINZENGC),

BXRIBHWHTEW , BN
: http://www.cisco.com/web/about/security/intelligence/nextgen crypto.html

EENGCEER , FHATFHREMNXHREHBIFE, BUIUFISRE2RFMASR 10005 H 271E
Rkiw , BAETINNGCHEH i,

FEAnyConnecti , BAnyConnect 3. 12 , XIFNSAKISuite BEEZEH,

HXER

. BRIASA IKEv2 PKI5 & — 35 VPN

. 10S_EHIKEV2 Site234 A1

. FlexVPN/IKEv2:Windows 7B E i : I0S3Ls : FIF9 — iF P HHIF
- FlexVPNRI B Bx R #24A X M B2 MR Bl B E . B BHOSKRZ:15.2M&T

- BAREZFEFRMH - Cisco Systems



//www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
https://supportforums.cisco.com/docs/DOC-15575?referring_site=bodynav
https://supportforums.cisco.com/community/netpro/security/vpn/blog/2012/11/12/ikev2-site-2-site-debugs-on-ios?referring_site=bodynav
https://supportforums.cisco.com/docs/DOC-24022?referring_site=bodynav
https://supportforums.cisco.com/community/netpro/security/vpn/blog/2012/11/12/ikev2-site-2-site-debugs-on-ios?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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