{&£ A IKEV2 i $ B 1 IPseci®E £ 310S 3k i AY B
i 7R

B3

&

=

o

REMH
R
{5 FA B9 48 4

A

BE

[SEE RN

UE P A AL ((AIE )
|OS CABLE

AR IFIE P R RIZE T IEBEKU
SLiREL &

PKIfL &

& /IPsecHi &

B i%

iE 45 5 it
AnyConnectfit & X #
EERE

T—RKnz

B AN & A [
HXEE

el

fasr

AR AR K W E S fE A FlexVPNAE 2R MIZ 1T AnyConnect & /-~ i Y 1% % B £ AL & B0 1E
I Cisco IOS®E 28 Z|PseciRF EENEE.,

FTERFMH

ER
Cisco BB THLUTEE :

. FlexVPN



- AnyConnect

ERRMEH
AR E BB T U TR AR -
St

Cisco IOSE 88 /] AR EIREH Z1TIKEV2EIZTTE D 15.2 MATIR AR EEHER. B2 , BNERAR
MBRAR(ESHEAEEED) (MRTA ) .

&P i

AnyConnect 3. xR

TAEAR

EARGIH | IEBHA Y (CA)RHZEIT15.2(3) THRAR

HTFEEXRTIREAFEREKY) , AHEREF —IRIIREEXEE,

HELEFED |, IOSEEHERAECA, BR , EAEBEREKUNE TIENCAR AN IZEH.

.yl

BXRXEANGFMES , ES5H Cisco HARERAN,

R & HH
Certificate Authority
Any device with
|03 router Anyconnect
bsns-1941-4 3.x installed

Internet

Secure IPsec connection
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BEELE , CARS SRV MEFTFImNRSSFIEPL EREEBHVEKU, EXFERT , AFMEILES
®& T server-authfclient-auth EKU,

bsns-1941-3#show run | s crypto pki

crypto pki server ClSCO

dat abase | evel conplete

dat abase archive pem password 7 00071A1507545A545C
i ssuer-nanme cn=bsns-1941- 3. ci sco. com ou=TAC, o=ci sco
grant auto rollover ca-cert

grant auto

aut o-rol | over

eku server-auth client-auth

MRS FRERE T ERNEKU

EEE , bsns-1941-32CARS 88 , Mbsns-1941-4&IPseckif, NEISHERN , BB TS0 H,

BSNS-1941-4#show crypto pki certificate verbose
Certificate
(...omtted...)

Public Key Al gorithm rsaEncryption

RSA Public Key: (1024 bit)

Signature Algorithm: SHAl with RSA Encryption

Fi ngerprint MD5: C3D52BE9 1EE97559 C7323995 3C51DC53

Fi ngerprint SHAl: 76BC7CD4 F298F8D9 A95338DC E5AF7602 9B57BE31
X509v3 extensions:

X509v3 Key Usage: A0000000

Digital Signature

Key Enci pher nment

X509v3 Subj ect Key ID: 83647B09 D3300A97 577C3E2C AAETF47C F2D88ADF
X509v3 Authority Key | D: B3CC331D 7159C3CD 27487322 88AC02ED FAF2AE2E
Authority Info Access:

Extended Key Usage:

Client Auth

Server Auth

Associ ated Trustpoints: Cl SCO2

Storage: nvram bsns-1941- 3c#5. cer

Key Label : BSNS-1941-4.ci sco.com

Key storage device: private config

CA Certificate
(...omtted...)
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<Hostname>T B AnyConnectit & 3L F .

crypto pki trustpoint ClSCOQ2

enrol |l nent url http://10.48.66.14: 80

seri al - nunber

i p-address 10. 48. 66. 15

subj ect - nane cn=bsns-1941-4.cisco.com, OU=TAC, 0=Ci SCO
revocati on- check none

crypto pki certificate map CVAP 10
subj ect-nane co cisco

nE&/IPseciit &

iR, BUPFHPRF/TEMEREBRESIEPXIFNAREE, XEERSHA-1,

crypto i kev2 authorization policy AC
pool AC

crypto i kev2 proposal PRO
encrypti on 3des aes-chc-128
integrity shal

group 5 2

crypto i kev2 policy POL
match fvrf any
proposal PRO

crypto i kev2 profile PRO

match certificate CVAP

identity local dn

authentication remote rsa-sig

authentication local rsa-sig

pki trustpoint Cl SCO2

aaa aut horization group cert list default AC
virtual -tenplate 1

no crypto ikev2 http-url cert
crypto i psec transformset TRA esp-3des esp-sha-hnmac

crypto i psec profile PRO

set transformset TRA

set ikev2-profile PRO

interface Virtual - Tenpl atel type tunnel

i p unnunbered G gabitEthernet0/0
tunnel node ipsec ipvd tunnel protection ipsec profile PRO
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AnyConnectBit EX UK BEZ,
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3. EEIZENREFAN S BRI
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<ServerList>

<Host Entry>

<Host Nanme>bsns- 1941-4.cisco.com</ Host Name>
<Pri mar yPr ot ocol >IPsec

<St andar dAut henti cati onOnl y>t rue
<Aut hMet hodDur i ngl KENegot i ati on>
IKE-RSA

</ Aut hMet hodDur i ngl KENegot i ati on>
</ St andar dAut henti cati onOnl y>

</ Pri mar yProt ocol >

</ Host Entry>

</ ServerList>

FEAnyConnecttViE#EF B+ , BEERMTENFQDN , Z{EE<HostName>,

VE IO UE

AETERN BT —E£ER.

BSNS- 1941- 4#show crypto ikev2 sa

I Pv4 Crypto | KEv2 SA

Tunnel -id Local Renote fvrf/ivrf Status

2 10.48.66.15/4500 10.55.193.212/65311 none/none READY
Encr: AES-CBC, keysize: 128, Hash: SHA96, DH Grp:5,

Auth sign: RSA, Auth verify: RSA

Life/Active Time: 86400/180 sec



IPv6 Crypto | KEv2 SA
BSNS- 1941- 4#show crypto i psec sa

interface: Virtual - Accessl
Crypto map tag: Virtual - Accessl-head-0, |ocal addr 10.48.66.15

protected vrf: (none)

| ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

renote ident (addr/mask/prot/port): (172.16.1.2/255.255.255.255/0/0)
current _peer 10.55.193.212 port 65311

PERM T, flags={origin_is_acl,}

#pkts encaps: 2, #pkts encrypt: 2, #pkts digest: 2

#pkts decaps: 26, #pkts decrypt: 26, #pkts verify: 26

Il ocal crypto endpt.: 10.48.66.15, renmote crypto endpt.: 10.55.193.212
path mu 1500, ip nmu 1500, ip ntu idb G gabitEthernet0/0

current outbound spi: 0x5C171095(1545015445)

PFS (Y/N): N, DH group: none

i nbound esp sas:

spi: 0x8283DOF0(2189676784)

transform esp-3des esp-sha-hnmac ,

in use settings ={Tunnel UDP-Encaps, }

conn id: 2003, flow_.id: Onboard VPN: 3, sibling_flags 80000040,
crypto map: Virtual - Accessl-head-0

sa timng: remaining key lifetime (k/sec): (4215478/3412)

1V size: 8 bytes

repl ay detection support: Y

St at us: ACTI VE( ACTI VE)

out bound esp sas:

spi: 0x5C171095(1545015445)

transform esp-3des esp-sha-hnmac ,

in use settings ={Tunnel UDP-Encaps, }

conn id: 2004, flow_.id: Onboard VPN: 4, sibling_flags 80000040,
crypto map: Virtual - Accessl-head-0

sa timng: remaining key lifetime (k/sec): (4215482/3412)

1V size: 8 bytes

repl ay detection support: Y

St at us: ACTI VE( ACTI VE)
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: http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
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The client certificate's cryptographic service provider (CSP)
does not support the sha512 algorithm
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