A Ldp.exeBiEE FSSL/TLSH
LDAP(LDAPS)FICAIE+H

B3

T

PURCIE AN
Ft 46 55 FA B
LA
MRt R
HE 2 3 A

fasr

1EFireSIGHTE E #/0» £ 7 Active Directory LDAP Over SSL/TLS(LDAPS)8I2 & 3 I IEX Ret , B
BT AT RE TR EM X CAIE B MSSL/TLSIERE , HRIESHRIENREBERBEIN K, A1 86 a{aE
FMicrosoft Ldp.exeiz 17 o

AR IE

FEa6E A Al
55 F BB A it BT PR A9 A P ik 72 B F EMicrosoft Windows A # 1+E 41, , AT SR,

X WRHFRE L& BIdp.exe , M AHME T HWindowsZIF TR, A EMicrosoft i £
HE, TEHZREWIiIndowsEHEIRRSE , BHITUTE R,

EAREKANAEWindows Tt EHL EHATHAE , RAVMBRIEWCAMALE , EFEEE. W
KEBUHENFBLTES , WERTHMN A28 , R ENZEENREBTRINGETE
I BRARE 5 S dll CALE 45,

LoAnER:

B1F . Baldp.exeN A, #FEIStart(FFiR)KE , AFEERUN(GETT). B Aldp.exe , RAiFEE
OKi% 4,

S| 2 FEHIEEFEIFQDNEZ R E I8, EiE#E | i FConnection > ConnectH i A 152 &
25FQDN, ARF%EIESSL , RN T A RIEEIRO636 , AFETOK,



i —

S LS bdc 1 vituallab Jocal

Pot:  |636 [ Connectionless
v SSL

‘ OK I Cancel
_dA

SW3: WRBHBAUCAER MBI EN LRZEME , ERUOTAAR. HREERBMZERS=ZKR
NP RATZEENERRRNET RN

View Options Utilities
d = Idap_sslinit['pdc1.virtuallab.local", 636, 1);
rror <0x0> = Idap_set_option[hLdap, LDAP_OPT_PROTOCOL_VERSION, LDAP_VERSION3);
rror <0x51> = Idap_connect{hLdap, NULL);
erver error. <empty>
rror <0x51>: Fail to connect to pdcl.virtuallab.local.
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The certificate recerved from the remote server was issued by an untrusted certificate authonty. Because of this, none of the dats contained in
the certificate can be validated. The 550 connection request has failed. The attached data contains the server certificate.

Log Marme: Systemn
Source Schannel Logged: 1172472012 8:22:30 PM
Event ID: 36882 Task Category: None

S| 5 ; FCAILEH S AZ At Windowsit EHIEP 7 X,

i.JZ21TMicrosoft B X2 #| & (MMC), ¥ EIStart(FFi8)RE , RS EEHRUN(ETT). B Amme , AFE
HOKZH,



run 2| x|

- Type the name of a program, folder, document, or
- Inkternet resource, and Windows will open it For wou,

Jpen: j

K, I Cancel | Browse, ., |

=, AMAETEINIERERRE T, SAEFile ( X4 ) RKE LHTRR :

Add/Remote Snap-in > Certificates > Add >i%£1Z“Computer Account”>Local Computer: ( Z1Ti#
HANITEN ) >TR>BE.

=. S ACAILEH,

Console Root > Certificates(Local Computer)> Trusted Root Certification Authorities > Certificates

>HERET>-BEEST>®A.

J Console  Window  Help |J N = M |

‘iti Console Root

=10 |

EIENE

|J Acktion  View  Favorites |J = =y |

Tree I Favorites | Mame
r[:l Console Rook ! @Certiﬁcates {Local Computer)
El@l:ertlﬁcates {Local Computer)
|:| Persanal
a Trusted Root Certification Authorities
Find Certificates. .. |

Find Certificates, ..

Mew \Window From Here

|.ﬁ.|:I|:I a certificate ko a skare | |

Refresh

Help

A

- B NextH 3 ¥ ElBase64 Encoded X.509 Certificate(*.cer, *.crt)CAIEH X #. ARF%kFEH

o



. B FO0pen > Next , AAJFi%#FPlace all certificates in the following store: Z{EEMNARIE B M E
3

- BET—F>EREA
.'ﬁ Certificate Import Wizard

Certificate Store

Cerkificate stores are syskem areas where certificabes are keptk,

Windows can automatically select a certificate store, or you can specify a location For
the certificate,

" Automatically select the certificate store based on the bvpe of certificate
* Place all certificates in the Following stare

Certificate skare:

[ Trusted Root Certification AuthoritiesiLocal Compuker Browse. ..

Learn more about certificate stores
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Id = Idap_sslinit['pdc].virtuallab.local", 636, 1);

Error <0x0> = Idap_set option[hLdap, LDAP OPT_PROTOCOL_VERSION, LDAP VERSION3):
Error <0x0> = Ildap_connect|{hLdap, NULL);

Error <0x0> = ldap_get_option[hLdap.LDAP_OPT_SSL.[void*)&v]:
Host supports 551, S5L cipher strength = 128 bits

Established connection to pdcl.virtuallab.local.

Retrieving base DSA information...

{Hesult <03: [null]

Matched DNs:

Getting 1 entries:

> Dn:
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