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AXHEPNEEHRRETREXRENEFNREFEN, FAXHFEANMERZHNERAR
(RN ) BRE. MRENMELTEIRS , FHRRETHAERSHBERE,

AXEPHEEETUT R FE AR

o BEPHNIE3Ixx, 42xx

* Firepower 41xx

» Firepower 93xx

- BRRLAY RIBERLS(FXOS) 2.12.0.x

- BRIZEPHAXERBFME(FTD) 7.2.0.x, 7.4.1-172

. BRIZEPFRIEEBRFALFMC) 7.2.0x, 7.4.1-172

« BERMEZLIREZ(ASA) 9.18(1)x, 9.20(x)

* Wireshark 3.6.7 (https://www.wireshark.org/download.html)

db B2 /=
B = EE\

RERESREE

MNEBIETRAEE , Firepower 4100/9300H1 &2 £ B A 3%H3100/42009 R ¥ AT HL4L , L FEFR :

Chassis

Internal Switch Security Module

FTD/ASA

Data Plane (LINA)
Backplane/uplink

Front Interfaces

PFEZEATAN

- AERGA -HHESMANEERRIINA , R2TR, AEBRYEZTVTREZOERR
ABMEER EWRIED | FERINRE , FlKAl, BIEEE DAY R 2EEthernet
111, Ethernet 2/4%, “BI&"ATR—IMEBINRARENL, EAXHEP , EATX o EEE
ABRFNEOSERI LATHREZEQ,

o BRI LEITHER -HREER(SM)EZEZNE RN A EED,
- EE FITHRR -RZ 2B AIE3100/4200% A AERED |, REABRINNAEF 2 BNE
BERERE.



https://www.wireshark.org/download.html

T %R & ‘RFirepower 4100/9300 L I EHRIFEO M Z £ P X 1#53100/4200 L HY LT8R #ED

Platform B LTaERED EELLTHRED |MENNARED
' SM1 :
Firepower Internal-Data0/0
4100 ( Firepower Ethernet1/9 FEH
4110/4112BR 4N ) Internal-Data0/1
AR 1/10
Internal-Data0/0
Firepower 4110/4112 Ethernet1/9 TEA
Internal-Data0/1
SM1 : Internal-Data0/0
Ethernet1/9 Internal-Data0/1
BAARM 1/10
Internal-Data0/0
SM2 :
. Internal-Data0/1
Firepower 9300 AR 1/11 FEHA
LAA 1/12 Internal-Data0/0
SM3 : Internal-Data0/1
AKX 1/13
BAKM 1/14
SM1 : in_data_uplink1 Internal-Data0/1
Z2F K 13100 in_mgmt_uplink1
EE1M1
SM1 : in_data_uplink1 Internal-Data0/1
SM1 : . . Internal-Data0/2 ( 1X
_ , in_mgmt_uplink1

4245)

in_mgmt_uplink2

EE1NM

EI1/2




MBEHMEREFH2/NE HIE OB Firepower 4100/93008k E A2/ iE L 1T8E 8= O W Secure
Firewall 4245 |, M NEPRGEAFER LW N ASEX2MNMEO LRITHRENTIGE,

« ZEER, RLEIBHIH -EEHPREFTDRASAERN ARER, Firepower 9300% 3% %%
INREEHR,
- METMNAED -MAPHETRN LTHERZEONZH , WFTDHASA,

5 A show interface detailfp S ¥ IF 2Pz O -

<tfroot>
>

show interface detail | grep Interface

Interface Internal-Control0/0 "ha_ctl_nTp_int_tap", is up, line protocol is up
Control Point Interface States:
Interface number is 6
Interface config status is active
Interface state is active

Interface Internal-Data0/0 "", is up, line protocol is up

Control Point Interface States:
Interface number is 2
Interface config status is active
Interface state is active

Interface Internal-Data0/1 "", is up, line protocol is up

Control Point Interface States:
Interface number is 3
Interface config status is active
Interface state is active
Interface Internal-Data0/2 "nlp_int_tap", is up, Tine protocol 1is up
Control Point Interface States:
Interface number is 4
Interface config status is active
Interface state is active
Interface Internal-Data0/3 "ccl_ha_nTp_int_tap", is up, line protocol is up
Control Point Interface States:
Interface number is 5
Interface config status is active
Interface state is active
Interface Internal-Data0/4 "cmi_mgmt_int_tap", is up, line protocol is up
Control Point Interface States:
Interface number is 7
Interface config status is active
Interface state is active
Interface Port-channel6.666 "", is up, Tine protocol is up
Interface Ethernetl/1 "diagnostic", is up, Tine protocol 1is up
Control Point Interface States:
Interface number is 8
Interface config status is active
Interface state is active



RERIRHLRES RBR

Firepower 4100/9300

EMEFRRREK , AEPRERIAEAZEOVLANARIESin O VLANARIE , AREBFERRIE ( VNFRIS
) o

ANEBR G Alw OVLANFRIERARRE D, RN IR AOVLANARIZAEAREZEOD LW BN A OKIE
., VLANRICHRSE BB E , TEFIER. FRICEAUEXSHRAFTFRE :

<#root>
firepower#

connect fxos

firepower (fxos)#

show run int el/2

!Command: show running-config interface Ethernetl/2
!Time: Tue Jul 12 22:32:11 2022

version 5.0(3)N2(4.120)

interface Ethernetl/2
description U: Uplink
no 11dp transmit
no 11dp receive
no cdp enable
switchport mode dotlg-tunnel

swi tchport trunk native vlan 102

speed 1000
duplex full
udld disable
no shutdown

VNARZ B RSB RGAEA , ATRABEEIINA, CHREAIERE , FRFIER.

i OVLANFRIEMIVNARIEE R AR E. RAFS M EOEOVLANRIEHMVNARCEA R BN BES
o HEREO LN RRAIZKSIRENANKEI |, KEYIREUH Q£ OVLANFRIZRVNR
iZ, RANMAMEOED , BIBREOVLANFRIZRVNARIE , A RBEIRRIIMNE.

Z 2 Bh K 3%3100/4200
5Firepower 4100/93003: 8L , REBARALAE A im O VLANARIERARIRED

WAVLANRICENARE, NSASESINBRRESPAAMEMNE OEOVLANIRIS, 3 ET6ERE



O LR AERRR AR EIR B AR BE RN | TRYLIREE OEOVLANSRE , R OEQD , #
BRI OVLANARIE , S RBE AR R IIME,

HEIRNBRI]

Firepower 4100/9300F1% £ F5 X #3100

Firepower 4100/93001 %2 & By K #3100P5 K i < AR M4l O E MV BIE TR,
BEEERTHIBNNARFARBESRENHEIHRR

Chassis

Internal Switch Security Module

FTD/ASA

Data Plane (LINA

Backplane/uplink

3)

Front Interfaces

Snort Engine (FTD only)

BIRREHE

1. RE R EEOAORHRS, AiEOREZEINFIRE (MR ) WEMAED,

2. WIEFEEOAOFERS

3. SnortiHIR =2

4. BRERTFEEOEOBRS

5. AR T HRR LTHERA QBRSNS TR[PLTHERZEDRABRBIERZEINA,

NERXRHNZFAOZORHIR. BHRRE , ARBIRMNMERASAFTDN AEBNHEL. TX
FH OBEEHR.

R 2R X1§4200

L2 B KiE420085 KB FREIBREAZEQ LN BESHR. KEERTHENNERAERFRRHE
SERENBESHIRR



Chassis

Internal Switch Security Module

FTD/ASA

g%kplaneg‘uplink
Q,

4]
Snort Engine (FTD only)

@
Y

Front Interfaces

BRREHE

1. AEBRBYVAEOA QRS AEORERIINE RS (KRN ) BWEMED,

2. NERXMAERZEOE OMWIRS.

.HEFHEOAOBRK

4. SnortiiIk &

5. METHEEOHOBRS

6. NEPRRHERD LT AOBRS, BRI LTEREZEOSNIRINEZZINA,
7. AE RO E Ok,

REP IR ALEREFRE ( ARMER ) #3R. MIABRT , AEBRABRA OB RHHEZ

o

Firepower 4100/9300/Y &it i& 53 11F

Firepower 4100/9300 A 2B 3 #2 ¥l 33K o] LLEEFCM LB Tools > Packet Capture P ELE |, th AT LAFE
FXOS CLI#scope packet-capture P LB, BXHIFESHIRETHIREA , iHS R Cisco Firepower
4100/9300 FXOSHI A E B 2Bl E 8= Cisco Firepower 4100/9300 FXOS CLIfL Efsr —E W=
BERR MBI BRI S -

X L 37 8= EFEFirepower 4100/9300 A 2B R R AL I IR (Y & WL 6E A R 61,
YIB im0 EERE O N BIES/HIR

5 FHFCMAICLITE# O Ethernet1/28{ Portchannel13Z 0 L B B MW IFHIE SR, WREEHOEE
O, FRRERMEWERAED,

i, BIRERNERI



Internal Switch

Chassis

Security Module

FTD/ASA

- -

192.0.2.100

Backplane

v

@ ICMP echo-reply

198.51.100.100

BE

FCM

EFCMLERITUTHE |, F£OEthernet1/28Portchannel1 L fit E#iE 93k :

1. fE M Tools > Packet Capture > Capture SessionfIZF I HIRLIE :

o scion T

Overview Interfaces Logical Devices Security Engine Platform Settings

System

Packet Capture

Help admin

Troubleshooting Logs

Mo Session available

¢ Refresh

2. kB #E OEthernet1/2 , BEXIEFERH , AFE EHSave and RunBUE 3R :

Session Hame™

@nl

Ethernet1f2

Ethamatl
{Bortchannals) |

256 MB -]
1518 Bytes

3. MRRIKOEE
IR

0O

, BREFMEYERAEND , BHAFEMH £ T Save and RunBUBUE




Overview  Interfaces Logical Devices Security Engine  Fatform Settings System Tools Help  admin

156 ME

5 : 1518 Bytes
Ethamati/d Stare Packets [ Overarite  [EEEEEEE]
Capture Filler LR Cspture All

FXOS CLI
FEFXOS CLILE#MITLAT £ |, £ OEthernet1/28Portchannel1 L il B B 23k -
1. 1R 50 N B SR B MNFRDEF -

<#root>
firepower#

scope ssa

firepower /ssa #

show app-i nstance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No

2. W TiwO@ERED , BRiREKAED

<#root>
firepower#

connect fxos

<output skipped>
firepower (fxos)#

show port-channel summary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)



s Suspended r - Module-removed
S - Switched R - Routed

U - Up (port-channel)

M - Not 1in use. Min-Tinks not met

Group Port- Type Protocol Member Ports
Channel
1 Pol( SU) Et h LACP Et h1/ 4( P) Et h1/ 5(P)

3. BIBHRRE

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/2

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

conmi t

firepower /packet-capture/session #

NTiwOBEEZAD , M RAEOEELMAVHIR



<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/4

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

create phy-port Ethl/5

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

comm t

firepower /packet-capture/session #

A



FCM

WiFEORF , B{ROperational StatusHup B File Size (in bytes)i& i :

Overviaw Interfaces Logical Devices Saecurity Engine Platform Sattings

i
& Refresh Capture Segsion Defete Al Sessions
u ap1 Drop Count: 0 Buffer Size: 256 MB Snap Length: 1518 Bytes
Interface Name Filter File Size (in bytes) File Mame Deviee Name
Ethamati/2 Hana 28632 capi-atharnat: 1-3-0.peap di &,

€ Redresh Capture Sesson Diete All Sesmorn
u pl Drop Counts 0 Buffer Size: 256 MD Snap Length; 1518 Byles
Interisce Name Filter File Size (in bytes) Fila Wame Davics Rame
Ehermetl/s ne 150 A
hermeal/ ane 8500 a1

I ilFscope packet-capture FI IR IFAE L

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show sessi on capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes



Error Code: 0
Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 2

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsi ze: 75136 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

B B/ R EEOEthernet1/4FfEthernet1/589Port-channel 1 :

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show sessi on capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Oper State Reason: Active

Config Success: Yes
Config Fail Reason:



Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 4

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-4-0.pcap

Pcapsi ze: 310276 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Slot Id: 1

Port 1d: 5

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-5-0.pcap

Pcapsi ze: 160 bytes
Filter:

Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

W SR IR S

AT UL EEFirepower 4100/9300 N SR A R WL I IR K28 0 R Y 5 TR o



IR0 4
£ AR IR RGN AT FF AR BZ O 20 HR M. ERE—NEEIHAREER !

1. UEIRICMP[E
2. RBBUE SR KB VLANFRIE,

BERHEZ. BRI EER , FER2K

3. WP EAIE A B FiR B A O OEthernet1/28 H % O VLANFRIZ 102,
4. NEPZHHLIEA — NI VNIRIC,

e, Time
1 2922-07-13
2 022-97-13
3 022-07-13
4 022-07-13
5 2022-07-13
6 20220713
7 1022-07-13
B 1022-07-13
9 2022-97-13
18 2022-87-13
11 2022-67-13
12 2022-087-13
13 2022-87-13
14 2022-87-13
15 2022-07-13
16 2022-87-13
17 1022-87-13
18 2022-87-13
19 2032-987-13
20 2022-87-13
21 2832-87-13
22 20328713
23 2022-97-13
24 2022-97-13
25 2022-07-13
26 20232-07-13
27 2022-07-13
28 2022-87-13
29 2022-87-13

@6 123158, 2B5060930
@6 123558, 285062858
8623559, IDIDIBBEG
B6:23:59, 309193731
86124100, 333054150
86124100, 333056014
B86:24:01. 357173530
86124181, 357174708
B6:24:02, 381073741
86124182, 381074999
8624183, 405159041
86124103, 405200261
86124104 . 429155683
86124104, 429156831
06:24:05.453156612
6124185, 453158052
8624106, 4TT1LIT6ET
86 24106,477129899
B6:24:87,501251314
86124:87 501293841
86124188 . 525889956
@6:24:08, 525002088
@6:24:09, 540236500
B6124109,540238564
@6:24:10, 573110146
B6:24:10, 573112504
86124111, 597026027
86124111, 597888170
B6:24112,621861022

Sourcs

A92,0.2, 100
152,8. 2,108
192.8.2, 108
192.0.2.100
192.0.2.100
192.0.2.180
192.0.2.109
192.0.2,100
192.0.2,108
192.8.2.108
192.8.2.108
192.0.2.100
192.0.2.100
192.0.2.109
192.0.2. 100
192.0.2,100
192.8.2.108
192.0.2.108
192.0.2.108
192.8.2.108
192.8.2.188
192.8.2.108
192.0.2, 100
192.0.2. 108
192.0.2.108
192.0.2.108
192.0.2.108
192.0.2.100
192.0.2.108

Dvstranen

198,51, 199, 100
198,51, 109, 188
198,51, 109,188
158.51.100. 100
198.51.100.180
198.51.100. 180
196.51.100. 100
198.51. 100,100
198.51. 100,108
198.51. 129,108
158.51. 100,160
158.51.100. 180
198.51.100.180
198.51.100. 100
198.51. 100,100
198.51. 100,100
198.51. 120,108
198.51. 109,108
198.51.100. 100
198.51.180.180
198.51.188.188
198.51.100. 108
198.51. 100,103
198.51. 120, 108
198.51. 120,108
198.51. 100, 100
198.51.100. 108
198.51.180.188
198.51.180. 108

A WN-Tag

LAN [ dx@ioa)

Direction: From Bridge
Pointer: vif_id
Dastination: 18
Loaped: No

Resérvid: &

= Wersion: @

= Source: @

T Py

5

| 892,10 Virtual LAH, PRI: @, DEL: @, ID: 102
v vaee = Priority: Best Effort (default) (@)
« = BEI: Ineligible
. 9000 9110 0110 = ID: 102

Internet Protocel Version 4, Src: 192.8.2.100, Dst: 198.51.100.100
Internet Control Message Protocol

2

O I b

@xddec (dBazE) 64 Echo (ping) request
Oxddec (40428) 64 Echo (plng) request
Gxdedd (JB656) 6d Echa (ping) request
Axdedd (40656) 64 Echa (ping) request
x9f20 (48736) 64 Echo (ping) request
x9f20 (48736) 64 Echo (ping) request
axofad (4@749) 64 Echo (ping) request
@xof2d (d0749) 64 Echo (ping) request
@xOfEl (JaRd4a) 64 Echo (ping) request
@xofEn (40848) 64 Echo (ping) request
xa077 (41073) 64 Echo (ping) request
xa@¥7 (41079) 64 Echo (ping) request
axalef (41231) 64 Echo (ping) request
axalef (41331) 64 Echo (ping) request
oxaléa (4132F) 64 Echo (ping) request
@xal6a (4132F) 64 Echo (ping) request
@xaled (41445) 64 Echo (ping) request
dxalen (41449) 64 Echo (ping) request
axalfe (41a62) 64 Echa (ping) request
axalfe (41a62) 64 Echo (ping) request
Bxa257 (41559) &4 Echo (ping) request
0xa257 (41559) 64 Echo (ping) request
9xa2ad (41641) 64 Echa (ping) request
@xa2a9 (41641) 64 Echa (ping) request
0xal4s (41797) 64 Echo (ping) request
0xa345 (41797) 64 Echa (ping) request
%4349 (41801) 64 Echa (ping) request
0xa349 (41891) 64 Echo (ping) request
oxa3dc (41048) 64 Echo (ping) request

» Frame 1: 108 bytes on wire (851 bits), 108 bytes captured (864 bits) on interface capture_up 1, id @
¢ Ethermet 11, Sre: Viware Od:edtbe (80:58:56:0d:08:be), Dst: Cisco bO:77:06 (S8:97:bd:b0:77:8e)

id=gwpeta,
id=xeota,
idugpna,
iduitcpina,
iduicpdna,
idegupdla,
ide@cpela,
id=@xpela,
idu@upota,
id=incidia,
iduitcpiia,
iduitcpna,
idugupata,
ide@cpola,
ide@xpela,
id=@xpeta,
id=incidia,
idudcpia,
idugcpna,
idugnpna,
idegcpeta,
idegaela,
ide@epeta,
idn@eata,
id=ineiiia,
iduiepna,
iduiepona,
idsBupola,
id=gxpeta,

5B 9F
]
a1
1a
e
id
2d

seqe7/1792, ttl=64 (no response foundl)
response found| )
response found! )
response found! )
response found! )
response found! )

seqe? 1792, ttl=64 (no
Seqe8/ 1048, ttl=64 (no
seqed/ 1048, ttl=6a (no
seqe9 234, ttl=ca (no
s0q=9/2304, ttl=ca (no

500=10/2560, ttl=64 (no response
seqe10/2568, ttl=64 (no response
seqell/2616, ttl=64 (no response
seqell/2816, ttl=64 (A0 response
sequl2/ 3072, ttle6d (no response
seqel2f 3072, ttl=64 (no response
seqe13/3328, ttl=64 (no response
seqe13/3328, ttl=64 (no response
seqe14/3584, ttl=64 (no response
seqeld/ 3584, ttl=64 (no response
seqel5/I848, ttl=64 (n0 response
sequls/ 848, ttl=64 (no response
sequlh/4p96, ttls6d (no response
s0qe16/4096, ttl=64 (no response
50q=17/4352, ttl=64 (no response
50q=17/4352, ttl=64 (no response
seqelB/4698, ttl=64 (RO response
sequll/4608, ttl=64 (RO response
seqelt/dped, ttl=6d (no response
seqelt/apes, ttl=64 (mo response
Seqe20/5120, ttl=64 (no response
s00=20/5128, ttl=64 (no response
500=21/5376, ttls64 (no response

bd B9 77 e @0 50 56 9d
Bl B9 B0 06 03 8@ 45 B

20 07 4 64 ce 62 00 9O

el
]
af ¢ cd D 82 64 6 33 B4
o
6

o BD 19 11 12 13 14 15 1
de if 20 21 32 33 2 35 ¥
e 2f 30031 32 33 34 35 3

found )
found | )
found| )
found ! )
found! )
found! )
found! )
found! )
found| )
found| )
found| )
found! )
found! )
found! )
found! )
found| )
found | )
found| )
found!)
found!)
found!)
found!)
found| )

26 B0
oL A9
- ae
az a7
19 1a
¥ Ja

&8E

a

]

¥

"8 SR ()%
oo fB123 ASET

ERENMBREEAREER

1. XHEZRICMPE

2. BRWBUE IR KB VLANERL
3. AR 3E A A T2 80 A O O Ethernet1/289 E % O VLANFRIZ 102,

FREES. BRSBTS, FRR2K




™ Time St [rem— [ Loageh [T FTIL Wi

1 2022-07-13 @6: (IBSOR0936  102.0.2.108  198.51.190.100 ICHP 108 1 oxddec (40428) 64 Echo (ping) request |id-gxpéla, seq-7/1702, ttlee4 (no response found!)

2 2022-07-13 ¥ L2BSOEIRSE  192.0.2.188 198.51. 180, 168 !-I(PP ]18\'2 @ddec 64 Echa (pin pest | id=0uddla, seqe7/1702, ttl=64 (no response foundl)

3 2022-07-13 ¥ B0O4ERRE  152.8.2.188 198.51. 180, 108 ICHP 108 ping) request id=0xidia, seqef 2048, ttl=6d4 (no response foundl)

4 2022-07-13 86 L300153731  152.0.2.100  188.51.180.100 TeMe 182 Oxedd (40656) 64 Echa (ping) request id=0x001a, seqe8/2048, ttlegd (o response found!)

5 2022-07-13 86 .333054150  152.0.2.100  198.51.100.100 MR 108 oxoF20 (40736) 64 Echo (ping) request id=oxoola, seqe9/2304, ttl=sa (no responseé found!)

6 2022-07-13 86: .333056014  192.0.2.100  198.51.100.180 ICHP 182 ax0F20 (40736) 64 Echo (ping) request id=BxBdla, %eqe9/23084, ttl=g4 (no response found!)

7 2033-87-13 B6: £357L7IZI0 192.8.2.188 158.51.188. 188 ICHP 188 ox0fad (4a749) 64 Echo (ping) request id-8xpdla, seq-10/2568, ttl-64 (no response found!)

B 2022-07-13 86: JISTITATOR  102.0.2.100  198.51.100.108 TCHP 182 Gxofad (40743) 64 Echo (ping) request id-@xbdla, seq-10/2560, ttl-6d (no response found!)

9 2022-07-13 06 JIBLIOTITAL 192.0.2.160  198.51.100.100 TCHP 108 GxFER (4BRE4H) 64 Echo (ping) request id-Oxddla, seqe11/2816, ttl=64 (no response foundl)

18 2022-07-13 86 IEIOTASSD  192.0.2.108 198.51. 106, 168 ICHP 182 D0fal (Jand4d) &d Echo (ping) request id=dxddia, seqeii/28i6, ttl=64 (no response found!)

11 2023-07-13 86 L405150041  152.0.2.100  198.51.180.100 TEHE 108 0xad7? (41073) 64 Echo (ping) request id=8xddla, seqei2/3072, ttl=6d (no response found!)

12 2022-87-13 86 ABSIBOZE1  152.0.2.108 198.51. 186,168 ICHP 182 axad¥? (41875) &4 Echo (ping) request idedxtdla, seqe12/3072, ttl=64 (o response found!)

13 2022-87-13 @6: AZOL55683  192.0.2.100 198.51. 188,188 ICHP 1088 axalef (41231) 64 Echo (ping) request ideaxedla, seqe=13/3328, ttl=64 (no response found!)

14 2022-87-13 96:24:04, 420156831  192.0.2.109 198.51.100.180 ICHP 102 axalef (41231) 64 Echo (ping) request id-exeona, seq-13/3328, ttl=64 (no response found!)

15 2022-07-13 96:24:05 453156612 192.0.2.100  198.51.190.100 ICHP 108 oxalGa (41322) 64 Echo (ping) request id-expela, seq-14/3584, ttl-64 (no response foundl)

16 2022-07-13 96:24:05,453158052 192.0.2,100  196.51.190,100 ICHP 1082 oxalba (41322) 64 Echo (ping) request 1d-expola, seq-14/3584, ttl-64 (no response foundl)

17 2022-07-13 06:24:06, 477127687 192.0.2.100  198.51.190.100 M 108 dxaled (41443) 64 Echo (ping) request id-exedla, seq=15/2840, ttl=64 (no response foundi)

18 2022-07-13 06:24:06,477120859  192.0.2.100  198.51.190.100 M 102 Oxaled (41443) 64 Echo (ping) request ld=éxidla, seq=15/3840, ttl=64 (no response foundl)

19 2022-07-13 86:24:07.501251314  192.0.2.100  158.51.190.100 1M 108 oxalfe (41462) 64 Echo (ping) request id=owedla, seqe=16/4096, ttl=G4 (no response found!)

28 2022-07-13 86 192.8.2.100  198.51.109.100 ICHP 182 axalfe (41462) 64 Echo (ping) request id=oxedla, seqe16/4096, ttl=64 (no response found!)

21 2022-97-13 86 192.0.2.109 198.51.109. 108 ICHP 108 Axazs7 (41559) &4 Echo (ping) request id=8xedla, seq=17/4352, ttl=64 (no response found!)

12 1022-97-13 26 192.0.2, 109 198.51. 100,109 IcHP 182 @xa257 (4155%) &4 Echo (ping) request id-@xidla, seq=17/4352, ttl-64 (no response found!)

13 2022-97-13 26 192,0.2, 109 198,51, 100,100 ICHP 108 @xazad (41641) 64 Echo (ping) request id-gxidla, seqe16/4608, ttl-64 (no response found!)

24 2022-07-13 86 152,8. 2,189 198,51, 109, 184 ICHP 182 oxazad (41641) 64 Echa (ping) request id=gxedla, seqe18/4688, ttl=64 (no response found!)

25 2022-07-13 86:24:10,573118046  192.9.2.109 198,51, 109,104 ICHP 108 @xa3as (41797) 64 Echo (ping) request idegxedla, seqel®/4864, ttl=64 (no response found!)

26 2022-07-13 86:24:10,573112504  192.0.2.100  198.51.100.100 M 102 oxa3a5 (41797) 64 Echo (ping) request idsgxtdla, seqe1%/4864, ttlsGs (no response found!)

27 2022-07-13 86:24:11.557086027  192.0.2.100  198.51.109.100 ICHP 108 oxa3a3 (41881) 64 Echo (ping) request ide@xedla, seqe?e/s120, ttls6d (no response found!)

28 2032-07-13 86 11.5978EE170  192.0.2.188 198.51.108. 108 ICHP 182 axa3as (41881) 64 Echo (ping) request ide8x@la, seqsze/5120, ttl=64 (no response found!)

29 7022-07-13 86:24:12.621061022 192.0.2.190  198.51.190.100 ICHP 108 Oxa3dc (41948) 64 Echo (ping) request ide@xpdla, seqs21/5376, ttl=64 (no response found!)
» Frame 2: 102 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface capture ue 1, id @ 0SB 57 bd b9 77 e 89 50 56 5d ef be Bl 00 80 66 3
» Ethernet II, 5rc: Viware 9d:ed:be (90:58:56:0d:ef:be), Dst: Cisco b9:77:0e (58:97:bd:b9:77:0e) ! 08 90 45 00 00 34 9d e 40 00 40 01 af @ o W B
892,10 Virtual LAH, PRI: @, DEL: @, ID: 102 82 B4 cb 33 64 64 B3 89 de a2 B0 1a 80 07 T4 64 -d

oo, . = priority: Best Effort (default) (@) QI 15 E2 100 INGERGIBRT 10, 42 - [0V 06 001 ShIDGINGT 18] 11 §

. ee vun. = DEL: Ineligible 3 MuE 12 13 14 15 16 17 18 19 13 1b 2c 14 2 1F 20 N H 1

. ooo 0110 9118 = 1D: 162 WOSH 2 23 24 25 26 27 28 29 2a 2b 2o 2 3e 2 30 31 C#RXR() Y4000

33 33 3435 36 37 234567

Internet Protocol Version 4, src: 192.0.2.100, Dst: 198.51.100.180
Internet Control Message Protocol 2

$TFFPortchannel1 X R O HEIR X, EEF— I BFEESHREES :

1. {VFEIRICMPEIR ERBES. BAREBINRES , HER2K,

2. RABIE SR LIZBEVLANFRIE,

3. NERZANEA A FIRBI A B OPortchannel 189 E 3% O VLANARIZ 1001,
4. AEBITIALIE A — NFIAIVNIRIE,

Mo Time Source Destination Protecel Length PO PTIL Info

r 12022-88-05 23:07:31.865872877 192.8.2.100 198.51.1090. 160 e 108 | | ex3zze (12848) 64 Eche (ping) request | id=0x002d, seq=245/62720, ttl=64 (nc
2 2022-98-95 23:87:31.B65875131 192.8.2.188 198.51.168.188 ICHP 1a2 ex3zie (12846) 64 Echo (ping) request | id=8xeezd, seq=245/6272@, ttl=64 (nc
3 2022-08-05 23:87:32.B67144598 192.8.2.184 198.51.108.188 ICHP las [LTEF] 64 ECho (plng) reques id=gx0e2d, seq=246/62976, ttl=64 (nc
4 2022-08-05 23:07:32.B67145852 192.9.2.100 138.51.100.100 ICHP 182 @x32be (12985) 64 Echo (ping) request id=oxp02d, seq=246/62976, ttl=64 (nc
5 2822-988-985 23:87:33.B81993485 192.8.2.189 198.51.1680. 180 ICMP las exizde (13916) 64 Echo (ping) request id=8xeeld, seq=247/63232, ttl=64 (nc
6 2022-08-95 23:87:33.881904151 192.8.2.109 198.51.1640. 180 ICHe 182 ex3zde (13016) &4 Echo (ping) request id=0x0e2d, seq=247/63232, ttl=64 (nc
7 2022-08-95 23:07:34.883049425 192.9.2.109 198.51.109.100 IcHe 108 %3373 (13171) 64 Echo (ping) request id=exee2d, seq=248/63488, ttl=64 (nc
8 2022-08-95 23:87:34.B83051649 192.8.2.189 198.51.168.188 ICMP 182 ex3273 (13171) 64 Echo (ping) request id=8xeeld, seq=248/63488, ttl=64 (nc
9 2022-08-05 23:07:35.883478016  192.9.2.100 198.51.100.100 ICHP 108 @x3427 (13351) 64 Echo (ping) request id=0x802d, seq=249/63744, ttl=64 (n¢
19 2022-88-85 23:07:35.883479198 192.8.2.1089 198.51.100.108 IcHe 182 @x3427 (13351) 64 Echo (ping) request id=exee2d, seq=249/63744, ttl=64 (nc
11 2022-88-85 23:07:36.889741625 192.8.2.100 198.51.1080.188 IcMe 188 exddde (13534) 64 Echo (ping) request id=0x0e2d, seq=250/64000, ttl=64 (nc
12 2022-08-95 23:07:36.889742853  192.0.2.109 198.51.100. 100 ICHP 182 @x3dde (13534) 64 Echo (ping) request id=0xpe2d, seq=250/6400@, ttl=64 (ncg
13 2022-88-85 23:07:37.913770117 192.8.2.100 198.51.100.108 IcHe 188 @x3sdc (13644) 64 Echo (ping) request id=8xee2d, seq=251/64256, ttl=64 (nc
14 2022-88-85 23:07:37.913772219 192.8.2.100 198.51.100.188 IcMe 182 @x3sdc (13644) 64 Echo (ping) request id=0x0e2d, seq=251/64256, ttl=64 (nc
15 2022-08-95 23:07:38.937820879 192.0.2.109 198.51.100. 100 ICHP 103 @x3602 (13826) 64 Echo (ping) request id=0xpe2d, seq=252/64512, ttl=64 (nc
16 2022-88-85 23:07:38.937831215 192.8.2.100 198.51.100. 188 ICHP 182 @x3602 (13826) 64 Echo (ping) request id=8xeed, seq=252/64512, ttl=64 (nc
17 2022-88-95 23:07:35.961786128 192.8.2.100 198.51.100.188 IcHe gl exibed (14061) &4 Echo (ping) request id=0x0e2d, seq=253/64768, ttl=64 (nc
18 2022-08-95 23:07:39.961787284  192.0.2.100 198,51, 100,100 ICHP 182 ex3Ged (14061) 64 Echo (ping) request id=oxp@2d, seq=253/64768, ttl=64 (nc
19 2022-88-85 23:07:40.985772098 192.8.2.100 198.51.100. 188 ICHe 188 ax37ds (14293) 64 Echo (ping) request id=8xeeld, seq=254/65824, ttl=64 (nc

< >

> Frame 1: 188 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture_ué_3, i a2 76 f2 98 90 25 @0 58 56 9d €8 be 89 26 80 54 v X P Ve BT

> Ethernet II, Src: WMware Sd:ef:ibe (00:50:56:9d:e8:be), Dst: a2:76:f2:00:00:25 (a2:76:f2:00:00:25) ¢ 90 00 81 ©0 93 20 OB @3 45 00 00 54 32 2e 40 0@ rrerers EeT2.8

e - 46 81 1b 7f ¢0 00 02 64 6 33 64 64 0B 20 le d6 @ -----d -3dd-

5 ab a2 ed 62 0O GO OO 0B 7a 2f Gb GG - - b --oozf -
99 1@ 11 12 13 14 15 16 17 18 19 1a 1b -
1f 20 21 22 23 24 25 26 27 28 29 xa 2b - 1" AT ()%

tave mass sess ses. ® Direction: From Bridge
. = Pointer: vif_id

.00 000D e 05
o 101 6180 EiDestinacion: i 4 0o60 2c 2d 20 2f 30 31 32 33 34 35 36 37 ,- /8123 4567
. = Looped: No
i . = Reserved: @

. . = Version: @
trae smes waas saes ... ODBO O0Q DOOO = Source: @

Type: 882,10 Virtual LAN (@x8108)

882.1Q Virtual LAN, PRI: @, DEI: @, ID: 1801

Boa., = Priority: Best Effort (default) (@)

eoi® vaun weas sees = DEI: Imeligible

ve.. 8911 1116 1881 = ID: 1801 3

Type: IPvA (Ox808)
Internet Protocol Version 4, Src: 192.8.2.18@, Dst: 196.51.108.180
Internet Control Message Protocol 2

ERBE-NMBESHAREER

1. EIRICMPEI R ERBIEE. BRENBEZ , HFET2K.
2. RIABUE R KB VLANFRIE,
3. AEpR A IE A A TR 5 A O OPortchannel1 B9 E i O VLANRIZ 1001,



No. Time Source Dastnation Frotocel Length PO FTIL o Lo
12022-88-95 23:07:31.865872877 192.9.2.100 198.51.100. 1089 ICHP 1es 1 @x322¢ (12846) 64 Echo (ping) request | id=0x002d, seq=245/62729, ttl=64 (ng
2 2022-88-85 23:87:31.865875131 192.8.2.188 198.51.108. 188 ICHMP 182 lax32e (12846) | 64 Echo (ping) request | id=exee2d, seq=245/62728, ttl=64 (ng
3 2022-88-85 23:87:32.867144598 192.9.2.128 198.51.180.189 ICHP 188 @xa2ho (12985) &4 Echo {p1ng) request  id=0x002d, seq=246/62976, ttl=64 (nc
4 2022-08-95 23:07:32.867145852 192.9.2.100 198.51.100.109 ICHP 102 ex32b9 (12985) 64 Echo {ping) request id-exeead, seq=246/62976, ttl=64 (nc
5 2022-88-95 23:87:33.8B1992485 192.9.2.198 198.51.198.189 ICMP 188 @x3zdg (13916) 64 Echo {ping) request id=exe02d, seq=247/63232, ttl=64 (nc
6 2022-88-95 23:87:33.881904191 192.98.2.188 198.51.190.189 ICHP 182 @x32de (13016) 64 Echo {ping) request id=0xe02d, seq=247/63232, ttl=64 (nc
7 2022-98-95 23:07:34,883049425 192.9.2.190 198.51.100.169 ICHP 168 2x3373 (13171) 64 Echo {ping) request id-exeead, seq=248/63488, ttl=64 (nc
8 2022-08-85 23:07:34.883051649 192.9.2. 198.51.108. 160 ICMP 182 ex3373 (13171) 64 Echo (ping) request id=ex@e2d, seq=248/63438, ttl=64 (nc
9 2022-88-95 23:87:35.883478016 192.8.2. 198.51.190.189 ICHP 188 @x3427 (13351) 64 Echo (ping) request id=0xe02d, seq=249/63744, ttl=64 (nc
10 2022-88-05 23:87:35.883479198 192.9.2. 198.51.108.169 ICHP 102 ex3427 (13351) 64 Echo (ping) request id=exee2d, seq=249/63744, ttl=s64 (nc
11 2022-88-05 23:87:36.880741625 192.0.2. 198.51.108. 160 ICHP 168 ex3ade (13534) 64 Echo (ping) request id=0x@02d, seq=250/64000, ttl=64 (nc
12 2022-08-85 23:87:36.8B0743853 192.98.2.188 198.51.100.188 ICHP 182 @x3idde (13534) 64 Echo (ping) request seq=258/64088, ttl=64 (nc
13 2922-88-85 23:87:37.91377@117 192.9.2.188 198.51.108.188 ICHMP 188 @x354c (13644) 64 Echo (ping) reguest seq=251/64256, ttl=64 (nc
14 2922-88-85 23:87:37.913772219 192.9.2.128 198.51.198.189 ICHP 182 @x354c (13644) 64 Echo (ping) request seq=251/64256, ttl=64 (nc
15 2822-988-95 23:87:3B.937829B70 192.9.2.180 198.51.108.188 ICHP 18s @x3602 (13826) &4 Echo (ping) request seq=252/64512, ttl=64 (nc
16 2922-88-85 23:87:38.937831215 192.9.2.188 198.51.108.18@ ICHP 182 @x36082 (13826) 64 Echo (ping) request seq=252/64512, ttl=64 (nc
17 2922-88-05 23:87:39.961786128 192.9.2.188 198.51.108.182 ICHP 188 @x3bed (14061) 64 Echo (ping) request id=@xe02d, seq=253/64768, ttl=64 (nc
18 2022-98-05 23:87:39.961787284 192.9.2.190 198.51.100.169 ICHP 102 ex36ed (14061) 64 Echo (ping) request id-oxe02d, seq-253/64768, ttl=e4 (nc
19 2922-88-85 23:87:40.9B577309@ 192.9.2.188 198.51.108.18@ ICHP 188 @x37ds (14293) 64 Echo (ping) request id=@xe92d, seq=254/65624, ttl=64 (nc L
< >
Frame 2: 182 bytes on wire (816 bits), 182 bytes captured {B16 bits) on interface capture ue 3, ia a2 76 f2 00 00 25 00 5@ 56 9d ef be 81 0@ 03 o9 RN TR
Ethernet II, Src: VMware od:eB:be (@88:58:56:09d:eB:be), Dst: a2:76:f2:00:808:25 (a2:76:f2:08:00:25) 98 00 45 00 90 54 32 2e 40 00 40 01 1b 7f ¢ @0 E--T2. @@
802.1Q Virtual LAN, PRI: ©, DEIL: @, ID: 1001 ©2 64 c6 33 64 64 03 00 1e d6 00 2d 90 5 a6 a2 -d-3dd-- ----
Baa, = Priority: Best Effort (default) (8) ed 62 00 @2 00 00 7a 2f ob 00 00 00 00 00 10 11 b 2/
B . . DEI: Ineligible 3 12 13 14 15 16 17 18 19 1la 1b 1c 1d 1e 1f 20 21 = " !
e BA01 1116 16601 = 0 1961 22 23 24 25 26 27 28 29 2a 2b 2c 2d ze 2f 30 31 A3EE' () "+,-./01
32 33 34 35 36 37 234567

Type: IPv4 (@x8E8Q)
Internet Protocol Version 4, Src: 192.9.2.188, Dst: 198.51.188.188
Internet Control Message Protocol

L
EAEO L RENRAHRE  XRIURENBRE M RERK

« EEABOVLANFRIZZE.
« MAVNIRIEZIE.

RBIBEINF , VNFRIZE AR BB TR OVLANARIZE A, BR , BHRXXMHH , HHEVNIRIZH
HREELETRBAVLANGRIEHBREEE REER.

TREETHES :

BROBESF

22 el
f£% RRR # P 2B O VLAN

BE |BRRE

BEARIELLAMED R AMEQ 102 XA MEH1192.0.2.100F EH],
12 LB S /IR 1/2 198.51.100.100KYICMPEI R 1E R

BB RO

Z";"Sﬁﬂiﬁjﬁﬁuﬁk Ethernet1/4 001 lmag [PEH92.02.1008)E4
n J B
T e i g [ELDEE1/5 198.51.100.10069ICMPEI K11 R

e

BREQ EHBEImR
fEAFCMACLIE B M IE &0 LN BIE /IR,
i, BIRERNERLK
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198.51.100.100

&
FCM

EFCMERITU TSI RUBEERED LA BIESHIR

1. fE M Tools > Packet Capture > Capture SessionIZF I HIRLIE :

Overview Interfaces Logical Devices Security Engine Platform Settings System Help admin

Packet Capture

Troubleshooting Logs

o scion T

Mo Session available

2. EHRFIEEIREO LNBEE |, FEBRZNA , AEMCapture OnT HIFI R HIEFAI
Backplane Ports, ¥ , EBERENERED., EXMERT , IUERAERED
Ethernet1/9F1Ethernet1/10, 12{tSession Name , A5 % &5Save and RunbUBUERER -

Overview Interfaces Logical Devices Security Engine Platform Settings

Select an instanoe: Rl g -mm = —
. full | Session Name® eapl I
Selected Interfaces Mo
Buffier Size 756 M8 -
Ethemat1/2
Snap kength: 1518 Byt
Capture On

Ethematl/3

Ethernet1/10
Al Backplane Ports

Ethemetl/1

FXOS CLI



FEFXOS CLIEHITU T SRUE B ERED LN HIESHIR
1. 1R 5 B A SR MARIRAF

<#root>
firepower#

scope ssa

firepower /ssa#

show app-i nstance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No

2. QIBIWRRE

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/9

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

create phy-port Ethl/10



firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

comm t

firepower /packet-capture/session #

A
FCM

WU O E 5 , B{ROperational StatusHup B File Size (in bytes)ig 10 :

Overview Interfaces Logical Devices Security Engine Platform Settings System  Tools  Help

adrmin

€ Ralresh Captige Session Deiste Al Sess0ns

- u apl Drop Count: O Buffer Size: 256 MB Snap Length: 1518 Bytes
Interface Hame Filter Fibe Size (in bytes) File Hame Devices Hame

Ethemet1/10 Nors: 194352 cap1-ethernet- 1-10-0.pcag frd1 &
Ethematl/9 Norw 786368 capl-ethamet- 1-9-0.pcap frd1 &,

KilFscope packet-capture P EVIEIRIFMER -

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show session capl




Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 10

Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-10-0. pcap

Pcapsi ze: 1017424 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Slot Id: 1

Port 1d: 9

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-9-0.pcap



Pcapsi ze: 1557432 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Name: ftd

W EE IR X 1
1T EFirepower 4100/9300 A ZB 3 K L3R L EB 0 P EY P TR
FIR S 7 AT

ERABESHERNARERNARFITTHER . IREREODEL1] , FHRRIT AN ERE
OB RHRN G, EXHIBERT , HFEEEEHREDOEthernet1/9 L3R,

BRREE-IMNE-NRES , AREER

1. BRENMNCMPEINERHES , HER2K,

2. RABIE IR L IZBEVLANFRIE,

3. NERZAEA A TR 51 H 0 # O Ethernet1/389 E A% O VLANARIZ 103,
4. AEBIIALIE A — NFIIVNFRIE,

. Tt Seurne [res—— Fraazesd Lingts FE P Wi
12032-97-14 20:29:35 513854256  192.8.2.108 198.51. 188, 182 cHe 108 1 wseae (22928) 64 Echo (ping) request | id-owdoal, seq=15/3g40, ttl=64 (no response found!)
2 1033-97-14 F0:29:36.513857280 102.8.7.109 198.51.109. 180 IcHe 188 NS08 (22938) &4 Echo EE]HE: request | id=gwddel, seqe15/3848, ttl=s4 (reply in 3)
3 2022-97-14 30:29:36.514117304  108.51.100.180 192.9.2.104 IcHe 108 @Mccic (52268) &4 Echo (ping) reply ide0x0ddl, seqe15/3840, ttl=64 (request in 2)
4 2022-07-14 20:20:36.514119312  198.51.100.10¢ IcHe 108 Bxcco (52268) 64 Echa (ping) reply ideipddl, seqe15/3840, ttl=64
5 2022-07-14 F0:20:37.537723822  192.9.2.109 IcHe 1a8 BxSadd (23040) 64 Echo (ping) request id-0wdddl, seq=16/4006, ttl=64 (no response foundl)
6 2022-07-14 20:20:17. 537726588  192.0.2.100 IcMe 18 DX5a00 (23040) 64 Echo (ping) request Lde0wdddl, seqe16/4006, ttl=64 (reply in 7)
T 2022-07-14 20:20:17. 538046165 198.51.100.100 IcMe 18 oxcedb (52379) 64 Echo (ping) reply Lde0x001, seqe16/4006, ttl=64 (request in &)
B 2022-07-14 20:20:17.530040311  198.51.100.100 ICHP 108 Bxceab (52379) 64 Echa (ping) reply Pdw0eddnl, seqels/ 4006, ttl=64
5 2022-07-14 20:20:38.561776064  192.0.2. 100 ICHP 108 BxSab? (23223) 64 Echo (ping) reguest Lde=0x0001, seq=17/4352, ttl=64 (no response foumd))
10 2022-07-14 20:20:38.561778310  192.0.2.108 1cHe 108 oxnsab7 (23223) 64 Echo (ping) request ide0w@odl, seqs17/4352, ttlssa (reply in 11)
11 2022-07-14 20:20:38.562048288  198.51.100.100 1cHe 108 Bxcccd (52420) 64 Echo (ping) reply  ids=oxoo01, 4eq=17/4352, ttl=64 (request in 10)
12 3022-87-14 20:20:38.562050333  198.51.100.100 1cHe 108 Bcccd (52420) 64 Echo (ping) reply  id=ox0001, £0q=17/4352, ttl=64
13 2022-87-14 20:20:39.585677843  192.0.2.108 ICHe 108 oushas (23366) 64 Echo (ping) request id-oxem01, seq=18/4608, ttlssa (no response found!)
14 7022-87-14 20:20:39.585678455 197.0.2.108 (] 108 oushas (23366) 64 Echo (ping) request id-0x8091, seq=18/4608, ttl=sa (reply in 15)
15 2022-67-14 20:20:39.585036554  108.51.100. 1080 ICHP 108 excdad (52621) 64 Echo (ping) reply  id-oxeepl, seq-18/4608, ttlesa (request in 14)
16 2022-67-14 20120139 585037008  108.51.100.108 1CHP 108 oxcdid (52621) 64 Echo (ping) reply  id-oxe681, soq-18/4608, ttl-64
17 2022-07-14 20:20:40.600804804 102.0.2.100  198.51.100.100 IcHe 108 @x5b7b (23410 64 Echo (ping) request id-@xBo01, seqe10/4B64, ttle64 (no response found!)
18 2022-07-14 20:20:40.600807618 102.0.2.108  198.51.100.180 cHe 108 oxsh7h (23419) 64 Echo (ping) request 1d-0x0601, seq-19/4864, ttl-64 (reply in 19)
10 2022-07-14 20120140, 618170685 108,51, 100,100 192.0.2. 100 1cHe 108 oxcdaf (52623) 64 Echo (ping) reply  Ld-0x0001, seq-10/4864, ttl-64 (regquest in 18)
20 2022-07-14 F:20:40.610181944  158.51.100.180 192.0.2.100 IcHe L oxcddf (52623) &4 Echa (ping) reply id=0eddol, seqe15/4864, ttl=64
21 2022-07-14 20:20:41.631905153  100.0.2.108 198, 51. 160, 188 TcMe 108 BxShie (23422) 64 Echo (ping) request Ld-0xddl, seq=20/5120, ttl=64 (no response foundl)
22 J022-07-14 20:20:41.633006957  152.0.2.188 198, 51,165, 188 1eMe 108 BxShie (23422) 64 Eche (ping) reqguest Ld-Dx0081, seq=20/5120, ttl=64 (Feply in 23)
23 2022-07-14 30:20:41.634084102  158.51.100.100 192.0.2.108 1cHe 188 Oxceds (52799) 64 Echa (ping) reply  id-Bxoodl, $6q=20/5120, ttl6a (request in 22)
24 3023-07-14 26:20:41.634085368  158.51.100.100 152.0.2.108 1cHe 188 Bxcedd (52799) 64 Echa (ping) reply  id-Bxo001, 36q=20/5120, ttlssd
35 3023-07-14 20:20:42.657709858  152.0.2.100  198.51.100.100 1cHe 188 exshia (23538) 64 Echo (ping) request id=oxo001, 46q=21/5376, ttl=64 (no response found!)
36 3022-07-14 20:20:42.657711660 152.0.2.100  198.51.100.100 1cHP 188 enshia (23538) 64 Echo (ping) request id=oxo081, £eq=21/5376, ttl=&4 (reply in 27)
37 3022-07-14 20:30:42.657980675 158.51.100.100 192.0.2.100 1cHE 168 Gxcedd (52809) 64 Echo (ping) reply  id-0x0001, seq=21/5376, ttlesd (request in 28)
36 2022-07-14 20:30:42.657981971 158.51.100.100 192.0.3.100 1cHE 168 fxcedd (52809) 64 Echo (ping) reply  ide0x8081, soq=21/5376, ttl-g4
19 1032-07-14 F0:30:43. 6817365697 192.0.7.108 198.51. 180, 188 ICHP 188 @nSc52 (23634) &4 Echo (ping) request id-0w9081, seq-22/5632, ttl-64 (no response found])
+ Frame 1: 108 bytes on wire (864 bits), 108 bytes captured (264 bits) on interface capture ud 8, id o 00 50 56 9d &7 50 58 07 bd b9 77 2d 89 26 00 80 PV PX -ow- B
» Ethernet 1T, Sfc: Cisco b5:77:3d (58:97:bd:bo:77:2d), Dst: Vware Sd:e7:50 (00:50:56:5d:67:50) 20 da 51 00 00 67 08 @0 45 00 OF 54 50 00 40 D g EaeTY
S 48 @1 f4 1c cd ) B2 64 o6 33 64 64 08 00 22 68 @ ----0d 30 Th
. = Dlrection: To Bridge 08 91 @8 of 59 7a do 62 ma-aaaeahsd?asa: EERTE T T
5 00 00 80 00 10 11 12 13 14 15 16 17 18 19 1a 1
o :;::::“;:':‘ 1c 1d 1e 1f 20 21 22 23 24 2526 27 28 29 2 2b oo 170 ER'()%e
2c 2d Ze 2f 30 31 32 33 34 35 36 37 oo /0123 4567
. = Looped: Mo 4
+ = Reserved: @

= Wersion: @

sear mean meen oamas oaeas OO0 308 1040 = Source: 19

Type: 802,10 Virtual LAN (SxBidd)

vmm;_!,_m; w, T6: 163

008, .... . = Prierity: Best Effort (default) (o)

soilllcza . = DEL: Imeligible 3

s DOOA 9118 9111 = ID: 183

Type: Ifva {oxes00’
Internet Protocol Version 4, src: E.B.).lﬂ, Dst: 198.51.100. 180
Internet Control Message Protocol

BEEEF-NFOIREE , HREER :

1. HIRBNCMPRE , HER2R,



2. BRBUE IR KB VLANRL
3. AR 3E A A T8 80 & O3 O Ethernet1/289 E % O VLANFRIZ 102,
AEBR LA A — DI VNIRIZ,

e, Time Souren Destrancn Fromsest Lengeh o PTIL ko
1 2922-07-14 2:29:36. 513854256 192.9.2.100 198,51, 100, 168 ICHP 188 ex5998 (22938) G4 Echo (ping) reguest id-@x@dal, seqel5f3gd4d, ttl=64 (no response foundl)
» 2 3023-07-14 20:20:316.513057285  192.9.2.100 168.51. 100, 160 ICHP SR8 i G id=@coel, seqe15/3840, ttlsed (reply in 3)
. 3 2922-07-14 20:20:36.514117394  198.51.100.100 192.0.2.100 ICMP excc2e (52268) | idsooel, seqe15/3848, ttl=ed (request in 2)
4 2022-07-14 19:19:36.514119312  198.51.100.100 192.9.2.100 ICMP { ) idegneool, seqe15/3849, ttlegd
5 2032-07-14 I0:30:37 537723622 192.9.2.109 198.51. 190, 108 ICHP idedupdal, seqe16/406, ttle6d (no response found!)
6 2032-07-14 I0:30:37 537726588 192.9.2.109 198.51. 190, 160 ICHe 108 ex5a00 (23040) ﬁ-ﬂ E(ho (ping) request id-@wddl, seqel6fdtds, ttletd (reply in 7)
7 1023-07-14 19:29:37. 538846165  198,51.100. 180 192.98.2.108 ICHP 188 excegb (52379) 64 Eche (ping) reply ideiidal, seqelG/dd06, ttl=fd (request in 6)
8 2022-07-14 30:30:37.538048311  198.51.100.100 192.9.2.180 ICHP 108 axecab (52379) 64 Echo (ping) reply id=@nc0l, seqel6/am06, ttlsed
9 2022-07-14 10:10:38. 561776064 192.9.2.109 198.51.100. 168 ICMP 108 axsab? (23223) 64 Echo (ping) request ids=éxeeel, seqe17/4353, ttl=ed (no responie found!)
18 2022-07-14 20:10:38.561778310  192.9.2.104 198.51. 160, 168 ICMP 188 axsab? (23223) 64 Echo (ping) request id=8x@eel, seqe=17/4352, ttl=sd (reply in 11)
11 2022-07-14 20:20:38 562845288  108.51.100.100 192.0.2.100 ICHP 108 @xcccd (52420) 64 Echo {ping) reply idegnpool, seqe17/4352, ttlesd (request in 1@)
12 2022-07-14 20:29:38. 562050333 198,51, 100,100 192.0. 2,100 IcHe 108 dmocgd (52429) 64 Echo (ping) reply idegmpdal, seqe17/4352, ttl=sd
13 2022-07-14 20:20:39.585677043  192.9.2.100 108.51. 100, 100 ICHP 188 auSh46 (23366) 64 Eche (ping) request ide0w0001, seqe18/4608, ttl=64 (no response Foundl)
14 2022-07-14 20:20:19. 585672455  192.0.2.100 168.51.100. 100 ICMP 108 @6 (23366) 64 Eche (ping) request id=aw0e0l, seqel8/e60d, ttl=ed (reply in 15)
1% 2022-07-14 20:20:39. 585036554 198.51.100.100 192.0.2.100 ICMP 108 iedad (52621) 64 Echo (ping) reply ids@woal, seqelB8fe60d, ttlsed (request in 14)
16 2022-07-14 20:20:39. 585037900 192.51.100.100 192.0.2.100 ICMP 108 axcdad (52621) 64 Echo (ping) reply idsoxpool, seq=18/4603, ttlsgd
17 2022-07-14 20:20:10.600804804  192.0.2.100 198.51. 100, 160 ICMP 108 axsh7b (23419) 64 Echo (ping) request id-ox@ool, seq-10/4864, ttl-ed (no response foundl)
18 2022-07-14 20:20:40.600807618  192,98.2.108  198.51.100.100 1M 108 xsh7b (23419) 64 Echo (ping) request id-oxm001, seq-10/4B64, ttl-64 (reply in 19)
19 2022-07-14 20:29:40. 6101753685 198,51, 106,180 192.0. 2,160 ILHP 128 aedaf (52623) 64 Echo (ping) reply id=gmiol, seq=10/4k64, ttl=64 (request in 18)
20 2022-07-14 20:29:40.610181944 198,51, 156,180 192.8. 2,168 ILHP 188 dxedaf (52623) &4 Eche (ping) reply ideDui1, seqe15/4864, tUl-gd
21 2022-07-14 20:20:41.633005153  192.0.2.100 158.51. 100, 160 ICMP 108 ansb7e (234232) 64 Echo (ping) request id=0x0001, eq=20/5120, ttl=gd (no résponie Foundl)
32 2022-07-14 20:20:41.633886997  192.0.2.100 198.51.100. 160 ICHP 108 axsh7e (234232) 64 Echo (ping) request id=0xBo0l, seqe=20/5120, ttlsgd (reply in 23)
23 1022-07-14 39:20:41 634084102 198.51.100.180 192.0.2.100 ICHP ] Bxce3s (52709) 64 Eche (ping) reply idegxpdal, seqe20/5120, ttl-éd (request in 22)
34 2023-07-14 20:20:41.634085368 198,51, 100,100 192.0.2.100 ToHP 168 xcedt (527040) 64 Echo (ping) reply  1d-0xB001, seq=28/5120, ttleed
35 M23-07-14 20:20:42.657TOE0E  192.9.2.100  195.51.100.100 ICHP 108 axshfe (23536) 64 Echo (ping) request 1d-0x3001, seq=21/5376, ttleed (no response foundl)
26 2022-07-14 20:30:42. 657711660 192.0.2.100 19851, 196, 168 ICHP bl axSbfe (23536) 64 Echo {ping} request id-dx@801, seqe21/5376, ttl=6d (reply in 27}
27 2022-07-14 20:29:42 65750675 195.51.100.108 192.0.2.168 1P 188 Bxcedd [52809) &4 Echo {ping) reply idedmddol, seqe21/5376, ttl=gd (request in 26)
28 2022-97-14 20:20:42 657981971 198.51.180.188 192.0.2.100 ICHP 188 Bxceds (52809) 64 Echo {ping) reply ided@dal, seqe21/5376, ttlecs
29 2022-97-14 20:29:43.681736697 192.9.2.109 198,51, 199, 108 ICHP 108 ex5cs2 (23634) 64 Echo {ping) request id-oxeeel, seq-22/5632, ttl-6a (no response Found!}
Frame 3: 188 bytes on wire (864 bits), 188 bytes captured (864 bits) on interface capture ue &, id @ @ 50 56 o ed be 58 97 bd b3 77 Oe 29 26 00 00 Py W&
i Dst: VMware Gdzed:be (00:50:56:9d:e8:be) B3 04 21 B0 OO G0 B8 GO 4% 00 00 54 < Fe OB 8O f-- E--T-,
40 91 cl BO c6 33 64 64 cO 00 02 64 00 00 2a 68 @----3dd --.d--*h
B3 @1 o3 of B0 7a 0@ 62 0O 00 00 00 b3 d7 00 o b
. = polnter: vif id 00 00 80 0 10 11 12 13 14 15 16 17 18 19 1a 1b
o aeisoscs m DRSELAMLRRE B 1c ud 2e 1f 20 21 22 23 24 25 26 27 28 7% 2a b I"s SXE"()"+
2c 2d 2¢ 2f 30 31 32 33 34 35 36 I 4 fB123 4567
= Looped: No 4
. = Reserved: @
voeenr ras = Version: @

vorame wean oanaa GO0 G000 1010 = Source: 18
882,10 Virtual Lan

B0, iii case sess ® Priorityc Best EFfort (default) (9)
aesl tese sesas = DED: Ineligible 3
0000 0110 9118 = ID: 182

TEE IPvid II:BIGSW
Internet Protocol Version 4, Srci 198.51.100.109, Dst: 192.0.2.180

Internet Control Message Protocol 2

5 B8

UEESRED LEEHRFESHERN , REVFRNBEREMNESIHER. EXMERLT , ARk
MU L2 E R E R R A B AR OVLANARIZFVNARIEAR AR IS BIEE. VLANFRIZFRIRA
HBHEA T EHESELAIIMENEOEO, ICMPE &R HIESFHVLANFRIZ 103/ LA MiE
O1/3%mRAAE OO , MICMPRZHIESFHVLANARZ 102 L AMEO1/25R B O#O, &
4%&4&@%&%%%2% , PSR #R AL BRVNFRiC A A 5842 O VLANFRIE

T',\s—%&n/n T 1£

IR BE IR

5 R &% OVLAN

MEH1192.0.2.100F EH]

e E MU S i O Y| B AR 102 198.51.100.100#JICMPE] 3 i& 3R
S CON=
iR H 103 MEH1198.51.100.100F) E 4

192.0.2.100K9ICMP Bl R7 R &




R1 AR A uR O £ IR SR

NMASMNAROKEOHABAREESIREOD L  NRAFREENARBRAD , WAL EE
EEO L,

FEB2NMNMERARA

s EEREO L AIEFSENZONBRESRERE IR, FlH , EEREDEthernet1/9 L
HNEFZEOEthernet1 2B HIE T E B BIE B IR,

- ERENZEONERED LEERSHIESTHR. fla0 , F£EOEthernet1/2RE fxiE O
Ethernet1/9_t R B O Ethernet1 /20 ZkiE B B B L HIE 2 HIR.

AT BT EER R=B.
E51

EFFCMACLIE EM I BHR$E O MBI SMIR, HIRMA UK O Ethernet1/24IR 3108 h O O
H#ES. EAHFH , HIRICMPNE.

i, BIRERNERK

Chassis
il Internal Switch Security Module
FTD/ASA

Port VLAM 102

- -

192.0.2.100

@ ICMP echo-reply

198.51.100.100

Backplane

A 4

fi B
FCM
EFCMLEMITUT R |, LAIEEFTDN A M N A% AEthernet1/2 LB EHIEZHIX -

1. fE A Tools > Packet Capture > Capture Sessionf|ZZFHIHIRF :

Overview Interfaces Logical Devices Security Engine Platform Settings System |WGGIEM Help admin

| Packet Capture | Troubleshooting Logs

[ e s TR

C Refresh || Capture Session | | Delete Al Sessions

No Session available




2. £ Application Port T 1%/ 3k A %42 B FEthernet1/2 , H#EApplication Capture Direction ™%
#Egress Packet, 1Ef#tSession Name , A5 ¥ HiSave and RunSUBUEHZR -

Overview Interfaces Logical Devices Security Engine Platform Settings

Select an instance: fradl w T =
[ frdl ] [Sesston Mame® capl I
Selected Interfaces Hone
Buffer Size 56 MB >
Ethernetl/2
Snap kength: 1518 Bytis
Store Packets Append
Capture On fd -
"I' Appheation Part
Ethernet1/3 - b Ethemetl/2 *
FTD
Ethemat1/, Ethamet1f10 Appkcation Capture DFection FTLTTCTR Covess Packat |
Capture Fiter Apply Fiter m

Etharmati/ 1

FXOS CLI
FEFXOS CLIEHITUATHRUE EERED LN BESHIR
1. IR B N A REMPRRFRF

<tfroot>

firepower#

scope ssa

firepower /ssa#

show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No

2. QIBHIRATE

<#froot>
firepower#

scope packet-capture

firepower /packet-capture #



create session capl

firepower /packet-capture/session* #

create app-port 1 112 Ethernetl/2 ftd

firepower /packet-capture/session/app-port* #

set app-identifier ftdl

firepower /packet-capture/session/app-port* #

set filter

firepower /packet-capture/session/app-port* #

set subinterface O

firepower /packet-capture/session/app-port* #

up

firepower /packet-capture/session* #
commi t

firepower /packet-capture/session #

HiA
FCM

WiIFEOR/F , B{ROperational StatusHup B File Size (in bytes)i& N :

[OELNETE Interfaces Logical Devices Security Engine  Platform Settings

& Refiesh Caplure Session Delete A Sessions

u capl Drop Count: 0 Operational State: up Butfer Size: 756 MB snap Length: 1518 Bytes

Filtar Filis Size (in bytes) File Mane Baviee Naswe

o 576 capl-vathamat-1175.peap o

hans 4360 capi-vethermat- 1036.pcap fedi

FXOS CLI

i scope packet-capture P IR IFMER

<#root>
firepower#

scope packet-capture



firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

AppTlication ports involved in Packet Capture:

Slot Id: 1

Li nk Name: |12

Port Nane: Ethernetl/2

App Name: ftd
Sub Interface: 0

Application Instance Identifier: ftdl

Application ports resolved to:

Nane: vnicl

Eq Slot 1d: 1

Eq Port 1d: 9

Pcapfile: /workspace/ packet-capture/session-1/capl-vethernet-1036. pcap



Pcapsi ze: 53640 bytes

Vl an: 102

Filter:

Nanme: vnic2

Eq Slot 1d: 1

Eq Port 1d: 10

Pcapfil e: /workspace/ packet-capt ure/session-1/capl-vethernet-1175. pcap

Pcapsi ze: 1824 bytes

VI an: 102
Filter:
W EE IR S 1
AT UL EEFirepower 4100/9300 A SR A #R WL I IR K28 0 R Y 5 TR o
IR AT

ERABESHRNHRERENARFITTHERS. IRESMERED  FRRITTSNERE
OMAAERHRX M, EXHERT , BEIEEREDOEthernet1/9 L3R,

BEEE-INE-IMRERL , FIREER

1. BIRBNMCMPRE , HER2R,

2. R B 8k L% BVLANFR IS,

3. AERRAIEA A TR 5B E O 8 OEthernet1/289 E bl O VLANFRIE 102,
4. AEPHRALIE A — NEFIMNIVNFR IS,



™ T Sowrce Frstoosl [T FE T iy
12022-08-81 10:03:22.231237959 198,51, 109.100 a2 188 axazfa (17144) 64 Echo (ping) reply | ideex0el?, seqe1/256, ttls=ea
2 2022-98-01 10:03:22.231239747  198.51.109.100 IcHp 108 axazfa (171 64 Echo (ping) reply | ideex@@12, seqs1 /56, ttls=ed

3 7922-92-81 10103:23.232244769 IcHe 188 idegx@l2, seqe2/512, ttle=gd

4 2022-88-81 10:03:23.232247753 cHe 188 exa3bz (17331) 6a Echo (ping) reply  id=ex@@12, seqe2/512, ttlsed

5 2022-88-81 10:03:24.234703981 192.9.2.100 cHpe 188 exaase (17562) &a Echo (ping) reply  id=x@@12, seqe3/768, ttlesd

6 2022-88-81 10:03:24.234786751 TcHe 188 exadse (17562) &d Echo (ping) reply  id=Gx@@12, seqe3/768, ttlesd

7 2822-08-01 10:03:25.258672449 TCHe 186 BxAd64 (17568) &a Echo (ping) reply  id=ex@@12, seqe4,/1024, ttlesd
B 2022-88-01 10:03:25.258674861 TcHe 108 OxAd64 (17508) 64 Echo (ping) reply  ide0xp012, seqed/1024, ttle6d
O 2022-08-01 19:03:26. IRI6EI160 IcMe 108 axddcy (17603) &4 Echo (ping) reply ideixpidl2, seqes/1280, ttl-6d
10 2022-08-01 10:03:26. 282666183 IcHe 108 oxaack (17603) &4 Echo (ping) reply idwixpidl2, seqes/1280, ttl-64
11 2022-08-01 10:03:27. 306671604 192.@.2.100 IcHe 108 axddaT (17639) 64 Echo (pimg) reply idwixdil2, seqeé/1536, ttl=64
12 2022-08-01 10:03:27. 306674378 192.9.2.100 IcMe pL oxddeT (17639) 64 Echo (ping) reply idwixo0l2, seqeé/1536, ttl=64
13 2022-08-01 10:00: 28, IMGEAETT IcHe 108 ax4A550 (17744) &4 Echo (ping) reply id=0xD012, seqe7/1792, trl=64
14 2022-08-01 10:03:28, 330667153 (L] 108 04550 (17744) 64 Echo (ping) reply  ideoxo012, seqe? /1792, ttlst4
15 2022-02-01 10:03:29,354795831 (oL 2] 108 04553 (17747) 64 Echo (ping) reply  id=0x0012, seqe8,/2048, ttl=éd
16 2022-08-81 10:03:29, 384936706 (a1 ] 108 BxASS3 (17747) 64 Echo (ping) reply  id=0x0012, seqe8,/2048, ttl=sd
17 2022-82-81 10:03:38. 378795204 oM 108 BxASaT (17215) 64 Echo (ping) reply  ideow@012, seqs9/2304, ttlstd
18 2022-88-81 10:03:38. 378798172 oM 108 axasa7 (17815) 64 Echo (ping) reply  idegwd012, seqs9/2304, ttlsed
19 7022-88-81 10:03131.482772217 MR 108 AwaG7a (180847) 64 Echo (ping) reply  ideewd@l2, seqs18/2560, ttlssa
20 2022-88-81 10:03:31.402774775 oM 188 BwaG7a (180842) 64 Echo (ping) reply  ideewd@12, seq=18/2560, ttlssa
21 023-08-01 10:03:32 426603254 TCHP 108 owaGaa (18058) 64 Echo (ping) reply  ideewp@12, seq-11/2816, ttlesa
22 2022-08-91 10:03:32. 426595601 TcHP 108 o683 (18058) &4 Echo (ping) reply  id-0xpe12, seq-11/2816, ttl-sa

58 56 % 08 be 58 97 bd b9 77 O 89 26 00 00 VoK Wb
Ga 81 B0 D 65 08 00 45 09 00 54 47 fH 08 09 F- E-TB

Frame 1: 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture_ud 8, id @
Ethernet 11, Src: Cisco b9:77:0e (S8:97:bd:ba:77:0e), DSt: VMware Sd:eS:be (99:50:56:9d:e8:be)

VN-Tag 91 42 b5 ¢6 33 64 64 <O 00 02 64 DO B0 D0 04 @0 -3dd d
Wi nae = Direction: To Bridge 00 01 dd a4 &7 62 00 00 00 00 e3 Od 09 00 b
B —— = Pointer: vif_id 00 00 00 10 11 12 13 14 15 16 17 18 19 1a 1b . o
"60 0000 POOS BOOG = emE LB 1d 1e 1f 20 21 22 23 24 75 26 27 38 29 2a b 178 $X&" ()"

RRBELERS

2d zc 2f 38 31 32 33 34 35 36 37 so+ /0123 AS6T

.............. Looped: Wa 4

........ Reserved: @
= Wersion: @
= Source: 18

mz 10 \.'1rt||al uw (BxE100)
802.1Q Virtual LAN, PRI: @, DEL: @, 10: 102
oD, ... . = Priority: Best Effort (default) (@)
L . . = DEI: Imeligible 3
2004 9118 9118 = I 192

Internet Pr
Internet Control Message Protocol 2

SR
FEXMIERT |, 4w OVLANFRIE N 10289 Ethernet1/2: 2 ICMPR ZHIEZH EH O#E O,

HFFRIET RN AR F IR S miRE N EgresshY |, A OB R EHREE A _EHIRUAMER L P iw
OVLANFRIEN 10289 BHE 2o

TREETHES :

S HIROBEI T < 4375 2
= BRR o 2T 1 VLAN AE [HEIRNRE

BEFRIENAMNMAR |.

ME#H1198.51.100.100FI E 1
OEthemnett/2 LBy |~ P 102 AR

192.0.2.10089 ICMP [E] R 7 &

£52
£ AFCMAICLIEL & F 36 1 &t 452 O MBI 564 O Ethernet1/2 L BRI IR
ENHESHREATNERE

. BIEO-FIREOEthernet1/2 L EAIOVLAN 10205 iE A, BRNKIESRICMPEER

. "ﬂi?&lﬂ -HFREthernet1/2471R 1 H O O N HIE SR OVLAN 1020 BEZ. HIRHBIES
ZICMPEI R R &,



hih, BEIRNFHRI

Chassis
Internal Switch Security Module

FTD/ASA

Paort VLAM 102

- -

192.0.2.100

@ ICMP echo-reply

198.51.100.100

Backplane

BiE
FCM

EFCMLEMITUTER |, LAEEFTDN A N A% AEthernet1/2 LB EHIEZHIK -

1. fE A Tools > Packet Capture > Capture SessionBIZFHHHIRLIE -

Overview Interfaces Logical Devices Security Engine Platform Settings System Help admin

Packet Capture

Troubleshooting Logs

o somion T

¢ Refresh

Mo Session available

2. £ Application Port #1515k % FEFTDR A Ethernet1/2 , #AJ5fEApplication Capture
DirectionFi%#2All Packets, i2fSession Name , A/ ¥ drSave and RunLUBUE IR -

Overview Interfaces Logical [ Security Engine  Platform Settings System Tools Help  admin
frd1 I Sesman Name™ capl I
Selected Interfaces Hone
Buffer Size 256 MB -
Ethasrat1/2
Snap bangth: 1518 Bytes
Store Packets | overarite [IECLSE]
Capture On fd w

Agpplcation Pen Ethemetl/z =
Apphcation Capture Direction RN £oracs Facke:

Capture Filter Apply Filer

Ethametl/3

Etharnatl/t

FXOS CLI



FEFXOS CLIEHITU T SRUE B ERED LN HIESHIR
1. 1R 5 B A SR MARIRAF

<#root>
firepower#

scope ssa

firepower /ssa#

show app-i nstance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No

2. QIBIWRRE

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port ethl/2

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

exit

firepower /packet-capture/session* #

create app-port 1 linkl2 Ethernetl/2 ftd

firepower /packet-capture/session/app-port* #

set app-identifier ftdl



firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #
commi t

firepower /packet-capture/session # comit

1IN

FCM

WiIFEOR/F , B{ROperational StatusHup B File Size (in bytes)i& N :

Bulfer Size: 256 MB Snap Lamgth: 1518 Bytes

FXOS CLI

il scope packet-capture FI IR IFHE L

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Sessi on Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Qper State Reason: Active



Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 2

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsi ze: 410444 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

AppTlication ports involved in Packet Capture:

Slot Id: 1

Li nk Nane: |ink12

Port Nane: Ethernetl/2

App Nane: ftd

Sub Interface: 0

Application Instance Identifier: ftdl

Application ports resolved to:
Name: vnicl

Eq Slot 1d: 1



Eq Port 1d: 9

Pcapfil e: /workspace/ packet-capt ure/session-1/capl-vethernet-1036. pcap

Pcapsi ze: 128400 bytes

VI an: 102

Filter:

Name: vnic2

Eq Slot 1d: 1

Eq Port 1d: 10

Pcapfil e: /workspace/ packet-capture/session-1/capl-vethernet-1175. pcap

Pcapsi ze: 2656 bytes

VI an: 102

Filter:
W EE IR S 1
AT UL EEFirepower 4100/9300 N SR A R WL I IR K28 0 R Y 5 TR o
IR AT

FERBESHRR LM ARFHFRR M. MREZSAERED , FHRITAS/NTRE
OWME#RXH. EXHERT , ZESEEFRZEOEthernet1/9 L HIR,

FIFFUAARRZEO1 2R , ZRE— I REE , AEREER !

1. RHEIRICMPE N ERBIFE L. HRENBEE , HFER2K,

2. R BIR AR KX BVLANFRIE,

3. AERRAIEA A TIRBIA O # OEthernet1/289 H i O VLANFRIE 102,
4. AEPHRALIE A — NI VNIR IS,



Mo, T Sorce Cestnaton Frotocol F F piy
© 132022-98-81 11:33:19.070693081  192.8.3.100 198.51.180.100 10WF axceps (49161) 64 Echo (ping) request] id=ox®013, seq=1/236, ttle6d (no response Found!)

2 2032-88-81 11:33:19.070695347  192.8.2.100 198.51.160, 108 oM Bce0s (-191513 64 Echo (ping) request] idsPw@o13, seq1f256, ttl=64 (no response found!)
3 2023-88-81 11:33:19.871217121  192.8.2.100 198.51.160, 108 oM CXECNG [ PIRE) TEq0 ideBn@o13, seqe1/256, ttleta (no response found!)
4 2022-88-81 11:33:19.871218458  192.8.2.100 198.51.160. 108 oM 192 xcens (-19151: 64 Echo (ping) request idsPw@o13, seqe1f256, ttle6d (no response found!)
5 2022-88-81 11:33:20.072036625 192.8.2.190 198.51.188. 188 TCM 1908 Bxclae (49316) 61 Echo (ping) request idsPw@e13, seqs2f513, ttle6d (no response found!)
6 2022-88-81 11:33:20.072038399 192.8.2.100 198.51.168. 108 oM 182 axceae (49326) 64 Echo (ping) request id-8x@d13, seqs2/512, ttlsé4 (no response found!)
7 1032-08-01 192.0.2.100 198.51.18@. 108 ple, 198 Bxcl67 (49511) 64 Echo (ping) request id-Pw@d13, seqs=3/768, ttl=64 (no response found!)
B 2022-08-01 192.8.2.108 198.51.100. 108 ple 192 Bxcl67 (40511) &4 Echo (ping) request id-8x@813, seq=3/768, ttl=64 (no response Foundl)
0 2022-08-01 11:33:22.074576648  192.08.2.100 198.51.100, 108 ple 198 Bxcd75 (40525) &4 Echo (ping) request id-8x@d13, seqe=4/1024, ttl=sa (no response foundl)
10 2022-08-01 11:33:22.074578010  192.8.2.100 198.51.100, 108 ple, 192 @xci?s (40525) &4 Echo (ping) request id-0w@d13, seqe=4/1024, ttl=sa (no response foundl)
11 2022-08-01 11:33:23.075779089 192.0.2.100 198.51.100, 103 ple 108 BACINE (49672) 64 Echo (ping) request id-0wdod3, seqe5/1280, ttle6d (no response found|)
12 2022-08-91 11:33:23,07578151%  192.9.2.100 198.51.100, 103 e, 192 BACINE (49672) 64 Echo (ping) request id-gwdodd, seqe5/1280, ttle6d (no response found|)
13 2022-08-91 11:33:24,.081839490  192.9.2.100 198.51.100, 108 e, 108 BxC211 (49681) 64 Echo (ping) request ide-0wdddl, seqef1536, ttlesd (no response found|)
14 2022-08-91 11:33:24,.081841386  192.0.2.100 198.51.100, 108 e, 192 Bxc211 (49681) 64 Echo (ping) request {d-0w®d13, seqe6/1536, ttle4 (no respense foundl)
15 2022-08-01 11:33:25,105806249  192.0.2.100 198.51.100. 108 e, 198 Bxc2el (49899) 64 Echo (ping) request ide-0wdddl, seqe?/1792, ttleéd (no response found!)
16 2022-08-01 11:33:25, 105807895  192.0.2.100 198.51.100. 108 e, 102 Dxc2el (49899) 64 Echo (ping) request ide-owdodl, seqe?/1792, ttl=éd (no response found!)
17 2022-08-01 11:33:26.129836278  192.0.2.100 198.51.100. 100 TCMe 108 Oxcabd (S100) 64 Echo (pimg) request id=0xd013, seqeg/2048, ttl=64 (no response found!)
18 2022-08-01 11:33:26.129839114  192.0.2.100 198.51.100. 100 TCM 102 Oxeabd (S100) 64 Echo (ping) request id=0xd013, seqeg/2088, ttl=ga (no response found!)
15 2022-08-01 11:33:27.153829653  192.0.2.100 198.51.100. 100 1o 108 OxeaTe (S0204) 64 Echo (ping) request id=oxe13, seqso/2304, ttlsed (ne response found!)
20 2032-98-91 11:33:37,153830201  192.9.2.100 198.51.100, 100 oM 102 oxcates (50204) 64 Echo (ping) request id=ox@013, seqeof2384, ttlssa (no response found!)
21 2022-08-01 11:33:28.17784717%  192.0.2.100 198.51.100, 100 oM 108 Oxes16 (S0454) 64 Echo (ping) request id=oxed13, seqs10/2568, ttlsGa (no response found))
22 2022-88-91 11:33:138.177849075 192.9.2.100 198.51.100. 100 oM 192 Oxes16 (S0454) 64 Echo (ping) request id=oxed13, seqs=10/2568, ttl=6a (no response found))
23 2022-88-91 11:33179.201804760  192.9.2.100 198.51.100. 100 1o 198 axcs7a (50552) 64 Echo (ping) request idsPxd013, seqe=11/2816, ttl=4 (no response found!)
24 3022-08-01 11:33:29.301806482  192.0.2.100 198.51.100. 188 =] 192 excs78 (50552) 64 Echo (ping) request id-Bxee13, seq=11/2816, ttl=62 (nc response found))
25 2922-98-91 11:33:30.225834765 192.0.2.100 198.51.180. 108 ple 192 BucERS (S056%5) 64 Echo (ping) request idePwdal3, seqs12/3872, ttl=&d (no response found!)
26 1032-08-81 11:33:30.225836835 192.8.2.100 198.51.180. 108 ple 192 BxcERS (50565 64 Echo (ping) request id-ewddl3, seqe12/3872, ttl=&d (po response found!)
27 1022-08-81 11:33 2498780955 192.8.2.108 198.51.100. 108 ple, 198 BxcE18 (58712) 64 Echo (ping) request id-Bwdd13, seqs13/3328, ttl=6d (no response found!)
18 2022-08-01 11:33:31.249831121 192.8.2.100 198.51.100, 108 ple 192 xcE18 (50712) 64 Echo (ping) request id-Swdd13, seqe13/3328, ttle=6d (no response found!)
20 2022-08-01 11:33:32.273867060 192.0.2.100 198.51.100, 108 ple 108 oxceaf (S8767) 64 Echo (ping) request id-8wdd13, seqe14/3584, ttle=6d (no response foundl)

» Frame 1: 108 bytes on wire (864 bits), 108 bytes captured (264 bits) on interface capture wd 1, id @ 2000 5§ 97 bd b0 77 de @b 50 56 9d e be 89 26 80 02

» Ethernet 11, Src: Viware 9diedibe (895056 5d:e8: Dsti Cisco boi77:oe (58:97:bd:bd:770e) kL B1 0O 00 66 0F 00 45 0O 54 b 09 40 00

Jv-Tag [ Bd a3 o 00 @2 64 (6 33 64 08 @2 8d Tc
PR = Birection: From Bridge

o0 B9 10 11 12 13 14 15
1e 2f 20 21 22 23 24 25
20 2f 30 31 32 33 34035

17 18 19 1a 1b
27 18 29 2a 2b
Exl

= Pointer: vif_id

. B0 BOOD BEGD 1918

L)
64
B 01 2 b9 eF 62 00 92 80 0D cb 7F 06 B0
16
26
£

= Reserved: @

= Spurce: @

~| 882,10 V. r‘lua LAN, PRI: @, DEI: @, ID: 182
[ N . = Priority: Best effort (default) (@)
or. L . = DEL: Ineligible 3
eone D00 2110 0110 = ID: 192
__Lipei IPys (0x9500)
Internet Protocel version 4, Sroi 192.9.2.100, Dst: 198.51.100.100
 Internet Control Message Protocol 2

EEEFZINBBEESAREER

1. XEIRICMPEI R EREIEE. BIRENRIEE , HETR2K,
2. RABIE IR LIFBVLANIRIG,
3. WP AIE A B FiR B A O OEthernet1/28 H % O VLANFRIZ 102,

™ Cemanen ot Lanygh FE P e
i 196.51.100. 108 ICHP 168 1 4 £cha fp;ug] ::-BNBBIJ, iﬂ]-li]‘iﬁ, t:;-ﬂ :m FESpONSE ;:::It;
198.51.109. 100 pie o @2 “BnRl3, seqe1/236, ttl=cd (no response
1598, 51. 100108 ICHP 182 ping; ideew@013, seq=1f2%6, ttl=e4 (no response foundl)
198, 51,100 . 108 i, 182 Bxcefs (49161) &4 Echa (ping) request id-exe013, seq=1f2%6, ttl=ea (no response found!)
0.872036625 192.0.2.100 198, 51,100 . 106 i, 168 axclae (49326) &4 Echa (ping) request id=exe013, seqe=2/512, ttl=e4 (no response found!)
G 2022-08-01 11:33:20,072038399  192.0.2.180 198, 51,100 . 106 i, 4 182 Gxclae (49326) &4 Echa (ping) request id=gx013, seqe=2/3%12, ttl=e4 (no response found!)
7 H2-0d-01 11 1873206030 192.0.2.100 158, 51,100 . 106 i, 4 168 GxclBT (49511) 64 Echa (ping) request Ld=9x9013, seq=3/768, ttl=e4 (no response foundl)
£ 2022-04-01 11 1.873268327  192.0.2.100 158. 51,100,100 1emp 102 Gxel6T (49511) 64 Echo (ping) request id-0x0013, seq=3/768, ttlega (no response found!)
O F33-08-01 11:33:22.074576640  192.0.2.108 158, 51. 160 . 106 pie, L Bxci?S (49525) 64 Echa (ping) request id=x®01l, seqedf1024, ttle=é4 (no response foundl)
2. @TASTENLG 158, 51. 160 106 pie, i@ Bxci?S (49525) 64 Echa (ping) request id=ox®0il, seqed/1024, ttle=64 (no response foundl)
3, 75 TTO0E0 158, 51,160, 106 1cHp 168 OxcI0B (49672) 64 Echo (ping) request id-Gx0013, seqe5/1280, ttl=64 (no response foundl)
3. 75 THI513 158, 51,160, 106 TcHp 12 GcI0B (49672 64 Echo (ping) request id-Gxd013, seqe5/1280, ttl=64 (no response found!)
A, B RIGANY 158, 51,160, 106 1cHP 108 Gwcdil (496E1) 64 Echo (ping) request id-0xd013, seqe6/1536, ttl=64 (no response foundl)
:24. BR1B41IE6 198, 51,1060, 166 1cHP T Gwcdil (496E1) 64 Echo (ping) request id-0x0013, seq-6/1536, ttle64 (no response found!)
198, 51,1060, 160 1cHP 108 Oxczel (40B90) 64 Echo (ping) request ide0xd013, seqe7/1792, ttl=64 (no response foundl)
:35. 105 ROTAGS 19, 51, 1060 160 ToHp 12 Bxctel (40B99) 64 Echo (ping) request ide0xd013, seqe7/1703, ttle64 (no response found!)
6. 129836278 102.8.2.160 198, 51,1068 160 ToHP 10k Gxc3bd (SEE00) 64 Echo (ping) request id-0x0013, seq-B/2048, ttle64 (no response found!)
6.129638114  192.0.2.100 156 51. 1060160 ToHP 107 Guc3bd (50900) &4 Echo (ping) request id-axdd13, seqe-Bf2048, ttl=6d (no response found!)
:27.153828653  192.9.2.100 156 51. 1560160 ToHP 108 Bxca7s (50394) &4 Echo (ping) request id-oxd613, seq-0/238d, ttled (no response found!)
7.1538302081  192.9.2.100 156.51.100. 106 i 122 BxcaTE (50304) &4 Echa (ping) request id-Pwd8l3, seq-0f238d4, ttl6d (no response found!)
31 3032-08-61 11:33:28.177847175  192.9.2.180 138.51.108. 180 oM 168 OxcS16 (50454) 64 Echo (ping) request 1d-0xB013, seq=10/2568, ttl=sd (no response Found!)
8.177845075  192.0.2.100 1568, 51.150.158 oM 182 Gxc516 (58454) 64 Echo (ping) request id=Bxd13, seqe=10/2560, ttlesd (no response Found!)
192.8.2.188 158, 51.160. 158 oM 168 Gxc5IE (58552) 64 Echo (ping) request id=Bxd13, seq=11/2816, ttl=sd (no response Found!)
L2108 158, 51.160. 156 ToHe 182 axc5I8 (58552) 64 Echa (ping) réquest id=oxd013, seq=11/2815, ttl=gd (no response Found!)
L2108 158, 51.160. 186 1o 168 axcSB% (58565) 64 Echa (ping) réquest id=oxd013, seq=12/3072, ttl=sd (no responsé Found!)
L2108 158, 51.160. 186 1o 182 axcSA% (58565) 64 Echa (ping) réquest Ld=oxd013, s6q=12/3072, ttl=sd (no responsé Found!)
L2100 158. 51,100,180 Temp 108 Oxee1s (Sa712) 64 Echo (ping) request 1de0x0013, seqe13/3128, ttleg4 (no response Foundl)
L2100 158, 51,100,100 1M 102 axe61s (S0712) 64 Echo (ping) request ide0x0013, seqe13/1228, ttlega (no response Foundl)
2. 273867960 192.0.2.100 198, 51. 100 . 100 Icmp 108 axchaf (S876T) 64 Echa (ping) request idsDx0013, seqeld/3584, ttl=é4 (no respomse Foumd!)
<
» Fra-e 2: 182 bﬂes on wire {316 bits), 182 bytes :apwred tsm bits) on interface capture wd 1, id @ |[6600 58 97 bd b9 77 Ge 00 50 56 Od ef be 81 00 B0 66 X w- P ; ¢ f
> : : 58167 :bd ;b 770 MO 0B 00 A5 00 00 5S4 ¢ 99 40 00 40 01 8d a3 ) B0 E--T
m.:q mtm Lm, PRI: 9, DEL: a, To: 102 ! ! Wi @2 64 €6 33 64 64 00 90 Bd Fo 00 13 00 01 f2 b9 d 3dde |
t vees waee aeee = Priority: Best Effort (default) (0) W00 a7 62 00 00 00 00 cb T 06 00 00 00 00 00 10 11 be
= BEL: Eneligible 3 M 12 13 14 15 16 17 18 19 12 1b 1c 3d 1e 1f 20 21 A O |
\ 000 0']10 o110 = T0: 103 2223 24 25 26 27 28 29 24 2b ke 2d 2e 2f W M "SRR} "+,-. 01
32 33 B4 35 36 37 234567

TPy [ i)
Internet Protocol Version 4, Src: 192.0.2.100, Dst: 198.51.100.100
Internet Control Message Protecel 2

FIFFUARRZEO1/OWHRY , REE-INE-IMRES , FREER !

1. HIRENICMPRE , HER2K,
2. RRBIEIIRLIZFBVLANIRIG,
3. AE A iE A A TR 5 H O OEthernet1/289 E bl O VLANFRIZ 102,



RERSIRALIAAN —

NEINIVNIR IS,

o, Tire [— Fronsed Long FD FITL
1 20822-08-01 11:33:19.071512698 192.9.2.100 ICHP 188 1 T {(20263) 64 Echo (ping) reply id=@od013, seqelf256, ttl=6a
2 3032-08-91 9.871514882 192.9.2.100 ICHP 188 Bxaf27 (20263) 64 Echo (ping) reply ide@od013, seqelf256, ttle6a
3 3022-08-01 20072677202 192.9.2.100 ICHP 108 ide@el13d, seqe2/512, ttlesd
4 3032-08-81 RTIETIIRL 192.9.2.100 ICHP 188 axaffh (20475) 64 Echo (ping) reply ide@od@ld, seqedf512, ttless
5 2032-08-81 BT7ISLI6AD 192.9.2. 100 ICHP 188 Bx50aC {20652) 64 Echo (ping) reply ide@od@l3, seqedfFeE, ttless
6 2032-08-81 BTITSEDD 192.9.2.180 ICHP 168 axSeac (20652) 64 Echo (ping) reply  id=exde13, seqe3 768, ttlssa
7 2023-08-81 BT5219381 192.9.2.180 ICHP 168 ax513e (20798) 64 Echo (ping) reply  ide@x0013, seq=4/1024, ttl=sa
B 2023-88 BT5341491 192.9.2.180 ICHP 168 ax513e (20798) 64 Echo (ping) reply  ide@x0013, seq=4/1024, ttls=ea
9 202288 076447152 192.9.2.180 ICHP 108 ax51c9 (20937) 64 Echo (ping) reply  ide@x0013, s0q=5/1388, ttl=ca
10 2022-88 O7E429303 192.9.2.180 ICHP 108 ax51c9 (20937) 64 Echo (ping) reply  ideod013, s0qe5/1388, ttl=ca
11 2022-08- 882407896 192.9.2.180 ICHP 168 ax52ge (21134) 64 Echo (ping) roply  ide@ud013, s0qe6/1536, ttlecd
12 2022-08- 022410009 102.9.2.180 ICHP 168 ax52ge (21134) 64 Echo (ping) reply  ids@wd013, s0ge6/1536, ttle6a
13 2022-08- 1BE3EA24 102.9.2.180 ICHP 108 axs2af (21167) 64 Echo (ping) reply  id=@wd013, seqe7 1792, ttle6a
14 2022-88-91 106384549 192.9.2.100 IcHp 108 ox5zaf (21167) &4 Echo (ping) reply idegodol3, seqe7/1792, ttl-sa
15 2022-08-91 130437851 102.6.2.100 ICHP 108 x53ab (21414) 64 Echo (ping) reply  id-0x0013, seqe8/2048, ttl-64
16 2022-08-81 130440320 102.0.2.100 ICHP 108 aws3ab (21414) 64 Echo (ping) reply  id-0x0013, seqe8/2048, ttl-64
17 2022-08-81 154308212 102.0.2.100 ICHP 108 Ou5446 (21574) 64 Echo (ping) reply  1d=000013, seq=0/2304, ttl-64
18 2022-88-01 154450198 192.6.2. 100 TCHP 10 5446 (21574) 64 Echo (ping) reply  id=0w0013, seqe=0/230d, ttl-64
16 02288 -01 ATB4GOB6E 162.8.2. 100 ICHP 10 Bx5450 (21651) 64 Echo (ping) reply  ide=0w0013, seq=10/2560, ttl=64
20 2022-08-01 JATBAFIELS 192.0.2.100 ICHP 168 axS451 (21651) 64 Echo (ping) reply id=dcd0id, seq=10/2568, ttl-64
21 2022-08-01 202355868 192.0.2.100 ICHP 168 Hx54f4 (21748) 64 Echo (ping) reply ideidcddil, seqeil/28ié, ttled4
22 2022-03-01 202358007 192.6.2.100 ICHP 168 ax5af4 (21748) 64 Echo (ping) reply idecd®ll, seqeil/28ié, ttleda
23 2022-08-91 30, 226358735 192.8.2.180 ICHP 188 x5S0 (21798) 64 Echo (ping) reply id=@ci@l3, seqe12/3072, ttl=da
24 2022-0E8-91 11:33:30.226401017 192.8.2.180 ICHP 188 Ox5526 (22798) 64 Echo (ping) reply id=@i913, seqe12/3072, ttleda
25 2022-08-91 192.8.2.180 ICHP 188 ax55f2 (22002) &4 Echo (ping) reply ide=@ie13, seqe13/3328, ttlega
26 2022-8E-91 192.9.2.180 ICHP 188 ax55f2 (22002) &4 Echo (ping) reply id=@ciel3, seq=13/3328, ttlesa
27 2022-86-91 192.9.2.109 ICHP 188 X566 (22112) &4 Echo (ping) reply id=acdel3, seqe14/3584, ttlesa
2B 2022-85-91 192.8.2.180 ICHP 166 ax5660 (22112) 64 Echo (ping) reply  id=@xd@13, seq=14/3584, ttle=s4
29 2022-05-91 192.8.2.180 ICHP 168 ax56e7 (22247) 64 Echo (ping) reply  id-@xd@13, seq=15/3848, ttl-s4
<
Frame 1: 188 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture ud 8, id @ ©0 50 56 9d e6 be 58 97 bd b9 77 fe 89 26 B0 09 PV X cow &
Ethernat Sre: Cisen e (SB:97 : DLz VMware 9d:ed:be (00:50:56:0d:88: be) B2 2@ 81 00 00 56 0B 00 45 B 00 54 4F 27 00 0D T E-TO°
49 81 3e 86 C6 33 64 64 OO O 02 64 00 0D 95 T @2 wdd d |
= Direction: To Bridge Bl 13 00 01 f2 b €7 62 00 B0 00 00 cb 7F 06 00 b
= Dafneen: wif id B0 00 00 90 10 11 12 13 14 15 16 17 12 15 14 1b
s pastinstlont & 1c 1d le 1f 20 21 22 23 24 25 M6 27 22 29 2a b 172 $XE"()"+
2c 2d 2e 2F 30 31 32 33 34 35 36 37 »=- 48123 4567
= Locped: Mo 4
= Reserved: @
= Version: @
= Source: 18
l”m' saJ 10 uwtda1 LAN (BxE180)%
B02.1Q Virkual LAN, PRI: @, DEL: O, 10: 10Z
= Priority: Best Effort {default) (8}
= DEI: Ineligible 3
SR 0110 0110 - ID: 102
Type: 1Pvd {Dudd00)
Internet Protecel Version 4, Src: 198.51,100.100, Dst: 192,0.2.100
Internet Control Message Protocol 2

\\I E

WRIEFE T MAHIR A O AV IEIAI Packets , NS <8 & 5 ik S A% A Ethernet1/2# < #9240
B HIEAHIR . — M REEDEthernet1/2 LMWK , B —MNEMETRED LHEBIR,

EEEO FREERREAMIRE XKV EBIRE N BIEIH R

o EFABOVLANFRIZZ G
BmAVNIRIEZ o

BRIRBREIF , VNARICHE ARV AT E B T 3w O VLANARICHE A, BEBIRXHGH ,
BEHEAROVLANRICHBEIE RER. EARAYF , ICMPENIF
102 A KM EO1/28R R A RO,

METRED LREHREIHRN , RN EERBERENBEEEH X, NBRRNBZRZSER
EW R AR RAOVLANFRIZMVYNARICHRIEHEIE S, % OVLANFRIZARIR RSB B TR
BEREIMEHVHEOEQD, EXRMT | ICMPRZEHIEZHHIVLANFRIZ 10255 LA A M2 O 1/2451R
FHOEAQ,

ERBIEDHRIIMGEZHT
TREESTHES:

A VNARIC Y B8
FRBIFEZPRIVLANERIE

R EB SR AL BRVNFR iE M A &R 3 O VLANARIE

RN BIEEF

£% 9 PR 2B O VLAN

BRR A




Bio B FF IR UE R A A R A i MEH1198.51.100.100F| EH

Ethernet1/2 L Wy 3k plctls 102 fAr 192.0.2.100K9ICMP Bl R7 R &
PO NEE 102 ' ON= MEH192.0.2.100F E#
A1/2 198.51.100.100MICMP[E] R iE R

YERm O BEED FE#O LN BEIHR

{# FIFCM#NCLIFE F#2 O Ethernet1/2.2058 port-channel ¥ A Portchannel1.207 L &t & A3 I 33
SR, NEBFEXATHWFTDNAZFFEONFEO LWHER, EAfId  RET
Ethernet1/2.205%1Portchannel1.207 - ¥ EiE 23K,

N, BEIRVNHRR

Chassis
|y Internal Switch Security Module
FTD/ASA
192.0.2.100 Backplane
@ ICMP echo-reply o
198.51.100.100

[
FCM

EFCMLEMITUTZER , LEFTDN AN Ak AEthernet1/2 LELEHIESHIR -

1. fEATools > Packet Capture > Capture SessionBI|Z2F IR SIE -

Overview Interfaces Logical Devices Security Engine Platform Settings System |MGEIEM Help  admin

| Packet Capture | Troubleshooting Logs

[ G s TS

¢ Refesh || Capture Session | | Delete Al Sessions

No Session available

2. RS ER FAEHIftd1 ( FiEDOEthernet1/2.205) |, RELEZH , RE £ TSave and
Run# gk



FTD
/9. fther

3. MRRimOfEEF# O , T Cisco Bug ID CSCvq33119S B F#EOEFCMHP AN, A
FXOS CLI#t s A EE F# M0 LB EHR.

FXOS CLI
EFXOS CLIEHITUT H R |, £ FEEOEthernet1/2.205%1Portchannel1.207 LB EHIE 23K

1. IR B M A REMPRRFRT

<#root>
firepower#

scope ssa

firepower /ssa #

show app-i nstance

App Name Identifier STot ID Admin State Oper State Running Version Startup Version Deploy Ty
ftd ftdl

1 Enabled OnTine 7.2.0.82 7.2.0.82 Container No R
ftd ftd2 1 EnabTed Online 7.2.0.82 7.2.0.82 Container

2. ¥ FwmO@EED , FRRERKAED !

<#root>
firepower#

connect fxos

<output skipped>
firepower (fxos)#


https://tools.cisco.com/bugsearch/bug/CSCvq33119

show port-channel sunmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not 1in use. Min-Tinks not met
Group Port- Type Protocol Member Ports
Channel
1 Pol( SU) Et h LACP Et h1/ 3(P) Et h1/ 3(P)

3. BIBHWIRRE :

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/2

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

set subinterface 205

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

comnmi t



firepower /packet-capture/session #

NFwmABEFED , e NROBEERKREO R - M IEaHR

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create filter vlan207

firepower /packet-capture/filter* #

set ovlan 207

firepower /packet-capture/filter* #

up

firepower /packet-capture* #

create session capl

firepower /packet-capture/session*

create phy-port Ethl/3

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

set subinterface 207

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

create phy-port Ethl/4

firepower /packet-capture/session/phy-port* #



set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

set subinterface 207

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

conmi t

firepower /packet-capture/session #

HiA
FCM

WiIFEOR/F , B{ROperational StatusHup B File Size (in bytes)i#& N :

Ovendew  Interfaces Loghcal Devices  Security Engine

© Rebeih | Capbus Sewcon Dite. Ml sk

u cap1 Dwop Coant: | Operaticns state: up Dutter Sire: 156 M Smap Lengthc 1518 fytoy

- o o

EFXOSCLILE BN HOBEE FIEOBKREFCMLEETUES B2 , TENEHRTHRE

Qvardew  Interfates  Logicsl Devices  Security Enging  Platform Settings

© Rebesh | Caphue Sesmoe | Deele M Sesons

Drag Cownt: 0 | operationsl stae: : o Ealter Shre: 336 MO Seap Lengibc 1318 Byles

viter (] Byt i ame: Device Hame
azasen caclea peap -
- 14 a1 e

FXOS CLI

i scope packet-capture P IR IFMER -

<ttroot>



firepower#

scope packet-capture

firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 2

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsi ze: 9324 bytes

Filter:

Sub Interface: 205

Application Instance Identifier: ftdl

Application Nane: ftd



B AR R EOEthernet1/3F1Ethernet1/489Port-channel 1 :

<#root>
firepower#

scope packet-capture

firepower /packet-capture # show session capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Oper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0O

Drop Count: O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 3

Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-3-0.pcap

Pcapsi ze: 160 bytes

Filter:

Sub Interface: 207

Application Instance Identifier: ftdl



Application Nane: ftd

Slot Id: 1

Port 1d: 4

Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-4-0.pcap

Pcapsi ze: 624160 bytes
Filter:

Sub Interface: 207

Application Instance Identifier: ftdl

Application Nane: ftd

Uy SR IR S
AT U S Firepower 4100/9300 A HB R ML IHIR XA BF 0 RV S IR
IR0 4
ERBESHR RSB AR FITITHIR XM, ERE- N HEISAREER :

1. RWERICMPE N ERBIEE, BRENBER , FETR2K

2. IR X EBVLANFRIZ205,

3. AERRAIEA A TIRBIA O 8 OEthernet1/289 E i O VLANFRIE 102,
4. NERSIRALIE A — N ESABIVNARIS,



™ Tt Suarte Eaatstien Feetniid

© 12022-98-84 07:21:56.993302102 192.0.2.190 198.51.180.100  ICWP $09=1/256, ttl=6d (no response found!)
2 2023-08-B4 B7:31:56.993303507 192.8.2.100 198.51.100.108  ICWP 5091/256, ttle6a (no response found|)
3 2023-08-B4 07:22:06.214264777  192.8.2.100 198.51.100.108  ICWP 112 OxGagl (39553 €4 Echo (ping) request  id-9wxd0l2, seq-10/2568, ttl-64 (no response found!)
4 7023-08-B4 07:22:06.214267373  192.0.2.100 198.51.100.108  I0W 102 oxoag1 (39553) 64 Echo (ping) request id-0x0022, seq-10/2568, ttl-64 (no response found!)
5 2022-08-B4 07:22:07.215113393  192.0.2.100 198.51.100.100  I0W 112 ox9acd (I9619) 64 Echo (ping) request id-0wx0022, seq-11/2816, ttl-64 (no response found!)
6 2022-08-04 07:22:07.215115445  192.0.2.100 198.51.100.108  ICWP 102 oxgact (I9619) 64 Echo (ping) request 1d-0wx0022, seq-11/2816, ttl-64 (no response found!)
7 2022-08-04 07:22:08.220034577  192.0.2.100 198.51.100.108 10w 112 oxob33 (39731) 64 Echo (ping) request 1d-0x0022, seq-12/3072, ttl-64 (no response found!)
B 2022-08-04 07:22:08.220040820  192.0.2.100 198.51.100.108 10w 102 Bxsba3 (39731) 64 Echo (ping) request id-0x0022, seq-12/3072, ttl-64 (no response found|)
O 2022-08-04 07:22:00.253044601  192.0.2.100 198.51.100.108 10w 112 exgcoe (I9950) 64 Echo (ping) request id-0x0022, seqe13/1128, ttl=64 (no response found!)
10 2022-08-04 07:22:00.2530460899  192.0.2.100 198.51.100.108 10w 102 exscoe (19950) 64 Echo (ping) request id-0x0022, seqe13/1128, ttl=64 (no response found!)
11 2022-08-04 07:22:10.277953070  192.0.2.100 198.51.100.108  I0WP 112 oxsech (40139) 64 Echo (ping) request id-0x0022, seqe14/1584, ttl=64 (no response found!)
12 2023-08-04 07:22:10.277954736  192.0.32.100 198.51.100.108  10WP 102 oxsech (40138) 64 Echo (ping) request id-0x0022, seqe14/1584, ttl=64 (no response found!)
13 2022-08-04 07:22:11.301831282  192.0.32.100 198.51.100.108  10MP 112 oxodea (48324) 64 Echo (ping) request id-0x0022, $6qe15/1240, ttl=64 (no response found!)
14 2022-08-04 07:23:11.301833600  192.0.32.100 198.51.100.108 1049 102 oxodea (48324) 64 Echo (ping) request id-0x0022, s6qe15/1248, ttl=g4 (no response found!)
15 2022-08-04 67:23:12.335034531  192.0.32.100 196.51.160.108 1049 12 ox5da? (48354) 64 Echo (ping) request id-0x0022, seqe16/4098, ttl=g4 (no response found!)
16 2022-08-04 67:23:12.3350376895  192.0.32.100 196.51.180.108  10MP 102 ox5da? (48354) &4 Echo (ping) request id-0x0022, seqe16/4098, ttl=gd (no responie found!)
17 2022-08-04 67:22:13, 326088040  192.0.2.108 198.51.180. 168 10 112 BxSea7 (48455) &4 Echo (ping) request id-od022, seqe17/4352, ttlesa (no response found!)
18 2022-08-04 67:22:13, 326590258 192.08.2.108 1598.51.180. 1068 00 182 BxSea7 [48455) &4 Echo (ping) request id-odo22, seqe17/4352, ttlesa (no response found!)
15 2022-08-04 67:22:14.341944773  192.0.2.108 198.51.180. 1068 10 112 BxSeba [48554) &4 Echo (ping) request idsodo22, seqe18/4608, ttlesa (no response found!)
30 3023-08-04 07:32:14.341546245  192.08.32.108 198.51.108. 16 o 1a3 BxSeba (4a554) B4 Eche {ping) request id-2w8823, seqe18/4803, ttl=s4 (no response found!)
21 3022-08-84 07:32:15.365541588  192.0.2.100 198.51.188. 168 100 112 exoefb (40699) &4 Eche (ping) request id-0x0022, seq=19/4864, ttl=564 (no response found!)
22 3022-08-84 07:22:15.365542566 192.8.2.100 198.51.188. 108 10 162 Bxsefb (48699) &4 Echo (ping) request ide@wdal2, seqe19/4864, ttlesd (no response found!)
23 2023-08-84 07:22:16.380973843  192.8.2.100 198.51.100.100  I0WP 12 exofes (48938) &4 Echo (ping) request id-0x0022, seq-20/5128, ttl-64 (no response found!)
24 3023-08-84 87:22:16.380975120  192.8.2.100 198.51.100.100  I0WP 102 oxsfes (48938) &4 Echo (ping) request id-9x0022, seq-20/5128, ttl-64 {no response found!)
25 2023-08-84 07:32:17.413036452  192.8.2.100 198.51.100.108  ICWP 112 o370 (41081) 64 Echo (ping) request id-0x0022, seq-21/5376, ttl-64 (no response found!)
26 2023-08-84 07:32:17.413038000  192.8.2.100 198.51.100.108  ICW 102 oxa070 (41081) 64 Echo (ping) request id-0x0022, seq-21/5376, ttl-64 (no response found!)
27 1022-08-B4 07:32:18.437954335  192.8.2.100 198.51.100.108  ICW 112 oxalle (41248) 64 Echo (ping) request id-0x0022, seq-22/5632, ttl-64 (no response found!)

<

+ Frame 1: 112 bytes on wire (856 bits), 112 bytes captured (896 bits) on interface capture ud 1, id 8 6000 a2 76 F2 00 00 1b NS 90 8 be 89 26 80 54

» Ethernet 11, Sre: VMware 9d:eB:be (83:50:56:5d:e8:be), Dst: a2:78:F2:00:00:1b (a2:76:F2:00:00:1b) G010 00 00 51 0D 00 66 81 00 00 cd OB 0D 45 00 00 54

JWi-Tag 95 74 40 0D 40 @1 b 3B 0 00 02 64 6 33 64 64
1S s mans aeas 3555 eas aein Beanawis = Direction: From Bridge ::::;::::::; :::-:::E::‘:?:?‘::’:
S s i Pointar: vif, )

E . 18 19 1a 1b 1¢ 1d 1e 3F 20 21 22 23 24 25 26 37 . 1"EgXR"
ExERIBIRE) BIL 916y DS InuTdon 0 28 20 2a 2b 2c 2d 2e 2F 30 31 32 33 34 35 36 37 ()%, ./ 01234567
........ . . Looped: No 4
. & = Reserved: @
- - Version: &

- BRGD BROD BRGD - Scurcer @

!xE Rili) F\Firlual LAN (fxE100) -
o 802.3¢ Virtual LAN, PRI: @, DEI: @, ID: 182

e . = Priority: Best Effort (default) (8}
sedlbssin = . = DEL: Ineligible 3
o BROD B116 9116 - ID: 102
3 002,10 Virtual LAN (Ox@iod
| B02.1Q VIirtual LAM, PRI: @, DEL: @, 10: 205
B, .. oeeae we.. = Priority: Best Effort (default) ()
B wiet ees wa.. = DEL: Ineligible
. BOOD 1108 1181 - ID: 205 2
Type: IPvd {Ox000)
Trtérnet Protocel Version 4, Sré: 192.9.2.100, Dit: 198.51.100.150
Internét Control Méssage Protocol

BEEEFZINBBEEAREER

1. RFERICMPE N ERBIEE. HRENBES , HER2K
2. RIGHHE 2R X BB VLANERIZ205,

™ Tomd - [ Fronsesd = PO FITL W
1 20822-08-84 071 192.9.2.100 192.51.100. 109 MR 112 1 64 Echo (ping) request |id=owp2, seqe=1/2%6, ttl=gd (no response found!)
2 2022-08-84 07:21:56.993303597  192.9.2.100 192.51.100. 100 (a0 1082 &4 Echa (pil uest Jideou0?, seqs=1/256, ttl=ea (no response found!)
3 2022-02-84 07:22:06. 214264777  192.0.2.100 192.51.100., 100 1M 12 x0AB] (39553 G4 Echo (ping) request id=ow@a?, seqs=10/2568, ttl=ed (no response found!)

4 2032-02-04 07
5 2022-02-04 07

S214267373  192.0.2.100 192, 51,100,100 i 182 Ox0aB1 (39553) 64 Echo (ping) request id=ow@z2, seq=10/2560, ttl=6d (no response foundl)
7.215113393  192.0.2.100 192, 51. 100, 100 (] 12 ox0ac3 (39619) 64 Echo (ping) request id=owe?, seq=11/2818, ttl=ed (no response foundl)

6 2022-08-04 192.0.2.100 192.51.100.100 e 102 oxvacy (39619) 64 Echo (ping) request ide0x0022, seq=11/2816, ttl=ga {no response foundl)
7 2022-08-04 192.0.2.100 198.51.100.100 e 112 0x9b33 (39731) 64 Echo (ping) request ide0x0022, seq=12/3072, ttl=ga {no response foundl)
8 2022-08-04 192.0.2.100 194.51.100.100 e 102 0x9b33 (39731) 64 Echo (ping) request ide0x0022, seq=12/3072, ttl=g4 (ne response foundl)
9 2022-08-04 192.0.2.100 194.51.100.100 e 112 axoce (39950) 64 Echo (ping) request id=0xo022, seq=13/3328, ttl=g4 (ne response foundl)
10 2022-08-04 192.0.2.100 199,51.100.100 e 102 axoce (39950) 64 Echo (ping) request id=0wo022, seq=13/3328, ttl=g4 (no response foundl)
11 2022-08-04 192.0.2.100 198.51.100. 100 P 112 oxvcch (4139) 64 Echo (ping) request ideexpozz, ttl=6d {no response found!)
12 1032-08-04 192.0.2.100 194.51.100. 100 e 102 oxvcch (4139) 64 Echo (ping) request ideexoozz, ttl=6d {no response found!)
13 2032-08-04 192.0.2.100 194.51.100. 100 e 12 Ou9did (4324) 64 Echo (ping) request ide@xd022, seq=15/3840, ttl=54 (no response foundl)
14 1037 08-04 192.9.2.100 198.51.100. 19 TcHe 102 ou9did (4324) 64 Echo (ping) request ideoxd022, seqe15/3840, ttl=54 (no response foundl)
15 2032-05-84 192.9.2.100 ICHP 12 exdaz (48354) 64 Echo (ping) request id-expeil, seq=16/4896, ttlesd (no response found!)
16 1022 -08-04 192.8.2. 100 ICHP 182 oxfdaz (48354) &4 Echo (ping) request id=Pxdez2, seqe=16/4@96, ttl=cd (no response Found!)
17 2022-08-04 192.9.7.100 198,51 100, 189 ICHP 12 BIeRT (AB455) 64 Echo (ping) request ideBx@ezz, seqe17/4352, ttl=sd (no response foundl)
18 1032-08-84 192.9.2.108 198.51. 100, 189 ICMP 182 BxOeAT (4B455) 64 Echo (ping) request ideBx@ezz, seqe17/4352, ttl=sd (no response foundl)
19 70922-08-84 192.0.2.108 19851108, 109 ICMP 12 Bxgeha (40554) 64 Echo (ping) request ideex@0zz, seqe=18/4608, ttl=sd (no response foundl)
28 2022-08-04 192.0.2.108 198,51 108, 104 ICMP 182 Bxteta (40554) 64 Echo (ping) request ide=@x@022, seqe=18/4608, ttl=sd (no response foundl)
21 2022-08-084 192.0.2.108 198,51, 1080, 104 IEMP 12 dxgefh (40659) 64 Echo (ping) request ide@x@022, seqe=19/4864, ttl=td (no response foundl)
22 1022-08-04 192.0.2.100 198.51.100.100 e 102 oxvefh (40699) 64 Echo (ping) request idegx9022, seq=19/4864, ttl=ss {no response found!l)
23 2022-08-04 07:22:16. 389973843 192.0.2.100 198,51.100.100 1P 12 oxofes (40936) 64 Echo (ping) request id=gx9022, seq=20/5120, ttl=ss {no response foundl)
24 2022-08-04 07 6.385975129  192.0.2.100 198,51.100,100 e 102 oxafed (40936) 64 Echo (ping) request id=gx@022, seq=20/5120, ttl=sa (no response foundl)
25 2022-08-04 07 7.413936452  192.0.2.100 198,51, 100,109 e 112 xa07Fa (41081) 64 Echo (ping) request id=gx@022, seq=21/5376, ttl=s4 (no response foundl)
26 2022-08-04 07 7413938099 192.0.2.100 198,51, 100,100 e 102 xa07Fa (41081) 64 Echo (ping) request id=gwd022, seq=21/5376, ttl=54 (no response foundl)
27 1022-08-04 §7:22:18.437954335  192.0.2.10% 198,51, 100,109 e 112 oalle (41246) 64 Echo (ping) request id=gwd022, seq=22/5632, ttl=64 (no response foundl)
<
> Frame 2: 102 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface capture ua 1, id @ G000 a2 76 72 00 0 1b 00 50 56 9d B De 51 00 00 <d v PV
» Ethernet 11, Sre: VMware Sd:e@ibe (00:50:56:9d:esibe), Dst: a2:76:F2:00:00:1b (a2:76:f2:00:00:18) G0N0 BB BB 45 0O B 54 95 74 4D BO 40 61 b 18 B b E:-T-t §-§ -8
202,10 Virtual LAN, PRI: B, DEL: @, 1Di 205 (020 02 64 ¢6 33 64 64 0B 00 eb 05 00 22 0D 01 88 73 d.3dd s
000 Liur muae = Priority: Best £ffort (default) (9) Eensl ch 5100 M0 0B G0 0 0 MO GE M DR B 1011 b
o - GEL: Ineligible i 121314 15 16 17 18 19 1a 1b 1c 1d te 1f 20 21 - 1
S e iaseriisd e T 305 GOS0 22 23 24 B5 26 27 28 29 22 b 2c 2d 2e of 30 31 Ce3ER'() "e,-./01
2 G060 32 33 34 35 36 37 234567

Type: 1Pva (Gwddda)
Intermet Protocol version 4, Src: 192.0.2.100, Dst: 199.51.100.100
Internet Control Message Protocol

P T Portchannel1. 207 IR X . EEREE - T HBEEHREER

1. FRICMPEI R ERBFEE. BREINRES , HER2K,

2. Ra¥iE a3 kk EBVLANFRIE207,

3. NER3ZIANIE A A FIR B A O OPortchannel 189 E A% O VLANFRIZ 1001,
4. AEBII@ALIAEA — NEFAABIVNIRIE,



Tme
" 1 3022-92-84 @B:18:24.572548269
2 30922-92-04 BB:18:124. 572550073
3 3022-92-84 @B:18:24.573286638
4 2027-98-84 BE:18:24.573287640
5 20922-98-84 BE218:24.573704751
6 2022-08-84 BE218:24.573705748
T 2022-08-84 BE218:24. 574368638
B 2022-08-04 BE218:24. 574360574
9 20922-98-84 DE218:24, 574914512
10 2022-98-84 BE:18:24. 574915415
11 2022-98-84 BB:18:24. 575442569
12 2022-98-084 BB:18:24. 575443601
13 2022-08-084 BB:18:24.575918119
14 2022-08-04 BB:18:24.575919057
15 2022-08-04 BE:18:24. 576407671
16 2022-08-04 BR:18:24, 5764080505
17 2022-98-04 BR:18:24. 576885643
12 2022-92-04 BE:18:24.STERE65E1
15 2022 -92-04 BE:18:24.577354328
20 2022-92-04 BE:18:24.577355234
21 20922-92-04 BB:18:24.577987632
22 3022-08-04 BB:18:24.57T9E9200
23 3022-08-04 08118124, 578448781
24 3027-08-04 08118124, 578449500
25 2022-92-84 BR118:24. 578900043
26 2027-98-94 BR:18:24.578900297
27 3022-98-04 BB:18:24.5T0MI6062

Soure

192.168. 247,108
192.168. 247,180
192.168.247. 108
192.168.24
192.168.24
19216824
192, 16824
192, 168. 247
192, 168,24
192, 168,24
192, 168,24
192,168, 24
192,168, 247, 180
192,168, 247, 180
192,168, 247, 180
192,168, 247, 180
192,168, 247, 188
192,168, 247,188
192,168 247,188
192,168 247,188
192,168 247,188
1932.168. 247,188
193.168. 247,108
193.168. 247,100
192.168. 247109
192.168.247. 108
192.168.247. 108

Destinaton

192.168.247.102
192.168.247. 102
192.168.247. 102
192.168.247. 182
192.168.247.182
192, 168.247. 1082
192.168.247. 102
192.168.247. 102
192,168,247, 1082
192,168,247, 102
192,168,247, 1082
192,168,247, 1082
192,168,247, 182
192,168,247, 182
192,168,247, 182
192,168,247, 182
192,168,247, 182
192,168,247, 182
192,168,247, 182
192,168,247, 182
192.168.247. 182
197, 168.247. 182
19%.168.247. 182
19%.168.247. 182
192.168.247. 182
192.168.247. 182
192.168.247.182

<

> Ethernet 11, Src: Ciseo db:iec:o0 (00:17:df:dé:ec:0d
o VN-Tag

Lees wons sens ssus ssan ssss ssss sses = Dicdction: From Bridg!'
Pointer: vif_id

Destination: &1

.00 2000 BOL1 1181

Frotisod ] PO
IcHp

TCHP @b a0
ICHp a:

pie 1na Basa0f
e 128 ax608
e 18 ax6038
ie 128 ax6aa1
e 118 Bx6aa1
ICHp 128 B6832
IcHp 118 D682
ICHp 128 B68a3
IcHp 118 Db8a3
Ichp 128 Dubaad
IcHp 118 Dubaad
IcHp 128 Dwbaas
ICHp 118 Dwbaas
ICHp 128 Bbaal
ICHp 118 Bwbaab
ICHP 128 Bwbaal
ICHP 118 Bxbaa?
ICHP 128 Bxbass
TEHR 118 axbaag
TCHR 123 axbaag
TCHP 1na Bxbaad
TCHP 128 Bubaaa
pie 182 ax68aa
ICHp 128 Bubaab

» Frame 1: 128 bytes on wire (1024 bits), 128 bytes captured (1024 bits) on interface capture_wd 3, id @
Dat: a2:76:F2:00:00:1¢

a2 7e:F2in0ed1e)

LAN, PRI: 0, DEI: @, ID: 1001

. = Priority: Best Effort (default) (@)
5 5 . = DEL: Ineligible

. 3311 1110 1001 - ID: 1001

Type: xm,!? Virtual LAN (0x8100)
| 992.1¢ virtual LAN, PRI: ©, DEI: @, ID: 207

B, wiar oeae we.. = Priority: Best Effort (default) (@)
) v wese wea. = DEL: Ineligible
o BOOD 1108 1111 - ID: 207
Type: IPva {@ed2oa)
Intérnet Protocol Version 4, Src: 192.168.247.108, Dst: 160.168.247.102
Intérnet Control Message Protocol

2

{24747)

-
PTIL e
255 Echo (ping)
i

255 Echa
255 Ec

255 Echo
255 Echo
255 Echa
255 Echo
255 Echo
255 Echa
255 Echa
255 Echa
255 Echa
255 Eche
255 Eche
255 Eche
255 Eche
255 Eche
255 Eche
255 Echa
255 Echa
255 Echa
255 Echa
255 Echo
255 Echo
255 Echa
255 Echa

255 Echo (ping)

request
request

request
request
request
request
request
request
request
request
FEquEst
FequEst
requEst
request
request
request
request
request
request

id=0xpa7h, seqe0/8, ttls255 (no response foundl)
id=oxpo7h, seqea/o, ttl=2ss (no response found!)
seq=1/256, ttl=355 (no response found!)
seq=1/256, ttl=255 (no response found!)
seq=2/512, ttl=255 (no response found!)
seq=2/512, ttl=255 (no response found!)
seq=3/768, ttl=255 (no response foundl)
seq-3/768, ttl-255 (no response found!)
seq=4/1024, ttl-255 response found| )
seq=4/1024, ttl-255 response found| )
seqe5/1280, ttl=255 response found| )
seqe5/1280, ttl=255 response found|)
seqe6/1536, ttl=255 response found|)
sede6/1536, response foundl)
seq=T/1792, response foundl)
seqeT 1792, response foundl)
Seqe8/ 2048, response foundl)
Seqes/ 2048, response foundl)
Seqe/ 2304, response Foundl)
Seq=5/2304, {ne redponse found])
Seqel0/ 568, tt1=255 (o responde Foundl)
Seqe10/2568, tt1=255 (o responde Foundl)
seqe=11/3816, tt1=255 (o response Foundi)
seqe=11/3816, tt1=255 (no response Foundi)
seq=12/3872, ttl=255 (no response found!)
seq=12/3872, ttl=255 (no response found!)
seq=13/3328, ttl=255 (no response Found!)

1d=0x007b,
id=0x007b,
id=0x007b,
id=0x007b,
id=0x007b,
id=0x007b,
id=0x007b,
id=0xp07b,
idl=lx07b,
idsaxpa7h,
idsaxpa7h,
id=0x007b,

BELE

FxEI8R

17 4
e 0w
dd @
[T]
ed

&
45
ol
ad
ab
ab
ab
cd ab cd ab

o
o0
L]

L 3-% ]
B33
gze2

(<:]
ed ab cd ab
ed ab cd ab cd
ed ab cd ab cd
ab cd ab ed ab cd ab «d

"
oo

cd ab
cd ab

o
ab
ab e
ab
ab

BEEEFZINBBEEAREER

1. RFERICMPE N ERBIEE. HRENBES , HER2K
2. RIG B R IR AL EBVLANERIZ207,

™ Tene Seuen [re—

12022-08-04 DB11E:1 24572548060 192.168,247. 100 192, 168,247,182

| Z2022-08-04 DBI1EI2A.572550071  192.168.247.100 192, 168,247,182
3 2022-08-04 DBI1EI2A.57I2B6630  192.168.247. 100 192, 168.247.182

4 20922-08-04 DB:I1EI24.57I287640  192.108.247. 180 192.168.247.182

5 20922-08-04 B2:1B:24.573794751  152.168.247.188 192.168.247.182

6 3027.08-04 98:18:24.573795748  192.168.347.100 192.168.247.162

7 3027-08-84 92:18:24 574368638  192.168.347.100 192.168.247.102

8 2022-08-84 9B:18:24.574365574  192.168.347.188 192.168.247.182

9 2032-08-84 98:15:24.574014512  192.168.347. 188 192.168.347.182

18 3837-08-04 08:18:24.574015415  192.168.247.100 192, 168. 247,182

11 2022-08-84 98:18:24.575442560  192.168,247. 100 192, 168. 247,102

12 2022-08-04 98:118:24.575443601  192.168,247. 100 192, 168. 247,102

13 2022-08-04 98:18:24.575018110  192.168,247. 108 192, 168.247.102

14 2027 -08-04 02:18:24.575015057  192.168,247.180 192,168, 247,182

15 2022-08-04 92:18: 24576407671  192.168.247.180 192, 168.247.182

16 2022-08-04 92:18:24.576408585  192.168.247.180 192,188, 247.182

17 2022-08-04 92:18:24.576085643  192.168.247.188 192, 188,247,182

18 2022-08-04 92:18:24.576888561  192.168.247.188 192.188.247.182

19 2027-08-04 92:18:24.577394338  192.168.347.100 192.168.247.162

20 3832-08-84 98:18:24.577395234
21 2032-08-84 98:18:24.57T087632
27 2032-08-84 95:18:24.57T080290

152.168.247. 108
192.168.347. 190
192.168.347. 190

192, 168.247. 1032
193. 168,347 . 182
193, 168347 . 182

23 2022-08-04 05:15: 24 578445781 192,168,247, 190 197, 168. 247,102
24 2022-08-04 0F:15:24. 578440000 192,168,247, 190 192, 168. 247,102
25 2022-08-04 05:15:24. 575000043 192,168,247, 100 192, 168,247,102
26 2022 -08-04 08:18:24.575000897 192,168,247, 100 192, 168,247,102

2T 2022-08-04 O8:18:24.570426062 192,168,247, 100 192.168.247.102

<

» Ethernet 11, Src: Cisco dé:ec:dd (80
#02.1¢ virtual LAN, PRI: 8, DEL: &, ID: 207
. = Priority: Best Effert (default) (&)
1 . = DED: Imeligible
000 1180 1111 = I0: M7
Type: IPva (0x0900)
Internet Protocel version 4, Src: 192.168.247.100, Dst: 192.168.247.102
Internet Control Message Protocel

[ Langh ()
e 128 1 L
e 118 GRS
IcHe 128 [T
ICHP 118 onpanf
ICHP 128 LR
TCHP 118 BxEdan
TCHP 128 BwEdal
TCHP 118 xiaal
ICHP 128 BxEdal
TCHP 118 Bwbdal
e 128 LR
1cHp 118 L
IcHp 128 DGl
e 118 DG
IcHp 128 LY
IcHe 118 LY
IcHp 128 LA
ICHP 118 L
TCHP 128 BxEdaT
TCHP 118 BxEdaT
ICHP 128 Bxcak
ICHR 118 BxGRal
ICHR 128 Sl
ICHR 118 Sl
ICHR 18 dmidan
ICHP iia dmidaa
ICHP i

2

dmiialy

» Frame ?: 118 bytes on wire (944 bits), 118 bytes captured (544 bits) on interface capture_ud 3, id @
7:df:dbieczed), Bst: a2:76:F2:00:00:1c

2: 76 F2:00:00:1c)

(24734)
24734

(24735)
(24736)
(24738)
(24737)
{24737}
{24738}
{24738)
(24730}
(24738}

(24741)
{24741)
(24742)
(24742)
(2a743)
(24743)
{2a74a)
(24724}
{24745}
{24745)
{24748)
{24748)
(24747)

PITL W
255 Echo {ping)

ping,
255 Echo (ping)
255 Echo (ping)
255 Echo (ping)
255 Echo (ping)
255 Echo (ping)
255 Echo (ping)
255 Echo (ping)
255 Echo (ping)
255 Echo (ping)
255 Echo (ping)
255 Echo (ping)
255 Echo (ping)
255 Echo (ping)
255 Echo (ping)
255 Echo (ping)
255 Echo (ping)
255 Echo (ping)
255 Echo (ping)
255 Echo (ping)
255 Echo (ping)
255 Echo (ping)
255 Echo (ping)
255 Echo {ping)
255 Echo (ping)

request

request
request
request
request
request
request
request
request
request
request
request
request
request

seq=0/0, ttl=255 (no response Foundl)

B0,
d=007b,
id=0x207b,
id=bm07b,
id=bum07h,
id=pxma7h,
ideBu07h,
id=pudaTh,
id=dudaTh,
id=gmBoTh,
id=mBoTh,
1d=auBoTh,
1d=0x807b,
1d=0x307b,
1d=0x207b,
id=tu207b,
id=bm07b,
id=buma7h,
id=Bxm07b,
ideBx07b,
id=-8xda7h,
id=-0udoTh,
id-tw207b,
id=-tB07b,
1d=B07b,
1d=tn07b,

ttl=255
Etl=2%5
Etla2%%
Etl=2%5

Seq=1/254,
Seq=1/256,
Seqe2f512,
seq=2/512,
seqe=3/768,
seqe3/768,
seqedf1oid,
seqed/10824,
seq=5/1280,
seq=5/1280,
seqe/1536,
seqe/1536,
seq=7/1792,
seqe7/1792,
seqeg/2048,
seqe8/ 2048,
Seqe0/3304,
seqe8/2304,
seq-10/2560,
seqe10/2560,
seq-11/2816,
seq-11/2816,
seq=12/3072,
seq=12/3472,
seq=13/3328,

(mo response Found| )
(mo response Found! )
{0 response Foundl )
(no response Found! )
tt1=2%5 (no response Found!)
£t1=255 (o rasponse found!)
ttl=355 (no response found!)
ttl=255 (no response found!)
ttl=255 (no response foundl)
ttl=255 (no response foundl)
ttl=255 (no response foundl)
ttl=255 (no response foundl)
tel=255 (no response foundl)
tel=255 (no response foundl)
tel=355 (no response found!)
tE1=355 (no response found!)
£E1=355 (no response found!)
ttl=355 (no response found!)
££1=255 (no response
£t1-255 (ne response
£t1-255 (ne response
£t1-255 (ne response
£t1=255 (ne response
ttl=255 (ne response
ttl=255 (no response

az
08
7
°a
ab
ab
ab
ab

£
L]
[*]
oz
od
od
od
od

2
a5
@
ad
ab
ab
ab
ab

-
o0
7
da
ab
ab
ab
ab

1¢ 89 17
64 60 9
&6 B8 00
78 ab cd
ed ab cd
od ab cd
ed ab ed
ed

df db ¢ 99 81 B0
o0 o0 ff 01 ea dd
®5 B 80 7h 88 08
ab cd ab cd ab od
ab cd ab cd ab od
abtr od ab od ab od
ab cd ab cd ab od

o8 of
€0 a8
o8 Be
ab cd
ab cd
ab od
ab cd

88
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BRBIREIRF , VNFRICTE AR E T i OVLANSRIZIE A . BEBRXEF |, HEBVNIRICHHEE
SLtHF AR AVLANRIZHEREE RE R, A, IFFEQ , £HRX 4+ , SREEETS

£ OVLANFRIS,
TRELETHES
HWIRMBIEaEH

& 5 <4 B
TS E@W%Bﬁﬁ‘aDVLANHm HWIRWARE

=3t . .
Eir;ifii?sim&ﬁ (oo A |MEHL192.0.2.100F] 41

e 1/2.205 O [198.51.100.10089ICMPE R 1% R

TR
BEHRIERREORN
Ethernet1/3% Ethernet1/3 B M192.168.207.100F| =41
Ethernet1/4kY 1001 o [192.168.207.10260ICMPEI R 1§
Portchannel1 ¥# 0O £# [Ethernet1/4 3R
IR 3 HIR

£ AFCMA CLIFE i i€ 88 3 O Ethernet1/2 L it E MK IE BIE TR

i, BIREERNERK

al
-

Chassis

Internal Switch

Security Module

FTD/ASA

=
=
=)

Backplane

ICMP echo-reply
198.51.100.100

Y

BE

FCM

EFCMEMITUTEER , AMEN192.0.2.100F/F41198.51.100. 1009 ICMP El R & R iR 2B E
WREIESE |, HGHEM A FEOEthernet1/2 LW EIE SR -




1. fE A Tools > Packet Capture > Filter List > Add Filter8I| 2RI IEES-

2. 1§ EFilter Name , Protocol , Source IPv4 , Destination IPv4 , /5% & Save :

—_

fiter_iamp. GO0 008500 192.0:2.100 6 o 605087 D0100:60:08 19282400 0 0 1 o (] (] #8
Edit Packet Filter 1K
Fiter Narmee™
Protsest KHP_P |
EtherType Any -

o vian [} Outer visn ]
Source Destnation
it 19202000 Thel 196.51,100.100
[ [ 1P
Part (] Pan o
= 0000005000050 = SGE00i00 0000500
] Cancel

3. A Tools > Packet Capture > Capture Sessionf|Z#H I HIRAE

System Help admin

Overview Interfaces Logical Devices Security Engine Platform Settings e
Troubleshooting Logs

Packet Capture

[ somin T

¢ Refresh

No Session available

4. %$EEthernet1/2 , RESFERH , NABIRIIERS , AFE EHSave and RunBUEHIR :

| fdr Session Hame® ol
I Selested |etactaces Ethernetl/2 I
Butfer Size 256 MB -
Srp length: 1518 Bytes
Store Packets Agperd
. ] Capture Filter Aaply e IR

Btharmat L/

sachc Another Fisr  Sigats Filer
Etharnati/3, Echarneti/10

Aoply | Aer_emp v T Erhemety)2 ~ @

Ethamatil

FXOS CLI

EFXOS CLIEMITUT S RUB ET RIZEO EWEIESHIR



1. 1R 5 B A SR MARIRAF

<#root>
firepower#

scope ssa

firepower /ssa#

show app-i nstance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No

2. fEhttps://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml# ¥ E IPTH L &

o TEARBIFH | ICMPIHLERES H 1,
3. QIBIIRATE

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create filter filter_icnp

firepower /packet-capture/filter* #

set destip 198.51.100. 100

firepower /packet-capture/filter* #

set protocol 1

firepower /packet-capture/filter* #

set srcip 192.0.2.100

firepower /packet-capture/filter* #

exit

firepower /packet-capture* #


https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml

create session capl

firepower /packet-capture/session* #

create phy-port Ethernetl/2

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

set filter filter_icnp

firepower /packet-capture/session/phy-port* #

exit

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

conmm t

firepower /packet-capture/session #

A

FCM

WU O E 5 , B{ROperational StatusHup B File Size (in bytes)ig 10 :

e soen. [T
Filter List Add Fiter
From Ta
Filter Name Protocel Inmer viam Duter wlan EtherType
HAC IPvs IPh Part HALC IPvd 1P Part

F£Tools > Packet Capture > Capture SessionF ¥ iF#E O &R, Filter , #8{ROperational StatusH
up , ¥ BFile Size (in bytes)ig 10 :

& Rebesh CaphreScsson | Diiete Al Sessors

u capl Trap Count: @ aperational State; wp I Buffer Size; 256 MO Snap Length; 1558 Dyles

BamMo

capl-ethernet: 1-2-0.0080 LLH




FXOS CLI

KilFscope packet-capture PV IEIRIFMER -

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show filter detai

Configure a filter for packet capture:

Narme: filter_icnp

Protocol: 1

Ivlian: O
Ovlan: 0

Src Ip: 192.0.2.100

Dest [p: 198.51.100.100

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: O

Dest Port: O

Ethertype: 0

Src Ipvé6:

Dest Ipv6:

firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up



Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 2

Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsi ze: 213784 bytes

Filter: filter_icnp

Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Wx SR 3R ST A

4T Y S Firepower 4100/9300 A HB R ML IIR XA BF 0 R RV Z IR

IR

ERABESHRANHREBENARFIT T HRYS. ERF-IMEESHREER

1. RBIRICMPE R ERBIET. HRENMNBES , HER2K.

2. RIGBIE SR KLIRBVLANRIE,

3. AEBREHIEA A TR 5 A O O Ethernet1/2#9 & 3% O VLANARIE 102,
4. REBIRALIEA A — DNEAABIVNIRIE,



<

15:46:55.683277768
15:46:55.68327968E
15:46:56.627139252
146:56.627148919
146:57.651185193
146;57.651186787

Mo T
~  12022-88-92

2 20822-8B-92

3 20822-8B-92

4 2922-8B-92

5 2022-@88-92

6 2022-08-02

7 2022-08-

B 2022-88-

9 2022-08-
10 2822-08-
11 2022 -08-
12 2022-08-
13 2022-08-
14 2022 -08-
15 2022-08-92
16 2022 -08-82
17 2022-08-92
18 2022-06-92
19 2822-08-82
20 2022-08-92

146 58.675153317
146:58.675154503
146:59.6099152639
14659, 6991536835
147:00.723142641
147:09.723144643
147:91.747162284
7:091.747163783
15; d? 02,771209952
15:47:02.771211862
15:47:03.772258550
15:47:03.772259724
15:47:04.791118519
15:47:04,791119721

Seuige

192.8.2.180
192.8.2.188
192.8.2.188
192.8.2.188
192.8.2.188
192.8.2.180
192.8.2.188
192.8.2.100
192.8.2.180
192.8.2.100
192.9.2.100
192.9.2.190

192.8.2.190

Dasenation

198.51.100.1689
198.51.198.180
198.51.128.188
198.51.108.18@
198.51.108. 188
198.51.108.180
198.51.108. 188
198.51.108.160
198.51.108.100
198.51.108.188
198.51.100.169
198.51,100. 100
198.51.108. 169
198.51.100. 109
198,51, 100,100
198.51.108. 169
198.51.100. 108
198,51, 108, 189
198,51, 108,189
198,51,100. 100

Direction: From Bridge
Pointer: vif_id
Destination: 1@
Looped: HNo

= Reserved: @

version: @

Source: @

2000 OO0 0000 =
Type- 802. lQ U_ir'tua_'l LAN (Bx8108)

IcHP

~|882.1q Virtual LAN, PRI: @, DEL: @, 10: 102

BB, ... s aaas = Priority: Best Effort (default) (@)
= DEI: Ineligible 3
ceae BB89 9118 9118 = ID: 182

Type: IPv4 (0x0ELO)

»| Internet Protocol Version 4, Src: 192.9.2.108, Dst: 198.51.180.108
»| Internet Control Message Protocol 2

182
188
182
188
182
108
182
108
102

» Frame 1: 188 bytes on wire (864 blts), ma Irytes captured (564 bits) on interface capture_ud_1, il
her (58:97:bd:b9:77:0e)

PO PITL W
ax6012 (18) 64 Echo (ping) request| id=exee1s, seq=349/23809, ttl=64 (no r
Baa12 64 Echo i request| id=8x8@18, seq=349/23809, ttl=64 (no r
eéxdddb (219) 64 Echo (ping) request id=-8x8818, seq=358/24865, ttl=64 (no r
exoedb (219) 64 Echo (ping) request id=exee1s, seq=358/24865, ttl=6d (no r
@x@lch (459) 64 Echo (ping) request ide@x8e@18, seqe351/24321, ttlesd (no r
@x@lch (459) 64 Echo (ping) request id=-@xBe18, seq=351/24321, ttle=sd (no r
exelds (47@) 64 Echo (ping) request id=ex@e1s, seqe=352/24577, ttlesd (no r
exdlds (47@) 64 Echo (ping) request ide@x@@18, seqe352f24577, ttlesd (no r
axa1fa (500) 64 Echo (ping) request id-@x@e18, seqe=353/24833, ttlesd (no r
axe1fa (500) 64 Echo (ping) request id=ex@e1s, seqe=353/24833, ttlesd (no r
axe1fe (505) 64 Echo (ping) request id=@x0018, seq=354/25@89, ttlssd (no r
axalfe (505) 64 Echo (ping) request id=@x@@18, seq=354/25089, ttlesd (no r
exd26e (622) 64 Echo (ping) request ide@x0@18, seqe355/25345, ttlesa (no r
@x026e (622) 64 Echo (ping) request id=@ue@18, seq=355/25345, ttlssa (no r
exfzbe (700) 64 Echo (ping) request id=ex@@18, seq=356/25601, ttl=64 (no r
exe2bec (70@) 64 Echo (ping) request id=@xe@18, seq=356/256081, ttls=&4 (no r
ox032f (815) 64 Echo (ping) request id=-0x0018, seq=357/25857, ttl=64 (no r
exe32f (815) 64 Echo (ping) request id=exee1s, seq=357/25857, ttl=64 (no r
exedef (1839) 64 Echo (ping) request id=ex@@18, seq=358/26113, ttl=6d4 (no
exeef (1839) 64 Echo (ping) request id=0x@18, seq=358/26113, ttl=64 (no
¥

58 97 bd b9 77 Ge @8 50 56 9d e8 be 89 26 80 0a RS

09 09 51 90 00 66 OB 9@ 45 80 00 54 @D 12 40 @0 . ¢ Eor

48 @1 4d 9b c@ 88 82 64 <6 33 64 64 BB 09 ¢ 67 song »

82 18 91 5d e2 46 0 62 0D OO 90 00 <1 a6 Ac 80 =e]*Fsb =+

89 90 00 00 12 11 12 13 14 15 156 17 12 19 1a 1b memmama e =

1c 1d 1e 1f 20 21 22 23 24 25 26 27 28 20 2a 2b .- I"m $NR"()"+

2c 2d 2e 2f 3@ 31 32 33 34 35 36 37 s-./0123 ase7

RRE-NMRES , AREER

1. fUBIRICMPEI R E R BIE R, HREMER , HER2K,

2. R BRI KLIZRBVLANERIE,

3. NERacHRALIE A A TR %0 A O O Ethernet1/289 E At O VLANFRIZ 102,

Mo Time Source Destination

[ 12022-08-92 15:46:55.603277768  192.9.2.100 198,51, 190,189

| 2 2022-08-02 : 192.8.2.180 198.51.100. 188
3 2022-08-92 15:46:56.627139252  192.9.2.100 198,51.1900., 100
4 2022-88-02 15:46:56.627140919  192.8.2.100 198.51.100. 189
5 2022-08-02 15:46:57.651185192  192.0.2.100 198.51.100, 109
G 2022-0B-02 15:46:57.651186787  192.98.2.100 198,51.100. 100
T 2022-08-02 15:46:58.675153317  192.8.2.180 198.51.100. 189
8 2022-08- 192.9.2.100 193.51.100, 109
9 2022-08- 192.8.2.180 198.51.100. 100
10 2022-98- 19%2.8.2.180 198.51.100. 188
11 2822-08- 192.8.2.180 198.51.108. 188
12 2022-08- 152.8.2.180 193.51.100. 108
13 2922-88-82 15:47:01.747162284 192.8.2.180 198.51.188. 188
14 2022-98-92 15:47:91.747163783  192.98.2.100 193.51.108. 108
15 2822-88- 147:92.771209952  192.9.2.1890 198.51.199. 108
16 2022-8B-92 15:47:82.771211862 192.98.2.180 198.51.108.188
17 2022-88-92 15:47:03.7722585580 192.8.2.180 198.51.108. 188
18 2022-88-92 15:47:03.772259724 192.9.2.180 198.51.188.188
19 2922-@B-92 15:47:04.701118519 192.8.2.180 198.51.198.188
20 2022-0B-92 15:47:04.791119721 192.8.2.180 198.51.108. 188

<

[N

ceae 000D 9116 0110 = ID:

Type: IPvd (Ox@60@)
nternet Protocol version 4, .0.2.100,
»| Internet Control Message Protocol

Frotoeol

IcHP

Length

1

> Frame 2: 182 bytes on wire (816 bits), 182 bytes captured (816 bits) on interface capture_ué 1, if| oooe
» Ethernet II, Src: Wware O9d:ef:be (@9:58:56:9d:eB:be), Dst: Cisco bo:77:@e (58:97:bd:b9:77:0e)
[02.10 Virtusl LA, PRI: @, DE1: 6, 10; 102

............ = Priority: Best Effort (default) (8)
= DEI: Ineligible

182

FD PTIL ko
axeal12 (18) 64 Echo (ping) request | id=-exeei1s,
laxpe12 (18) 64 Echo (ping) request | id=ex@ei1s,
axeddt (219) 64 Echo (ping) request 1d-0x0018,
axeadb (219) 64 Echo (ping) request id=exee1s,
axelch (459) 64 Echo (ping) request id=ex0e18,
ax@1ch (459) 64 Echo (ping) request id-0x0018,
axe1dé (a70) 64 Echo (ping) request id=exee1s,
axelds (47a) 64 Echo (ping) request id=ex0e1s,
oxp1fd (500) 64 Echo (ping) request id-oxpoism,
axe1fa (5ed) 64 Echo (ping) request id=ex@e18,
axe1fe (505) 64 Echo (ping) request id=exo018,
@x@1fe (505) 64 Echo (ping) request id-0x0018,
expz6e (622) 64 Echo (ping) request id=2x@e18,
ex@26e (622) 64 Echo (ping) request id-oxee1s,
exezbc (700) 64 Echo (ping) request i
ax@zbc (7940) 64 Echo (ping) request id=ex@e1g,
ex832f (815) 64 Echo (ping) request id-0x0018,
exe3zf (815) 64 Echo (ping) request id=exee18;
axasef (1839) 64 Echo (ping) request id=-0x@91s,
axadaf (1830) 64 Echo (ping) request id=-8x8018,
58 97 bd b9 77 @e 8@ 5@ 56 9d e be 81 €0
©8 99 45 90 90 54 0@ 12 4@ 80 40 01 ad 9b
92 64 6 33 64 64 88 8@ 9e 67 8@ 18 @1 5d
©0 62 90 00 B8 88 cl1 a6 Oc 62 00 0 00 60
12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f
22 23 24 25 26 27 28 29 2a 2b 2¢ 2d 2e 2f
32 33 34 35 36 37

seq=349/23809,
seq=349/23809,
S80=350/ 24065,
58q=350/ 24065,
seq=351/24321,
seq=351/24321,
58q=352/24577,
seq=352/24577,
seq=353/24833,
seq=353/24833,
seq=354/25089,
seq=354/25089,
seq=355/25345,
seq=355/25345,
seq=356/25601,
seq=356/25681,
seq=357/25857,
seq=357/25857,
seq=358/26113,
seq=358/26113,

ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
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RBBEIRF , VNFRIZHE AR S E B TFis OVLANARIZE A . BEMBRXMGF | HEVNIRIEHRE
BEHEBRAVLANIRIEHBEESE RER,

NIRRT IERRAR , NBREA OB RAYIERCEENHES.
TREETHES:

sk HWIRNBIES
% RAZBRO |HFE (AP EESE HWIRMRE

R VLAN
— B - ICMP
T Rln H . N =3
Ethernet1/2. L@ |2 ®A g : 192.02.100  [AEN192.0.2.1002EH
= i 102 198.51.100.10089ICMP & &2
NERRENRE [ 2 e
BB SR AAy i

- 198.51.100.100

Y & Firepower 4100/9300 N B 32 i A1l 3 3k SL4F

FCM

FEFCM EHATUAT SER A ER A BB SR ATLI AR 34
1. # #Disable SessioniZ{= 1L7EBN IR

erview Interfaces Logical Devices

Security Engine Platform Settings

& Refresh Caphune Session Delete Al Sessions:

Operatianal State: up

capl-ethernet: 1-2-0.pcap

faces Logical Devices Security Engine  Platform Settings

Oparational State: DOWH - Sesshon_Admin_Shit

File Size (in bytes)

Bufler Size: 256 MB

3. BifiDownload A F & IR 4 -



Overview Interfaces Logical Devices Security Engine Platform Settings

& Refresh Capiture Sesion Delete Al Sessions
» capl Drop Count: 0 Operational Stata: DOWN - Session_Admin_Shut Bulfer Size: 256 MB Snap Length: 1518 Bytes i

Interface Name Filtar File Size {in bytes) Fibe Hame Dewicn Name

Etharnat/2 Nora 210828 capl-athemat-1-2-0.peap [ L,

NFiwmO@ERED AN MNKAEOES IR,
FXOS CLI
FEFXOS CLIEHATU T SRR E IR 4

1. = E7EBIHEAR -

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

scope session capl

firepower /packet-capture/session #

di sabl e

firepower /packet-capture/session* #

comnmi t

firepower /packet-capture/session #

up
firepower /packet-capture #

show session capl detai

Traffic Monitoring Session:
Packet Capture Session Name:

capl

Session: 1

Adm n State: Disabled

Oper State: Down



Qper State Reason: Adnmin Disable

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1
Port Id: 2
Pcapfile:

/ wor kspace/ packet - capt ur e/ sessi on-1/ capl- et hernet-1-2-0. pcap

Pcapsize: 115744 bytes

Filter:

Sub Interface: 0

Application Instance Identifier: ftdl
AppTlication Name: ftd

2. Mlocal-mgmtas 3B Bl L& IR H -

<#root>
firepower#

connect | ocal - mgnt

firepower(local-mgmt)#

copy / packet - capture/session-1/capl-ethernet-1-2-0.pcap ?

ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI

usbdrive: Dest File URI
volatile: Dest File URI
workspace: Dest File URI

firepower(local-mgmt)#

copy /packet-capture/session-1/capl-ethernet-1-2-0.pcap ftp://ftpuser@0. 10. 10. 1/ capl- et hernet - 1- 2- 0. pc:

Password:



XN TiwOEEEA , EAENRAEOERHRMS,
NE R BE S HROES R, BREMZESKEK

B R EFirepower 4100/9300 P B 32 # L 3R AH < B AN KPR , iHZFCisco Firepower
4100/9300 FXOSHI & E 12 858 B #8 B =l Cisco Firepower 4100/9300 FXOS CLIEL B/ , ET ik
FEHERR | S0 BB IHIR.

XRETTACEHIPHEFETHREABRNREREKIIE

E BN PR o

WHRAEROBERRED LNBEAS A D HATERR G,
AR RS,

BRI IEESE , ZENATXHIESIP# A $20E,

- BMEED A TEEMA/DNSnap Len , B EE1518F TTHRINETRE. ERH KNS

FWRNBEIHERN , R2TR,

- RIFEBFEFEBuffer Sizeo
« FHEZEFCMEFX0S CLIE#Drop Counte —BIREEAHRXAK/NRE , EFITHITHENSE

yilI]S

« &EWireshark EERTIERR | vntag I E RAHVNIRICHEBTE S, XN TEAZEOBERSH

RX G RBVNIRCHBEEIIEEER.

TEWireshark L i3 85frame.number& 1{X & RF M, XX FRESIRZEORBEIHIRX
HHHNEEHRESREAR,

X FTCPEMN , WiresharkEBRIANAEEHN , UFEBEE REERBERFNBES. W
RATHRHTINESERFEIMSHABRIRYAER , WHESTeELLRIRS XNE ST
2o MRS IHBFEBSHRXHHNAEATIES  WWNETRHKIBESSHEF XS , RETHT
.

=4 Py X 1%3100/42008Y Bl (& 556 1iF

SFirepower 4100/9300F[E , &2 5 X 1%3100/4200 LB R 2P R AL 3R & 3d capture <name>
swittchif S ENARFTHSITRELERE , HPswitchitIIEERRENPRIGY LEE,

X 2 A switchiE T Y capture @i 5 :

<#root>

> capture cap_sw sw tch

?

buffer Configure size of capture buffer, default is 256MB

ethernet-type Capture Ethernet packets of a particular type, default is IP

interface Capture packets on a specific interface

ivlan Inner Vlan

match Capture packets based on match criteria

ovlan Outer Vlan

packet-length Configure maximum length to save from each packet, default is
64 bytes

real-time Display captured packets in real-time. Warning: using this

option with a sTow console connection may result in an



excessive amount of non-displayed packets due to performance
Timitations.

stop Stop packet capture

trace Trace the captured packets

type Capture packets based on a particular type
<cr>

BLERIESHRN —RSRUT -
1. EEALED :

RN FHIRE ERES A O Onameifo AP ATREERERZOEH., A LITEHERNEERRED

<#root>
>

capture capsw switch interface ?

Available interfaces to Tisten:
in_data_uplinkl Capture packets on internal data uplinkl interface
in_mgmt_uplinkl Capture packets on internal mgmt uplinkl interface
inside Name of interface Ethernetl/1.205

management Name of interface Managementl/1l

R&PKIE4200 R EHR. BRIFEFZHEE , BUIRRIAERingress :

<tfroot>
>

capture capi switch interface inside direction

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

S, BB KIBA245 B /2 AEBIEN2ANEE LITHERED ¢

<#froot>
>

capture capsw switch interface

eventing Name of interface Managementl/2



in_data_upTlinkl Capture packets on internal data
in_data_uplink2 Capture packets on internal data
in_mgmt_uplinkl Capture packets on internal mgmt
in_mgmt_uplink2 Capture packets on internal mgmt
management Name of interface Managementl/1l

2. IBELLAMiEtherType., BRiAEtherTypeRIP,

<{froot>
>

capture capsw switch interface inside ethernet-type

802.1Q
<0-65535>
arp

ip

ip6
pppoed

pppoes
rarp

sgt
vlan

Ethernet type

interface
interface
interface
interface

uplinkl
uplink2
uplinkl
uplink2

ethernet-typelX B {E A T & E EtherType :

3. BEEMCE %M. capture matchit I E PLfit S 44

<tfroot>
>

capture capsw switch interface inside match ?

<0-255>
ah
eigrp
esp
gre
icmp
icmp6
igmp
igrp
ip
ipinip
ipsec
mac
nos
ospf
pcp
pim
pptp
sctp
snp
spi

Enter protocol number (0 - 255)

Mac-address filter

SPI value



tcp
udp
<cr>

4. EEHM TSRS , IERHAX KD, BRI EKESE,
5. B AR, T no capture <name> switch stopBUE IR :

<ffroot>

>

capture capsw switch interface inside match ip

>

no capture capsw switch stop

6. WIEHRFMES :

- BEEBRINER , BRIERSNBRAMED.

o BIESTHIRXMH K/ PcapsizetB i,

+ show capture <cap_name>#i i PR HIEIHREFES,

. IR R Pcapfile. HHIRHEIE DN B 31 &R F1E/mnt/disk0/packet-capture/ X & H,
- WIREH. KRS REFHRZGE B IEBRTIES.

<tfroot>
>

show capture capsw

27 packet captured on di sk using switch capture

Reading of capture file from disk is not supported

>

show capture capsw detail

Packet Capture info

Name: capsw
Session: 1
Adm n State: enabl ed

Qper State: up



Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1
Physical port:

Slot Id: 1
Port Id: 1
Pcapfil e: / mt / di sk0/ packet - capt ur e/ sess- 1- capsw et her net - 1- 1- 0. pcap
Pcapsi ze: 18838
Filter: capsw-1-1

Packet Capture Filter Info

Nane: capsw 1-1
Protocol: 0
Ivlan: 0
Ovl an: 205
Src Ip: 0.0.0.0
Dest Ip: 0.0.0.0
Src Ipvé6: i
Dest Ipv6: -
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0
Dest Port: 0
Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
0 packet captured on disk using switch capture
Reading of capture file from disk is not supported

7. EEERMEIEER

<{froot>



>

capture capsw switch stop

>

show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1

Adm n State: di sabl ed
Qper State: down

Qper State Reason: Session_Adm n_Shut

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0
Drop Count: 0
Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 24

Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
0 packet captured on disk using switch capture
Reading of capture file from disk is not supported



8. WEMIRX M. HITRER S XIEBARRRAFBIR XM E T PSR

KR 2/ KIERERAT 4% , FMCERFDMA X EAERRMALHBIREE. FASARFIRA9.18(1) K%
EEMRASF |, AJELFEASDMARAST7.18.1. xR B & AR A< B B A EB AR -

X 17 IR R 25 X H3100/4200 4 3B 49 H L6 A R
WSRO EEE O ENBIEaHR

fEFAFTDERASA CLIE B H ¥ iF## O Ethernet1/18}Portchannel 132 0 L B Sk, BN EOH
& Finameif inside,

i, BIREESRNERK

Z2BhAE3100 :
Chassis
Internal Switch Security Module
FTD/ASA
192.0.2.100 Uplink
@ ICMP echo-reply tsid »
198.51.100.100 ey —
B AN @R INEER 22 Br X 354200 :
Chassis
Internal Switch Security Module
FTD/ASA
L 1
192.0.2.100 Uplink

@ ICMP echo-reply

outside
198.51.100.100

A 4

il &
FEASASFTD CLI LR ITU TSR] |, £ OEthernet1/15Port-channel1 -t i& 2B 2183k :

1. B iFnameif :



<ffroot>
>

show nanei f

Interface Name Security
Et hernet1/1 i nsi de 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0
<#root>

>

show nanei f

Interface Name Security
Port - channel 1 i nsi de 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0

2. BIBMIRRTE

<tfroot>
>

capture capsw switch interface inside

L2 KIB4200 FHR A @K

<tfroot>

> capture capsw switch interface inside direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

> capture capsw switch interface inside direction both



3. BRHRAE

<{froot>

> no capture capsw switch stop

A
RERRSERR, EENRERS. BOBEBNRAR, WMRPcapsizeld ( AFTHEN ) K
HRRNBESHELT

<tfroot>
>

show capture capsw det ai

Packet Capture info

Name: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Oper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port 1d: 1
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap

Pcapsi ze: 12653



Filter:

capsw-1-1

Packet Capture Filter Info

Name:
Protocol:
Ivlan:
Ovlan:

Src Ip:
Dest Ip:
Src Ipvé6:
Dest Ipvé6:
Src MAC:
Dest MAC:
Src Port:
Dest Port:
Ethertype:

Total Physical breakout ports involved in Packet Capture:

79 packets captured o

Reading of capture fi

T2 P K1%4200 :

<#froot>
>

show cap capsw det ai

Packet Capture info

Nare:

Session:

Adm n State

Qper State:

Oper State Reason:

Config Success:
Config Fail Reason:
Append Flag:
Session Mem Usage:

capsw-1-1

[« o]

- OO O OO0
o o
(=]

00:00:00:00:00:00
00:00:00:00:00:00
0
0
0

n di sk using switch capture

le from disk is not supported

capsw

1

enabl ed

up

Active

yes

overwrite
256

Session Pcap Snap Len: 1518

Error Code:
Drop Count:

0
0

0



Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 0
Direction: bot h
Drop: disable
Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

33 packet captured on disk using switch capture

Reading of capture file from disk is not supported

R RPort-channell , N &EMAEK AEA LHERHIR :

<#froot>
>

show capture capsw det ai

Packet Capture info

Nanme: capsw
Session: 1
Adm n State: enabl ed

Qper State: up



Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 2

Physical port:

Slot Id: 1

Port Id: 4

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-4-0.pcap
Pcapsi ze: 28824

Filter: capsw 1-4

Packet Capture Filter Info
Name: capsw-1-4
Protocol:
Ivlan:
Ovlan:

Src Ip:

Dest Ip:

Src Ipvé6:
Dest Ipv6: -
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port:
Dest Port:
Ethertype:

o o

- OO O OO
o o
o o

o O O

Physical port:

Slot Id: 1

Port 1d: 3

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-3-0.pcap
Pcapsi ze: 18399

Filter: capsw-1-3

Packet Capture Filter Info
Name: capsw-1-3
Protocol: 0



Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

56 packet captured on disk using switch capture

Reading of capture file from disk is not supported

A LLEEFXOS local-mgmtfis 5 7k 7 f @13 show portchannel summary S5 RiFixR ASER A END :

<#froot>
>

connect fxos

firewall#

connect | ocal - mgnt

firewall(local-mgmt)#

show portchannel sunmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed

S - Switched R - Routed
U - Up (port-channel)
M - Not 1in use. Min-1links not met
Group Port- Type Protocol Member Ports
Channel
1 Pol1( V) Et h LACP Et h1/ 3(P) Et hl/ 4(P)

Channel PeerKeepAliveTimerFast



Cluster LACP Status:

Channel

ClusterSpanned ClusterDetach ClusterUnitID ClusterSysID

EHRASALENFXOS , #iz

o

WS IR
MATIRER L 2B K 5 N ED IR A IR SXAF R 2 F RV S TR o
IR 4

ERASESHRNF RGN AR R T UAREQ1/1NERX. BEXRRAF , 2HELZL2BKX
3100 LRV HEL, REF-— MRS AREER :

1. {NIRICMPE R SR EIE S
2. RIG BRI KB VLANRIE,

{Tconnect fxos adminfit. MREZESR , BEEEESRYT

~

E1TH

D

3]

AN
er)

3 2022
4 2022

G 2022
7 2022

9 2022
1@ 2022

12 2022

15 2022

17 2822
18 2022

12022-
2 2022-

5 2022-

B 2022-

11 20822-

13 2022-
14 2022-

16 2822~

£22282228222222828
-1

19:50:06. 925768

19:50:11.929144
19:50:12.932943

o
=

19:50:14,932004
19:50:15.937143

19:50:18.939584

19:50:19.941262
19:5 940716
19:50:21.940288
19:50:22.943302
19:50:23.944679

=

Seuree

192.8.2.100
192.98.2.10@
192.9.2.109

192.8.2,109

Destination

198,51, 109,100
198.51.100. 100
198.51.160. 100
198,51, 100, 190
198.51. 100, 100
198.51.100.100
198,51, 100, 190
198.51.160. 100
198.51.100. 100
198.51.100 . 100
198.51.100. 100
198,51, 100,100
198.51.100. 100
198.51.100. 100
198,51, 100,100
198.51.160. 100
198.51.100. 100
198,51, 100, 190

IcHP
ICHP
ICHP
ICHP
ICHP
ICHe
ICHP
ICHP
ICHe
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP

Length
102

182
182
192
182
102
192
182
102
182
182
102
182
182
192
182
102
192

o
1 xdald (39440

Bxaa2a
Bx8aaG
exdafe
exab1e
Bxob3a
exabas
exabah
0x9cH7
exacch
exados
exoded
exaesa
ecdefly
et s
ecafed
a3l
Bxats?

Frame 1: 182 bytes on wire (B16 bits), 182 bytes captured (816 bits)
Ethernet II, Src: VHMware 9d:e8:be (@8:50:56:9d:eB8:be); Dst: Cisco_34:9a:14 (bcie7?:12:34:9a:14)
Internet Protocol Version 4, Src: 192.8.2.180, Dst: 108.51.180.108
Internet Control Message Protocol

2

(39482)
(39590)
(39678)
(39696)
(39732)
(39811)
(39819)
(39943)
(a0134)
(40296)
(48429)
(40538)
(40699)
(40784)
(40932)
(41009)
(41063)

o7
54
B
L]
17
26 27
36 37

=EEERF

PTIL ke

64 Echo

64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)

34 9a
18 48
8 <6
ec @8

14 @9 58
90 40 o1
91 @@ 34
28 ae aa
19 1a 1b 1c 1d
2a 2b 2c 2d

55 55 55

uest
request
FRquest
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request

56 9d a8
b3 9 c@
a9 @1 61
ae aa 18
1e 1f 28
2e 2f 38

id=0x0034,
id=@x@a3a,
id=gx0034,
id=gx0034,
id=@x@a3a,
X034,
id=gx0034,
id=@x@a3a,
id=0x0034,
id=gxe034,
id=oxe03d,
id=0xpa3d,
id=xea3d,
id=oxee3d,
1d=0xpa3d,
id=axee3d,
Ld=gx003d,
id=gxpa3a,

be a8
[
17 fo
11 12 13 14
2122 23 24
3132 33 34

aa
64 ¢
62 o

45

seq=1/256, ttl=64 (no res
seq=2,/512, ttl=64 (no res
S0q=32,/768, ttl=64 {no res

seq=4,/1824,
seq=5/1280,
S0q=6/1536,
seq=7/1792,
seq=8/2048,
Seq=9/2304,
50q=10/2560,
seq=11/2816,
seq=12/3072,
seq=13/3328,
<eq=14,/3584,
seq=15/3840,
$0q=16/4096,
$eq=17/4352,
Seq=18/4608,

o0 -4
B TgR
i

o8 dd-
15 i
25

&7UULU

B & ()%, -

trl=c64
trl=64
trl=64
trl=ca
ttl=64
trl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

(no
(no
(no
(no
(no
(no
{no
(no
{no
(no
(ne
{no
(no
{no
(no

I"n3%
Jfe12345

re
re
re
re
re
re

fTFFPortchannel1 % R #E O MR X f. EREE - HFEIHREER !

1. {NIRICMPE R SR EAE S
2. RIGBHEBIR KRB VLANERIE,




M Time Source Destinatien Presoced
12022-08-07 20:40:58.657533 192.@.2.190 198,51, 100,100 ICHP
2 1922-08-07 28:40:55.658611 192.9.2.100 198.51.100.108 ICMP
3 2022-08-07 20:41:00.555662 192.9.2.180 198.51.108.100 ICHP
4 2022-08-07 20:41:091.659749 192.9.2.100 198,51,108, 100 ICHP
5 2022-98-07 20:41:02.660624 192.9.2.180 198.51.108.109 ICHMP
6 2022-08-07 20:41:03.663226 192.8.2.100 198, 51,100,100 ICHP
7 2022-98-07 20:41:04.661262 192.9.2.180 198.51.108. 188 ICHP
8 2022-08-07 20:41:85.665955 192.9.2.188 198.51.108. 188 ICMP
9 2022-08-07 20:41:06,.666528 192.9.2.1900 198.51.100.100 ICHP
19 2022-88-87 20:41:087.667298 192.9.2.108 198.51.108. 188 ICHP
11 2022-88-87 28:41:08.670540 192.9.2.108 198.51.108. 188 ICHP
12 2022-08-07 20:41:09.668278 192.0.2.100 198.51.100.100 ICHP
13 2022-88-87 20:41:10.672417 192.9.2.108 198.51.108. 188 ICHP
14 2022-08-97 20:41:11.671369 192.9.2.108 198.51.190.189 ICHP
15 2022-08-97 20:41:12.675462 192.9.2.100 198.51.100.108 ICHP
16 2022-88-07 28:41:13.674983 192.8.2.108 198.51.108.189 ICMP
17 2022-88-97 28:41:14.674893 192.8.2.128 198.51.180.189 ICHP
18 2022-88-97 28:41:15.676904 192.9.2.198 198.51.190.189 ICHMP

Internet Control Message Protocol

Frame 1: 182 bytes on wire (816 bits), 182 bytes captured (B16 bits)
Ethernet II, Src: VMware Od:eB:be (@0:50:56:9d:e8:be), Dst: Cisco_34:9a:2c (bc:eF:12:34:9a:2c)
Internet Protocol version 4, Src: 192.9.2.108, Dst: 198.51.196.162

2

PED

0x9296 (37526
exa378 (37744)
ox93fe (37872)
ax9a6f (37999)
ax94a4 (38052)
ox952d (38189)
exgsad (38285)
exa5d8 (38360)
ox96ab (38475)
ox972b (38699)
ox980a (38922)
ox9831 (38961)
oxg8az (39074)
ox98f7 (39159)
axdfed (39396)
@x9a84 (39556)
e@x9afl (39667)
exshae (39822)

@7
54
64
ae
17
27
37

12
=
a8

18
28
55

PTIL Infe
6d Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
&4 Echo
64 Echo

in
(ping)
(ping)
(ping)
{ping)
(ping)
(ping)
{ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

request | id=ax@a3s,
request  id=@xeass,
request  id=0xea3s,
request  id=@xee3s,
request  id=@xea3s,
request  id=@xee3s,
request  id=@xee3s,
request id=@xea3s,
request  id=@xea3s,
request  id=@xea3s,
request  id=gxpa3s5,
request  id=0x@03s,
request  1d=0x@93s,
request  id=gxea3s,
request  id=0x0a3s,
request  id=0x@e3s,
request  id=0xea3s,
request id=exee3s,

seq=1/256,

seq=2/512,

seq=3/768,

seq=4/1024,
S0q=5/1288,
20q=6/1536,
Seq=7/ 1792,
Seq=8/2048,
5¢q=9/2304,
seq=18/2568,
seq=11/2816,
seq=12/3072,
seq=13/3328,
seq=14,3584,
seq=15/3848,
s5eq=16/4896,
seq=17/4352,
seq=18/46¢8,

ttl=64 (no res
ttl=64 (no res
ttl=64 (no res
ttl=64 (no
ttl=6a (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no r
ttl=64 (no r
ttl=64 (no 1
ttl=64 (no r
ttl=64 (no r
ttl=64 (n0D r
ttl=64 (no r
ttl=64 (no r

>
34
96

9a
a8
58
a4
1la
2a
55

Ic 88
28 48
a8 ea
28 8a
1b 1c
2b 2¢
55

EL
a1
s

56
bl
a2 a1
ae aa
1e 1f
2e 2f

ad
16

el
[4:]
ad

be
]
23
11
21
31

as a8
az 64
fo 62
12 13
22 23
32 33

a5
o
ea
14
24
34

PV-oeooE
eegded
M -b

0 -4,
dd- x5
=]
13
29
55

28
L]

1"ug%
&'()%+,- /012325
s

5 B8

R YLRY KB B £ 32 O Ethernet1/15 Portchannel1 £,

TREETHES :

£5%

IR

R
i3

71

BEARIUELLAMEO1/1 LN
EamiR

Ethernet1/1

v

RBRA
D*

MEHL192.0.2.100F] EH1
198.51.100.10089ICMP[E] B2 & 3R

fit & F 16 i $% O Portchannel1 &
A K R B O Ethernet1/35]
Ethernet1/4 ) B iE 23R

Ethernet1/3

Ethernet1/4

XFRA
| *

ME#192.0.2.100F E#
198.51.100.100YICMP[E] R iE R

* 531007 E , T2 X %4200 HFN @ ( ABME D ) 3R,

YR sus QBB #E N FiE0 L BEImR

fEFAFTDERASA CLIE & H 1 iF 732 0 Ethernet1/1.2055 Portchannel1.205 L By 2k iE B3k, B

F1E O & A nameif inside.
IS, BIREERNBRR

LB RiE3100 :




Chassis
Internal Switch Security Module
FTD/ASA

(- *

192.0.2.100 Uplink

@ ICMP echo-reply outside

198.51.100.100
e —

T2 P K1%E4200 :

Chassis
Internal Switch Security Module
FTD/ASA

- -

192.0.2.100

@ ICMP echo-reply

198.51.100.100

Uplink

outside

||

[T
FEASASFTD CLIE#ITUAT H 8 |, £ OEthernet1/18{Port-channel1 L&t EHIE 2 IHIX -

1. B iFnameif :

<{froot>
>

show nanei f

Interface Name Security
Et hernet 1/ 1. 205 i nsi de 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0

<tfroot>



>

show nanei f

Interface Name Security
Port - channel 1. 205 i nsi de 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0

2. BIEBRHRATE -

<{froot>
>

capture capsw switch interface inside

L2 NIEA200R IR S A
<#root>
> capture capsw switch interface inside direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

> capture capsw switch interface inside direction both

3. BRAMRAE

<tfroot>

> no capture capsw switch stop

1IN

REHREEN,. EENRERS, BOBENRRAN, BRPcapsizeld (LFTTHEN ) B
BEHRNBESHEESE

<{froot>



>

show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port 1d: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsi ze: 6360

Filter: capsw-1-1

Packet Capture Filter Info

Nane: capsw 1-1
Protocol: 0

Ivlan: 0

Ovl an: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: -

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00

Src Port: 0



Dest Port: 0
Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

46 packets captured on disk using switch capture

Reading of capture file from disk is not supported

EXFERT , 201E—MAEFVLANF Ovian=2058 3828 H N A F# 0,

3fFPort-channel1 , FEFFB K RO LB BT EEE0vian=20589 33k :

<ffroot>

>

show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Oper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 2

Physical port:

Slot Id: 1
Port 1d: 4
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-4-0.pcap

Pcapsi ze: 23442



Filter: capsw 1-4

Packet Capture Filter Info

Name: capsw-1-4
Protocol: 0

Ivlan: 0

Ovl an: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Physical port:

Slot Id: 1

Port 1d: 3

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-3-0.pcap
Pcapsi ze: 5600

Filter: capsw-1-3

Packet Capture Filter Info

Name: capsw-1-3
Protocol: 0

Ivlan: 0

Ovl an: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

49 packet captured on disk using switch capture

Reading of capture file from disk is not supported



A LLEEFXOS local-mgmtéis £ 7k 7 f i@ i3 show portchannel summary S5 RiFixR ASER A END :

<#froot>
>

connect fxos

firewall#

connect | ocal - ngnt

firewall(local-mgmt)#

show portchannel sunmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed

S - Switched R - Routed
U - Up (port-channel)
M - Not 1in use. Min-1links not met
Group Port- Type Protocol Member Ports
Channel
1 Pol1( V) Et h LACP Et h1/ 3(P) Et hl/ 4(P)

Channel PeerKeepAliveTimerFast

Channel ClusterSpanned ClusterDetach ClusterUnitID ClusterSysID

EiFFIASALHIFXOS |, iFiEZ1Tconnect fxos adminfif. NMEERZIEE , HFEEEEEFIZTHS

A
To

W SR IR S
AT R R 2B K3 N ED SR IR SXAF BB RV D IR o
IR



52 A IR S IR SR ERER N A 2 R #T FF Ethernet1/1. 205 3R X . EARTOIH , 2 ER LR,
KIE3100 LR BIEE. ERF-NBEIHREER !

1. SUBIRICMPE M &R BIESE.
2. RBBUE 2Rk EBVLANFRIZ205,

Moo Time Source Destnabon Frotocol Lengeh FD FTTL info s
12022-08-07 21:21:01.667187 192.0.2.100 198.51.100. 100 TcHP 106 1 |exatis (16671 64 Echo_(ping) request| id=0x8037, seq=1/256, ttl=64 (no res
2 2022-98-07 21:21:02.609418 192,0.2.100 198,51.160, 100 IcHp 106 exdl3a (16698) 64 Echo (ping) request 1d=0x0037, seq=2/512, ttl=64 (no res
3 2022-08- 192.0.2.160 198.51.160. 108 IcHP 106 ox421a (16922) 64 Echo (ping) request id=0x8037, seq=3/768, ttl=64 (no res
42022-08- 192.0.2.100 198.51.100.100 IcHP 106 ox426c (17004) 64 Echo (ping) request id=0x0037, seq=4/1024, ttl=64 (no re
5 2022-08- 192.0.2.100 198,51.160. 100 IcHP 106 ox4318 (17168) 64 Echo (ping) request 1d-0x8037, seq=5/1280, ttl=64 (no re
6 2022-08- 192.0.2.160 198.51.160. 100 ICHP 106 ox43df (17375) 64 Echo (ping) request id=@x8037, seq=6/1536, ttl=64 (no re
7 2022-08- 192.0.2.100 198.51.100.100 IcHP 106 ox4ad3 (17619) 64 Echo (ping) request id-0x0037, seq=7/1792, ttl=64 (no rd
8 2022-08- 192.0.2.160 198,51.160.100 ICHP 106 ox4518 (17688) 64 Echo (ping) request id=exee37, seq-8/2048, ttl=64 (no re
9 2022-08-07 192.0.2.160 198.51.160. 108 ICHP 106 ex453d (17725) 64 Echo (ping) request id=0xe037, seq=9/2384, ttl=6a (no re
10 2022-08-07 192,0.2.160 198,51.160, 100 IcHp 106 ox462b (17963) 64 Echo (ping) request id-0x0037, seq=19/2560, ttl=64 (no r
11 2022-08-07 21:21:11.621629 192.0.2.160 198.51.160. 100 ICHP 106 ox4707 (18183) 64 Echo (ping) request id=0xe037, seq=11/2816, ttl=64 (no r
12 2022-08-07 21:21:12.619309 192.0.2.100 198.51.100.100 IcHP 106 ox47ab (18251) 64 Echo (ping) request id=0x0037, seq=12/3672, ttl=64 (no r
13 2022-08-07 21:21:13.620168 192,0.2.100 198,51.160, 100 IeHp 106 ox4781 (18305) 64 Echo (ping) request id-0x0037, seq=13/3328, ttl=64 (no r
14 2022-08-07 21:21:14.623169 192.0.2.160 198.51.160. 100 ICHP 106 0x4858 (18520) 64 Echo (ping) request id=exee37, seq=14/3584, ttl=64 (no r
15 2022-08-07 192.0.2.100 198.51.100.100 IcHP 106 0x4909 (18697) 64 Echo (ping) request id=0x0037, seq=15/3840, ttl=64 (no r
16 2022-08-07 192,0.2.100 198,51.160, 100 IeHp 106 ox490b (18699) 64 Echo (ping) request id=0x0037, seq=16/4096, ttl=64 (no r
17 2022-08-07 192.0.2.160 198.51.160.100 ICHP 106 ox4932 (18738) 64 Echo (ping) request id=@x8037, seq=17/4352, ttl=64 (no r
18 2022-08-07 192.0.2.100 198.51.100.100 (7] 106 0x4305 (18949) 64 Echo (ping) request 1d=0x0037, seq=18/4608, ttl=64 (no r
< >

be o7 12 34 9a 14 00 50 56 9d e8 be £1 00 00 od
G5 00 45 80 @@ 54 41 1f 48 00 40 o1 Oc Ge @ @D
B2 64 €6 33 G4 64 98 0@ @6 67 90 3T @@ A1 ba 2c
f@ 62 @0 0@ 82 20 8o fo @3 00 60 00 02 @0 10 11
12 12 14 15 16 17 18 19 13 1b 1c 1d 1e 1F 2@ 21 ccceeees seeacs |
22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 AERRI() "+,-. 01
32 33 34 25 36 37 55 55 55 55 23456700 WY

its)

BB8. ... woec oae. = Priority: Best Effort (default) (@)

e e DEI: Ineligible

1108 1101 = ID: 205
Type: IPvd (9x0800) 2
Trailer: 55555555

| Internet Protocel Version 4, Src: 192.0.2.10@, Dst: 198.51.100.180

»| Internet Control Message Protocol

$TFFPortchannel1 5% R O MR X4, EEFE N HRFEEHREES -

1. {NIRICMPE R R EAE S
2. IR BIR 2R X EBVLANFRIZ205,

[ Time Source Destration Frotoesl Length I P PTIL Info Ll
12022-88-07 21:21:01.607187 192.9.2.100 198.51.100.100 TCMP 106 1 ox411f (16671) 64 Echo (ping) request| id=0x0037, seq=1/256, ttl=64 (no res
2 2022-88-07 21:21:82.669418 192.9.2.180 198.51.109. 100 ICMP 106 ex413a (16698) 64 Echo (ping) request id=ex8e37, seq=2/512, ttl=64 (no res
3 2022-08-07 21:21:03.618671 192.9.2.100 198.51.100.100 ICHP 106 ox421a (16922) 64 Echo (ping) request id=exee317, seq=3/768, ttl=64 (no reg
42022-988-07 21:21:04.600160 192.9.2.100 198.51.100. 100 IcHP 106 oxa26c (17004) 64 Eche (ping) request id=0x0037, seq=4/1024, ttl=64 (nec re
5 2022-98- 192.9.2.100 198.51.109.100 ICMP 106 0x4318 (17168) 64 Echo (ping) request id=ex8e37, seq=5/1280, ttl=64 (no re
62022-98- 192.0.2.100 198.51.100. 100 ICHP 106 oxa3df (17375) 64 Echo (ping) request id=ex@e37, seq=5/1536, ttl=64 (no re
7 2022-08- 192.8.2.100 193.51.100. 100 ICMP 106 axadd3 (17619) 64 Echo (ping) request id=0x@8037, seq=7/1792, ttl=64 (no re
8 2022-08- 192.8.2.1900 198.51.100.108 ICMP 106 8x4518 (17638) 64 Echo (ping) request id=0x@@37, seq=8/2048, ttl=64 (no re
9 2022-08- 192.9.2.100 198.51.100. 100 TCHP 106 ox453d (17725) 64 Echo (ping) request id=exee37, seq=9/2304, ttl=64 (no re
19 2022-08- 192.9.2.100 198.51.100. 108 ICMP 106 exabzb (17963) 64 Eche (ping) request id=exee37, seq=19/2568, ttl=64 (no r
11 2022-98- 192.9.2.100 198.51.100.100 TCHP 106 ex4707 (18183) 64 Echo (ping) request id=exee37, seq=11/2816, ttl=64 (no r
12 2022-98- 2.619209 192.9.2.100 198.51.100.100 IcMP 106 ax474b (18251) 64 Echo (ping) request id-px0037, seq=12/3072, ttl=64 (no r
13 2022-98- 3.620168 192.9.2.100 198.51.109. 100 TCHP 106 ax4781 (18305) 64 Echo (ping) request id=exee37, seq=13/3328, ttl=e4 (no r
14 2022-98- 4.623169 192.9.2.100 198.51.100.100 TCHP 106 0x4858 (18520) 64 Echo (ping) request id=ex0e37, seq=14/3584, ttl=64 (no r
15 2022-08-97 :15.622497 192.9.2.100 198.51.100. 100 ICMP 106 ox4900 (18697) 64 Eche (ping) request id=0x0037, seq=15/3848, ttl=64 (no r
16 2022-08-87 21:21:16.626226 192.9.2.180 198.51.109. 100 TCHP 106 ex4geb (18699) 64 Echo (ping) request id=0x0@37, seq=16/4896, ttl=64 (no r
17 2022-08-87 21:21:17.629363 192.9.2.100 198.51.100.100 TCHP 106 0x4932 (18738) 64 Echo (ping) request id=ex0e37, seq=17/4352, ttl=64 (no r
18 2022-08-07 21:21:18.626651 192.9.2.100 198.51.100.100 ICMP 106 0xda@5 (18949) 64 Eche (ping) request id=0x0037, seq=18/4608, ttl=64 (nor -
< >

bc e7 12 34 9a 14 00 58 56 9d ed be 81 00 00 cd
B8 B9 45 99 00 54 41 1f 40 28 49 01 Bc Be cd 09
B2 64 €6 33 64 64 02 90 @6 67 @@ 37 00 @1 be 2
2 62 00 20 00 00 8¢ fe 02 00 00 00 00 00 10 11 .
12 13 14 15 16 17 18 19 1a 1b ic 1d le 1f 2o 21 !

~|802.1Q virtual LAN, PRI: @, DEI: @, ID: 285
5T Priority: Best Effort (default) (@)

DEI: Ineligible srsasans aa .
2000 1180 1101 = ID: 205 & 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 T#SER'() "4+,-. 01
Tyne B : 2 @08 32 33 34 35 36 37 55 55 535 35 23456700 LU
Type: IPvd (Bx8EBQ)

Trailer: 55555555
»| Internet Protocol Version 4, Src: 192.8.2.108, Dst: 198.51.100.100
»| Internet Control Message Protocol
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Chassis
Internal Switch Security Module
FTD/ASA
192.0.2.100 in_data_uplink1
@ ICMP echo-reply »
198.51.100.100
Z2FhR1%4200 :
Chassis
Internal Switch Security Module
FTD/ASA

- -

192.0.2.100

@ ICMP echo-reply

3

in_data_uplink1

v

198.51.100.100

[T
FEASASFTD CLIERITU T |, Fin_data_uplink1## 0 LR EHIESHIK -
1. BIEHIRAE -

<{froot>
>

capture capsw switch interface in_data_uplinkl

L2 KIB4200 IR A @Y

<{froot>

> capture capsw switch interface in_data_uplinkl direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic



ingress To capture switch ingressing traffic

> capture capsw switch interface in_data uplinkl direction both

2. BRBRAE

<tfroot>

> no capture capsw switch stop

;1IN
REHIRQFERH, EENRERS, BOBENRART, BRPcapsizeld (LFTTHEN ) B
BERRNBESHEESE

<#froot>

>

show capture capsw det ai |

Packet Capture info

Nane: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port 1d: 18



Pcapfile:

Pcapsi ze:

Filter:

/mnt/disk0/packet-capture/sess-1-capsw-data-uplinkl.pcap

7704

capsw-1-18

Packet Capture Filter Info

Name:
Protocol:
Ivlan:
Ovlan:
Src Ip:
Dest Ip:
Src Ipvé6:

Dest Ipvé6:

Src MAC:
Dest MAC:
Src Port:

Dest Port:
Ethertype:

capsw-1-18

o o
o O

- OO0 O oo
[« o]

00:00:00:00:00:00
00:00:00:00:00:00
0
0
0

Total Physical breakout ports involved in Packet Capture: 0

66 packets captured on disk using switch capture

Reading of capture file from disk is not supported

EXMERT , 2EEFRNEFID 180980 LAIEHIR , ZIDRZ 2 XHE3130 LAY

in_data_uplink1# 0., FXOS local-mgmtis % 747 #Yshow portmanager switch status@s & & R~ 3%

AlID :

<#root>

>

connect fxos

firewall#

connect

| ocal - ngnt

firewall(local-mgmt)#

show port manager switch status

Dev/Port

Link  Speed
Up 1G
Up 1G
Up 1G
Up 1G

Duplex

Loopback Mode

Port Manager



0/5 SCGMII Down 1G Half None Mac-Link-Down

0/6 SCGMII Down 1G Half None Mac-Link-Down
0/7 SCGMII Down 1G Half None Mac-Link-Down
0/8 SCGMII Down 1G Half None Mac-Link-Down
0/9 1000_BaseX Down 1G Full None Link-Down
0/10 1000_BaseX Down 1G Full None Link-Down
0/11 1000_BaseX Down 1G Full None Link-Down
0/12 1000_BaseX Down 1G Full None Link-Down
0/13 1000_BaseX Down 1G Full None Link-Down
0/14 1000_BaseX Down 1G Full None Link-Down
0/15 1000_BaseX Down 1G Full None Link-Down
0/16 1000_BaseX Down 1G Full None Link-Down
0/17 1000_BaseX Up 1G Full None Link-Up
0/ 18 KR2 Up 50G Ful | None Li nk- Up
0/19 KR Up 25G Full None Link-Up
0/20 KR Up 25G Full None Link-Up
0/21 KR4 Down 40G Full None Link-Down
0/22 n/a Down n/a Full N/A Reset
0/23 n/a Down n/a Full N/A Reset
0/24 n/a Down n/a Full N/A Reset
0/25 1000_BaseX Down 1G Full None Link-Down
0/26 n/a Down n/a Full N/A Reset
0/27 n/a Down n/a Full N/A Reset
0/28 n/a Down n/a Full N/A Reset
0/29 1000_BaseX Down 1G Full None Link-Down
0/30 n/a Down n/a Full N/A Reset
0/31 n/a Down n/a Full N/A Reset
0/32 n/a Down n/a Full N/A Reset
0/33 1000_BaseX Down 1G Full None Link-Down
0/34 n/a Down n/a Full N/A Reset
0/35 n/a Down n/a Full N/A Reset
0/36 n/a Down n/a Full N/A Reset

EiFAIASALHIFX0S |, i§iZ1Tconnect fxos adminfif. NMRERZIES |, HFEEEESFIZTIHS
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IR D
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hiz, Tiene: 1 Source Destnation Frotogel baegth FE PTTL Info
- 12022-08-87 22:408:06.685606 192.9.2.100 198.51.108.160 ICMP 182 |exadas (19859) 64 Echo (ping) request |id=-9x@@3a, seq=33/8448, ttl=64 (repl
-« 2 2022-88-07 22:40:06.685615 198.51.100.180 192.0.2.18¢ 1CHMP 182 ex6ede (27868) &4 Echo (ping) reply id=0x003a, seq=33/8448, ttl=64 (req.
3 2022-08-97 22:40:07.684219 I 7P T L £ PN B L £ TCAP 07 waae Tho (PINg) request  id=oxee3a, seq=34/8784, tt (repl
4 2022-08-07 22:408:07.689300 198.51.160.180 192.0.2.180 ICMP 162 ex6dbz (28082) 64 Echo (ping) reply id=ax@83a, seq=34/8784, ttl=64 (req.
5 2022-08-07 22:40:08.685736 192.9.2.100 198.51.108.168 1CHMP 182 oxdedc (20188) 64 Echo {ping) request id-9x@e3a, seq=35/8968, ttl=64 (repl
6 2022-08-07 22:408:08.690806 198.51.1680.1680 192.0.2.180 1cHMP 162 ox6dbf (28095) 64 Echo (ping) reply id=axe83a, seq=35/8960, ttl=64 (req.
7 2022-88-07 22:49:09.690737 192.9.2.100 198.51.108.168 ICMP 162 exafad (20269) 64 Echo (ping) request id=9x@@3a, seq=36/9216, ttl=64 (repl
8 2022-08-07 22:40:09.690744 198.51.100.180 192.0.2.180 1CHMP 182 ox6esn (28288) &4 Echo (ping) reply id=-8x003a, seq=36/9216, ttl=64 (reqe
9 2022-08-07 22:408:10.692266 192.9.2.100 198.51.108.168 1cHMP 182 oxafbl (2e481) 64 Echo (ping) request id-ox@@3a, seq=37/9472, ttl=64 (repl
18 2022-08-87 22:48:10.692272 198.51.100.180 192.9.2.18@ 1CHMP 182 exceds (28373) 64 Echo (ping) reply id=ox083a, seq=37/9472, ttl=64 (req.
11 2022-08-07 22:408:11.691159 192.9.2.100 158.51.108. 188 ICHMP 182 0x5008 (20488) 64 Echo {ping) request id-8x0@3a, seq=38/0728, ttl=64 (repl
12 2022-88-87 22:48:11.691166 198.51.1680.180 192.0.2.180 1CMP 182 ex6fib (28475) 64 Echo (ping) reply id=axe83a, seqe=38/9728, ttl=64 (req.
13 2022-08-87 22:48:12.692135 192.9.2.100 198.51.108.168 ICMP 182 @x5abE (20664) 64 Echo (ping) request id=-9x@@3a, seq=39/0984, ttl=64 (repl
14 2022-08-87 22:48:12.697209 198.51.180.188 192.0.2.180 ICMP 182 ex6fd7 (28631) 64 Echo (ping) reply id=0x083a, seq=39/9984, ttl=64 (req.
15 2022-088-87 22:48:13.697328 192.9.2.100 198.51.108.168 ICMP 182 Bx5184 (2BE68) 64 Echo (ping) request id=@x@e3a, seq=48/10248, ttl=6a (ref
16 2022-08-07 22:48:13.697327 198.51.1080.180 192.0.2.180 1CHMP 182 ox703e (28734) 64 Echo (ping) reply id=0x003a, seq-48/10248, ttl=64 (rec
17 2022-08-07 22:40:14.698512 192.9.2.100 198.51.100.109 ICHMP 162 exs1de (2e952) 64 Echo (ping) request id=-0x0e3a, seq=41/10496, ttl=6a (ref
18 2022-088-87 22:408:14.698518 198.51.160.1680 192.9.2.180 ICMP 162 ex7add (28893) 64 Echo (ping) reply id=ax@83a, seqe=a1/10496, ttl=6a (rec  ~
< >
Frame 1: 182 bytes on wire (#16 bits), 182 bytes captured {816 bits) @0 50 56 9d o7 50 bc eF 12 34 %a 15 6F o 45 29 PP+ + +llsss+Es
Ethernet II, Src: Cisco_34:9a:15 (bc:e7:12:34:9a3:15), Dst: VMware Sd:e?:58 (88:58:56:9d:e7:58) 90 54 4d 93 40 @0 40 01 @@ 13 0 80 02 64 o6 33 T™M-@@: -c--d-3
Internet Protocol Version 4, Src: 192.8.2.108, Dst: 158.51.108.100 0020 64 64 08 00 7f 15 R @0 21 30 3f fo 62 00 00 dd- - 19?-b--
20 60 8b 1a 05 00 02 B2 00 00 10 11 12 12 14 15 Ceeseas eeaeas

Internet Control Message Protocol 3
16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25 1"ag%

26 27 28 29 2a 2b 2c 2d 2e 2f 38 31 32 33 34 35 &'()%+,- /012345
36 37 55 55 55 55 E7UULL
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Chassis

Internal Switch

Security Module

in_mgmt_uplink 1

@

FTD/ASA

Management
IP address: 192.0.2.200

Chassis

Internal Switch

Security Module

®

in_mgmt_uplink1

MGMT PC, <
FMC ICMP echo-reply,
SSH, Sftunnel
£ PB5K1E4200 :
MGMT PC,

FMC ICMP echo-reply,
SSH, Sftunnel

BE

@

FTD/ASA

Management
IP address: 192.0.2.200

FEASAEFTD CLIERITIA TSR |, Fin_mgmt_uplink13# 0 LR EHIESHIR

1. QIR AE -

<#root>

>

capture capsw switch interface i n_nmgm _uplinkl

L2 KIH4200 FHR A @K

<ffroot>

> capture capsw switch interface i n_ngnt_uplinkl direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic




> capture capsw switch interface in_ngnt_uplinkl direction both

2. BRBRAE

<tfroot>

> no capture capsw switch stop

;1IN
REHIRQFERH, EENRERS, BOBENRART, BRPcapsizeld (LFTTHEN ) B
BERRNBESHEESE

<#froot>

> show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1

Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port 1d: 19



Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-mgmt-uplinkl.pcap

Pcapsi ze: 137248

Filter: capsw-1-19

Packet Capture Filter Info

Name: capsw-1-19
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

281 packets captured on di sk using switch capture

Reading of capture file from disk is not supported

EXMERLT , SEEERIFID 1989820 E6IEBHIK |, ZIDREZ 2 X53130 L4
in_mgmt_uplink13 0, FXOS local-mgmtis & 7A 7= H BYshow portmanager switch status@s & 7R
#0ID :

<#root>

>

connect fxos
firewall#
connect | ocal - mgnt

firewall(local-mgmt)#

show port manager switch status

Dev/Port Mode Link Speed Duplex Loopback Mode Port Manager
0/1 SGMII Up 1G Full None Link-Up
0/2 SGMII Up 1G Full None Link-Up

0/3 SGMII Up 1G Full None Link-Up



0/4 SGMII Up 1G Full None Link-Up

0/5 SCGMII Down 1G Half None Mac-Link-Down
0/6 SCGMII Down 1G Half None Mac-Link-Down
0/7 SCGMII Down 1G Half None Mac-Link-Down
0/8 SCGMII Down 1G Half None Mac-Link-Down
0/9 1000_BaseX Down 1G Full None Link-Down
0/10 1000_BaseX Down 1G Full None Link-Down
0/11 1000_BaseX Down 1G Full None Link-Down
0/12 1000_BaseX Down 1G Full None Link-Down
0/13 1000_BaseX Down 1G Full None Link-Down
0/14 1000_BaseX Down 1G Full None Link-Down
0/15 1000_BaseX Down 1G Full None Link-Down
0/16 1000_BaseX Down 1G Full None Link-Down
0/17 1000_BaseX Up 1G Full None Link-Up

0/18 KR2 Up 50G Full None Link-Up

0/ 19 KR Up 25G Ful | None Li nk- Up

0/20 KR Up 25G Full None Link-Up

0/21 KR4 Down 40G Full None Link-Down
0/22 n/a Down n/a Full N/A Reset

0/23 n/a Down n/a Full N/A Reset

0/24 n/a Down n/a Full N/A Reset

0/25 1000_BaseX Down 1G Full None Link-Down
0/26 n/a Down n/a Full N/A Reset

0/27 n/a Down n/a Full N/A Reset

0/28 n/a Down n/a Full N/A Reset

0/29 1000_BaseX Down 1G Full None Link-Down
0/30 n/a Down n/a Full N/A Reset

0/31 n/a Down n/a Full N/A Reset

0/32 n/a Down n/a Full N/A Reset

0/33 1000_BaseX Down 1G Full None Link-Down
0/34 n/a Down n/a Full N/A Reset

0/35 n/a Down n/a Full N/A Reset

0/36 n/a Down n/a Full N/A Reset

EiFAIASALHIFX0S |, i§iZ1Tconnect fxos adminfif. NMRERZIES |, HFEEEESFIZTIHS
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No. Time Sourne Destination Frotocnl Length PO PTTL info
196 2022-08-07 23:21:45.133362 192.0.2. 200 132.0.2.101 TCP 1518 axb7da (47056) 64 39181 » 8305 [ACK] Seq=61372 Ack=875 Win=1384 Len=1448 TS
197 20822-88-87 23:21:45.133385 1 192.9.2. 208 192.8.2.101 TCP 1518 axb7dl (47857) 64 39181 » 8385 [ACK] Seq=62320 Ack=875 Win=1324 Len=1448 TS
108 2022-08-07 22:21:45.133388 192.8.2.200 192.8.2.101 TLSv1.2 058 axb7d2 (a7058) 64 Application Data
199 2022-88-07 23:21:45.928772 192.8.2.200 192.0.2.100 ICHP 78 axbdas (48456) 64 Echo (ping) reply id=exe8el, seq=4539/47889, ttl=64
200 2022-88-97 23:21:45,940924 192.0.2.200 192.8.2.101 TLSw1.2 128 Bx4a97 (19095) 64 application Data
281 2022-088-87 23:21:45.949827 192.8.2.200 192.9.2.101 TCP 7a oxd4a®8 (19096) 64 8305 + 58885 [ACK] Seq=21997 Ack=26244 Win=4116 Len=8 TSy
282 2922-88-97 23:21:46.819895 «8.2.208 192.8.2.101 TLSw1.2 128 ax4a%a (19997) 64 application Data
2083 2022-88-97 23:21:46.819899 «@.2.200 192.8.2.101 TLSw1.2 o5 @xda%a (19098) 64 application Data
284 2022-88-97 23:21:46.819983 192.8.2.208 192.8.2.101 TCP Te ox4ash (19029} 64 B305 -+ 58885 [ACK] Seq=220853 Ack=26274 Win=4116 Len=@ TS\
2085 2022-88-87 23:21:46.819996 192.8.2.208 192.8.2.181 TP ie @xdadc (19189) 64 BI85 + SHEES [ACK] Seq=22853 Ack=26308 Win=4116 Len=8 TSy
2086 2022-08-07 23:21:456.136415 192.8.2.208 192.8.2.181 TCP 7@ axb7d3 (47859) 64 39181 -+ 8385 [ACK] Seq=65188 Ack=921 Win=1384 Len=0 TSval
207 2022-88-07 23:21:46.958148 192.8.2.200 192.0.2.108 ICHP 78 exbdoe (48542) 64 Echo (ping) reply id=exe8el, seq=4548/48145, ttl=64
208 2022-B8-07 23:21:47.080490 192.0.2.208 192.0.2.100 IcHp 78 xbdf2 (4B626) 64 Echo (ping) reply id=ax@sel, seq=4541/48401, ttl=64
289 2022-08-87 23:21:48.496312 192.8.2.208 192.8.2.181 TP 78 oxdadd (19181) 64 B35 » 58885 [ACK] Seq=220853 Ack=26366 Win=4116 Len=8 TSy
219 2922-88-07 23:21:48.993236 192.8.2.208 192.8.2.181 TLSw1.2 747 @xda%e (19182) 64 Application Data
211 2022-88-87 23:21:48.904386 192.0.2.200 192.0.2.100 1cHp 78 Oxbeds (48712) 64 Echo (ping) reply id=9x0001, seq=4542/48657, ttlecd
212 2022-98-07 23:21:50.008576 192.8.2. 200 192.0.2.100 ICHP 78 dxbeab (48806) 64 Echo (ping) reply id=0x@001, seq=4543/48913, ttl-ga
213 2932 -88-07 23:21:508.148167 192.8.2.208 192.8.2.101 TP 1518 axb7da (47068) 64 39181 + B385 [.HL'K] Seqe65188 Acke=921 Wins1384 Lenw1448 TS
214 2032-08-87 23:21:50,140171 192.8.2, 208 192.8.2.101 ToP 1518 oxb7ds (47061) 64 39181 - 8305 [ACK] Seqe=66636 Ack=921 Win=1384 Len=144% TS
215 2022-08-07 23:21:50.140175 192.9.2. 208 192.9.2.181 TLSw1. 2 999 axb7de (47062) Edﬁpplication Data
216 2022-08-07 23:21:51.015884 192.8.2. 208 192.8.2.100 ICHP 8 exbecl (48833) 64 Echo (ping) reply id=@x@00l, seqe4544/40160, ttls6a
217 2022-08-07 23:21:51.142842 192.0.2. 200 192.0.2.181 TP 7@ axb7d? (47863) 64 39181 + 8385 [ACK] Seq=69004 Ack=967 Win=1384 Len=8 T5val
218 2022-08-07 23:21:52.030118 192.8.2. 200 192.0.2.100 ICMP 78 oxbfez (48898) 64 Echo (ping) reply  id=@xeeel, seq=4545/49425, ttlegd
219 2022-08-07 23:21:53.042744 192.8.2. 208 192.9.2.108 ICHP 78 axbfse (48985) 64 Echo (ping) reply id=gxoeel, seq=4546/19681, ttl=64
220 2032-05-07 23:21:53,0873144 192.9.2, 208 192.9.2.108 55H 178 axad3a (44348) 64 Server: Encrypted packet (len=112)
221 20822-08-07 23:21:53.194906 192.8.2. 208 192.9.2.108 TCP 64 axad3is (44341) 64 22 » 53249 [ACK] Seq=1825 Ack=881 Win=946 Len=@
222 2032-98-07 23:21:53.905480 192.0.2. 200 192.0.2.101 TLsvi. 2 7a7 axdadf (19102) 64 Application Data
223 2072-08-07 23:21:54.1025899 192.9.2. 208 192.9.2.108 IcHP 78 axbfe3 (48995) 64 Echo (ping) reply id=oxeel, seq=4547/49937, ttl=64
224 2022-08-87 23:21:54,993675 192.8.2. 200 192.9.2.101 TCP 7a oxd4aa0 (19104) 64 8305 + 58885 [ACK] Seq=22407 Ack=26424 Win=4116 Len=0 TSy
. ANE MM A0 AT 13.11.5C 138700 O T Fan A o aan Trun 70 fuhEed fannonY £4 Cohn frinal manle TA-BuABAS  ran-ATAGIEAIND  FEToEA
Frame 1: 747 bytes on wire (5976 bits), 747 bytes captured (5976 bits) ad 53 B¢ 11 38 2a bc e7 12 34 9a 98 93 00 45 20 ‘58" &
Ethernet II, Src: Cisco_34:93:80 (bc:e?:12:34:9a3:088), Dst: Cisco_11:38:2a (ad4:53:8e:11:38:2a) B2 d9 da 3d 40 €0 40 @6 6B ba 0 00 02 cB cO @B - -J=@@ h------
Internet Protocol Version 4, Src: 192.8.2.280, Dst: 192.6.2.101 20 @2 65 20 71 e6 05 67 1b 2a ¢5 db e3 6b dd4 80 18 e q-p "ok
Transmission Control Protocol, Src Port: 8385, Dst Port: 58885, Seq: 1, Ack: 1, Len: 677 1@ 14 27 cc 90 00 @1 @1 08 Ga @8 76 95 7f 91 @2 Sl Nalris =

3d 41 17 @3 03 82 a0 22 Ga O1 ed ff cc 98 fo af =A
07 42 75 19 a4 d5 df 64 d8 fe 66 e ob cc 8d 2f  @u----d - f
92 b2 1a 64 €7 20 36 03 Be 4B 02 Sa Fc BS 3@ dd -4 & -H-Z|-@
fa c@ aB 56 b8 ad a7 7e 19 3a c1 9c 4b 57 Ge eB - oV-oow oKW
be ef 95 22 84 c1 ¢1 9d O9f 24 78 b4 15 1c 44 @e weaeves el
¢a cb 43 9¢ 1f fd a7 70 75 o5 &b ad 8 2b e A7 Coeeep Uk ke
2f 86 73 8F bl el b5 ¢6 57 e3 aB 46 Qe cb 26 b7 /-5

sb c7 e3 @9 54 f3 ¢1 ff 26 d9 87 ea 51 3ad 20 @8 [
16 fd cb f5 af 91 98 Se 86 15 17 55 68 6f 5d &4 0 on uho]

Transport Layer Security

\\I E

AEE LTHERED FRERIERN |, {UBRMNEATEREORENAORES. FT2BRE
ENRAEEZEONKES.

T%/u\rn T 1%%

A ZB I
prihr ]

2

x5 BRR A HBRORE

ICMPEI R MFTDE R IP b i

= 300 T A O 192.0.2.200%)E41192.0.2.10089 R &
= WU H
BETRRE | i (MNEBEOBES MFTDE®EIP#:1E192.0.2.200FIFMC

O+ gysge & [M-m9mtuplink 1 o883 e ) [P 192.0.2. 101 B9 SFTUNNEL

BN
M ) MFTDE®E P13t 192.0.2.200i@ S
SSHZE#EE#1192.0.2.100

* 531007 R , R4 A 4200 FME (ADMHE ) B,
IR S IR R B

ARV BFEBESHRIESNEESRNEHEFLEHRMERE, £ Hethernet-typeFmatchik I &
BN IS,



BE

FEASAZFTD CLIEWATU TSR , A SR B#EOEthernet1/1 ERIE41198.51.100.100H ARP i
FICMPHIE BB IR A E R IR

1. B iFnameif :

<#root>

>

show nanei f

Interface Name Security
Et hernet 1/ 1 i nsi de 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0

2. AARPEICMPRI 2R 2F :

<tfroot>

>

capture capsw switch interface inside ethernet-type arp

<ttroot>

> capture capsw switch interface inside match icnp 198.51. 100. 100

7::RAN
BWIFHRSFEBRMAIIEES, Ethertypefy + 3 FI{E 792054 , 1753 HI{E 7 0x0806 :
<#root>

>

show capture capsw detai |

Packet Capture info

Nane: capsw

Session: 1



Admin State: disabled

Oper State: down

Oper State Reason: Session_Admin_Shut
Config Success: yes

Config Fail Reason:

Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 0
Filter: capsw 1-1

Packet Capture Filter Info

Nane: capsw 1-1
Protocol: 0
Ivlan: 0
Ovlan: 0
Src Ip: 0.0.0.0
Dest Ip: 0.0.0.0
Src Ipvé6: i
Dest Ipv6: -
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0
Dest Port: 0
Et hertype: 2054

Total Physical breakout ports involved in Packet Capture: 0
0 packet captured on disk using switch capture

Reading of capture file from disk is not supported

XEXICMPEESRNEUE, IPHH1ZICMP :

<{froot>

>



show capture capsw det ai

Packet Capture info

Narne: capsw
Session: 1
Admin State: disabled
Oper State: down
Oper State Reason: Session_Admin_Shut
Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 0
Filter: capsw 1-1

Packet Capture Filter Info

Nane: capsw 1-1
Pr ot ocol : 1
Ivlan: 0
Ovlan: 0
Src |p: 198. 51. 100. 100
Dest Ip: 0.0.0.0
Src Ipvé6: -
Dest Ipv6: -
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0
Dest Port: 0
Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

0 packets captured on disk using switch capture



Reading of capture file from disk is not supported

Y g Secure Firewall N B3 e LI 3R X4

EFASASFTD CLIRERIMRRHEIR M. EFTDL , BRI LB CLI copyr TR HS
B E S #E W2 Wi O AT EA R B AR

RNE , BULEERER TF X E #E/ngfw/var/commont | AFEidFile Downloadi£ M
FMCH T8z X+

X TFiwOEEEA , FRAME KR DO WRERIE MR

ASA

HATULT S BRIEASA CLI LW ERNZBR GRS -
1. Z L3R -

<#root>

asa#

capture capsw switch stop

2. HABRLSFEEFL , A2 THRXHA.

<tfroot>

asa#

show capture capsw det ai |

Packet Capture info

Nanme: capsw
Session: 1

Adm n State: di sabl ed
Qper State: down

Oper State Reason: Session_Adm n_Shut



Config Success: yes
Config Fail Reason:

Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfil e:

Pcapsize:
Filter:

/mnt/disk0/packet-capture/

sess- 1- capsw- et her net - 1- 1- 0. pcap

139826
capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
886 packets captured on disk using switch capture

Reading of capture file from disk is not supported

3. EACLI copymn S XHSHEIERB#R

<{froot>
asa#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap ?

cluster: Copy to cluster: file system
di skO: Copy to diskO: file system
di sk1: Copy to diskl: file system
fl ash: Copy to flash: file system

ftp: Copy to ftp: file system
running-config Update (merge with) current system configuration



scp: Copy to scp: file system

snb: Copy to snb: file system

startup-config Copy to startup configuration

system Copy to system file system

tftp: Copy to tftp: file system
asa#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap tftp://198.51.100. 10/

Source filenane [/packet-capture/sess-1-capsw et hernet-1-1-0.pcap]?
Destination filenane [sess-1-capsw ethernet-1-1-0.pcap]?
Copy in progress...C

139826 bytes copied in 0.532 secs

FTD

BATUAT SR, WEFTD CLIEMWREIBRGBAERX M4 |, HREEFFBEIHIES L MEO G
MRS5S -

1. % B HICLI :

<{froot>
>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Click 'Ctr1+a then d' to detach.
Type help or '?' for a 1list of available commands.

firepower>

enabl e

Password:

<-- Enter

firepower#

2. Z 1K -

<#root>
firepower#

capture capi switch stop



3. WINEIRAEE L, ARTHRXHSE -

<#root>
firepower#

show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1

Admi n State: di sabl ed
Qper State: down

Oper State Reason: Session_Adm n_Shut

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture:

Physical port:

Slot Id: 1
Port Id: 1
Pcapfil e:

/mnt/disk0/packet-capture/

sess- 1- capsw- et hernet - 1-1- 0. pcap

Pcapsize: 139826
Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: -

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00

Src Port: 0

1



Dest Port: 0
Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
886 packets captured on disk using switch capture

Reading of capture file from disk is not supported

4. ERCLI copyir S X H5 HEIIZRE B 45,

<#root>
firepower#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap ?

cluster: Copy to cluster: file system
diskO0: Copy to diskO: file system
diskl: Copy to diskl: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
running-config Update (merge with) current system configuration
scp: Copy to scp: file system

smb: Copy to smb: file system
startup-config Copy to startup configuration
system: Copy to system: file system
tftp: Copy to tftp: file system

firepower#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap tftp://198.51.100. 10/

Source filename [/packet-capture/sess-1l-capsw-ethernet-1-1-0.pcap]?
Destination filename [sess-1-capsw-ethernet-1-1-0.pcap]?
Copy 1in progress...C

139826 bytes copied in 0.532 secs

WITLLT S5 | @IFile Downloadik T MFMCUR £ 53R ST -
1. 213K -

<{froot>
>

capture capsw switch stop

2. WINBRASEEFL |, HIETXH B MTEAVHIR AR E



<tfroot>
>

show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1

Adm n State: di sabl ed
Qper State: down

Qper State Reason: Session_Adm n_Shut

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 1

Pcapfil e: / mt / di sk0/ packet - capt ur e/ sess-1- capsw et her net - 1- 1- 0. pcap
Pcapsize: 139826

Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: M-

Dest Ipvé6: M-

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
886 packets captured on disk using switch capture
Reading of capture file from disk is not supported



3. REITREXHANRIRER

<#froot>
>

expert

admin@firepower:~$

sudo su

root@firepower:/home/admin

4. FHEIR U & ) El/ngfw/var/common/ :

<#root>
root@KSEC-FPR3100-1:/home/admin

cp / mt/ di skO/ packet - capt ure/ sess- 1- capsw et her net - 1- 1- 0. pcap / ngf w/ var/ conmon/

root@KSEC-FPR3100-1:/home/admin

I's -1 /ngfw var/common/sess*

-rwxr-xr-x 1 root admin 139826 Aug 7 20:14

/ ngf w/ var / common/ sess- 1- capsw- et her net - 1- 1- 0. pcap

-rwxr-xr-x 1 root admin 24 Aug 6 21:58 /ngfw/var/common/sess-1-capsw-ethernet-1-3-0.pcap

5. EFFMC L , ##Devices > File Download :



Firewall Management Center [
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— —
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umma as QAN lmudich dashbosed]
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6. EBFTD , B4t , /5 ¥ HDownload :
Firewall Managemen nter
£ ewal a ag? ent Cente Overview Analysis Policies Devices Objects Integration Deploy Q ﬁo 43 @ lsb_comain | adminw vl

eat Defense CLI Packet Capture

Device

FPR3100-1 -

File

56535~ 1-capsw-ethernet=1-1-0.pcap

NE M B E L HRERE. REMZESKE
AR :

s THESZARBRINBREBELTE , B RREF IR BR2ELTEIRES. ZHEH
2NREZHRALTFLSBUEIRERROR : Failed to enable session , as limit of 1 active
packet capture sessions reached”,

o ToIEMIBRIE BN MY R IR LR

- TR ARRF EHNRBRYER, AR X0S XX,

o RTHBRAZFRLEHIFEFEFHIRED , fdump, decode. packet-number, traceZ.,

« ¥FZERASA , BFEZO LVBRNBREAFBEEDPHTERE, NEEEREPZIERER
HL7E3E Din_data_uplink1 Fin_mgmt_uplink1 L 33K,

XRETTACRHIPRESHREAB RV RESKEIIEK




o EEENRBRS,

- ERAMRILIEER.

- BLEMRTIEEEN , EERNATHRIEQIPH UK R,

o iR A A FIEEm A/ Hpacket-length , ABFSEEE1518F T HBINETRE, FEMN K
NESFHERNBIESREEM , RZTFR,

- REZTEREZHPX KD,

« B EEshow cap <cap_name> detaildr % i tH P #IDrop Count, —BEREIE AP X K/NRE , &
AT Bt B8 m,

HXER
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