I F Firepower ¥ 4 kx4
=]

ErblN

REH

KR

FAHY4E

36 UIF ER 44 AR AS
FMCER 4 R 7

FMC Ul

FMC CLI

FMC REST-API
FMCHFEHEBR S 4
FTD=XFirepowert&RCLI
FTDkFirepowert& 3 4 B& £ BR 3 4
FDMER 4 kiR s

FDM Ul

FDM REST API

FTD CLI

FTD SNMP
FTD#k B HE BR 3 44
FXOSE 4R A
FCMAF R

FXOS CLI

FXOS REST-API

FXOS SNMP
FXOS#lfEshow-tech 3 4
FTDE 4 iR A

FTD CLI

FTD SNMP

FMC Ul

FMC REST API

FDM Ul

FDM REST-API
FTD#k B HE BR 3 44
FCMAFRE

FXOS CLI

FXOS REST-API
FXOS#fEshow-tech3 £
ASAE MR AR

ASA CLI

ASA SNMP

ASA show-techX 4

A

5

ofF

Kl




FCMAFRMA

FXOS CLI

FXOS REST-API
FXOS#lfEshow-tech 3 #
Firepowert& 3R 84 iR 25

FMC Ul

FMC REST-API
Firepowert& R CLI
Firepowert& 31 # B B Bk 3244
ASA CLI

ASA show-techX 4

K iFSnort, VDBHISRUKRZ
REBIE TN 5| 2 (Snort) iR AR
FMC Ul

FMC REST-API

FDM Ul

FDM REST API
FTDskFirepower CLI
FTDskFirepowert& 3R i B& 5 BR S 4
1R 2 4% FE (VDB) AR 2R

FMC Ul

FMC CLI

FMC REST-API

FMCH FEHERR S {4

FDM Ul

FDM REST API
FTDEiFirepowert& 3R CLI
FTDkFirepowert& 3 # B& £ BR 3 4
N EE &N

FMC Ul

FMC CLI

FMC REST-API
FMCH B HEBR S {4

FDM Ul

FDM REST API
FTD=kFirepowert&ERCLI
FTD=iFirepowert& 3R i B& 5 BR S 4
£ &1 [5) #

HXEE

st

AR BFirepower B AR AR B 18 TE o

FRFM




ER

BEXRF=mAIR, REST-API, SNMP,

SER A H

ANHEPNEEHRETREXRERNEFHNRZEEN, AXEFEANARRZRAERAR
(BN ) BE., MREHMNELTEIRES , FHRRETHEAARTRBELE,

AXEPNEEETUTHREMBE AR

- Firepower 11xx

- Firepower 21xx

- Firepower 31xx

- Firepower 41xx

. Firepower& ¥ 1 /0:(FMC)hR A<7.1.x

- Firepoweral§ B2{ERL(FX0S)2.11.1.x
- Firepoweri% & & ¥ 25(FDM)7.1.x

- Firepower B BB #E17.1.x

- ASA 9.17.x

19 UE B AR A
FMCH iR 2=

FMCHR# hig 2 T BAfE A BA T A TR 1T 3

- FMC Ul

- FMC CLI

. REST APIiER

- FMCHUFEBERR 3T

. FTDZXFirepowerf&E R CLI

- FTDZFirepowert& R # FE HEBR 3 4

FMC UI
BRBUTHRKUFMC Ul EFMCE AR :
1. EERE>XT .



Firepower Management Center

R Overview Analysis Policies Devices Objects AMP Intelligance Deploy Q, @{:}1 @ admin v
—
Page-level Help Secure Firewall on Cisco.com
How-Tos Firepower Migratien Tool
Name Documentation on Cisco.com Partner Ecosystem
What's New in This Release Ask a Question
Access Controlled Usor Statistics
Provides trafc and intrusion ovent statist Software Download TAC Support Cases
Secure Firewall YouTube 2 [About
Application Statistics -
N}ph:auon Sla._llal'ﬁ_.lli.} 0) admin Ne Mo AW
SEEEEIIECIT adrrin Mo Mo Fosw
Provties & dotadod viow o sdmin No No Barss
Detailed Dashboard (7.0.0) admin No No masw
FlosDastboad sdmin No No rasi
So-wnt\rlnhllmm S.Lallsnc:sl ] admin No No "o sw
i | Cayoa admin No ves ®ass
h .
2RER :
Fir r Managem nter
IEIIISIEL;I : epowe anagement Cente Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q, @{} @ admin v

Cizco Firepower Managemeant Center 4500

Snort3 Version

Rule Update Version
Rulepack Version

Module Pack Version

LSP Varsion

Geolocation Update Vierskon
DB Varsion

Hostname

Cisco Firepower Extensible Operating System (FX-05) 2.11.1 (build154)

Model
Serial Mumber 001234
[Sonware version 7.1.0 {build 30) |
05

Snart Version 2.9.19 (Build 92)

3.1.7.1 (Build 108)
2022-05-02-003-wrt

2703

3070

Isp-rel-20220502-1613
2022-04-25-002

build 354 ( 2022-04-27 19:39:56 )
FMC-4600-2

For technical/system questions, e-mail tac@cisco.com
or call us at 1-B00-553-2447 or 1-408-526-7209

Copyright 2004-2021, Cisce and/or its affliates. All rights reserved.

FMC CLI

ERBRUTSREUEFMC CLI EHFMCEHRRZR,

1. B SSHE R H| B EEFEFMC, 15 E RERMFMRA

Cisco Firepower Extensible Operating System (FX-0OS) v2.11.0 (build 154)

Cisco Secure Firewall

2.7ECLI EEfTshow versiondi$ :

> show version

........... [ FMC-4600- 2. ci sco. com ]

uul D

Rul es update version

LSP version
VDB versi on

Managenent Center 4600 v7.1.0 (build 90)

: Cisco Firepower Managenent Center 4600 (66) Version 7.1.0 (Build 90)
: alOed34e-d127-11e8- b440- 728439d95305

2022- 05- 02- 003-vrt
| sp-rel -20220502- 1613
354

FMC REST-API




BBUTSBRIBLIFMC REST-APIE R IEFMCE MR A, {#£HREST-APIZ kI8 iF 54 AR 4]
EABIF | curiBEA :

1. BREHWIETHE

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23' | grep -i X-auth-access-token
<X-aut h-access-token: 9408fe38-c25c-4472-b7e6-3571bb4e2b8d

2. 1% Ltk 2= i 9 fif Al X-auth-access-token:

# curl -k -X GET 'https://192.0.2.1/api/fmc_platform/vl/info/serverversion' -H 'X-auth-access-

token: 9408fe38-c25c-4472-b7e6-3571bbd4e2b8d’ | python -m json.tool
{
"links": {
"self": "https://192.0.2.1/api/fnc_platform vl/info/serverversion?offset=0&imt=25"
I
"items": [
{

"serverVersion": "7.1.0 (build 90)",

"geoVersion": "2022-04-25-002",

"vdbVersion": "build 354 ( 2022-04-27 19:39:56 )",
"sruVersion": "2022-05-04-001-vrt",

"l spVersion": "lsp-rel-20220504-1121",
"type": "Server Version"
}
I
"paging": {
"offset": O,
"limt": 25,
"count": 1,
"pages": 1
}
AX S FHFER python -m json.tool"E 5 A FA&E (L JSONER M E , B HER.
FMCH REHEBR S

BRUT SRR FEHEBR XA PR FMCE IR A

1. FTFF S FEHE R ST H S & ST J <filename>.tar/results-<date>—xooooxx/dir-archives/etc/sf/
2. T FF X #ims.confH 3% E 4 3 SWVERSIONFHISWBUILDHI 4T

# pwd
/var/tnp/results-05-06-2022--199172/dir-archives/etc/sf/
# cat ims.conf | grep -E "SWVERSION|SWBUILD"

SW/ERSI ON=7.1.0

SVBUI LD=90

FTDE Firepowert3RCLI

BREBUTSBREILFTD CLIZFirepoweriE3RCLI £ BIFMCE AR AN

1. B SSHF 4| A EE B EFTD, X FFirepowertEiR | &&i3 SSHE @I session sfrin s M
ASA CLIA A1 #3R .



2. BTERBT.

> expert
adm n@ pr 2k- 1: ~$

3.fEFirepowertE 3R EiZ{Tless /ngfw/var/sf/detection_engines/<UUID>/ngfw.rules @5 % , 1E
Firepowert3R L iZ1Tless /var/sf/detection_engine/<UUID>/ngfw.rules &+ H 1 EfTDCRRAS :

adm n@ pr 2k- 1: ~$ less /ngfw/var/sf/detection_engines/65455e3a-c879-1lec-869a-
900514578£f9f/ngfw.rules

#H### ngf W r Ul es #HBHHHHHH AT H T R R R R R R #
# AC Nane : FTD- ACP- 1652807562 # Policy Exported : Tue May 17 17:29:43 2022 (UTC) # File Witten

Tue May 17 17:31:10 2022 (UTC) # # DC Version : 7.1.0-90 0S: 90
# SRU . 2022-05-11- 001-vrt
# VDB . 354

#
BHARBHABHHHHH AR R R R R R R R A H R R R R R AR R AR

FTDER Firepower s 3R i B 5 B& 32 4+
BB T Z BRI IEFTDE Firepowert& 3R # FE HEBR X4 FIFMCER 44 IS

1. MRXHREFTD LERK |, BT SEHERR XX 4 FH 5in 2 K <filename>-troubleshoot
tar/results-<date>—xxxx/file-contents/ngfw/sf/detection-engines/<UUID>/, X4 F
Firepowert&3R | Sfin & X # K <filename>-troubleshoot .tar/results-<date>—xoooo/file-

contents/var/sf/detection-engines/<UUID>/
2. fTFngfw.rules X ¥ H % E1TDCRR S :

# pwd

/var/tnp/resul ts-05-06-2022--163203/fil e-contents/ ngfw var/sf/detection_engi nes/5e9f a23a- 5429-
1llec-891e- b19e407404d5

# cat ngfw.rules

#### ngfw. rul es

HHHBHBHHRHBH I HH BRI BB A AR AR R AR R AR R R R

#

# AC Name . FTD- ACP- 1652807562

# Policy Exported : Tue May 17 17:29:43 2022 (UTQ)
# File Witten : Tue May 17 17:31:10 2022 (UTQ)
#

# DC Version : 7.1.0-90 o0S: 90

# SRU : 2022-05-11-001-vrt

# VDB . 354

#

HUHHHHHHHHHH B R R R R R R R R R R R R R R RS S
FDM#R 4R 2
A4 DA TS B IEFDMER AR AR A

- FDM Ul

- FTD CLI
- FTD SNMP# 1)



FTDHUFEHERR 3 44

- FDM REST API
FirepowerdlF B Ee5(FCM)A F & mE
- FXOS CLI

FXOS REST API

- FXOS#HlL & show-tech3X 4

FDM UI

EWUFFDM Ul ERYBRAFRRA | 1B W Lk s

alale oo Manage ) - [ . admin
cisco : e e : Monitoring Policies Dbjects Device: KSEC-FPR2100-.. . Administrator
Mode [Software | vODB Intrusion Rule Update Cloud Services High Availabiiity
Cisco Flrepower 2120 Threat Defense 7.1.0-90 346.0 20211110-1348 Mot Registered | Register Mot Configured
Interfaces Routing Updates
Geolocation, Rule, VDB, System Upgrade,
Enabled 3 of 17 Security Intelligence Feeds
View All Interfaces B View Configuration » View Configuration >

RBUTZEREITFDM REST-APIEREIEFDME M AS, 1#HREST-APIE F im0 iE #4448 o
EAH|H | ERcurl:

1. BREHARIETHE

# curl -k -X POST --header 'Content-Type: application/json' --header 'Accept: application/json'
-d '{ "grant_type": "password", "username": "admin", "password": "Admin#1324" }'
'https://192.0.2.2/api/fdm/latest/fdm/token’

{

"access_token":

" eyJhbGciOiJIUZI1INiJ9.eyIpYXQiOjE2NTIYNDkSNTcsInN1YiI6ImFkbWluIliwianRpIjoiNDk3MmRjNjAtZDBmMi0xMW
VjLTk4ZWMtNDA1ZTQwODkwMDV] IiwibmJImIjoxNjUyMjQ50TU3LCI1eHALIOjE2NTIYNTE3NTcsInJlZnJ1lc2hUb2t1bkV4cG
1yZXNBACI6MTY1MJII1MjMINZQINywidGI9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAWlkIjoiYTU3ZGVMMjgtY2M3MC
0XMWVJLTk4ZWMt Zjk4ODEXNjNj ZWIWIiwidXN1clJvbGUiOiJSTOXFX0FETUlOIiwib3JdpZ2luljoicGFzc3dvemQiLCJdlc2
VybmFtZSI6ImFkbWluInO.lJLmHAdAJ2jaVRmpdXF6qg48gdBcyRuit94DLobCJILI" ,

"expires_in": 1800,

"refresh_expires_in": 2400,

"refresh_t oken":

"eyJhbGeci G JI Uzl INi J9. eyJpYXQ O E2NTI zOTQXN; ksl nNLYi | 61 mFkbW ul i wi anRpl j oi MGUONG xYzQ ZDI OM OxMW
Vj LTk4ZWMt YTI | OTl KZGMAMN2YO! i wi bmdmd j oxNj UyMzkOMTYSLCII eHAI G E2NTI zOTYLN ksl nFj Y2Vzc1Rva2VuRXhwaX
JI cOFOI j oxNf UyMzk1OTY5MDeWLCIyZWZy ZXNo@91bnQ O 0xLCIO0b2t | bl R5cGUi G JKVIRf UmvVntmvzaCl sl nVzZXJVdW
I kl'joi YTU3ZGVnmM gt Y2MBMCOXMAWj LTk4ZWMt Zj KAODEXN] Nj ZW W i wi dXNI ¢l JvbGUi G JSTOXFXOFETU O i wi b3JpZ2
luljoi cGzc3dvenQ LCI1c2Vybntt ZSI 61 nFkbW ul n0. AvgaO-i sDj QB527d3QNZQb7AS4a9ea5w bYUn- AQaPw',



"t oken_type": "Bearer"
}
2ENEWRFERLRTHEE :

# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUZI1INiJ9.eyJIpYXQiOjE2NTIYNDk5NTcsInN1YiI6ImFkbWluIiwianRpIjoiNDk3MmRNjAtZDBmMi 0xXMWV
jLTk4ZWMtNDA1ZTQwODkwMDV3 I iwibmImIjoxNjUyMjQ50TU3LCI1eHALIOFE2NTIYNTE3NTcsInJ1ZnJI1lc2hUb2t1bkV4cGl
YZXNBACI6MTY1M3jI1MiMINZQ1NywidG9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1kIjoiYTU3ZGVmMM] gt Y2M3MCO
XMWV LTk4ZWMtZjk4ODEXNjNjZWIwIiwidXN1lclJvbGUiOiJSTOXFX0FETUlOIiwib3JpZ21luIljoicGFzc3dvemQiLCJd1lc2V
ybmFtZSI6ImMFkbWluInoO.lJLmHAAJ2jaVRmpdXF6gg48gdBcyRuit94DLObCJILI "

'https://192.0.2.2/api/fdm/v6/operational/systeminfo/default’ | grep -i software
"sof twareVersion" : "7.1.0-90",

"sof twareVersion" : "7.1.0-90",

FTD CLI

RIS P SRR

FTD SNMP

BRI D H SRR
FTD# PRk R 32 4

BRI D PR SRR

FCMAF M|

FCM7EFirepower 4100F1Firepower 9300% % Ea] . ZERERD P IS TRIBAE,
FXOS CLI

BRI D PR SRR

FXOS REST-API

BRI D PR SRR
FXOS#HL$&show-tech3X#

BRI D PR SRR
FXOSH#FhR 2

FXOSH ki 2= A 6 A LA T Tt 17 0

. FCM Ul ( {XBRFirepower 4100/9300 )
- FXOS CLI

- FXOS REST API

- FXOS SNMP# i

- FXOS#Hlfshow-tech3X#F,



FCMAF S|

ERUFFCM Ul EBIFXOSE RS |, B 7E = I £k A Version:

LTIV Interfaces Logical Devices Security Modules Platform Settings

KSEC-FPROK-I-A 10.62.148.239

Model:  Cisco Firepower 9300 Security Apphance AC | Version: 2.11(1.154) | Operational State: Operable

Network Module 2
2

Hetwork Modulbe 1

N . - —-— |

T

Chassis Uptims

Hetwork Module 3 : Empty

Systern  Tooks

27:00:71:03

Help  admin

(UE2

@ secuity Module 1 - Yp B | @ security Moduie 2 - Up =
@ socurity Moduls 3 - yp M | @ rower 1 - Running T @ power 2 - Runming
FXOS CLI
Firepower 4100/9300

EBRUTSREUEFXOS CLIERFXOSE MRS
1. BHFEEI 2 A SSHEE,

2. Y1 2038 B R 5% 3= {Tshow firmware monitorin 5

firepower # scope system
firepower /system# show firmware monitor
FPRM

Package-Vers: 2.11(1.154)

Upgr ade- St at us: Ready

Fabric Interconnect A
Package-Vers: 2.11(1.154)
Upgr ade- St at us: Ready

Chassi s 1:
Server 1:
Package-Vers: 2.11(1.154)
Upgr ade- St at us: Ready
Server 2:
Package-Vers: 2.11(1.154)
Upgr ade- St at us: Ready
Server 3:
Package-Vers: 2.11(1.154)
Upgr ade- St at us: Ready

# FTDAYFirepower 1000/2100/3100
REBUT SR UEFXOS CLILHIFXOSHHFhRA :

1. B SN2 8 EERNSFTDISSHE R,

MR ESFTDHWSSHIER: , E#EFTD CLISH EiZ1Tconnect fxosHH :

> connect fxos

2. Y1 B)38 B R Hi1= 1Tshow firmware detaildi$:




firepower # scope system
firepower /system# show firmware detail
Version: 7.1.0-90
Startup-Vers: 7.1.0-90
MANAGER:
Boot Loader:
Fi r mnvar e- Vers: 1012. 0200. 0213
Rommon- Vers: 1.0.12
Fpga- Vers: 2.0.00
Fpga- Gol den- Vers:
Power - Sequencer - Vers: 2.13
Fi rmvar e- St atus: OK
SSD- Fw Vers: 0147
System
Runni ng- Vers: 2.11(1.154)
Platform Vers: 2.11.1.154
Package-Vers: 7.1.0-90
Startup-Vers: 2.11(1.154)
NPU:
Running-Vers: 2.11(1.154)
Platform Vers: 2.11.1.154
Package-Vers: 7.1.0-90
Startup-Vers: 2.11(1.154)
Servi ce Manager:
Runni ng- Vers: 2.11(1.154)
Platform Vers: 2.11.1.154
Package-Vers: 7.1.0-90
Startup-Vers: 2.11(1.154)

K FASAKFirepower 1000/3100 , R FIASAHYFirepower 2100 R &ZFERX T
RBLUT S RBUEFXOS CLI EHIFXOSER#FRR AN -

1. B SN AN ET A EZESR SASARtelnet/SSHIE#,
EEASAZE M telnet/SSHIE#ERT , Z£ASA CLILiZ1Tconnect fxosii T

asa# connect fxos

2. Y1 235 B R4 H1= 1Tshow firmware detailip ©:

firepower # scope system
firepower /system# show firmware detail
Version: 9.17.1
Startup-Vers: 9.17.1
MANAGER:
Boot Loader:
Fi rmnar e- Vers: 1012. 0200. 0213
Rommon- Vers: 1.0.12
Fpga- Vers: 2.0.00
Fpga- Gol den- Vers:
Power - Sequencer-Vers: 2.13
Fi rmnare- Status: K
SSD- Fw Vers: 0147
System
Runni ng- Vers: 2.11(1.154)
PlatformVers: 2.11.1.154
Package-Vers: 9.17.1
Startup-Vers: 2.11(1.154)
NPU:
Running-Vers: 2.11(1.154)
PlatformVers: 2.11.1.154



Package- Vers:

9.17.1

Startup-Vers: 2.11(1.154)
Servi ce Manager:

Runni ng- Vers: 2.11(1.154)

Platform Vers: 2.11.1.154

Package-Vers: 9.17.1

Startup-Vers: 2.11(1.154)

EFAERX T EBEASANFirepower 2100
BB T SBRIIEFXOS CLI EMIFXOSE AR AN

1. B SV ANSSHE Bl /iE#EE , i 5ASAWtelnet/SSHIEE,
EEASAZE M telnet/SSHIE#ERT , Z£ASA CLILiZ1Tconnect fxosii T

asa# connect fxos

2. Y1 235 B R4 H1Z= 1Tshow firmware detail i &

firepower # scope system

firepower /system# show firmware detail
Version: 9.17.1
Startup-Vers: 9.17.1

MANAGER:

Boot Loader:

Fi rmnvar e- Vers: 1012. 0200. 0213

Rommon- Vers: 1.0.12

Fpga- Vers: 2.0.00

Fpga- Gol den- Vers:

Power - Sequencer-Vers: 2.13
Fi rmhvar e- Status: OK
SSD- Fw Vers: 0147
System
Runni ng- Vers: 2.11(1.154)
PlatformVers: 2.11.1.154
Package-Vers: 9.17.1
Startup-Vers: 2.11(1.154)
NPU:

Running-Vers: 2.11(1.154)
PlatformVers: 2.11.1.154
Package-Vers: 9.17.1
Startup-Vers: 2.11(1.154)

Servi ce Manager:
Runni ng- Vers: 2.11(1.154)
PlatformVers: 2.11.1.154
Package-Vers: 9.17.1
Startup-Vers: 2.11(1.154)

FXOS REST-API

Firepower 4100/9300% % X #FXOS REST-API,
Firepower 4100/9300

EBRUT S RIBEIIFXOS REST-APIE R IEFXOSH MR, EAREST-APIE F imi ik E4ix 2
o EARBIR , fEMcurl:

1. BREORIETHE



# curl -k -X POST -H 'USERNAME: admin' -H 'PASSWORD: Ciscol23' 'https://192.0.2.100/api/login’

{

"refreshPeriod": "0",
"token": "1206f6a3032e7bdbeac07cfdd9d5add5cdd948ed4e5£4511535a959aed7ele2£5"

}
2ELERFEATHE

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
1206£6a3032e7bdbeac07cfdd9d5add5cdd948e4e5£f4511535a959aed7ele2£5"
'https://192.0.2.100/api/sys/firmware/install-platform-£fw' | grep -i platformBundle
"platformBundleName": "fxos-k9.2.11.1.154.SPA",
"platformBundleVersion": "2.11(1.154)",

FXOS SNMP

FXOS LKISNMPEL & 7 F A & X FFirepower 4100/9300 FBYASAKIFirepower 2100 £ & X 1%,
Firepower 4100/9300
BB T S BRETISNMPRIEFXOSH 4R

1. WREFXOSLEE TSNMP, BXEEZR . 152 TEFirepower NGFWiZ & L&
SNMP,

2. %14.1.3.6.1.4.1.9.9.826.1.30.47.1.68.CISCO-FIREPOWER-FIRMWARE-
MIB:cfprFirmwareRunningPackageVersion:

# snmpwalk -On -v2c -c cisco 192.0.2.100 .1.3.6.1.4.1.9.9.826.1.30.47.1.6
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.20823 = STRING: "2.11(1.154)"
11.3.6.1.4.1.9.9.826.1.30.47. 1. 6. 25326 = ""
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.25331 = STRING "2.11(1.154)"
11.3.6.1.4.1.9.9.826.1.30. 47. 1. 6. 30266 = STRING "1.0. 18"
11.3.6.1.4.1.9.9.826.1.30.47.1.6.30269 = STRING "1.0.18"
11.3.6.1.4.1.9.9.826.1.30.47.1.6.30779 = ""
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.30780 = STRING "2.11(1.154)"
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.30781 = STRING "2.11(1.154)"
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.32615 = STRING "2.11(1.154)"
11.3.6.1.4.1.9.9.826.1.30. 47. 1. 6. 48820 = STRING "0.0"
EF AN T EHEASARFirepower 2100
RBUT SRBIISNMPRAEFXOSH AR A

1. BREFXOS LEE TSNMP, AXxEELR . 152 EFirepower NGFWik# LS

SNMP,
2. Poll.1.3.6.1.2.1.1.1.08.SNMPv2-MIB::sysDescr.0:

# snmpwalk -On -v2c¢c -c cisco 192.0.2.101 SNMPv2-MIB::sysDescr.0
.1.3.6.1.2.1.1.1.0 = STRING Cisco FirePOMNER FPR-2140 Security Appliance, System Version
2.11(1.146)

# snmpwalk -On -v2c -c cisco 192.0.2.101 .1.3.6.1.2.1.1.1.0
.1.3.6.1.2.1.1.1.0 = STRING GCisco FirePONER FPR-2140 Security Appliance, System Version
2.11(1.146)

FXOS#Hlf&show-tech3 4


https://www.cisco.com/c/zh_cn/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
https://www.cisco.com/c/zh_cn/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5

Firepower 4100/9300
ERUT SR UEFXOSHLFEshow-tech X4 R EIFXOSE AR AR

1. W FFXOSHRA2.7RESERA , i§FE<name>_BC1_all.tar/
FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar 3] 7f sam_techsupportinfo3Z #

3 FRHEMA , EEFPRM_A_TechSupport.tar.gz/ FPRM_A_TechSupport.tard T
sam_techsupportinfo3 .

2. ¥ &“show firmware monitor"#p< 8y % -

# pwd
/var/tnp/20220313201802_F241-01- 11- FPR-2_BC1_al | / FPRM_A TechSupport/
# cat sam_techsupportinfo

" show firmware monitor’

FPRM
Package-Vers: 2.11(1.154)
Upgr ade- St at us: Ready

Fabric I nterconnect A
Package-Vers: 2.11(1.154)
Upgr ade- St at us: Ready

Chassis 1:
Server 1:
Package-Vers: 2.11(1.154)
Upgr ade- St at us: Ready
Server 2:
Package-Vers: 2.11(1.154)
Upgr ade- St at us: Ready
Server 3:
Package-Vers: 2.11(1.154)
Upgr ade- St at us: Ready

Firepower 1000/2100/3100

1. #£<name>_FPRM.tar.gz/<name>_FPRM.tar# T 7 3 #rtech_support_brief
2. & “show firmware detail" @ FHBAH :

# pwd
/var/tmp/£fp2k-1_FPRM/
# cat tech_support_brief

" show firmware detail’
Version: 7.1.0-90
Startup-Vers: 7.1.0-90
MANAGER:
Boot Loader:
Fi rmnar e- Vers: 1012. 0200. 0213
Ronmon- Vers: 1.0.12
Fpga- Vers: 2.0.00
Fpga- Gol den- Ver s:
Power - Sequencer-Vers: 2.13
Fi rmnare- Status: K
SSD- Fw Vers: 0147



System
Runni ng-Vers: 2.11(1.154)
PlatformVers: 2.11.1.154
Package-Vers: 7.1.0-90
Startup-Vers: 2.11(1.154)
NPU:
Running-Vers: 2.11(1.154)
PlatformVers: 2.11.1.154
Package-Vers: 7.1.0-90
Startup-Vers: 2.11(1.154)
Servi ce Manager:
Runni ng-Vers: 2.11(1.154)
PlatformVers: 2.11.1.154
Package-Vers: 7.1.0-90
Startup-Vers: 2.11(1.154)

FTDE R 2
FTDE A AR S 0] 8 FA BA T 3 T 4T IR -

- FTD CLI

. FTD SNMP%1f)

- FTD#FEHERR S 4
- FMC Ul

- FMC REST API

- FDM Ul

- FDM REST API

. FCMAF &M@

- FXOS CLI

- FXOS REST API
. FXOS#HL&show-tech 3 4

FTD CLI
BBLUTSREUFTD CLI EMFTDE AR :
1. RBEENTBERX | FRUATEIIGRFTD CLI

. B#ESSHIFRFTD — FREE A
- MFXOS#2#l & CLI(Firepower 1000/2100/3100)3&33 &5 4 connect ftd ik ]
. B a5 (Firepower 4100/9300) AFXOS CLIAH] :

connect module <x> [console|telnet], E Fx 2 HEEID , AR5

connect ftd [instance] , LR 5% L FIZFEME R,

- NWFELIFTD, EESSHIGRIFTDHRMEL YIS ZREFRUIBTESI A A
2. fECLILEZE{Tshow versiontis 5 :

> show version

------------------- [ firepower |--------------------

Model : Cisco Firepower 2120 Threat Defense (77) Version 7.1.0 (Build 90)
uul D : 1b324aaa- 670e- 11lec- ac2b- e000f Obd3cal



LSP version
VDB versi on

| sp-rel -20220328- 1342

353

FTD SNMP

BRBUUT ZREISNMPRUEFTDE AR A

1. BREBEEH SHASNMP, S FFDMEEMFTD , 55 @£ Firepower FDM_LE & SNMP 3 X4

H# THEHRUTHBEBEL T, BXFMCEEBMWFTD , 55 M EFirepower NGFWi% % LB

IESNMP LA T L B 5 IR
2. #iHO0ID SNMPv2-MIB::sysDescr.05XOID .1.3.6.1.2.1.1.0.:

# snmpwalk -v2c -c ciscol23 192.0.2.2 SNMPv2-MIB::sysDescr.0

SNMPv2- M B: : sysDescr.0 = STRING Cisco Firepower Threat Defense,

Version 9.17(1)

Version 7.1.0 (Build 90),

# snmpwalk -v2c¢c -c ciscol23 192.0.2.2 SNMPv2-MIB::sysDescr.0 .1.3.6.1.2.1.1.1.0

SNMPv2- M B: : sysDescr.0 = STRING Cisco Firepower Threat Defense,

Version 9.17(1)
FMC UI

BRBUTHZRBUEFMC Ul LR FTDERAFRRAS

1. % #£Devices > Device Management:

Version 7.1.0 (Build 90),

ASA

ASA

Policies

Se

Devices Objects AMP Intelligence
—
7 | Device Management | VPN
Device Upgrade Site To Site
NAT Remote Access
Qos Dynamic Access Policy

Platform Setings Troubleshooting

FlexConfig Site to Site Monitoring

Cenificates

Deploy

Troubleshoot

File Download
Threat Defense CLI
Packet Tracer

Packet Capture

[+3 @{5 @ admin~

Reporting

| n

Add Widgets

i Firepower Management Center
aliin P ) g Owerview Analysis
CISCO verview | Dast iy
Summary Dashboard s s
Pronices a summary of sctivity on the appliance
Network x  Threats Intrusion Events Status Geolocation QoS
—
* Unique Applications over Time - X * Top Web A
L] Application
12 i | L
n =
< 4
o | f
o—H |
2 |
0=r T T T T
am 4% a3 A AT Y-S Y
* Traffic by Application Risk - X
Risk » Total Bytes (KB)
1,671,103,043.61
5,902, 30784

v Total Bytes (KB)
54077
5.57

oooo

Application

— X

* Total Bytes (KB)
£,501,473.78

7.42

0.63

0.24

~

2B WA


https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/zh_cn/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html
https://www.cisco.com/c/zh_cn/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html

cIs5co

View By: Domain

Al (14) ® Error (2)

5 LAB-FPRZK
High Availability

A, Firepower Management Center

® Warning (0)

fprak-1{Primary, Active) Snort 3

fip2k=-2(Secondary, Standby) Snort 3

Overview Analysis Policies Devices Objects AMP Deploy Q o&."ﬂ ¢ @ adminv¥
Deployment History
Offline (12) ® Normal (0) Deployment Pending (7) ® Upgrade (0) ® Snort 3 (12) Q, Search Device m
Cha L Access Control
Policy
£
Firepower 2110 with FTD  |7.1.0 NrA Base, Threat (2 more...) 0 LAB-FPRIK-ACL
Firepower 2110 with FTD |7.1.06 MrA Base, Threat (2 more...}

FMC REST API

BRBUTSREIFMC REST-APIKRUEFTDEAFIRA, 2 FREST-APIZ P um I UE 2R A o

Bl | curl EA -

1. EREBRIETHE

# curl -s -k -v -X POST

'Authentication:

Basic'

<X- aut h-access-t oken:

2HRESERENE ., EAZHREST APIERH | HSHENIED,

-u 'admin:Ciscol23'
5d817ef7-£f12f-4dae-b0c0-cd742d3bd2eb

access-tokent® &1 5 & :

'https://192.0.2.1/api/fmc_platform/vl/info/domain’
5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb’

'X-auth-access-token:

"d obal ",
" mn.al nu ,
"e276abec- e0f 2- 11e3- 8169- 6d9ed49b625f "

"d obal / domai n1"

"Domain",

"ef0cf3e9-bb07-8£66-5c4e-000000000001"

"d obal / domai n2"
" mn.al nu ,
"341a8f 03-f 831- c364- b751- 000000000001"

# curl -s -k -X 'GET'
application/json' -H
json.tool
{
"items": [
{
"name" :
"type":
"uui d":
}
{
"name" :
"type":
"yuid":
}
{
"name" :
"type":
"uui d":
}
I,
"links": {
"sel f":

}

"pagi ng": {
"count": 3,
"limt": 25,
"of fset": O,
"pages": 1

}

"https://192.0.2.1/api/frc_platformvl/info/domai

'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken’'

EN

-H

| grep -i X-auth-access-token

£tk &g 5 A X-auth-

-H 'accept:
| python -m

n?of f set =0& i mi t =25"




3. EASUUIDERIRRIZR :

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8£66-5cde-
000000000001 /devices/devicerecords' -H 'accept: application/json' -H 'X-auth-access-token:
5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m json.tool

"items": [
{
"id": "ad4752f 3c-86c¢cc-11e9-8c9a- a3c958bed664",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domain/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ a4752f 3c- 86¢cc- 11e9- 8c9a- a3¢c958bed664"

H
"nanme": "fwl.lab.local",
"type": "Device"

"id": "05e9799c- 94f c- 11ea- ad33- a0032ddb0251",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ef Ocf3e9-bb07- 8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ 05e9799c- 94f c- 11ea- ad33- a0032ddb0251"
H
"nanme": "fw2.lab.local",
"type": "Device"

"id": "c8bef462-49f7-11e8-b2fb-ad9838c6ed90",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ c8bef 462- 49f 7- 11e8- b2f b- ad9838c6ed90"
H
"nanme": "fw3.lab.local",
"type": "Device"

"id": "3c41913a-b27b-11eb-bl1l31-d2e2ce2a368d",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecords/ 3c41913a- b27b- 11eb- b131- d2e2ce2a368d"
H
"nanme": "fw4.lab.local",
"type": "Device"

"id": "48f7f 37c- 8cf 0-11e9- bf 41- f b2d7b740db7",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domain/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ 48f 7f 37c- 8cf 0- 11e9- bf 41- f b2d7b740db7"
H
"nanme": "fwbs.lab.local",
"type": "Device"

"id": "0bla9c94-8ba8-llec-b2fd-932639349084",
"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8£66-5cde-
000000000001 /devices/devicerecords/0bla9c94-8ba8-1lec-b2fd-932639349084"
Y,
"name": "fpr2k-1",
"type": "Device"



3,

4 fERAFHUVIDH% & /B[ UUID:

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-
6d9ed49b625f/devices/devicerecords/0bla9c94-8ba8-1lec-b2£fd-
93263934908d/operational/commands?offset=0&limit=25&command=show%20version' -H 'X-auth-access-
token: £3233164-6ab8-4e33-90cc-2612c19571be' | python -m json.tool

{
"items": [
{
"commandl nput": "show version",
"commandQut put " M- ------a oo [ fpr2k-1 J-------------"u---- \ nMbdel
Cisco Firepower 2110 Threat Defense (77) Version 7.1.0 (Build 90)\nUUI D

0Obla9c94- 8ba8- 11ec- b2f d- 93263934908d\ nLSP ver si on : Isp-rel -20220502- 1613\ nvDB
ver si on B S AN § e e R R \'n\ nGi sco

Adaptive Security Appliance Software Version 9.17(1) \nSSP Operating System Version
2.11(1.154)\ n\nConpi | ed on Tue 30-Nov-21 19:37 GMI by buil ders\nSysteminmage file is

\"di skO:/ mt/boot/install abl es/switch/fxos-k8-fp2k-npu.2.11.1.154. SPA\"\nConfig file at boot was
\"startup-config\"\n\nfpr2k-1 up 10 days 4 hours\nfailover cluster up 57 days 17 hours\nStart-up
time 37 secs\n\nHardware: FPR-2110, 6588 MB RAM CPU M PS 1200 MHz, 1 CPU (6 cores)\n\n\n 1:

Int: Internal-Datal/1 : address is 000f.b748.4801, irgq O\n 3: Ext: Managenent1/1
address is 707d. b9e2.836d, irg O\n 4: Int: Internal-Datal/1l : address is 0000.0100.0001, irq
O\n 5: Int: Internal -Datal/?2 : address is 0000.0300.0001, irq O\n 6: Int: Internal-Control 1/1

address is 0000.0001.0001, irg O\n\nSerial Nunber: JAD213508B6\ nConfi guration |ast nodified by
enable_1 at 04:12:18.743 UTC Wd May 4 2022\ n",
"type": "command"
}
1.
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ e276abec- eOf 2- 11e3-8169-
6d9ed49b625f / devi ces/ devi cer ecor ds/ 0bla9c94- 8ba8- 11ec- b2f d-
93263934908d/ oper at i onal / commands?of f set =0&l i m t =25&comrand=show ver si on"

I8

"pagi ng": {
"count": 1,
"limt": 25,
"of fset": O,
"pages": 1

}

FDM UI

RIS P S BRIBAE,
FDM REST-API
BRI P SRR
FTD#BEEHEBR 324

BB T S BRI UEFTDE PR HEBR S A+ AP RYF TDER A RS

1. 3T FF B BE HEBR XA F 5 E X 4F K <filename>-troubleshoot .tar/results-
<date>—xooooxx/command-outputs/



2. 3T FF 3t ¥ usr-local-sf-bin-sfcli.pl show version.output , 3% F& & Model 91T :

# pwd
/var/tnp/resul ts-05-06-2022--199172/dir-archives/etc/sf/

# cat "usr-local-sf-bin-sfcli.pl show version.output"

-------------------- [ fpr2k-1]--------------------- Model : C sco Firepower 2110 Threat Defense
(77) version 7.1.0 (Build 90)

uul D : Obla9c94- 8ba8- 1lec- b2f d- 93263934908d

LSP version : Isp-rel-20220510- 1044

VDB version . 354

FCMA 5L

3t FFirepower 4100/9300 LHIFTD , EEAFCMHATE B 1R Z "R+ % P RRA”

Overview  Interfaces JICEIEETRWENESEY Security Modules  Platform Settings System Tools Melp  admin

Logical Device List #

Genup By

Security Madule 1 (1 Native instance) 0% (0 of 78] Cores Availabln

Application Version Resource Profile Management 1P Gateway Management Port Status

91627 10,62 145,240 10.62.148,129 Etharet1 /1 @ oot [ o] A

Security Module 2 (0 Instances) 100% (%4 af 4] Cones Avallable

o logical devices on this security module.

Security Module 3 (1 Container instance) 0% (0 of 110) Cones Avallable

FTD-MI-1 Sundskine
[ARpplication Version Fesausce Prafile Management 15 Gateway Manageme cni ot Status
@ oo [ sl g

Type Altributes

+ ISOcbe-chan-1 lic-Bb2a BA015bBACE

FXOS CLI

Firepower 4100/9300_E9FTD
REBUTZREIEFXOS CLIEMFTDEAFRA -

1. BRI 26 8 HSSHEH,

2. Y] Fscope ssa¥iz1Tshow app-instance®

firepower# scope ssa

firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Runni ng Version Startup Version
Depl oy Type Turbo Mode Profile Name Cluster State Cluster Role

asa ASA 1 Enabl ed Ol ine 9.16.2.7 9.16.2.7
Nati ve No Not Applicable None
ftd FTD-MI-1 3 Enabl ed Online 7.1.0.90 7.1.0.90

Cont ai ner No RP110 Not Applicable None



Firepower 1000/2100/3100_ LESFTD
BB T ZREIEFXOS CLI EWFTDE RN -

1. B BN R S EZRBIFTDAISSHIE 1
MR SFTDASSHERE , FEFTD CLISH LiZfTconnect fxostin 53 :

> connect fxos

2. 13255 Bl ssadt iz 1Tshow app-instanceds & :

firepower# scope ssa
firepower /ssa # show app-instance

Appl i cation Nane Slot ID Adm n State Qperational State Runni ng Versi on Startup
Ver sion Deploy Type Profile Name Cluster Oper State Cluster Role

ftd 1 Enabl ed Ol ine 7.1.0.90 7.1.0.90
Nati ve Not Applicable None

FXOS REST-API

BRREUTSRIEIFXOS REST-APIKUEF TDE 4R 2

1 EREHRIETHE

# curl -s -k -X POST -H 'USERNAME: admin' -H 'PASSWORD: cisco' 'https://192.0.2.100/api/login’

{

"refreshPeriod": "0",
"t oken": "28821660bc74e418f3fadc443619d£0387d69e7b150e035£f688bed9d347b4838"

2EMERNRERASHE , HBRIEELZEFTDREEID:

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
28821660bc74e418£3fadc443619d£f0387d69e7b150e035£688bed9d347b4838"
'https://192.0.2.100/api/slot/3/app-inst' | grep -Ei "identifier|version"

"identifier": "FTD-MI-1",

“runni ngVersion": "7.1.0.90",

"hwCr ypt oVersion": "2",
"startupVersion": "7.0.1.84",
"ver si onl nconpati bl eErrorMgr":

FXOS#lfEshow-tech3X 4

BREUT SBREHUEFXOSH Fshow-tech X HHBIFTDE AR S
Firepower 4100/9300_L#IFTD

1.3 FFX0S 2.7REJMRA , i§H<name>_BC1_all.tar/



FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar+ 1] 7 sam_techsupportinfo 3

N FERHRA , EEFPRM_A_TechSupport.tar.gz/ FPRM_A_TechSupport.tar® 3] 7
sam_techsupportinfo3 .

2.7£“show slot expand detail’ , KR ESMNEMNE S :

# pwd
/var/tnp/20220313201802_F241-01- 11- FPR-2_BCl_al | / FPRM_A TechSupport/
# cat sam_techsupportinfo

“show slot expand detail’
Slot: Slot ID: 3 Log Level: Info Adnmin State: Ok Oper State: Online Disk Format State: Ok Disk
Format Status: 100% Cl ear Log Data: Available Error Msg: Application Instance: App Nane: ftd
Identifier: FTD-MI-1

Adm n State: Enabled

Qper State: Online

Running Version: 7.1.0.90

Startup Version: 7.1.0.90

Depl oy Type: Contai ner

Firepower 1000/2100/3100_LYFTD

1. #£ <name>_FPRM.tar.gz/<name>_FPRM.tar T 7 3 #Ftech_support_brief
2. wEE D “scope ssa”F“show slot” :

# pwd
/var/tnp/ fp2k-1_FPRM
# cat tech_support_brief

“scope ssa’ “show slot’
Sl ot:
Slot ID Log Level Adnmin State Operational State

1 Info (0 Ol ine

“show app”

Application:
Narre Ver si on Descri pti on Aut hor Depl oy Type CSP Type I's Default App
ftd 7.1.0.90 N A ci sco Nati ve Appl i cation Yes

“show app-instance detail’

Application Nane: ftd
Slot ID 1

Adm n State: Enabled
Qperational State: Online
Running Version: 7.1.0.90
Startup Version: 7.1.0.90

ASAR AR A
T F A T T EASA B A AR A -

. ASA CLI
. ASA SNMP% i)



. ASA show-techX #

- FCMAF &A@

- FXOS CLI

- FXOS REST API

. FXOS#H1f&show-tech3 44

ASA CLI

BRBLTSRIGIFASA CLI EBIASAFREERR A
1 BT AFMIBEE R EHLL TR 5 [EASA CLI:

- BLig R X B #Ztelnet/SSHiA B Firepower 1000/3100F1Firepower 2100 _EHJASA
- EF B EX T MFirepower 2100 EFXOS#EH ACLIEHE |, HiBidconnect asafn HiEEBIASA
. B a5 (Firepower 4100/9300) AFXOS CLIAH] :

FEE#IR<x> [console|telnet], E P xZEHEID , AfFE#Easa

- SEFEHIASA | EIESSHIFRIASA , SINERINS B FER=UIB TG A5 R
2.7Z{Tshow versionfip $ :

ci scoasa# show version

Cisco Adaptive Security Appliance Software Version 9.17(1)
SSP Operating System Version 2.11(1.154)

Devi ce Manager Version 7.17(1)

Conpi l ed on Tue 30-Nov-21 19:37 GMI by buil ders
Systemimage file is "diskO:/mt/boot/installabl es/swi tch/fxos-k8-fp2k-npu.2.11.1. 154, SPA"

Config file at boot was "startup-config"

ci scoasa up 4 hours 40 mins
Start-up time 1 sec

ASA SNMP
BB T S EIESISNMPI IFASATR IR A -

1. BREBEEH B HASNMP,
2. EFASNMPE F i% % 101D SNMPv2-MIB::sysDescr.05,0ID .1.3.6.1.2.1.1.1.0:

# snmpwalk -v2c -c ciscol23 192.0.2.2 SNMPv2-MIB::sysDescr.0
SNMPv2- M B: : sysDescr.0 = STRING cCisco Adaptive Security Appliance Version 9.17(1)

# snmpwalk -v2c -c ciscol23 192.0.2.2 SNMPv2-MIB::sysDescr.0 .1.3.6.1.2.1.1.1.0
SNMPv2- M B: : sysDescr.0 = Cisco Adaptive Security Appliance Version 9.17(1)

ASA show-tech3Z 4

fEACIscoRBENZ 2 RERFREFRHFRERIT:

Cisco Adaptive Security Appliance Software Version 9.17(1)
SSP QOperating System Version 2.11(1. 154)



Devi ce Manager Version 7.17(1)
FOMA R

BERER S Y SRR

FXOS CLI

BB D P S RRE,

FXOS REST-API

BRERER S Y SRR

FXOS#Hlfshow-tech3X ¥

BB D P S RRE,

Firepowertli 3R ¥ 4 iR 2=

ASA EHIFirepowert& R 2 |HSourcefire & R 5 SFRIY & Fio
A58 A BA TR IR T30 I AR

- FMC UI
- FMC REST-API

- Firepowert&RCLI
- Firepowert& 3R # P& HEBR 32 14
- ASA CLI
- ASA show-techXX #f
FMC UI
RIS TRIEE,
FMC REST-API
BRI P S TRIEE,
Firepowerf3RCLI
KBRBUT SR IFERCL LA Firepowert8E R ER 4 MR AN
1B SSHER B I session sfrip S MASA CLIZERERIH#R

2.7=1Tshow versionip 3 :



> show version

---------------- [ sfr1 J-----------------

Model . ASA5516 (72) Version 7.1.0 (Build 90)
uJl D : ¢c049dad8- c42e-11e9- 986d- bdef f 3ce399e
Rul es update version : 2022-05-10-001-vrt

VDB ver si on : 354

Firepowert& 3R & B HEBR SCHF

BB SRR U AR R B FE BERR ST Y FirepoweriE 3R B RR AR

1. 3T T B PEHE R 3 H 5 fin 2 34F K <filename>-troubleshoot .tar/results-
<date>—xooxx/command-outputs/
2. 3T FF 30 ¥ usr-local-sf-bin-sfcli.pl show version.output , 3% F& & Model 91T :

# pwd
/var/tnp/resul ts-05-12-2022--199172/ command- out put s
# cat "usr-local-sf-bin-sfcli.pl show version.output”

---------------- [ sfr1]----------------- Model : ASA5516 (72) Version 7.1.0 (Build 90)
uuJl D : ¢c049dad8- c42e-11e9- 986d- bdef f 3ce399e

LSP version : 2022-05-10-001-vrt

VDB ver si on . 354

ASA CLI

EASA CLI L iEfTshow module sfr detailsis © H 0 ZEERRA :

asa# show module sfr details
Getting details fromthe Service Mdule, please wait...

Card Type: Fi rePONER Servi ces Software Mdul e
Model : ASA5516

Har dwar e ver si on: N A

Serial Number: JAD222103XA

Fi rmvar e versi on: N A

Software version: 7.1.0-90

MAC Address Range: 7872.5dce.b3b2 to 7872. 5dce. b3b2
App. nane: ASA Fi r ePONER

App. Status: Up

App. Status Desc: Nor mal Operation

App. version: 7.1.0-90

Data Pl ane Status: Up

Consol e session: Ready

St at us: Up

DC addr: No DC Confi gured

Mynt | P addr: 192. 168. 45. 45

Mymt Networ k mask: 255.255.255.0

Mynt Gat eway: 0.0.0.0

Mymt web ports: 443

Mymt TLS enabl ed: true

ASA show-tech3X 4



{5 Fshow module sfr detail ZFBIER1T :

—————————————————— show module sfr detail ------------------
Getting details fromthe Service Mdule, please wait...

Card Type: Fi r ePONER Servi ces Software Mdul e
Model : ASA5516

Har dwar e ver si on: N A

Serial Nunber: JAD222103XA

Fi rmnar e version: N A

Software version: 7.1.0-90

MAC Address Range: 7872.5dce. b3b2 to 7872. 5dce. b3b2
App. nane: ASA Fi r ePONER

App. Status: Up

App. Status Desc: Nor mal Operation

App. version: 7.1.0-90

Data Pl ane Status: Up

Consol e session: Ready

St at us: Up

DC addr: No DC Confi gured

Mgt | P addr: 192. 168. 45. 45

Mgt Networ k mask: 255. 255.255.0

Mgnt Gat eway: 0.0.0.0

Mgt web ports: 443

Mgt TLS enabl ed: true

¥ iFSnort, VDBHISRURRZ
REBEIRN 5| ¥ (Snort) R4

Al i A LA TR & 38 UE Snorthi AS

- FMC Ul

- FMC REST-API

- FDM Ul

- FDM REST API

- FTDE{Firepowert&RCLI

- FTDEkFirepowert& 3 # BE HEBR 3 44

FMC Ul

BRRUTSREUFMC Ul ERBYFTD Snorthir 2 :

1. %&£ Devices > Device Management:



Firepower Management Center —
"C!I's'él‘_;' p e g Overview Analysis Policies "[ Devices Objects AMP Intelligence Deploy Q, @ 4+ @ adminv
Overview | Dashboards /
2 VPN Troubleshoot Reporting
Device Upgrade Site To Site File Download
(et cistiboard)
Summaw DaShboard . NAT Remote Access Threat Defense CLI
Prendcus @ sammary of activity on the appllance
QoS Dynamic Access Policy Packet Tracer
Network = Threats Intrusion Events Status Geolocation Oos Platform Settings Troubleshooting Packet Capture | * | 1l
—
FlexConfig Site to Site Monitoring
Certificates Add Widgets
* Unique Applications over Time = i * Top Web Appli e =X
2 Application * Total Bytes (KB) Application * Total Bytes (KB)
12 (i 540.97 (i} or 5,901,473.78
1 5.57, 0 7.42
m 0.62
B  — =] 0.24
. ‘ . 1
o—H L4
P | S
N |
4 " 413 4T AR S 4D
» Traffic by Application Risk - X
Risk » Total Bytes (KB)
Madium 1,671,103,043.61
5,902, 307.84
2R ESnortfRr¥ :
Firepower Management Center
'EII';EI‘__;' P - g ) Overview Analysis Policies Devices Objects AMP Deploy Q “Gﬂ 4+ @ adminv
Deployment Histary
View By: Domain -
Al (14) ® Error (2) ® Warning (0) Offline (12) ® Normal (0) Deployment Pending (7) ® Upgrade (0) ® Snort 3 (12) Q) Search Device m
—
Collapse All
Name Model Vrsion Chassis Licenses Access Control Group
Policy
A
LAB-FPRZK r
High Availability :
"’m'ﬂp"im’“"’“ﬁ"’ Firepower 2110 With FTD 7.1.0 NFA Base, Threat (2 more..) @ LAB cL 1
192.0.2.140
:“’2" 2(Secundary, Standby) | [SEE Eiwepower 2110 with FTD 7,10 NiA Base, Threat (2 mere..)  LAB-FPR2K-ACL :
92.0.2.149 H

FMC REST-API

BBLUTSBREIFMC REST-APIMUEFTD Snorthk K, {fAREST-APIZE i 36 ik 4R K,
fBidr | & Acurl:

1. BEREGBIETHE

# curl -k -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken’
'Authentication: Basic' -u 'admin:Ciscol23' | grep -i X-auth-access-token
<X-aut h- access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb

it Bl 8 A X-auth-

2HEAESRENE. EAZHREST APIEAF | HSHESNIE,
access-tokent® &1 5| K :

-s -v -H

-k -X
application/json'

'GET"'
-H

# curl -s 'https://192.0.2.1/api/fmc_platform/vl/info/domain' -H 'accept:

'X-auth-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb’ | python

json.tool

"items": [

nane": "d obal ",

(RN

-m




"type": "Domain",
"uui d": "e276abec-e0f 2-11e3-8169- 6d9ed49b625f "

I8
{
"name": "Global/domainl",
"type": " Domain",
"yuid": "ef0cf3e9-bb07-8£66-5c4e-000000000001"
I8
{
"nane": "d obal / domai n2",
"type": "Domain",
"uui d": "341a8f03-f831-c364-b751- 000000000001"
}
1.
"links": {
"self": "https://192.0.2.1/api/fnc_platforn vl/info/domai n?offset=0&1imt=25"
I8
"pagi ng": {
"count": 3,
"limt": 25,
"of fset": O,
"pages": 1
}

.EAFBUUIDERRZ IR

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8£66-5cde-
000000000001 /devices/devicerecords' -H 'accept: application/json' -H 'X-auth-access-token:
5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m json.tool

"items": [

"id": "ad4752f 3c-86c¢cc-11e9-8c9a- a3c958bed664",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domain/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ a4752f 3c- 86¢cc- 11e9- 8c9a- a3¢c958bed664"
H
"nane": "fwl.lab.local",
"type": "Device"

"id": "05e9799c- 94fc- 1llea- ad33- a0032ddb0251",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domain/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ 05e9799c- 94f c- 11ea- ad33- a0032ddb0251"
|
"nane": "fw2.lab.local",
"type": "Device"

"id": "c8bef462-49f7-11e8-b2f b-ad9838c6ed90",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ c8bef 462- 49f 7- 11e8- b2f b- ad9838c6ed90"
|
"nane": "fw3.lab.local",
"type": "Device"
|
{



"id": "3c41913a-b27b-11eb-bl31-d2e2ce2a368d",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecords/ 3c41913a- b27b- 11eb- b131- d2e2ce2a368d"
H
"nane": "fw4.lab.local",
"type": "Device"

"id": "48f7f37c-8cf0-11e9-bf41-fb2d7b740db7",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ 48f 7f 37c- 8cf 0- 11e9- bf 41- f b2d7b740db7"
|
"name": "fwb.lab.local",
"type": "Device"
|
{
"id": "0bla9c94-8ba8-llec-b2fd-93263934908d4",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domain/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ 0b1a9c94- 8ba8- 11ec- b2f d- 93263934908d"
|
"name": "fpr2k-1",
"type": "Device"
|

4 7 BER P EABUUIDMIR /A 8RUUID:

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8£66-5c4e-
000000000001 /devices/devicerecords/0bla9¢c94-8ba8-1lec-b2£fd-93263934908d4' -H 'X-auth-access-
token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb ' | python -m json.tool | grep -i snort

"snortVersion": "3.1.7.1-108",
"snortEngine": "SNORT3",

FDM UI

BB T HZREUFDM Ul EMFTD SnorthiR s :

1. EE"EMTE:



| ) i 5 == — i -
el Firepower Device Manager = C' : . @ @ ' Admi
CI5Co Monitoring Policies Objects Device: KSEC-FPR2100-... . Administrator

Model Software VDB Intrusion Rule Update Cloud Senvices High JAvailability
Cisco Firepower 2120 Threat Defense 7.1.0-90 346.0 20211110-1348 4 Not Registered | Register Not Configured

2120 Threat Defense

e Gee@a@@® ... T
FrdNEEE OO0
Interfaces Routing Updates System Settings
Connectec There are 3t ites ye Geolocation, Rule, VDB, System Upgrade, Management Access
Enabled 3 of 17 Security Intelligence Feeds Logging Settings
DHCP Server | Relay
View All Intarfaces ? View Configuration > View Configuration > AT ety
DDNE Service
DNG Sarver
2.5 ESnort# W 5| %
alvaln . i o = —_— . admin
Firepower Device Manager P ; ) H )
cisco pros vike hTiEg Monitoring Policies Objects Device: KSEC-FPR2100-... @ @ @ . Administrator

Device Summary

Updates

Geolocation - ; VDB Security Intelligence Feeds
Latest Update on 05 May 2022 Latest Update on 05 May 2022

Confi -]
Configure Configure e

" . Set recurring updates
Set recurring updates Set racurring updates 9

ATE F
UPDATE FROM CLOUD v UPDATE FROM CLOUG |~ UPDATE FROM CLOUD

System Upgrade Intrusion Rule :
Current version 7.1.0-90 Latest Update on 05 May 2022
Gonfigure Snort

Set recurring updates

Inspection Engine: 3.1.7.1-108|Downgrade to 2.0

Snort is the main inspection engine in Firepower Threat
LlnEamaleely v Defense. It is used for intrusion and file policy analysis,
SEL decryption, and layer 7 inspection. See mare

FDM REST API

BB T SBRIBENFDM REST-APIER K IESnorthk A, fFFAREST-APIEFiwiiE AR, f£A
Bilsh | EBcurl:

1. BREHRIETHE

# curl -k -X POST --header 'Content-Type: application/json' --header 'Accept: application/json’'
-4 '{ "grant_type": "password", "username": "admin", "password": "Admin#1324" }'
'https://192.0.2.2/api/fdm/latest/£fdm/token’

{

"access_token":

" eyJhbGciOiJIUZI1INiJ9 .eyIpYXQiOjE2NTIYNDkSNTcsInN1YiI6 ImFkbWluIiwianRpIjoiNDk3MmRjNjAtZDBmMi0xMW

V3jLTk4ZWMtNDA1ZTQwODkwMDV] IiwibmJImIjoxNjUyMjQ50TU3LCI1eHALIOjE2NTIYNTE3NTcsInJ1ZnJ1c2hUb2t1bkV4cG
1yZXNBACI6MTY1MjI1MiMINZQINywidGOrZW5UeXBlIjoiS1dUX0FjY2VzeyIsInVzZXJVAWlkIjoiYTU3ZGVmM] gt Y2M3MC
0xMWV5jLTk4ZWMt Zjk4ODEXNjNj ZWIWIiwidXN1clJvbGUiOiJSTOxFX0FETUlOIiwib3JpZ21luljoicGFzc3dvemQiLCJdlc2

VybmFtZSI6ImFkbWluInO.lJLmHAdJ2jaVRmpdXF6qg48qgdBcyRuit94DLobCJIJILI",



"expires_in": 1800

"refresh_expires_in": 2400

"refresh_t oken":

"eyJhbGci G JI Uzl 1Ni J9. eyJpYXQ G E2NTI zOTQxN ksl nNLYi | 61 nFkbW ul i wi anRpl j oi MGUONG xYzQ ZDl OM 0x MV
Vj LTk4ZWMt YTI | OTl KZGMAMN2YOI i wi bmdm j oxNj UyMzkOMTY5LCII eHAI G E2NTI zOTY1N ksl nFj Y2Vzc1Rva2VuRxhwaX
JI cOFOI j oxNj UyMzk1OTY5MDewWL Cly ZWZy ZXNo@91bnQ O 0xLCJ0b2t | bl R5cGUi O JKV1Rf UnWntnVzaCl sl nVzZXIVdW
I kl'joi YTU3ZGVMM gt Y2MBMOOXMAW] LTk4ZWht Zj k4ODEXN) Nj ZW wi i wi dXNI ¢l JvbGUi G JSTOXFXOFETU O i wi b3Jpz2
luljoi cGFzc3dvemQ LCI1c2Vybntt ZSI 61 nFkbW ul n0. AvgaO0- i sDj @B527d3QNZCQb7AS4a9ea5w bYUn- A9aPw!

"t oken_type": "Bearer"

}
2.5 EHHREHaccess_tokenfE :

# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUZI1INiJ9.eyJpYXQiOjE2NTIONDU3ODksINN1YiI6ImFkbWluIiwianRpIjoiM2UINjg0YjYtZDJiYSOxXMWV
FLTk4ZWMt ZGI2YjRiYTM1IMTU2IiwibmImIjoxNjUyNDQINzg5LCJI1eHALIOFE2NTIONDc10DksInJ1ZnJI1lc2hUb2t1bkV4cGl
YZXNBACI6MTY1MjQOODE4OTMyNSwidG9rZW5UeXBlIjoiS1dAUX0FjY2VzcyIsInVzZXJVAW1lkIjoiYTU3ZGVMMjgtY2M3MCO
XMWV LTk4ZWMtZjk4ODEXNjNjZWIwIiwidXN1lclJvbGUiOiJSTOXFX0FETUlOIiwib3JpZ21luIljoicGFzc3dvemQiLCJ1lc2V
ybmFtZSI6IMFkbWluInoO.kXtsUu3_WWtOWu9wOmSDfJjwcyiVCa5dgyzNjCGnlF4"'

'https://10.62.148.181/api/fdm/v6/operational/systeminfo/default’ | grep -i snort
"snortVersion" : { "snortVersion" : "3.1.7.1-108",

"snort Package" : "/ngfw var/sf/snort-3.1.7.1-108/snort-75-3.1.7.1-108-daql4.tar.bz2",
"type" : "snortversion

FTD=%Firepower CLI

EFTD CLIL , i=1Tshow snort3 statusii 5

> show snort3 status
Currently running Snort 3

FirepowerfE 3R{X X #Snort 2,
FTD=kFirepower# 3R & P B BR 32 4+

BB LT SR UEFTD & BE HERR 3L #I SnorthiR 2

1. T PR HE R X H 5 fin = 4 K <filename>-troubleshoot .tar/results-
<date>—xoooxx/command-outputs
2. ¥T7F 30 ¥ usr-local-sf-bin-sfcli.pl show snort3.output:

# pwd

/var/tnp/resul ts-05-06-2022--163203/ conmand- out put's

# cat "usr-local-sf-bin-sfcli.pl show snort3.output"”
Qut put of /ngfw usr/local/sf/bin/sfcli.pl show snort3:
Currently running Snort 3

FirepowerfZ 34X Z #Snort 2,
R BWEFE (VDB)R 2=
A A LA T IR T3 U VDBRR A

- FMC UI
- FMC REST-API



- FDM UI

FMC B HE BR ST

- FDM REST API

FTD CLI

- FTD=}Firepowert& 3R # b& HF BR 324

FMC UI

BRBEUTSREUFMC Ul LHYVDBRRZA :

1. G FRRE>KRT :

sl Firepower Management Center

R el s e Overview Analysis Policies Devices Objects AMP Intelligance Deploy Q, @{}1 @ admin v
—
Page-level Help Secure Firewall on Cisco.com
How-Tos Firepower Migratien Tool
Name Documentation on Cisco.com Parner Ecosystem
What's New in This Release Ask a Question
coss Controlied Usor Statistics
F 303 8 and intrusion event statist Software Download TAC Support Cases
Secure Firewall YouTube 2
Application Statistics
Prorfides trafc and it -
cation Statistics (7.1.0] . =
eyl (g admin No No Bass
SRRSO — adrmin No No A ]
Detailed Dashboard i =
Providen's datalled viea: of activity or admin No No ®oss
Deatailed Dashboard (7.0.0) 2 =
Provides a detaded view of activity on the admin Ho No tasw
Files Dashboard
Provides an averview of Malware and File Ev admin No No o 8
e e admin No No mass
Sum Dashboard -
BT D bk S admin No s Basi
2.1 EVDBIRZ:
Ay, Firepower Management Center
cisce o | About Ouerview Analysis Policies Devices Objecta AMP Intelligence Deploy Q, @ &+ @ adminw
. For technical [systermn questions, e-mail tac@cisco.com
Model Cizco Firepower Managemeant Center 4500 or call us at 1-800-553-2447 or 1-408-526-7209
Serial Number 001234
Copyright 2004-2021, Cisce and/or its affliates. All rights reserved.
Soltware Version 7.1.0 (build 90)
035 Cisco Firepower Extensible Operating System (FX-05) 2.11.1 (build154)
Snort Version 2.9.19 (Build 92)

Snort3 Version

Rule Update Version
Rulepack Version

Module Pack Version

LSP Varsion

Goolocation Update Verson

3.1.7.1 (Build 108)
2022-05-02-003-wrt
2703

3070
Isp-rel-20220502-1613
2022-04-25-002

[VDB Varsion

build 354]( 2022-04-27 19:39:56 )

Hostname

FMC-4600-2

FMC CLI

BRBEUTSBRBIFFMC CLI LA VDBRRZS :

1. B SSHE I HI B IEIEIFRIFMC,
2. i=4Tshow version@ s




> show version
----------- [ FMC-4600-2.cisco.com]------------

Model : Cisco Firepower Managenent Center 4600 (66) Version 7.1.0 (Build 90)
uul D : alOed34e-d127-11e8- b440-728439d95305

Rul es update version : 2022- 05-02-003-vrt

LSP version : Isp-rel -20220502- 1613

VDB version : 354

FMC REST-API

BBLUTSREBENEFMC REST-APIRIEVDBIRA, EHAREST-APIEFHBRIEFAFMRA, EAHIH
, fEFcurl:

1. BEREDBIETHE :

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23’ | grep -i X-auth-access-token
<X-aut h- access-token: 7acdb34c-ea85-47bf-83fe-d77b63£012da

2HELERBWNE, EASHREST APIE#F |, HSHESKIEN, FiEifHaHX-auth-
access-tokent® &g 5l & :

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_platform/vl/info/serverversion' -H 'X-auth-
access-token: 7acdb34c-ea85-47bf-83fe-d77b63£012da’ | python -m json.tool
{
"items": [
{

"geoVersion": "2022-05-09-001",

"l spVersion": "lsp-rel-20220510-1044",

"serverVersion": "7.1.0 (build 90)",

"sruVersion": "2022-05-10-001-vrt",

"type": "ServerVersion",

"vdbVersion": "build 354 ( 2022-04-27 19:39:56 )"

}
I
"links": {
"self": "https://10.62.184.21/api/fnc_platform vl/info/serverversion?of fset=08& i mt=25"
I8
"pagi ng": {
"count": 1,
"limt": 25,
"of fset": O,
"pages": 1
}
}
FMC&# PR3k BR 32 4

RERLLT S IRIGUE FMCHEBE HEBR S H Y VDBRR A

1. FT T i EEHE R S H S 01 B X4 S <filename>-troubleshoot .tar/results-<date>—xoooo/dir-
archives/etc/sf/.versiondb
2. 3T FF 30 #Fvdb.confH % Z|4% H CURRENT_BUILDEI1T:



# pwd
/var/tnp/results-05-06-2022--199172/dir-archives/etc/sf/.versiondb
# cat vdb.conf

CURRENT_VERSI ON=4. 5. 0

CURRENT_ BUILD=344

CURRENT_APPI D_VER=82

CURRENT_NAVL_VER=106

EEXEWN LR EVDB:
] P — in E ] admin
CI5Co e : s Monitoring Policies Objects Device: KSEC-FPR2100-... Adrninistrator
Maode! Software VDB Intrusion Rule Update Cloud Senvices High Availability
Cisco Firepower 2120 Threat Defense  7.1.0-90 346.0 | 20211110-1348 Not Registered | Registar Not Configured
=
Interfaces Routing Updates System Settings
Geolocation, Rule, VDB, System Upgrade, ; :
Enabled 3 of 17 Security Intelligence Feeds
View All Interfaces > View Configuration > View Configuration >

ZRUTSREBENFDM REST-APIIE SRR UFVDBIRA, #HAREST-APIZEFimKiF AR, EAX
Bilsh | EBcurl:

1. BREHARIETHE

# curl -k -X POST --header 'Content-Type: application/json' --header 'Accept: application/json'
-d '{ "grant_type": "password", "username": "admin", "password": "Admin#1324" }'
'https://192.0.2.2/api/fdm/latest/fdm/token’

{

"access_token":

" eyJhbGciOiJIUZI1INiJ9.eyIpYXQiOjE2NTIyNDkSNTcsInN1YiI6ImFkbWluIliwianRpIjoiNDk3MmRjNjAtZDBmMi0xMW
VjLTk4ZWMtNDA1ZTQwODkwMDVJ IiwibmJImIjoxNjUyMjQ50TU3LCI1eHALIOjE2NTIYNTE3NTcsInJlZnJlc2hUb2t1bkV4cG
1yZXNBACI6MTY1MJjI1MjMINZQINywidGI9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAWlkIjoiYTU3ZGVMMjgtY2M3MC
0XMWVJLTk4ZWMt Zjk4ODEXNjNj ZWIWIiwidXN1clJvbGUiOiJSTOXFX0FETUlOIiwib3JdpZ2luljoicGFzc3dvemQiLCJdlc2
VybmFtZSI6ImFkbWluInO.lJLmHAdJ2jaVRmpdXF6qg48gdBcyRuit94DLobCJILI" ,

"expires_in": 1800,

"refresh_expires_in": 2400,

"refresh_t oken":

"eyJhbGeci G JI Uzl INi J9. eyJpYXQ O E2NTI zOTQXN; ksl nNLYi | 61 nFkbW ul i wi anRpl j oi MGUONG xYzQ ZDI OM OxMW
Vj LTk4ZWMt YTI | OTl KZGMAMN2YO! i wi bmdmd j oxNj UyMzkOMTYSLCII eHAI G E2NTI zOTYLN ksl nFj Y2Vzc1Rva2VuRXhwaX
JI cOFOI j oxNf UyMzk1OTY5MDeWLCIyZWZy ZXNo@91bnQ O 0xLCIO0b2t | bl R5cGUi G JKVIRf UmvntmvzaCl sl nVzZXJVdW
I kl'joi YTU3ZGVnmM gt Y2MBMCOXMAWj LTk4ZWM Zj KAODEXN] Nj ZW W i wi dXNI ¢l JvbGUi G JSTOXFXOFETU O i wi b3JpZ2
luljoi cGzc3dvenQ LCI1c2Vybntt ZSI 61 nFkbW ul n0. AvgaO-i sDj QB527d3QNZCQb7AS4a9ea5w bYUn- AQaPw',
"token_type": "Bearer"

}



2. fEtk E# R EAHaccess_tokenfH :

# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUZIINiJ9.eyIJpYXQiOjE2NTIONDU3ODksINN1YiI6ImFkbWluIiwianRpIjoiM2UINjgO0YjYtZDJiYSOxXMWV
JLTK4ZWMtZGI2YJRiYTMIMTU2IiwibmImIjoxNjUyNDQINzg5LCJ1leHALiOFJE2NTIONDc10DksInJdlZnJd1lc2hUb2t1bkV4cGl
YZXNBACI6MTY1MjQOODE4OTMYNSwidGIrZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1lkIjoiYTU3ZGVMM]jgtY2M3MCO
XMWV LTk4ZWMt Zjk4ODEXNI NI ZWIWIiwidXN1clJvbGUiOiJSTOXFX0FETUlOIiwib3JpZ21luljoicGFzc3dvemQiLCJ1lc2V
ybmFtZSI6IMFkbWluInoO.kXtsUu3_ WWtOWu9wOmSDfJjwcyiVCa5dgyzNjCGnlF4 "'

'https://10.62.148.181/api/fdm/v6/operational/systeminfo/default’ | grep -i vdb

"vdbVersion" : {

"l ast SuccessVDBDat e" : "2022-05-05 12:44:09Z"

"vdbCurrentVersion" : "346",

"vdbCurrentBuild" : "0",

"vdbRel easeDate" : "2021-08-24 21:48: 15",

"type" : "vdbversion"
FTD= Firepowert&3RCLI

BB TS BREIEFTD CLIZKFirepowert& 3R (SFR)CLI_EHIVDBARAS :
1. B SSHE 2 H| AEZFRFTD, X FFirepowertER | FBISSHE @I session sfrin M

ASA CLIi7 A 43R,
2. 7ECLI_E=E4Tshow versionfis & :

> show version

-------------------- [ fpr2k-1 J---------------------

Model : Cisco Firepower 2110 Threat Defense (77) Version 7.1.0 (Build 90)
uul D : 0bla9c94- 8ba8- 1lec- b2f d- 93263934908d
LSP version : Isp-rel-20220510- 1044

VDB version : 354

> show version

---------------- [ sfr1 J-----------------

Model : ASA5516 (72) Version 7.1.0 (Build 90)
uul D : c049dad8- c42e- 11e9- 986d- bdef f 3ce399e
Rul es update version : 2022- 05-10-001-vrt

VDB ver si on . 354

FTDER Firepowert 3R 4 B 5 Bk 324+
HBEBL T SR IEFTDE Firepower & 3R i FE HEBR 34 A VDBRR A :

1. 3T FF S BE HE R S H S-in B XK <filename>-troubleshoot.tar/results-
<date>—xoooxx/command-outputs/
2. T FF X usr-local-sf-bin-sfcli.pl show version.output , 3 # 2|VDBR 4K 1T

# pwd
/var/tnp/results-05-06-2022--163203/ command- out put s/
# cat "usr-local-sf-bin-sfcli.pl show version.output”

-------------------- [ fpr2k-1 ]---------------------
Model : Cisco Firepower 2110 Threat Defense (77) Version 7.1.0 (Build 90)
uul D : Obla9c94- 8ba8- 1lec- b2f d- 93263934908d

LSP version : Isp-rel -20220510- 1044



VDB version : 354

# pwd

/var/tnp/resul ts-05-12-2022--199172/ command- out put s

# cat "usr-local-sf-bin-sfcli.pl show version.output”

---------------- [ sfr1 ]----------------- Model : ASA5516 (72) Version 7.1.0 (Build 90) UUID :
c049dad8- c42e- 11e9- 986d- bdef f 3ce399e Rul es update version : 2022-05-10-001-vrt VDB version : 354

A= HN S AR A

ARANEFREFTHMEFTHAEANMLERAN, ELERANN EBTRESAR EB LW
MIAARRBIRIE

ZEMNEH(SRU)ER FSnorthi 42 , REZ 28 (LSP)E# & FSnorthx A3,
A5 F LA T & I 36 E SRU/LSPE 4 AR AN -

. FMC Ul

. FMC REST-API

- FMCHFEHERR 3 4

- FDM Ul

- FDM REST API

.- FTD=Firepowert&3RCLI

. FTDE}Firepowert& sk & FE HEBR 3T 4

FMC UI
BREUTSRKIUEFMC Ul LB SRU/LSPRRZA :

1. IR HE>XT :

Fir jer nter
ilisifes I EF}O'-‘\:F? Ma ﬁagement Cente Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q Q@ +] @) admin ¥
cisco naaw | Dash L t ’
Page-level Help Secure Firewall on Cisco.com
How-Tos Firepower Migration Teol
Name Documentation on Cisco.com Partner Ecosystem
What's New in This Release Ask a Question
Access Controlled Usor Statistics
Software Download TAC Support Cases
Secure Firewall YouTube About |
Apgplication Statistics —
Application Statistics (7.1.0) sdmin No No LY
Connaetion Summary ; i Mo Mo ™o w
Detailed Dashboard admin No Mo "a A9
A
Detailed Dashboard (7.0.0) adnin No No *as s
Files Dashboard . admin No No ol
Security Intelligence Stalistics admin No No (=N
Summary Dashboard Al No Yoa ol

2 K ERNERRAFLSPARZ:



'é'l:s:élc',' Fire powgr Ma nagement Center Overview Analysis Policies Devices Objects AMP Intelligence Deploy =} P 4+ @ adminw
Mod . i = . o For technical [systermn questions, e-mail tac@cisco.com
Model Claco Fimpower Management Cenier 4500 or call us at 1-B00-553-2447 or 1-408-526-7200
Senal Number o234
Copyright 2004-2021, Cisco and/or its affillates. All rights reserved.
Soliware Viersion 7.1.0 {build 30)
05 Cisco Firepower Extensible Operating System (FX-05) 2.11.17 (build154)
Snor Viersion 2.8.19 (Build 92)
Snort3 Version 3.1.7.1 (Build 108)
| Rule Update Version 2022-05-02-003-vnt
Rulepack Version 2703
Module Pack Version 3070
| LsP Version Isp-rol- 20220502-1613
Goeclocilion Update Verson  2022-04-25-002
VDB Varsion build 354 { 2022-04-27 19:39:56 )
Hostname FMC-4600-2

FMC CLI

BRBEUTSREUFMC CLI LB SRU/LSPARZA :

1. B SSHE 2 #| A EZ B R FMC,
2. 7£CLI L iE4Tshow version® i $ :

> show version
----------- [ FMC-4600-2.cisco.com]------------

Model : Cisco Firepower Management Center 4600 (66) Version 7.1.0 (Build 90)
uJl D : alOed34e-d127-11e8- b440-728439d95305

Rules update version : 2022-05-02-003-vrt

LSP version : lsp-rel-20220502-1613

VDB ver si on . 354

FMC REST-API

BBUT S RBNEREST-APHEREIEFHFRA, FEAREST-APIEFIRRIEEHERA, EARFIF
, curl# £/ -

1. BREHARIETHE

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23’ | grep -i X-auth-access-token

< X-auth-access-token: 9408fe38-c25c-4472-b7e6-3571bb4e2b8d

2.7 It &= Fh £ A X-auth-access-token:

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_platform/vl/info/serverversion' -H 'X-auth-
access-token: 7acdb34c-ea85-47bf-83fe-d77b63£f012da’ | python -m json.tool
{
"items": [
{
"geoVersion": "2022-05-09-001",
"lspVersion": "lsp-rel-20220510-1044",
"serverVersion": "7.1.0 (build 90)",
"sruVersion": "2022-05-10-001-vrt",
"type": "ServerVersion",



"vdbVersion": "build 354 ( 2022-04-27 19:39:56 )"

}
1
"links": {
"self": "https://10.62.184.21/api/fnc_platform vl/info/serverversion?offset=08& i mt=25"
I8
"pagi ng": {
"count": 1,
"limt": 25,
"of fset": O,
"pages": 1
}
}
FMCH REHERR S 4

REBLUTSBREIIFMCHEHERR X4 P AISRURRA :

1. 3T FF BB HE BR 3044 3 5% B ST K <filename>.tar/results-<date>—xooooxx/dir-archives/etc/sf/
2. 3TF X fsru_versions.conf , 33 E/4 7 Intrusion_Rules_Updatef1T:

# pwd

/var/tnp/resul ts-05-06-2022--199172/dir-archives/etc/sf/
# cat sru versions.conf

Intrusion Rules_Update=2022-04-25-003-vrt

Rul e_Pack=2699

Sour cefire_Decoder Rul e Pack=2088

Sour cefire_Policy_Pack=2763

Modul e_Pack=3066

snort=2.9. 16-4022

RBUTSREIEFMCHESERR X4 AILSPRRAS :

1. 3T FF 5 BE HE R ST 3 3% B ST R <filename>. tar/results-<date>—xooooo/command-outputs
2. FTFF X4 , E#Rvar-sf-lsp -maxdepth 2 -Is.output , F{F F/var/sf/Isp/active-lsp¥ & iZ1T

# pwd
/var/tnp/resul ts-05-06-2022--199172/ command- out put s
# cat "find var-sf-lsp -maxdepth 2 -ls.output"

Qutput of find /var/sf/lsp -maxdepth 2 -1Is:

19138123 4 dr wxr wxr - X 3 ww r oot 4096 May 11 04:01 /var/sf/lsp

19142268 0 | rwxrwxrwx 1 root r oot 33 May 11 04:00 /var/sf/lsp/installed-
Ilsp -> /var/sf/lsp/lsp-rel-20220510-1044

19138299 4 dr wxr wxr - X 5 ww r oot 4096 May 11 04:01 /var/sf/lsp/lsp-rel-
20220510- 1044

19142266 600 - rwxrwxr - x 1 ww r oot 614400 May 10 14:55 /var/sf/lsp/lsp-rel-
20220510- 1044/ 1 sp. i cdb. RELEASE. t ar

19142234 4 dr wxr wxr - X 5 ww r oot 4096 May 11 04:00 /var/sf/lsp/lsp-rel-
20220510- 1044/ nt d_net adat a

19268898 4 dr wxr wxr - X 2 ww r oot 4096 May 10 14:55 /var/sf/lsp/lsp-rel-
20220510- 1044/ i cdb

19138303 4 dr wxr wxr - X 6 ww r oot 4096 May 10 14:51 /var/sf/lsp/lsp-rel-
20220510- 1044/t al os_cont ent

19142269 46640 -rwr--r-- 1 root r oot 47759360 May 11 04:01 /var/sf/lsp/lsp-rel-
20220510- 1044/ 1 sp-rel -20220510- 1044. tar. xz. REL. tar

19142267 4 -1 WXT WXT - X 1 ww r oot 238 May 11 04:00 /var/sf/lsp/lsp-rel-

20220510- 1044/ . snort-versi ons



19142265 4 -1 WXTWXT - X 1 ww r oot 26 May 10 14:51 /var/sf/lsp/lsp-rel-
20220510- 1044/ 1 spd_ver . properties

19139198 260 -rwr--r-- 1 root r oot 264403 Feb 12 03:32 /var/sf/lsp/pigtail -
al | -1644636642. 1 og

19142270 0 lrwxrwxrwx 1 root root 33 May 11 04:01 /var/sf/lsp/active-lsp
-> /var/sf/lsp/lsp-rel-20220510-1044

FDM UI

EERW L |, #EAIntrusion Rule Update:

.|||.|||. BT e L e i1 ]
Cisco e ’ ERSSEE Monitaring Policias Objects device: KSEC-FPR2100-...
Mode Software VDB Intrusion Rule Update Cloud Services High Availability
Cigeo Firepower 2120 Threat Defense 7.1.0-90 346.0 20211110-1348 Not Registered | Register Not Configured
Interfaces Routing Updates System Settings
Geolocation, Rule, VDB, System Upgrada, Ma ent Access
Enabled 3 of 17 Security Intelligence Feads
View All Interfaces > View Configuration > View Configuration b

BRBUTSBRIEBELIFDM REST-APIEREIEVDBARA, EHAREST-APIZEF im il #iiRA, A
Bld | curltfEA :

1. BERE ORI HE

# curl -k -X POST --header 'Content-Type: application/json' --header 'Accept: application/json’'
-4 '{ "grant_type": "password", "username": "admin", "password": "Admin#1324" }'
'https://192.0.2.2/api/fdm/latest/£fdm/token’

{

"access_token":

" eyJhbGciOiJIUZI1NiJ9.eyJpYXQiOjE2NTIyNDk5SNTcsInN1YiI6 ImFkbWluIiwianRpIjoiNDk3MmRjNjAtZDBmMi 0xMW
VjLTk4ZWMtNDA1ZTQwODkwMDVj IiwibmJImIjoxNjUyMjQ50TU3LCI1eHALIOjE2NTIYNTE3NTcsInJlZnJlc2hUb2t1bkV4cG
1yZXNBACI6MTY1MFI1MjMINZQINywidG9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAWlkIjoiYTU3ZGVmMMjgtY2M3MC
0xMWV5jLTk4ZWMt Zjk4ODEXNjNj ZWIWIiwidXN1clJvbGUiOiJSTOxFX0FETUlOIiwib3JpZ21luljoicGFzc3dvemQiLCJdlc2
VybmFtZSI6ImFkbWluInO.lJLmHAdJ2jaVRmpdXF6qg48qgdBcyRuit94DLobCJIJILI",

"expires_in": 1800,

"refresh_expires_in": 2400,

"refresh_t oken":

"eyJhbGeci G JI Uzl INi J9. eyJpYXQ G E2NTI zOTQXN ksl nNL1Yi | 61 mFkbW ul i wi anRpl j oi MGUONG xYzQt ZDI OM OxMWV
Vj LTk4ZWvt YTI | OTl KZGMMN2YO! i wi bmim j oxNj UyMzkOMTYS5LCII eHAI G E2NTI zOTYLN ksl nFj Y2Vzc1Rva2VuRXhwaX
JI cOFO0I j oxN UyMzk1OTY5MDeWLCIy ZW2y ZXNo@91bnQ G 0xLCIO0b2t | bl R5cGUi G JKV1Rf UmVntmvzaCl sl nVzZXJVdW
I kl'joi YTU3ZGVnM gt Y2MBMCOXMAYj LTk4Z\WM Zj KAODEXN] Nj ZW W i wi dXNI ¢l JvbGUi G JSTOXFXOFETU O i wi b3JpZz2
luljoi cGFzc3dvemQ LCI1c2Vybntt ZSI 61 nFkbW ul n0. AvgaO0- i sDj @B527d3QNZQb7AS4a9ea5w bYUn- AQaPw!',

"t oken_type": "Bearer"

}
2.5 EHHREHaccess_tokenfE :



# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUzI1INiJ9.eyJpYXQiOjE2NTIONDU30ODksInN1YiI6 ImFkbWluIliwianRpIjoiM2U1INjg0YjYtZDIiYSOXMWV
FLTk4ZWMtZGI2YFRiYTMIMTU2IiwibmJImIjoxNjUyNDQINzg5LCJ1leHALiOjE2NTIONDc10DksInJ1lZnJlc2hUb2t1bkV4cGl
YZXNBACI6MTY1MjQOODE4OTMYNSwidGIrZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1kIjoiYTU3ZGVmMMjgtY2M3MCO
XMWV LTk4ZWMtZjk4O0DEXNjNj ZWIwIiwidXN1clJvbGUiOiJSTOXFX0FETUlOIiwib3JdpZ21luIljoicGFzc3dvemQiLCJ1lc2V
ybmFtZSI6IMFkbWluInO.kXtsUu3_ WWtOWu9wOmSDfJjwcyivVCa5dgyzNjCGnlF4'

'https://10.62.148.181/api/fdm/v6/operational/systeminfo/default' | grep -Ei "sru|lsp"
"sruVersion" : {
"sruVersion" : "20211110-1348",
"] ast SuccessSRUDat e" : "2022-05-12 18:29:00Z7",
"lspVersions"™ : [ "20211110-1348" ],
"type" : "sruversion"
FTDEkFirepowertiRCLI

BB THSBEIEFTD CLISFirepowert&3RCLI EHISRU/LSPAR A :

1. B SSHER R HI B EREFRFTD, X FFirepowertEiR | & EIISSHE & I session sfrap S M
ASA CLIiH A 43R,
2. 7£CLI L iE4Tshow version® i $ :

> show version
------------ [ FI REPOVERL. ci sco.com]------------

Model : Cisco Firepower 2120 Threat Defense (77) Version 7.1.0 (Build 90)
Uul D : 1cbe9952-cc6f-1lec- bh63a- ae4636e42209

LSP version : lsp-rel-20211110-1348

VDB ver si on . 346

or

> show version
------------ [ FI REPOAERL. ci sco.com]------------
: Cisco Firepower 2120 Threat Defense (77) Version 7.1.0 (Build 90)
uuJl D : 1cbe9952- cc6f - 1lec- b63a- ae4636e42209
Rules update version 2022-05-11-001-vrt
VDB version ;. 346

---------------- [ sfr1 J-----------------

Model : ASA5516 (72) Version 7.1.0 (Build 90)
uJl D : c049dad8- c42e-11e9- 986d- bdef f 3ce399e
Rul es update version : 2022-05-10-001-vrt

VDB ver si on : 354

I INRAFEASnort 2, Nilshow versionii 2 2 RSRUEFRA, BHE R 7T Snort3
LSPhRR A<,

FTDZ Firepowert& 3R # FE B B 30 4+

ERUT S BREUEFTD Firepowert& 3 B FE HE BR 3244 A BY SRU/LSPAR S :

1. FTFF i BE HE BR ST 44 H 5 B ST K <filename>-troubleshoot.tar/results-
<date>—xoooxx/command-outputs/



2. 3T FF 3t ¥ usr-local-sf-bin-sfcli.pl show version.output , 3 # 2|7 8 SRU/LSPhRAM 1T :

# pwd
/var/tnp/resul ts-05-06-2022--163203/ conmand- out put s/
# cat "usr-local-sf-bin-sfcli.pl show version.output”

------------ [ FI REPOAERL. ci sco.com]------------

Model : Cisco Firepower 2120 Threat Defense (77) Version 7.1.0 (Build 90)
uJl D : 1cbe9952-cc6f-1lec- b63a- ae4636e42209

LSP version : lsp-rel-20211110-1348

VDB ver si on . 346

or

# pwd

/var/tnp/resul ts-05-06-2022--163203/ conmand- out put s/
# cat "usr-local-sf-bin-sfcli.pl show version.output”
------------ [ FI REPOAERL. ci sco.com]------------

Model . Cisco Firepower 2120 Threat Defense (77) Version 7.1.0 (Build 90)
uJl D : 70727d06- 8ba7- 11ec- bf cc-999f 61f 27102

Rules update version : 2022-05-11-001-vrt

VDB ver si on . 346

# pwd

/var/tnp/resul ts-05-12-2022--199172/ conmand- out put's

# cat "usr-local-sf-bin-sfcli.pl show version.output"

---------------- [ sfr1]----------------- Model : ASA5516 (72) Version 7.1.0 (Build 90) UU D :
c049dad8- c42e- 11e9- 986d- bdef f 3ce399e Rul es update version : 2022-05-10-001-vrt

VDB ver si on . 354

EARE

BREEID CSCwb34098 #8758 : 7£“show managers’an % tH 1 & 'JRFMCHRR A&

BRRIEID CSCve13470 1858 : £FirePOWER 6.x £ B B4 <0ID

BRIEEID CSCwb85969 1858 : 1£ tFEHERR S 44 8 & “show version” FMC CLISH#s Y %

ERIRIEID CSCvu15709 18358 : X#FSNMP OIDEA R fJFirepowerF & L HISRU/NVDB/GEO1L & fix
piy

HRER

. R AREEEFROREST APIBUEAIIHEE |, RAS7.1
. TEFirepower NGFWi& & L il ESNMP

. BRlFirepowerE i A HREST APIISEE

. BRIFXOS REST APIZ %



https://tools.cisco.com/bugsearch/bug/CSCwb34098
https://tools.cisco.com/bugsearch/bug/CSCve13470
https://tools.cisco.com/bugsearch/bug/CSCwb85969
https://tools.cisco.com/bugsearch/bug/CSCvu15709
/content/en/us/td/docs/security/firepower/710/api/REST/firepower_management_center_rest_api_quick_start_guide_71/About_The_API_Explorer.html
https://www.cisco.com/c/zh_cn/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
/content/en/us/td/docs/security/firepower/ftd-api/guide/ftd-rest-api/ftd-rest-api-intro.html
https://developer.cisco.com/docs/cisco-firepower-chassis-manager-rest-api-reference/

- ABASARB M
- Firepower 1000/2100#1 & £ f5 K 3%3100 ASATIFXOSHR4E S hx 24

- IRERAH
- Firepower3 # 4 B 12 8BS HE BR



/content/en/us/td/docs/security/asa/compatibility/asamatrx.html
/content/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65802
/content/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#id_67425
https://www.cisco.com/c/zh_cn/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
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