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| FTD Mgmt Interface

Firepower mgmt LINA mgmt
CLISH CLI (diagnostic)
Snort Engine (multiple instances)

LINA Datapath (multiple instances)

FTD Data Interface

FTD Data Interface

AR AEMSnort5| ZRFTDREFHMNEER D .
FTIDHEFHEERIGFHBRTEZEOER, TRHES T HEMEOKRKXURFTDHEEN :

FTD Deployment and Interface Modes

Deployment Modes: — Interface Modes:
o0 *RGHtEd - from classic ASA
Transparent — Switched (BVI)
L J
Y — Passive n

from classic ASA —Passive (ERSPAN) | ¢ ioccic

— Inline Pair Firepower IPS

— Inline Pair with tap -

TREETFTIDNARFEZEORXNERFEFAFREABEZ. RRIFREEITFZIH



FTD Deployment FTD Interface mode Forwarding Mechanism
mode

Packet forwarding based on the following order:
1. Connection lookup
Routed Routed 2. Mat lockup (xlate)
3. Policy Based Routing (PBR)
4. Global routing table lookup

1. NAT lookup
2. Destination MAC Address L2 Lookup*

The packet will be forwarded based on the pair
configuration.

The original packet will be forwarded based on
Routed or Transparent  Inline Pair with Tap the pair configuration. The copy of the packet will
be dropped internally

Routed or Transparent  Switched (BVI)

‘ Routed or Transparent  Inline Pair

‘ Routed or Transparent  Passive The packet is dropped internally

Routed Passive (ERSPAN) The packet is dropped internally

ERARATHFTDERELERER THITHREBEER !

| MAC Address vs. Route Lookups

For traffic within a bridge group, the outgoing interface of a packet is determined by performing a destination MAC address
lookup instead of a route lookup.

Route lookups, however, are necessary for the following situations:

« Traffic originating on the Firepower Threat Defense device—Add a default/static route on the Firepower Threat Defense
device for traffic destined for a remote network where a syslog server, for example, is located.

= Voice over IP (VolP) and TFTP traffic, and the endpoint is at least one hop away—Add a static route on the Firepower
Threat Defense device for traffic destined for the remote endpoint so that secondary connections are successful. The
Firepower Threat Defense device creates a tempaorary " pinhole” in the access control policy to allow the secondary
connection; and because the connection might use a different set of IP addresses than the primary connection, the
Firepower Threat Defense device needs to perform a route lookup to install the pinhole on the correct interface.

Affected applications include:
« H323
« RTSP
« SIP
« Skinny (SCCP)
« SOL*Net
+ SunRPC
« TFTP

+ Traffic at least one hop away for which the Firepower Threat Defense device performs NAT=Configure a static route on the
Firepower Threat Defense device for traffic destined for the remote network. You also need a static route on the up
raouter for traffic destined for the mapped addresses to be sent to the Firepower Threat Defense device.

BXEAEE , FEFEMCERN,


/content/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/device-ops-tfw.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/device-ops-tfw.html

MB6.2. xhRATT 86 , FTDZ &2 B B% FA M BT (IRB):

FTD Integrated Routing and Bridging (IRB)

* Available as from 6.2.x

« Allows an FTD in Routed mode to have multiple interfaces
(up to 64) to be part of the same VLAN and perform L2
switching between them

» BVI-to-Routed or BVI-to-BVI Routing is allowed

witched Switched Switched
0/0

' S
G0/0 G0/1
inside1l] VIl GO/1 BVI1 BVI2
; inside2 autside outside?2
Go/f2 t G0/3
Switched Routed GU‘QS._JE.it.:he,:; Switched /
BVIRiIFar4 :

Verification commands

firepower# show bridge-group

firepower# show ip

Interface Narme IF address Subnet mask Method
GigabitEthernet0/0 VLAN1ST6 _G0-0 203.0.113.1 255.255.255.0 manual
GigabitEthernet0/1 VLAN1STT7_G0-1 192.168.1.15 255.255.255.0 manual
GigabitEthernet0/2 VLAN1576 G0-2 203.0.113.1 255.255.255.0 manual
GigabitEthernet0/4.100 SUB1 203.0.113.1 255.255.255.0 manual
BVI1 LAN 203.0.113.1 255.255.255.0 manual
BVIZ2 LANZ 192.168.1.15 255.255.255.0 manual

« BVI nameifis used in L3 Routing configuration

firepower# show run route
route LAM 1.1.1.0 255.255.255.0 203.0.113.5 1

 BVI member nameif is used in policies like NAT configuration

firepower# show run nat
nat (VLAM1S576 GO-0, VLAN1577_ G0-1) source dynamic any interface
nat (VLAN1576 GO-2,VLAN1577 GO0-1) source dynamic any interface

ER

NTFEEEAORBVI(IRB) , HEIERETUTIRF
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VRF-203  ISP1 VRF-203
—pe—. 198.51.100.24/29

192.168.1.0/24 = 198.51.100.32/29
192.168.2.0/24 203.0.113.0/24

Pol.101 Fl
15 4
TNSIDE Pol1.202
192.168.0.0/24
VEANTO3— OUTSIDE2 198.51.100.0/29
192.0.2.0/24 9 |SP2 ->1.100.
VAN 2 O3 198.51.100.8/29
198.51.100.16/29
——VEAN202— VRF-202 VRF-202
LR BRI
BGP 65001

198.51.100.24/29

203.0.113.99/24
' g 198.51.100.32/29

VRFV e

FPR41xx =
OUISIDEl

192.168.1.0/24
192.168.2.0/24 OSPF area 0

192.168.0.0/24
VRF-101

BGP 65000

.1

INSIDE OUTSIDE2

EIGRP 1
ISP2

\ 198.51.100.8/29
192.0.2.99/24 198.51.100.16/29
VRF-202

198.51.100.0/29

FTDERHEE :

firepower# show run router

router ospf 1

network 192.168.0.0 255.255.255.0 area 0
log-adj-changes



router bgp 65000

bgp log-neighbor-changes

bgp router-id vrf auto-assign
address-family 1ipv4 unicast

neighbor 203.0.113.99 remote-as 65001
neighbor 203.0.113.99 ebgp-multihop 255
neighbor 203.0.113.99 transport path-mtu-discovery disable
neighbor 203.0.113.99 activate

no auto-summary

no synchronization

exit-address-family

|

router eigrp 1

no default-information in

no default-information out

no eigrp log-neighbor-warnings

no eigrp log-neighbor-changes

network 192.0.2.0 255.255.255.0

|

firepower# show run route

route OUTSIDE2 198.51.100.0 255.255.255.248 192.0.2.99 1

FTDER S EE(RIB) — 2% @ :

firepower# show route | begin Gate
Gateway of Tast resort is not set

C 192.0.2.0 255.255.255.0 is directly connected, OUTSIDE2

L 192.0.2.1 255.255.255.255 is directly connected, OUTSIDE2

C 192.168.0.0 255.255.255.0 is directly connected, INSIDE

L 192.168.0.1 255.255.255.255 is directly connected, INSIDE

0 192.168.1.1 255.255.255.255

[110/11] via 192.168.0.99, 01:11:25, INSIDE

0 192.168.2.1 255.255.255.255

[110/11] via 192.168.0.99, 01:11:15, INSIDE

S 198.51.100.0 255.255.255.248 [1/0] via 192.0.2.99, OUTSIDE2

D 198.51.100.8 255.255.255.248

[90/130816] via 192.0.2.99, 01:08:11, OUTSIDE2

D 198.51.100.16 255.255.255.248

[90/130816] via 192.0.2.99, 01:08:04, OUTSIDE2

B 198.51.100.24 255.255.255.248 [20/0] via 203.0.113.99, 00:28:29
B 198.51.100.32 255.255.255.248 [20/0] via 203.0.113.99, 00:28:16
C 203.0.113.0 255.255.255.0 1is directly connected, OUTSIDE1l

L 203.0.113.1 255.255.255.255 is directly connected, OUTSIDE1l

MNAFTDINE R £ REZ(ASP)EH K — BIEF@E

firepower# show asp table routing

route table timestamp: 91

in 169.254.1.1 255.255.255.255 identity
in 192.168.0.1 255.255.255.255 identity
in 192.0.2.1 255.255.255.255 identity



in 192.168.1.1 255.255.255.255 via 192.168.0.99, INSIDE

in 192.168.2.1 255.255.255.255 via 192.168.0.99, INSIDE

in 203.0.113.1 255.255.255.255 identity

in 169.254.1.0 255.255.255.248 nlp_int_tap

in 198.51.100.0 255.255.255.248 via 192.0.2.99, OUTSIDE2

in 198.51.100.8 255.255.255.248 via 192.0.2.99, OUTSIDE2

in 198.51.100.16 255.255.255.248 via 192.0.2.99, OUTSIDE2

in 198.51.100.24 255.255.255.248 via 203.0.113.99 (unresolved, timestamp: 89)
in 198.51.100.32 255.255.255.248 via 203.0.113.99 (unresolved, timestamp: 90)
in 192.168.0.0 255.255.255.0 INSIDE

in 192.0.2.0 255.255.255.0 OUTSIDE2

in 203.0.113.0 255.255.255.0 OUTSIDEl

in ff02::1 ffff:ffff:ffff:ffff: Ffff:Ffrrf:ffff:FFFf identity

in ff02::1:ff01:3 ffff:ffff:ffff:ffff:FFff:ffrf:FFff:fFFf identity
in ff02::1:ff00:1 ffff:ffff:ffff:ffff:FFff:ffrf:FFff:fFFf identity
in fe80::200:ff:fe01:3 ffff:ffff:fFff:Frff:FEff:FEff:Ffff:ffff identity
in £d00:0:0:1::1 ffff:ffff.ffff.FFfFf:FEFfFFEFFFFFfffff identity
in £d00:0:0:1:: ffff:ffff:ffff:fFff:: nlp_int_tap

out 255.255.255.255 255.255.255.255 OUTSIDEL

out 203.0.113.1 255.255.255.255 OUTSIDEl

out 203.0.113.0 255.255.255.0 OUTSIDE1l

out 224.0.0.0 240.0.0.0 OUTSIDEl1l

out 255.255.255.255 255.255.255.255 OUTSIDE2

out 192.0.2.1 255.255.255.255 OUTSIDE?2

out 198.51.100.0 255.255.255.248 via 192.0.2.99, OUTSIDE2

out 198.51.100.8 255.255.255.248 via 192.0.2.99, OUTSIDE2

out 198.51.100.16 255.255.255.248 via 192.0.2.99, OUTSIDE2

out 192.0.2.0 255.255.255.0 OUTSIDE2

out 224.0.0.0 240.0.0.0 OUTSIDE2

out 255.255.255.255 255.255.255.255 INSIDE

out 192.168.0.1 255.255.255.255 INSIDE

out 192.168.1.1 255.255.255.255 via 192.168.0.99, INSIDE

out 192.168.2.1 255.255.255.255 via 192.168.0.99, INSIDE

out 192.168.0.0 255.255.255.0 INSIDE

out 224.0.0.0 240.0.0.0 INSIDE

out 255.255.255.255 255.255.255.255 cmi_mgmt_int_tap

out 224.0.0.0 240.0.0.0 cmi_mgmt_int_tap

out 255.255.255.255 255.255.255.255 ha_ctl_nlp_int_tap

out 224.0.0.0 240.0.0.0 ha_cti_nlp_int_tap

out 255.255.255.255 255.255.255.255 ccl_ha_nlp_int_tap

out 224.0.0.0 240.0.0.0 ccl_ha_nlp_int_tap

out 255.255.255.255 255.255.255.255 nlp_int_tap

out 169.254.1.1 255.255.255.255 nlp_int_tap

out 169.254.1.0 255.255.255.248 nlp_int_tap

out 224.0.0.0 240.0.0.0 nlp_int_tap

out fd00:0:0:1::1 ffff:frff:FEff:frff:ffff:ffff:ffff:ffff nlp_int_tap
out fd00:0:0:1:: ffff:ffff:fFFf:FFff:: nlp_int_tap

out fe80:: ffcO:: nlp_int_tap

out ff00:: ff00:: nlp_int_tap

out 0.0.0.0 0.0.0.0 via 0.0.0.0, +identity

out :: :: via 0.0.0.0, 1identity

ER
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firepower# show asp table routing | include in.*198.51.100.0
in 198.51.100.0 255.255.255.248 via 192.0.2.99, OUTSIDE2
firepower#

firepower# show asp table routing | include out.*QUTSIDE2
out 255.255.255.255 255.255.255.255 OUTSIDE2

out 192.0.2.1 255.255.255.255 OUTSIDE2

out 198.51.100.0 255.255.255.248 via 192.0.2.99, OUTSIDE2
out 198.51.100.8 255.255.255.248 via 192.0.2.99, OUTSIDE2
out 198.51.100.16 255.255.255.248 via 192.0.2.99, OUTSIDE2
out 192.0.2.0 255.255.255.0 OUTSIDE2

out 224.0.0.0 240.0.0.0 OUTSIDE2

RE , N TEBENTHT—B , LNARKREARPEEFEHRHBERBEX R,

FTD Packet TracerT EFi\ T TS :

firepower# packet-tracer input INSIDE icmp 192.168.1.1 8 0 198.51.100.1

Phase: 1

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 7582 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 2

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Elapsed time: 8474 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 3

Type: ACCESS-LIST

Subtype: Tlog

Result: ALLOW

Elapsed time: 5017 ns

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434433

access-1ist CSM_FW_ACL_ remark rule-id 268434433: ACCESS POLICY: mzafeiro_empty - Default
access-1ist CSM_FW_ACL_ remark rule-id 268434433: L4 RULE: DEFAULT ACTION RULE

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 4

Type: CONN-SETTINGS
Subtype:

Result: ALLOW

Elapsed time: 5017 ns
Config:



class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global

Additional Information:

Phase: 5

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 5017 ns
Config:

Additional Information:

Phase: 6

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 5017 ns
Config:

Additional Information:

Phase: 7

Type: INSPECT

Subtype: np-inspect

ResuTlt: ALLOW

ETapsed time: 57534 ns

Config:

class-map inspection_default
match default-inspection-traffic
policy-map global_policy

class 1inspection_default

inspect icmp

service-policy global_policy global
Additional Information:

Phase: 8

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

ETapsed time: 3122 ns
Config:

Additional Information:

Phase: 9

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 29882 ns
Config:

Additional Information:

Phase: 10

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 446 ns
Config:

Additional Information:



Phase: 11

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

ETapsed time: 20962 ns

Config:

Additional Information:

New flow created with id 178, packet dispatched to next module

Phase: 12

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

ETapsed time: 20070 ns
Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 13

Type: SNORT

Subtype:

ResuTlt: ALLOW

ETapsed time: 870592 ns

Config:

Additional Information:

Snort Trace:

Packet: ICMP

Session: new snort session

Snort id 1, NAP id 1, IPS 1id 0, Verdict PASS
Snort Verdict: (pass-packet) allow this packet

Phase: 14

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

ETapsed time: 6244 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 15

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

ResuTlt: ALLOW

ETapsed time: 1784 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 192.0.2.99 on interface OUTSIDE2
Adjacency :Active

MAC address 4c4e.35fc.fcd8 hits 5 reference 1

Result:

input-interface: INSIDE(vrfid:0)
input-status: up

input-Tine-status: up
output-interface: OUTSIDE2(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 1046760 ns



FTD ARPZ , W2 &IFEFIT :

firepower# show arp
OUTSIDE1 203.0.113.99 4c4e.35fc.fcd8 3051
OUTSIDE2 192.0.2.99 4c4e.35fc.fcd8 5171

ERHIARPEEAT | FIATELTIRE

firepower# ping 192.168.0.99

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.0.99, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
firepower# show arp

INSIDE 192.168.0.99 4c4e.35fc.fcd8 45

OUTSIDE1 203.0.113.99 4c4e.35fc.fcd8 32

OUTSIDE2 192.0.2.99 4c4e.35fc.fcd8 1

FTD ARPZ& , ¥ #E-FEFMR :

firepower# show asp table arp

Context: single_vf, Interface: OUTSIDEl
203.0.113.99 Active 4cd4e.35fc.fcd8 hits 2 reference 1

Context: single_vf, Interface: OUTSIDE2
192.0.2.99 Active 4c4e.35fc.fcd8 hits 5 reference 0

Context: single_vf, Interface: INSIDE
192.168.0.99 Active 4cde.35fc.fcd8 hits 5 reference 0

Context: single_vf, Interface: identity
:: Active 0000.0000.0000 hits O reference 0
0.0.0.0 Active 0000.0000.0000 hits 848 reference 0

Last clearing of hits counters: Never

FTD#R4ENR Fr

ZEE R T RN AR @AM HASPER AR ENTHVE



ASP Routing input
table check Snhort

Instance

* *Malware * o
Defrag
BROP  Policy CROE PROF  Snort Verdict DROP DROP

Vs Vs

4

* o * No
Defrag Policy VPN Decrypt

DROP CROP

Fast Path | ASP Routing output

table check

[
RP1 — ETERERNEER

BGP 65001
203.0.113.99/24

VRFV s

FPR41xx <

198.51.100.24/29
¢ 198.51.100.32/29

192.168.1.0/24
192.168.2.0/24 OSPF area 0

192.168.0.0/24 0UTs|EE1
) VRF-101 1 BGP 65000
b B . .1
INSIDE OUTSIDE2

EIGRP 1
ISP2

\ 198.51.100.8/29
192.0.2.99/24 198.51.100.16/29
VRF-202

WRIFMA , FTD LINASIZMN T EAARHFEREHRRE (ETREFRZOHBENSZNEM ) o L, &
RERE (A INELLIRE — ASP ) BIE2FREE .

198.51.100.0/29

1. Slow Path =RFE U HEE ( TEXRERE ) .
2. REBE=NEETERLEENHEZ.



Fast Path Slow Path Control Plane
ingress h/NeN I AcL
rwn? yes | checks
!
no
Create
Xlate o Audit info
¥ _|(Syslog/Netflow/SNMP)
Create g
L ) Conn . Fail
Policy o over |
checks | TCP bk App
| norm inspect
Apply
NAT
| Dyn
eqress L2/L3 e routing
* lookup |e T ArP
resolve
Fast Path + Slow Path = Data Path (AKA Data Plane/Accellerated Security Path)

« show routefshow arpE i =& RIEHIFEN AR,
- % —7 M , show asp table routing®lshow asp table arp&E & & & RASP(Datapath) I A&
, ANSCRRN AR

FEFTD INSIDE#: O L5 AT ERERAY FH 3R -

firepower# capture CAPI trace detail interface INSIDE match ip host 192.168.1.1 host 198.51.100.1

BEEFTD H Telnet&iF :

Routerl# telnet 198.51.100.1 /vrf VRF-101 /source-interface 1ol
Trying 198.51.100.1 ... Open

FTDHIRE RMEETT I BIEE ( HIRTCP=REF ) :

firepower# show capture CAPI

26 packets captured



1: 10:50:38.407190 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23:
2: 10:50:38.408929 802.1Q vlan#101 PO 198.51.100.1.23 > 192.168.1.1.57734: S
3: 10:50:38.409265 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23:
4: 10:50:38.409433 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23: P
5: 10:50:38.409845 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23:
6: 10:50:38.410135 802.1Q vlan#101 PO 198.51.100.1.23 > 192.168.1.1.57734:
7
8
9:
1

wn

: 10:50:38.411355 802.1Q vlan#101 PO 198.51.100.1.23 > 192.168.1.1.57734: P

: 10:50:38.413049 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23:
10:50:38.413140 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23: P

0: 10:50:38.414071 802.1Q vlan#101 PO 198.51.100.1.23 > 192.168.1.1.57734:

o

1306692135:1306692135(0) w
1412677784:1412677784(0) a

. ack 1412677785 win 4128

1306692136:1306692154(18)

. ack 1412677785 win 4128
. ack 1306692154 win 4110

1412677785:1412677797(12)
1306692154:1306692157(3) a
1306692157:1306692166(9) a

. 1412677797:1412678322 (525

RERZE —NRIE T (TCP SYN), WEHIEBEIFTD LINABKRR , HEEUBERAT2NITEREHEE

#® -

firepower# show capture CAPI packet-number 1 trace

26 packets captured

1: 10:50:38.407190 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23:

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 4683 ns

Config:

Additional Information:

Forward Flow based Tookup yields rule:

in 1d=0x1505f1d17940, priority=13, domain=capture, deny=false
hits=1783, user_data=0x1505f2096910, cs_id=0x0, 13_type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000

dst mac=0000.0000.0000, mask=0000.0000.0000
input_ifc=INSIDE, output_ifc=any

Phase: 2

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Elapsed time: 4683 ns

Config:

Implicit Rule

Additional Information:

Forward Flow based Tookup yields rule:

in 1d=0x1502a7ba4d40, priority=1, domain=permit, deny=false
hits=28, user_data=0x0, cs_id=0x0, 13_type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0100.0000.0000
input_ifc=INSIDE, output_ifc=any

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface
Result: ALLOW

Elapsed time: 5798 ns

Config:

Additional Information:

S 1306692135:1306692135(0



Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 4

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

ETapsed time: 3010 ns

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434433

access-1list CSM_FW_ACL_ remark rule-id 268434433: ACCESS POLICY: mzafeiro_empty - Default
access-1list CSM_FW_ACL_ remark rule-id 268434433: L4 RULE: DEFAULT ACTION RULE

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached
Forward Flow based Tookup yields rule:

in id=0x1505f1e2e980, priority=12, domain=permit, deny=false

hits=4, user_data=0x15024a56b940, cs_id=0x0, use_real_addr, flags=0x0, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, 1ifc=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any,, dscp=0x0, nsg_id=none
input_ifc=any, output_ifc=any

Phase: 5

Type: CONN-SETTINGS

Subtype:

ResuTlt: ALLOW

ETapsed time: 3010 ns

Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

service-policy global_policy global

Additional Information:

Forward Flow based Tookup yields rule:

in id=0x1505f1f18bc0, priority=7, domain=conn-set, deny=false

hits=4, user_data=0x1505f1f13f70, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_id=none
input_ifc=INSIDE(vrfid:0), output_ifc=any

Phase: 6

Type: NAT

Subtype: per-session

ResuTlt: ALLOW

ETapsed time: 3010 ns

Config:

Additional Information:

Forward Flow based Tookup yields rule:

in id=0x15052e96b150, priority=0, domain=nat-per-session, deny=false
hits=125, user_data=0x0, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_id=none
input_ifc=any, output_ifc=any

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 3010 ns
Config:

Additional Information:



Forward Flow based Tookup yields rule:

in id=0x1502a7bacde0, priority=0, domain=inspect-ip-options, deny=true
hits=19, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_id=none
input_ifc=INSIDE(vrfid:0), output_ifc=any

Phase: 8

Type: NAT

Subtype: per-session

ResuTlt: ALLOW

ETapsed time: 52182 ns

Config:

Additional Information:

Reverse Flow based lookup yields rule:

in id=0x15052e96b150, priority=0, domain=nat-per-session, deny=false
hits=127, user_data=0x0, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_id=none
input_ifc=any, output_ifc=any

Phase: 9

Type: IP-OPTIONS

Subtype:

ResuTlt: ALLOW

ETapsed time: 892 ns

Config:

Additional Information:

Reverse Flow based lookup yields rule:

in id=0x1502a7f9b460, priority=0, domain=inspect-ip-options, deny=true
hits=38, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_id=none
input_ifc=0OUTSIDE2(vrfid:0), output_ifc=any

Phase: 10

Type: FLOW-CREATION

Subtype:

Result: ALLOW

ETapsed time: 25422 ns

Config:

Additional Information:

New flow created with id 244, packet dispatched to next module
Module information for forward flow ...
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer

snp_fp_tcp_proxy

snp_fp_snort

snp_fp_tcp_proxy

snp_fp_translate

snp_fp_tcp_normalizer

snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Module information for reverse flow ...
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer

snp_fp_translate

snp_fp_tcp_proxy

snp_fp_snort

snp_fp_tcp_proxy



snp_fp_tcp_normalizer
snp_fp_adjacency
snp_fp_fragment
snp_ifc_stat

Phase: 11

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

ETapsed time: 36126 ns
Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 12

Type: SNORT

Subtype:

ResuTlt: ALLOW

ETapsed time: 564636 ns

Config:

Additional Information:

Snort Trace:

Packet: TCP, SYN, seq 182318660

Session: new snort session

AppID: service unknown (0), application unknown (0)
Snort id 28, NAP 1id 1, IPS 1id 0, Verdict PASS
Snort Verdict: (pass-packet) allow this packet

Phase: 13

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

ETapsed time: 7136 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 14

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

ResuTlt: ALLOW

ETapsed time: 2230 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 192.0.2.99 on interface OUTSIDE2
Adjacency :Active

MAC address 4c4e.35fc.fcd8 hits 10 reference 1

Phase: 15

Type: CAPTURE

Subtype:

ResuTlt: ALLOW

ETapsed time: 5352 ns

Config:

Additional Information:

Forward Flow based Tookup yields rule:

out 1d=0x150521389870, priority=13, domain=capture, deny=false
hits=1788, user_data=0x1505f1d2b630, cs_id=0x0, 13_type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000

dst mac=0000.0000.0000, mask=0000.0000.0000
input_ifc=0UTSIDE2, output_ifc=any



Result:

input-interface: INSIDE(vrfid:0)
input-status: up

input-Tine-status: up
output-interface: OUTSIDE2(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 721180 ns

1 packet shown
firepower#

REREE RS —MAOREL. SEDERCENRES

firepower# show capture CAPI packet-number 3 trace

33 packets captured

3: 10:50:38.409265 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23:

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 2676 ns

Config:

Additional Information:

Forward Flow based Tookup yields rule:

in 1d=0x1505f1d17940, priority=13, domain=capture, deny=false
hits=105083, user_data=0x1505f2096910, cs_id=0x0, 13_type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000

dst mac=0000.0000.0000, mask=0000.0000.0000

input_ifc=INSIDE, output_ifc=any

Phase: 2

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Elapsed time: 2676 ns

Config:

Implicit Rule

Additional Information:

Forward Flow based Tookup yields rule:

in 1d=0x1502a7ba4d40, priority=1, domain=permit, deny=false
hits=45, user_data=0x0, cs_id=0x0, 13_type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0100.0000.0000
input_ifc=INSIDE, output_ifc=any

Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

Elapsed time: 1338 ns
Config:

Additional Information:

. ack 1412677785 win 4128



Found flow with id 2552, using existing flow
Module information for forward flow ...
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer

snp_fp_snort

snp_fp_translate

snp_fp_tcp_normalizer

snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Module information for reverse flow ...
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer

snp_fp_translate

snp_fp_snort

snp_fp_tcp_normalizer

snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Phase: 4

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

ETapsed time: 16502 ns
Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 5

Type: SNORT

Subtype:

Result: ALLOW

ETapsed time: 12934 ns

Config:

Additional Information:

Snort Trace:

Packet: TCP, ACK, seq 1306692136, ack 1412677785
AppID: service unknown (0), application unknown (0)
Snort id 19, NAP id 1, IPS id 0, Verdict PASS
Snort Verdict: (pass-packet) allow this packet

Result:

input-interface: INSIDE(vrfid:0)
input-status: up
input-Tine-status: up

Action: allow

Time Taken: 36126 ns

1 packet shown
firepower#

F oY
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IEERE B AR E AT RE S BB FTDEY MW KH ( AR ) UDPEZBIFREMNFTDEARY , MA2
HAEERY,

RRATR
E3T b TR , B timeout floating-conni& BN — N TR TFERRIAMENE , BRABERER -

Flrewal_! Mana_geme!]tcemer Overview Analysis Policies Devices Objects Integration
|
FTD4100-1
Enter Description
R Console Timeout* V] i}
Banner
Translation Slot(xlate) Default w
External Authentics Connection{Conn) Default v
Fragment Settings Half-Closed Default A
HTTE Access UDP | Default =
ICMP Access
ICMP Default -
S5H Access
SMTP Server RPC/Sun RPC Default ¥
SNMP H.225 Default b
H.323 Default v
S Default v
B ol
e IrirY SIP Media Default v
SIP Disconnect Default v
ompkance SIP Ivite | Default v
SIP Provisional Media Default b
e ————
Floating Connection Default v

Xlate-PAT Default v

f£Command Reference ( i B8 Z& ) # :

r v - - - -

floating-conn When multiple routes exist to a network with different metrics, the ASA uses the one with the best metric
at the time of connection creation. If a better route becomes available, then this timeout lets connections
be closed so a connection can be reestablished to use the better route. The default is O (the connection
never times out). To make it possible to use better routes, set the timeout to a value between 0:0:30 and
1193:0:0.

EXFMEER , TS HERMBITFLE : MCiscoLive BRKSEC-30204FEHINE FUDPEREZ XN :




Floating Connection Timeout

« The “bad” connectionnever times out since the UDP trafficis constantly flowing
— TCP is stateful, so the connection would terminate and re-establish on its own
— ASA needs to tear the original connection down when the corresponding route changes
— ASA 8.4(2)+ introduces timeout floating-conn to accomplish this goal

asa# show run timeout
timeout xlate 9:00:00
timeout pat-xlate 0:00:30
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 9:00:00 absolute uauth 0:01:00 inactivity
timeout tcp-proxy-reassembly 0:01:00

timeout floating-conn 0:00:00
asa#

asa# configure terminal
asa(config)# timeout | floating-conn 0:01:00

Schedule the conn entry for termination
in 1 minute if a matching packet yields a
different egress interface on route lookup

T D I A

] &

BEEFT (#MER )  BERESS B EETE,

FRRFR

ASA 9.6.2 LRI T BEHEZMEITHEE. ZIEERIAE A , BB FI(7.1.X)FZFMC UIgFlexConfigX

¥, MEx1E5E A E ISR T FMCH AL &

MASA CLIFER :
conn- | How long the system should maintain a connection when the route used by the connection no longer
holddown exists or is inactive. If the route does not become active within this holddown period, the connection is

freed. The purpose of the connection holddown timer is to reduce the effect of route flapping, where
routes might come up and go down quickly. You can reduce the holddown timer to make route
convergence happen more quickly. The default is 15 seconds, the range is 00:00:00 to 00:00:15.

firepower# show run all timeout

timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 sctp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:00:30

timeout floating-conn 0:00:00

timeout conn-holddown 0:00:15

timeout igp stale-route 0:01:10


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv49847
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv49847
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv49847

Zh2 — EFNATEERNEX
ER
B B LENATH

o RKE BS

« JR#E0 : INSIDE

- BFF#E0 : OUTSIDE1

« RIIR :192.168.1.1

- REABHIHE ; 198.51.100.1

. BRHEHIR : 192.168.1.1

. B¥EH BN ;0 198.51.100.1

PSS

NAT_FTD4100-1 =

........

FFTD CLILEBERINATHLN :

firepower# show run nat

nat (INSIDE,OUTSIDE1l) source static host_192.168.1.1 host_192.168.1.1 destination static host_198.51.10
firepower# show nat

Manual NAT Policies (Section 1)

1 (INSIDE) to (OUTSIDEl) source static host_192.168.1.1 host_192.168.1.1 destination static host_198.51
translate_hits = 0, untranslate_hits = 0

fil E3/MER

firepower# capture CAPI trace detail interface INSIDE match ip host 192.168.1.1 host 198.51.100.1
firepower# capture CAPOl interface OUTSIDE1l match ip host 192.168.1.1 any

firepower# capture CAPO2 interface OUTSIDE2 match ip host 192.168.1.1 any

firepower# show capture

capture CAPI type raw-data trace detail interface INSIDE [Capturing - 0 bytes]

match ip host 192.168.1.1 host 198.51.100.1

capture CAPO1l type raw-data interface OUTSIDE1l [Capturing - 0 bytes]

match ip host 192.168.1.1 any

capture CAPO2 type raw-data interface OUTSIDE2 [Capturing - 0 bytes]



match ip host 192.168.1.1 any

B3IM192.168.1.1%]198.51.100.1f9telnetiF :

Routerl# telnet 198.51.100.1 /vrf VRF-101 /source-interface 1ol
Trying 198.51.100.1 ...
% Connection timed out; remote host not responding

BIRBEARFTD |, BRBEHIEIEITOUTSIDE1MOUTSIDE2#R :

firepower# show capture

capture CAPI type raw-data trace detail interface INSIDE [Capturing - 156 bytes]
match ip host 192.168.1.1 host 198.51.100.1

capture CAPO1l type raw-data interface OUTSIDE1l [Capturing - 0 bytes]

match ip host 192.168.1.1 any

capture CAPO2 type raw-data interface OUTSIDE2 [Capturing - 0 bytes]

match ip host 192.168.1.1 any

RERTCP SYNBIER, HE3BM BR(UN-NAT)ERNAT ( ZERUN-NAT ) FHFESEBE
OUTSIDE1#A#IT T —Bk&E#K :

firepower# show capture CAPI

2 packets captured

1: 11:22:59.179678 802.1Q vlan#101 PO 192.168.1.1.38790 > 198.51.100.1.23: S 1174675193:1174675193(0)
2: 11:23:01.179632 802.1Q vlan#101 PO 192.168.1.1.38790 > 198.51.100.1.23: S 1174675193:1174675193(0)
2 packets shown

firepower#

firepower# show capture CAPI packet-number 1 trace detail
2 packets captured

1: 11:22:59.179678 4cde.35fc.fcd8 00be.75f6.1dae 0x8100 Length: 62

802.1Q vlan#101 PO 192.168.1.1.38790 > 198.51.100.1.23: S [tcp sum ok] 1174675193:1174675193(0) win 412

Phase: 3

Type: UN-NAT

Subtype: static
Result: ALLOW

Elapsed time: 6244 ns
Config:

W
W



nat (INSIDE,OUTSIDE1l) source static host_192.168.1.1 host_192.168.1.1 destination static host_198.51.10
Additional Information:

NAT divert to egress interface OUTSIDE1l(vrfid:0)

Untranslate 198.51.100.1/23 to 198.51.100.1/23

Phase: 12

Type: FLOW-CREATION

Subtype:

Result: ALLOW

ETapsed time: 25422 ns

Config:

Additional Information:

New flow created with id 2614, packet dispatched to next module
Module information for forward flow ...
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer

snp_fp_tcp_proxy

snp_fp_snort

snp_fp_tcp_proxy

snp_fp_translate

snp_fp_tcp_normalizer

snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Phase: 15

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

ETapsed time: 8028 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 16

Type: SUBOPTIMAL-LOOKUP

Subtype: suboptimal next-hop

Result: ALLOW

ETapsed time: 446 ns

Config:

Additional Information:

Input route lookup returned ifc OUTSIDE2 1is not same as existing ifc OUTSIDEl

Result:

input-interface: INSIDE(vrfid:0)

input-status: up

input-line-status: up

output-interface: OUTSIDE1(vrfid:0)

output-status: up

output-line-status: up

Action: drop

Time Taken: 777375 ns

Drop-reason: (no-adjacency) No valid adjacency, Drop-location: frame 0x00005577204a7287 flow (NA)/NA

1 packet shown



EXERT , SUBOPTIMAL-LOOKUPEKENATHZ(OUTSIDEN)BENE OEOTRETF
ASPHIARFPIEENEHOEZEO :

firepower# show asp table routing | include 198.51.100.0
in 198.51.100.0 255.255.255.248 via 192.0.2.99, OUTSIDE2
out 198.51.100.0 255.255.255.248 via 192.0.2.99, OUTSIDE2

—Fh A RERM AR R S SE R EOUTSIDE1#Z O R INFEHBAKE !

firepower# show run route
route OUTSIDE2 198.51.100.0 255.255.255.248 192.0.2.99 1
route OUTSIDE1 198.51.100.0 255.255.255.248 203.0.113.99 200

N oEE ORI NE A RN ERSCATENESREERAE |, AR TEER -

Error - Device Configuration

Virtual router [Global] - Invalid IPv4 Route Configured.

The interfaces OUTSIDE2,0UTSIDE have ECMP eligible routes configured with
network address 198.51.100.0/29 and metric 1.

Routes with same netwaork and metric an different interfaces and gateway are
considered as ECMP eligible routes.

Please Configure ECMP with above interfaces.

N s BmEhAREERERN2550IHBEA,

ZRTelnet BN EEBEFTDAENEES :

Routerl# telnet 198.51.100.1 /vrf VRF-101 /source-interface lol
Trying 198.51.100.1 ...
% Connection timed out; remote host not responding

firepower# show capture
capture CAPI type raw-data trace detail interface INSIDE [Capturing - 156 bytes]



match ip host 192.168.1.1 host 198.51.100.1

capture CAPOl type raw-data interface OUTSIDE1l [Capturing - 312 bytes]
match ip host 192.168.1.1 any

capture CAPO2 type raw-data interface OUTSIDE2 [Capturing - 386 bytes]
match ip host 192.168.1.1 any

BRIBFRETHTNATER , BIESHE K EIISP1(OUTSIDE)#E O M 2ISP2:

BGP 65001 ISP1
198.51.100.24/29

203.0.113.99/24 ——0

1 -,

192.168.1.0/24 ) o waf-.zm/ 198.51.100.32/29

192,168.2.0/24 OS5PFarea 0 e

—hnuxx -~
192.168.0.0/24 -
e T URE.101 DU[5|DE1
I — - - BGP 65000
INSIDE
X | OUTSIDEZ EIGRP 1

198.51.100.0/29
ISP2

—=wpe—. 198.51.100.8/29
192.0.2.99/24 e 0w 198,51.100.16/29
VRF-202

firepower# show capture CAPI packet-number 1 trace
2 packets captured

1: 09:03:02.773962 802.1Q vlan#101 PO 192.168.1.1.16774 > 198.51.100.1.23: S 2910053251:2910053251(0) w

Phase: 3

Type: UN-NAT

Subtype: static

Result: ALLOW

ETapsed time: 4460 ns

Config:

nat (INSIDE,OQOUTSIDE1l) source static host_192.168.1.1 host_192.168.1.1 destination static host_198.51.10
Additional Information:

NAT divert to egress interface OUTSIDEl(vrfid:0)

Untranslate 198.51.100.1/23 to 198.51.100.1/23

Phase: 12

Type: FLOW-CREATION

Subtype:

Result: ALLOW

ETapsed time: 29436 ns

Config:

Additional Information:

New flow created with id 2658, packet dispatched to next module
ModuTle information for forward flow ...
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer

snp_fp_snort



snp_fp_translate
snp_fp_tcp_normalizer
snp_fp_adjacency
snp_fp_fragment
snp_ifc_stat

Phase: 15

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

ETapsed time: 5798 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 16

Type: SUBOPTIMAL-LOOKUP

Subtype: suboptimal next-hop

Result: ALLOW

ETapsed time: 446 ns

Config:

Additional Information:

Input route lookup returned ifc OUTSIDE2 1is not same as existing ifc OUTSIDEl

Phase: 17

Type: NEXTHOP-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Lookup Nexthop on interface

Result: ALLOW

ETapsed time: 1784 ns

Config:

Additional Information:

Found next-hop 203.0.113.99 using egress ifc OUTSIDEl(vrfid:0)

Phase: 18

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

ResuTlt: ALLOW

ETapsed time: 1338 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 203.0.113.99 on interface OUTSIDE1l
Adjacency :Active

MAC address 4c4e.35fc.fcd8 hits 106 reference 2

Result:

input-interface: INSIDE(vrfid:0)
input-status: up

input-Tine-status: up
output-interface: OUTSIDE1(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 723409 ns

1 packet shown
firepower#



EHBME , EXHERLT , INSIDEEOMBAAMNEOEO LHYERTHES

firepower# show capture CAPI

2 packets captured

1: 09:03:02.773962 802.1Q vlan#101
2: 09:03:05.176565 802.1Q vlan#101

2 packets shown

firepower# show capture CAPOl

4 packets captured

=

packets shown

irepower# show capture CAPO2

5 packets captured

: 09:03:02.774679
1 09:03:02.775457
: 09:03:05.176931
: 09:03:05.177282
: 09:03:05.180517

v WN R

: 09:03:02.774358 802.1Q vlan#203
2: 09:03:02.774557 802.1Q vlan#203
3: 09:03:05.176702 802.1Q vlan#203
4: 09:03:05.176870 802.1Q vlan#203
4
.F

802
802
802
802
802

.1Q vlan#202
.1Q vlan#202
.1Q vlan#202
.1Q vlan#202
.1Q vlan#202

PO
PO

PO
PO
PO
PO

PO
PO
PO
PO
PO

192.
192.

192.
192.
192.
192.

192.
198.
192.
198.
198.

168.
168.

168.
168.
168.
168.

N e
R R R

.32134
.32134

.32134
.32134
.32134
.32134

168.1.1.32134
51.100.1.23 >
168.1.1.32134
51.100.1.23 >
51.100.1.23 >

> 198.
> 198.

51.
51.

100.1.
100.1.

198.
198.
198.
198.

51.
51.
51.
51.

100.
100.
100.
100.

VvV V VYV
R R R R

> 198.51.100.1.23:
192.168.1.1.32134:
> 198.51.100.1.23:
192.168.1.1.32134:
192.168.1.1.32134:

23:
23:

.23:
.23:
.23:
.23:

nwuvuunonm

wn

3031010184:
3031010184:

=

3031010184 (0)
3031010184(0)

=

3249840142:
3249840142:
3249840142:
3249840142:

3249840142 (0)
3249840142 (0)
3249840142 (0)
3249840142 (0)

194652172:194652172(0) win
4075003210:4075003210(0) a
194652172:194652172(0) win
ack 194652173 win 4128

4075003210:4075003210(0) a

BIETFMEEIEMACHUEFER , OUTSIDE1FMOUTSIDE2#E O E IR S 1TIRER Al & R~

REMEE .

firepower# show capture CAPOl detail

4 packets captured

1: 09:03:02.774358
802.1Q vlan#203 PO
2: 09:03:02.774557
802.1Q vlan#203 PO
3: 09:03:05.176702
802.1Q vlan#203 PO
4: 09:03:05.176870
802.1Q vlan#203 PO
4 packets shown

00be.75f6.
192.168.1.
4c4e.35fc.
192.168.1.
00be.75f6.
192.168.1.
4c4e.35fc.
192.168.1.

ldae 4c4e.

1.32134 >

fcd8 00be.

1.32134 >
ldae 4c4e
1.32134 >

fcd8 00be.

1.32134 >

35fc.fcd8 0x8100 Length:
198.51.100.1.23: S [tcp
75f6.1dae 0x8100 Length:
198.51.100.1.23: S [tcp
.35fc.fcd8 0x8100 Length:
198.51.100.1.23: S [tcp
75f6.1dae 0x8100 Length:
198.51.100.1.23: S [tcp

62
sum
62
sum
62
sum
62
sum

ok] 3249840142:3249840142(0)
ok] 3249840142:3249840142(0)
ok] 3249840142:3249840142(0)

ok] 3249840142:3249840142(0)

win 412

win 412

win 412

win 412



BGP 65001 ISP1

. > 203.0.113.99/24 198.51.100.24/29
192.168.1.0/24 o unr-zny 198.51.100.32/29
192.168.2.0/24 OSPFarea e/

a

192.168.0.0/24

e T F e VRF-101
I —

ouTs
1

BGP 65000

i HERERE JIE
INSIDE OUTSIDE2 ]

ISP2
- 198,51,100.8/29
192.0.2.99/24 B am 198.51.100.16/29
VRF-202

REMNBEZNREETATEREHRERMEEGFOUTSIDE2#ED :

198.51.100.0,/29

BGP 65001 ISP1

. 203.0.113.99/24 198.51.100.24/29
192,168.1.0/24 o m;.zny 198.51.100.32/29
192.168.2.0/24 OSPFarea0 e/

= ©
. .'I.Bf':;ﬁfé{:.ﬂﬂli DL.I'I;S
I — o BGP 65000
. 1
INSIDE

N

UTSIDEZ EIGRP 1
198.51.100.0/29
ISP2
. 198.51.100.8/29

v
192,0.2.99/24 [ m 198.51.100.16/29
VRF-202

firepower# show capture CAPOl packet-number 2 trace
4 packets captured

2: 09:03:02.774557 802.1Q vlan#203 PO 192.168.1.1.32134 > 198.51.100.1.23: S 3249840142:3249840142(0) w

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Elapsed time: 7136 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 10

Type: FLOW-CREATION
Subtype:

Result: ALLOW

Elapsed time: 12488 ns
Config:



Additional Information:
New flow created with id 13156, packet dispatched to next module

Phase: 13

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

ETapsed time: 3568 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 14

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

ResuTlt: ALLOW

ETapsed time: 1338 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 192.0.2.99 on interface OUTSIDE2
Adjacency :Active

MAC address 4c4e.35fc.fcd8 hits 0 reference 1

Result:

input-interface: OUTSIDE1(vrfid:0)
input-status: up

input-line-status: up
output-interface: OUTSIDE2(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 111946 ns

1 packet shown
firepower#

ISP2RE HES X IERIZ(SYN/ACK) , Bt BEBHEE[EISP1 , AACEEBLNERELE, BT
ASPHi BRI BL24BIER R , IR SHFTDES -



The main problem BGP 65001 ISP1

- « is the redirection to I15P1 203.0.113.99/24
192,168.1.0/24 due to destination NAT (UN-NAT) VRF-203

162.168.2.0/24 O5FF area
FPR41xx > i

-
OUTSIDEL
.1

198.51.100.24,/29
198.51.100.32/29

192.168.0.0/24

-l VRF-101
I —

BGP 65000

INSIDE

198.51.100.0/29

198.51.100.8/29
198.51.100.16/29

VRF-202

firepower# show capture CAPO2 packet-number 2 trace
5 packets captured

2: 09:03:02.775457 802.1Q vlan#202 PO 198.51.100.1.23 > 192.168.1.1.32134: S 4075003210:4075003210(0) a

Phase: 3

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

ETapsed time: 2230 ns

Config:

Additional Information:

Found flow with id 13156, using existing flow

Phase: 7

Type: SUBOPTIMAL-LOOKUP

Subtype: suboptimal next-hop

Result: ALLOW

ETapsed time: 0 ns

Config:

Additional Information:

Input route lookup returned ifc INSIDE is not same as existing ifc OUTSIDE1l

Result:

input-interface: OUTSIDE2(vrfid:0)

input-status: up

input-line-status: up

output-interface: INSIDE(vrfid:0)

output-status: up

output-line-status: up

Action: drop

Time Taken: 52628 ns

Drop-reason: (no-adjacency) No valid adjacency, Drop-location: frame 0x00005577204a7287 flow (NA)/NA



=13 — BETRKEEEHA(PBR)IVFE K

EEERERMERNATERZE , PBRETREME OEOWEMN T —I, PBRIIXAYICHEAE
:Policy Based Routing

NFFMCLHPBRELE , B L EELTIER :

FlexConfighFl FEFMCH A B F7.10FTDRAELEPBR. & 1A T LA F FlexConfigfE P B AR A< F
ELEPBR, B2 , T AO#EO , TRERMEAFlexConfigIFMCH & TR EEHI B R T E B &
PBR.

EARRHIFESD , FTDHE —5%18M198.51.100.0/24H9 38 H , ZE&HIEM@ISP2:

firepower# show route | begin Gate
Gateway of Tast resort is not set

C 192.0.2.0 255.255.255.0 is directly connected, OUTSIDE2

L 192.0.2.1 255.255.255.255 is directly connected, OUTSIDE2

C 192.168.0.0 255.255.255.0 is directly connected, INSIDE

L 192.168.0.1 255.255.255.255 is directly connected, INSIDE

0 192.168.1.1 255.255.255.255 [110/11] via 192.168.0.99, 5d01h, INSIDE
0 192.168.2.1 255.255.255.255 [110/11] via 192.168.0.99, 5d01h, INSIDE
S 198.51.100.0 255.255.255.248 [1/0] via 192.0.2.99, OUTSIDE2

D 198.51.100.8 255.255.255.248

[90/130816] via 192.0.2.99, 5d01h, OUTSIDE2

D 198.51.100.16 255.255.255.248

[90/130816] via 192.0.2.99, 5d01h, OUTSIDE2

B 198.51.100.24 255.255.255.248 [20/0] via 203.0.113.99, 5d00h
B 198.51.100.32 255.255.255.248 [20/0] via 203.0.113.99, 5d00h
C 203.0.113.0 255.255.255.0 is directly connected, OUTSIDEl

L 203.0.113.1 255.255.255.255 is directly connected, OUTSIDE1

B3R
E A TS EBL EPBRRHE

« MIP 192.168.2.0/24 % 1%198.51.100. 50 RE S MK X BIISP1 ( F—$203.0.113.99) , mE
R AR EFAOUTSIDE2#E O


/content/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-policy-based.html

BGP 65001 ISP1

198.51.100.24/29
203.0.113.99/24 h——

5.92.158.1.0}24 \mr-;_my 198.51.100.32/29
192.168.2.0/24 OSPF area 0 PBER path v

FPR41xx 198.51.100.5/32

192.168.0.0/24
VRF-101

OUTSIDE1
1 BGP 65000

INSIDE -, Primary route

ﬂ 1 - '-__.Tr| o |
. J \ 198.51.100.0/29
ISP2
~ 198.51.100.8/29
192.0.2.99/24 =g 198.51.100.16/29
VRF-202 .

R B

FE7AZBIMRAS , EEEPBR , HHITHUATRE !

1. 8|2 EMERXRE (HIINPBR_ACL ) B3 BACL,
2HEESHRIPOEMNACLIEE MBS , HREMENT — Bk,
IFERALSE2P LR 617 A OO0 LS APBREYFlexConfight Ko

TE7AZBEHRMRASF | BRI AER7. 128 MRA A XEEPBR , t87 BL7EDevice > Routing&Ba T &£
FAEFE T RBEHY B BREI

1. BB MERRE (HIINPBR_ACL ) ¥ EACL,

2.8 IPBRERBE HIETE :

a.CEARE

b AO#EO

c. N —Bk

BEPBR ( HIAR )
F1E — REEREENLHRGIR,

Edit Extended Access List Object

Name
| AcL_rer

Entries (1)

Sequence  Action Sauree Souree Port 3 Destination Destination Port Application

© Allow  192.168.2.0/24 198.51.100.5 i i

$24 — HNIPBREKE

S#nEIDevices > Device Management , RE4wEFTDIRE . 1E#FRouting > Policy Based
Routing , A/ Policy Based Routing ™  # & ##Add.



Device Routing Interfaces Inline Sets DHCP VTEP

Manage Virtual Routers Policy Based Routing 2
Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interface: axding
Virtual Routes ]-‘rG-|:IEI". = Ingress Interfaces Match criteria and forward action

There are no PGR policies defined yet. Start by defining the first one.

EIGRP
RIP

ed Routing

BEAODRED :

Add Policy Based Route @

A policy based route consists of mgress mierface list and a set of match cntena associated to egress interfaces

Ingress Interface*®

INSIDE 1 v

Match Criteria and Egress Interface
Specify forward actien for chosen match cnteria m

There are no forsrard-actions defined yet, Start by defining the first one

Cancel | Save |

BEERRRE




Add Forwarding Actions

Match ACL:* I ACL_PER I 1 v | 1

Send To:* I IP Address I 2 w

IPv4 Addresses 203.0.113.99 3

IPv6 Addresses Eg: 2001:db8::, 2001:db8: 1234:5678
REMEE

NorE NEERESMEOED , AAEEEE TRPEEHOEDRR ( WRAT. 0+FF
BiBM ), BEESHMEL B2 ETSRNBHEE R

IEPBR (&4 H 3 )
B15 — NIEEORERE LR FIR.

Edit Extended Access List Object

Mame
l ACL_PBR ]

Entries (1)

Sequence Action Saured Sauiree Port 3 Destination Destination Part Application

& Allow  192.163.2.0/24 198.51.100.5 i i

F2H — ENSACLICE MBS HIZE T — Bk
B %, EXMatchF4 :


/content/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-policy-based.html#Cisco_Task.dita_b91f3118-f5a7-4208-b879-17169748fd0b

New Route Map Object

Mame
PER_RMAP

» Entries (0}

Sequance ko & Rediiribation

No records to display

Sillow Chidsineiies

Add Route Map Entry )

Sequence No:
'1
Redistribution;
© Allow -

2

Security Zones Address (2) Next Hop (0) Route Source (0)
i Select addresses 1o match as access st or prefix hst addresses of route.
IPv6 # Access List
BGP Prefix List
Others Available Access Lists
"1 Extended -
Available Extended Access List & Selected Extended Access List
a, Search ACL_PER §

| o —

E X SetF4 :



Edit Route Map Entry
Sequence No:
1

Redistribution;
& Allow

-
Match Clauses Set Clauses 1
Metric Values AS Path Community List Others

BGP Clauses

2

Local Preference .

Range: 1-4294867205
Set Weight :

Ranga: 0-65535
Origin:

Local IGP

Incomplete

IPvd settings:
Bext Hoo-
Specific IP
Specific IP
203.0.113.99
COMTA [0 Separate multphe vales
Prefix List:

IPvE settings:
IR

#3% — i EFlexConfig PBRI{ K.
B, &% (&% ) IBEPBRYR :

;- Firewa I'I\iMﬁ nag enjﬁlrlt Center Devices

Overview Analysis Policies Objects |

—
-
AS Path

FlexConfig Object

Cipher Suite List

> Community List FlexConfig Object include device configuration commands, variables,

» Distinguished Name
DNS Server Group

Narme

» External Attributes

File List Policy_Based_Routing

~ FlexConfig
FlexConfig Object
Text Object

Policy_Based_Routing_Clear

Geolocation

ntegration Deploy Q @D £ @ mzafeiro | mzafeiro v

‘twds’ SECURE

=12

X]

and scripting language instructions. It is used in FlexConfig polices.

Domain

Description 3
Global The template is an ax...
Global Ciear configuration of .. % O\




18 XE Object # F M BRTE S #Y B% ARSI I &R

Add FlexConfig Object

MName: 1 .
“rroaio0 een | Specify a new name

Description;

The template is an example -
of PBR policy configuration. It -

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert » | Deployment: | Once b | Type:

A
2 Specify the correct ingress interface
interfacalPorc-channell.l10] .
palisy-rouzss route-maplsr-map-ckhijast 3 Remnve thls rnute-map

15 TE # B 3R FR AR5

Add FlexConfig Object

MName:

FTD4100_FPER

Description:

The template is an example -
of PBR policy configuration_ It -

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Deployment: | Once » Type: | Append

) Insert Policy Object Text Object

Inzert Systern Variable »  Nebtwork

Insert Secret Key Security Zones
Standard ACL Object

Extended ACL Object

! -




Insert Route Map Variable

Variable Name:
PER_RMAP |

Description:

Available Objects C
Q, Search 2

XRBRALER

Selected Object
“PBER_RMAP

Add FlexConfig Object

Mame:
[ FTD4100_PBR

Description:

The template is an example -
of PBR policy configuration. It

& Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

3 Deployment: | Once

Insert » |

interface Port-channell.idl
policy=-route route-map $FPER_RMAP

v | Type: | Append

F45 — FPBRI KA MEIFTD FlexConfig K B



FTD4100_FlexConfig

Enter Description

3 Selected Prepend FlexConfigs

Available FlexConfig c FlexConfig Object " iame
X]

"3 no_ICMP
~ System Defined
"a Default_DNS_Configure
=0 Default_Iinspection_Protocol_Disable
"3 Default_Inspection_Protecel_Enable

"8 DHCPv6_Prefix_Delegation_Configure

=2 DHCPvE_Prefix_Delegation_UnConfigur

~ User Defined 1 -

.8 Selected Append FlexConfigs

8 Name

1 FTD4100_PBR

Owverview Analysis  Policies Devices Objects Integration Deploy Q f) £+ @ mzafeiro | mzafeiro v

‘tuth SECURE

Cancel

Policy Assignments (1)

Preview Config

Description

Description

The template is an example of PER policy configuration. i can notbe use.. Qg

REALETREE

Select Device:

Preview FlexConfig

mzafeiro_FTD4100-1 v

route-map PBR_RMAP permit 1
match ip address ACL_PER
set ip next-hop 203.0.113.99

vpn-addr-assign local

INTERFACE_START
no logging FMC MANAGER_VPN_EVENT_LIST

INTERFACE_END

ONNd ADD

interface Pﬂrt—channel1-11
policy-route route-map PBER_RMAP

&Ja , BB KR,

N sEE - FEEEAFlexConfigfIFMC U F— A O O R EPBR.



NFPBRSLABE , FERANA . TFFMCEEMWFTD ENDUAL ISPELEPBRAVIP SLA

PBRI&E
AOFEOWIE :

firepower# show run interface Pol.101
|

interface Port-channell.101

vlan 101

nameif INSIDE

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 192.168.0.1 255.255.255.0
policy-route route-map FMC_GENERATED_PBR_1649228271478
ospf authentication null

B EH BR300 E

firepower# show run route-map

!

route-map FMC_GENERATED_PBR_1649228271478 permit 5
match ip address ACL_PBR

set ip next-hop 203.0.113.99

firepower# show route-map

route-map FMC_GENERATED_PBR_1649228271478, permit, sequence 5
Match clauses:

ip address (access-1lists): ACL_PBR

Set clauses:
adaptive-interface cost OUTSIDE1l (0)

RBERE I

firepower# show policy-route
Interface Route map
Port-channell.101 FMC_GENERATED_PBR_1649228271478

¥ i Bl j5Packet Tracer:

7TPBR £APBR



https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11

firepower# packet-tracer input INSIDE tcp 192.168.2.100 1111 198.51.100.5 23

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

ETapsed time: 11596 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 13

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

ETlapsed time: 6244 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 14

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

Result: ALLOW

ETlapsed time: 2230 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 192.0.2.99 on interface OUTSIDE2
Adjacency :Active

MAC address 4c4e.35fc.fcd8 hits 0 reference 1

Result:

input-interface: INSIDE(vrfid:0)
input-status: up

input-Tine-status: up
output-interface: OUTSIDE2(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 272058 ns

firepower# packet-tracer 1

Phase: 3

Type: SUBOPTIMAL-LOOKUP
Subtype: suboptimal next-t
Result: ALLOW

Elapsed time: 39694 ns
Config:

Additional Information:
Input route lookup returne

Phase: 4

Type: ECMP load balancing
Subtype:

Result: ALLOW

Elapsed time: 2230 ns
Config:

Additional Information:
ECMP Toad balancing

Found next-hop 203.0.113.¢

Phase: 5

Type: PBR-LOOKUP

Subtype: policy-route
Result: ALLOW

Elapsed time: 446 ns
Config:

route-map FMC_GENERATED_PE
match ip address ACL_PBR
set adaptive-interface cos
Additional Information:
Matched route-map FMC_GENE
Found next-hop 203.0.113.¢

Phase: 15

Type: ADJACENCY-LOOKUP
Subtype: Resolve Nexthop 1
Result: ALLOW

Elapsed time: 5352 ns
Config:

Additional Information:
Found adjacency entry for
Adjacency :Active

MAC address 4c4e.35fc.fcd¢

Result:

input-interface: INSIDE(vr
input-status: up
input-line-status: up
output-interface: OUTSIDE]
output-status: up
output-line-status: up
Action: allow

Time Taken: 825100 ns




&£ FASLBRIR

BTN
15 A BR B G B 2 SR

firepower# capture CAPI trace interface INSIDE match ip host 192.168.2.1 host 198.51.100.5
firepower# capture CAPOl trace interface OUTSIDE1l match ip host 192.168.2.1 host 198.51.100.5
firepower# capture CAPO2 trace interface OUTSIDE2 match ip host 192.168.2.1 host 198.51.100.5

Routerl# telnet 198.51.100.5 /vrf VRF-101 /source-interface 102
Trying 198.51.100.5 ... Open

WIRER :

firepower# show capture

capture CAPI type raw-data trace interface INSIDE [Capturing - 4389 bytes]
match ip host 192.168.2.1 host 198.51.100.5

capture CAPO1l type raw-data trace interface OUTSIDE1l [Capturing - 4389 bytes]
match ip host 192.168.2.1 host 198.51.100.5

capture CAPO2 type raw-data trace interface OUTSIDE2 [Capturing - 0 bytes]
match ip host 192.168.2.1 host 198.51.100.5

TCP SYN#E SR IRER :

firepower# show capture CAPI packet-number 1 trace
44 packets captured

1: 13:26:38.485585 802.1Q vlan#101 PO 192.168.2.1.49032 > 198.51.100.5.23: S 571152066:571152066(0) win

Phase: 3

Type: SUBOPTIMAL-LOOKUP

Subtype: suboptimal next-hop

Result: ALLOW

ETapsed time: 13826 ns

Config:

Additional Information:

Input route lookup returned ifc OUTSIDE2 1is not same as existing ifc OUTSIDEl

Phase: 4

Type: ECMP Tload balancing
Subtype:

Result: ALLOW

ETapsed time: 1784 ns
Config:

Additional Information:
ECMP load balancing



Found next-hop 203.0.113.99 using egress ifc OUTSIDEl(vrfid:0)

Phase: 5

Type: PBR-LOOKUP

Subtype: policy-route

Result: ALLOW

ETapsed time: 446 ns

Config:

route-map FMC_GENERATED_PBR_1649228271478 permit 5
match ip address ACL_PBR

set adaptive-interface cost OUTSIDE1l

Additional Information:

Matched route-map FMC_GENERATED_PBR_1649228271478, sequence 5, permit
Found next-hop 203.0.113.99 using egress ifc OUTSIDE1L

Phase: 15

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

ResuTlt: ALLOW

ETapsed time: 4906 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 203.0.113.99 on interface OUTSIDE1l
Adjacency :Active

MAC address 4c4e.35fc.fcd8 hits 348 reference 2

Result:

input-interface: INSIDE(vrfid:0)
input-status: up

input-Tine-status: up
output-interface: OUTSIDE1(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 222106 ns

ASP PBRZE RERBEIHITE :

firepower# show asp table classify domain pbr

Input Table

in 1d=0x1505f26d3420, priority=2147483642, domain=pbr, deny=false

hits=7, user_data=0x1505f26e7590, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=192.168.2.0, mask=255.255.255.0, port=0, tag=any

dst ip/id=198.51.100.5, mask=255.255.255.255, port=0, tag=any, dscp=0x0, nsg_id=none
input_ifc=INSIDE(vrfid:0), output_ifc=any

Output Table:

L2 - Output Table:

L2 - Input Table:

Last clearing of hits counters: Never



~ 5E¥Z : Packet Traceriz & 18 indy it #kEs.

A s mEERED  BRAFEABEE,

BRLIER

firepower# debug policy-route
debug policy-route enabled at Tevel 1

if
fin

FIEZKER

<

1L

Routerl# telnet 198.51.100.5 /vrf VRF-101 /source-interface 102
Trying 198.51.100.5 ... Open

B ER

firepower#

pbr: policy based route lookup called for 192.168.2.1/37256 to 198.51.100.5/23 proto 6 sub_proto O rece
pbr: First matching rule from ACL(2)

pbr: route map FMC_GENERATED_PBR_1649228271478, sequence 5, permit; proceed with policy routing

pbr: policy based routing applied; egress_ifc = OUTSIDE1l : next_hop = 203.0.113.99

~ SEZ : Packet Tracerid &4 K iE R4 H o

teRAE A A A T X PBREE AT SR HERR



FTD PER does not
wiork

v

Enable capture on the
ingress interface

Check the routing on
the downstream
device(s)

» Checkthe PER ACL
« Confirm tha the PBR ACL is
applied on the route-map

Check the PEBR route-map 'set

BOress statements
interface?

» Check the FTD ARP table
» Check the upstream device(s)
interface

Mext-hop is
reachable?

Check connectivity from
nexi-hop to Intermet

PBRiE S E



show asp drop

4 —ET2RBHERNER

EEEER. NATEXRMPBRZE , REREUBEH OEONTE R2RBEKHEXK,
B BRI UE

LRI EFTOEBREE

Dest. Mask .
Metric

L

Dest. Network :

Next Hop

Administrative o
Distance

BHASENTEBR2ERT —M. BHERBRFOT :
1. R IEE AL TR 2L
2. 1EAD ( BRI BTDIURZ A )
. REEERE (MRBHARMNE—IR — BEAMDIIRA )
BHRNEXRSN :
-IGP(R. D, EX. O, IA, N1, N2, E1, E2. i, su, L1, L2, ia, o)
- BGP(B)
- BGP InterVRF(BI)
— B (®)
— B3 InterVRF(SI)
— BIEHE(C)

— ZRH#IP(L)



- VPN(V)

— Bk

-2RIA

EEERAXREE , BERAUTGS :
<#root>

firepower#

show rout e sumary

IP routing table maximum-paths is 8
Route Source Networks Subnets Replicates Overhead Memory (bytes)

connected 0 8 0 704 2368
static 0 1 0 88 296
ospf 1 0 2 0 176 600

Intra-area: 2 Inter-area: 0 External-1: 0 External-2: 0
NSSA External-1: O NSSA External-2: O

bgp 65000 0 2 0 176 592
External: 2 Internal: O Local: 0

eigrp 1 0 2 0 216 592
internal 7 3112
Tot al 7 15 0 1360 7560

B ERU T TR RERN

<#root>
firepower#

debug ip routing

I P routing debugging is on

Flan N2 BB EERPHBEROSPFIRH192.168.1.0/248% , BIXFERATHE :

<#root>
firepower#

RT: ip_route_delete 192.168.1.0 255.255.255.0 via 192.0.2.99, |INSIDE

ha_cTuster_synced 0 routetype 0
RT: del 192.168.1.0 via 192.0.2.99, ospf metric [110/11INP-route: Delete-Output 192.168.1.0/24 hop_coun
RT: delete network route to 192.168.1.0 255.255.255.0NP-route: Delete-Output 192.168.1.0/24 hop_count:1



NP-route: Delete-Input 192.168.1.0/24 hop_count:1 Distance:110 Flags:0X0 , via 0.0.0.0, INSIDE

HAME T

<#root>
firepower#

RT: NP-route: Add-Qutput 192.168.1.0/24 hop_count:1 , via 192.0.2.99, |NSIDE

NP-route: Add-Input 192.168.1.0/24 hop_count:1 Distance:110 Flags:0X0 , via 192.0.2.99, INSIDE

Nullo#z X

NulOEO TR TERTTENRE. LEFNMENEE/NTEE RZHREACLMAN N RE
=5

EX
59198.51.100.4/32E HLEL ENullOBE H1
FRRTT 2

FTD4100-1
Cisco Firepower 4140 Threat Defense Add Static Route Configuration 9
Device Reuting Interfaces Inline Sets DHCP VTEP Type o IPvd IPv6
Interface* 7
Mz ual Routers “T .
Global v Network Interface (Interface starting with this icon [@signifies it is available for route leak)
v IPvd Routes Available Network C + Selected Network

L]

@, host_198.51.100.4 x ‘ host_198.51,100.4
net_198.51.100.0_29bits OUTSIDET - -
host_198.51.100.4 A

net_198.51.100.0_29bits QUTSIDEZ2 2

=

w [Pvé Routes

Metric

REHIE,
IS -

<ttroot>



firepower#

show run route
route OUTSIDE2 198.51.100.0 255.255.255.248 192.0.2.99 1

route OUTSIDE1l 198.51.100.0 255.255.255.248 203.0.113.99 200

route Null 0 198.51.100.4 255. 255,255,255 1

<#root>
firepower#

show route | include 198.51.100.4

S 198.51.100.4 255.255.255.255 [1/0] is directly connected, NullO

ZHBRIZEEEN :

<tfroot>

Routerl#

ping vrf VRF-101 198.51.100. 4

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 198.51.100.4, timeout is 2 seconds:

Success rate is 0 percent (0/5)

FIDEBEER :

<#root>

firepower#

show log | include 198.51.100.4

Apr 12 2022 12:35:28:

%-TD- 6-110002: Failed to locate egress interface for |CVWP from | NSIDE: 192.168.0.99/0 to 198.51.100.4/0

ASPEHFE TR :



<#root>
firepower#

show asp drop

Frame drop:

No route to host (no-route) 1920

EM Z KR (ECMP)

X1

=
o

ECMP Traffic Zone A A FRHEZEOLAAE—# ( R HECMP Zone ) »

X AFECMPE B SN O REWN AT,

O SECMP Traffic ZonexBkit , AP A B OMBRENHAKE. SNBIKRBRE
BEEEHREEENE - BHNMENER,

TEWMRAST 1280 , Firepower B B ) 3 #3833 FlexConfig IR B FIECMPES . M7.1ARFFIE |, S& AT 1L
HEO2ESFERXE , HEFirepowerEE /LB BEECMPEH.

EMCPRY #A1T
EARBIR  FHEENEER , BAEFELRE :

<#root>
firepower#

show | og

Apr 13 2022 07:20:48: %FTD-6-302013:
B

ui It inbound TCP connection 4046 for | NSIDE: 192.168. 1. 1/23943 (192.168.1.1/23943) to OUTSI DE1: 198. 51. 10(

Apr 13 2022 07:20:48: %FTD-6-106015:

Deny TCP (no connection) from 198.51.100.100/23 to 192.168. 1. 1/23943 flags SYN ACK on interface QUTSI DEC


/content/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-ecmp.html#Cisco_Concept.dita_805163a2-8567-48d2-b406-c327381b7888

ISP1

203.0.113.99/24
192.168.1.0/24

>
OUTSIDE1
Pol.203 198.51.100.100

=

VRF-101 192.168.0.0/24 FPRA1xxx

Pol1.101

INSIDE ST g
OUTSIDE2

192.0.2.99/24

MFMC UIELEECMP:

| Device Routing Interfaces Inline Sets DHCP VTEP

T T T Equal-Cost Multipath Routing (ECMP)

Virtual Router Properties
ECMP

OSPF

OSPFv3
EIGRP

RIP
Policy Based Routing 3

“ BGP
There are no ECMP zone records] Add
IPvd

ZEECMPARRI2MNED -



Add ECMP

Mame

| ECMP_OUTSIDE

Available Interfaces

INSIDE

B

\!

Selected Interfaces

OUTSIDET

OUTSIDEZ

Device Routing

Manage Virtual Routers

Virtual Router Properties

ECMP
OSPF

REFEHIE,
ECMPX I :

Interfaces

Inline Sets DHCP WTEP

Equal-Cost Multipath Routing (ECMP)

Name Interfaces

ECMP_OUTSIDE OUTSIDEZ, OUTSIDEN




<#root>
firepower#

show run zone

zone ECMP_QUTSI DE ecnp

firepower#

show zone

Zone: ECMP_QUTSI DE ecnp

Security-level: 0O

Zone nenber(s): 2

QUTSI DE1 Port-channel 1. 203

QUTSI DE2 Port-channel 1. 202

EORAE -

<#root>
firepower#

show run int pol. 202

interface Port-channell.202

vlan 202

nameif OUTSIDE2

cts manual

propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

zone- nenber ECMP_QUTSI DE

ip address 192.0.2.1 255.255.255.0

firepower#

show run int pol. 203



interface Port-channell.203

vlan 203

nameif OUTSIDE1l
cts manual
propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

zone- nenber ECMP_QUTSI DE

ip address 203.0.113.1 255.255.255.0

<{froot>

Routerl#

tel net 198.51.100.100 /vrf VRF-101 /source-interface |ol

Trying 198.51.100. 100 . ..

Ooen

ISP1# 0 FMHEREREARE :

<{froot>

firepower#

show capture CAP1

5 packets captured

vl A W IN

10:03:
10:03:
10:03:
: 10:03:
: 10:03:

52
52
52
52
52

.620115
.621992
.622114
.622465
.622556

802
802
802
802
802

.1Q vlan#203
.1Q vlan#203
.1Q vlan#203
.1Q vlan#203
.1Q vlan#203

ISP2# 0 ENHRE RIRERE :

<tfroot>

firepower#

show capture CAP2

RESRE |, FEHEZHUP:

PO 192.168.1.1.56199
PO 192.168.1.1.56199
PO 192.168.1.1.56199
PO 192.168.1.1.56199
PO 192.168.1.1.56199

198.
198.
198.
198.
198.

51.100.100.23:
51.100.100.23:
51.100.100.23:
51.100.100.23:
51.100.100.23:

S 1782458734:1782458734(0)
. ack 2000807246 win 4128
. ack 2000807246 win 4128
P 1782458735:1782458753(18
. ack 2000807246 win 4128



6 packets captured
1: 10:03:52.621305 802.1Q vlan#202 PO 198.51.100.100.23 > 192.168.1.1.56199:
S

2000807245:2000807245 (0)

ack

1782458735 win 64240 <mss 1460>
3: 10:03:52.623808 802.1Q vlan#202 PO 198.51.100.100.23 > 192.168.1.1.56199: . ack 1782458753 win 64222

FTDEE Y@
FTDRE2MNEEY @ :

« Management0# 0 — Rt X3 Firepower+ R4t 19 1/ (8]
- LINAZIT#EE O — BMEXNFTD LINAF RS

Efg E MK IEManagement0$E 0 |, 5% 5l A configure networkFlshow network s %o

S—7HE , LINAZEORHNLINAKREHIGE, FTD RIBRAJFTDEEOSKE A WA ER M -

<#root>
firepower#

show route | include L

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

L 192.0.2.1 255.255.255.255 is directly connected, OUTSIDE2

L 192.168.0.1 255.255.255.255 is directly connected, INSIDE

L 203.0.113.1 255.255.255.255 is directly connected, OUTSIDEL

B, EMNATUMNASPEERFHNEMHRE :

<#root>
firepower#

show asp table routing | include identity

in 169.254.1.1 255.255.255.255 identity
in

192.0.2.1 255.255. 255. 255 identity



in

203.0.113.1 255. 255. 255. 255 identity

in

192.168. 0.1 255. 255. 255. 255 identity

in £f02::1 ffff:ffff:ffff:ffff:FHrf:Frfeffrff:fff identity

in £f02::1:ff01:3 ffff:ffff:ffff:fHff:Frfrf:fFrfeffrff:fff identity

in £f02::1:ff00:1 ffff:ffff:ffff:FHff:Frfrf:fFrfeffrff:fff identity

in fe80::200:ff:fe01:3 ffff:ffff:ffff:ffff:ffff:frff:fFff:ffff identity
in £d00:0:0:1::1 ffff:ffff.ffff.fFFfFf:FEFfFFEFFFEFffff identity

out 0.0.0.0 0.0.0.0 via 0.0.0.0, +identity

out :: :: via 0.0.0.0, 1identity

ER
LB ESERFTD , A BBIRIPEENSHIPEER , FTDAEEAAER ZBIREE.

FTD LINAZ ##2 0 B B

FTD ( 5i2179.5/5CIBMASARML ) NEEN XN EENESEOL4IP RUVRFIIEHEK. ZHED
B TukEn,

BARFMCRAWE ( FHECMP ) EAMRNERER T ENZED LEE2RXMINES , E&T
LAEFTDHERE O LEE1FKIMIARE , FESMEO LRE S —FKIMIARH

Device Routing Interfaces Inline Sets DHCP VTEP

Manage Virtual Routers

Global - MNetwork « nterface Leaked from Virtual Router Gateway Tunehed Matric

Virtual Router Properties ¥ IPvd Routes

ECMP

any-ipvd diagnostic Global ow_10.62.148.1 false
OSPF

OSPFv3 any-ipvd OUTSIDE1 Global 203.0.113.99 false

BREVYEREEALRRMIAMX , MEEVYEREEMAZHERINGW:

<#root>
firepower#

show rout e managenent - only

Routi ng Tabl e: mgnt-only

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN



i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 10.62.148.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.62.148.1, diagnostic

ERBARMX

<#root>
firepower#

show route | include S\ *| Gat enay

Gateway of last resort is 203.0.113.99 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 203.0.113.99, QUTSIDE1

HEMFTDRERE (KRARZFNRE ) i, 2BBUTRAERER OO .

1. £ RAKAR
2 (NEHEHEHRE

WMRFHEEHAEAD , JUBSEOEOER.

FiApingZ Wi OMX, MRFEERED | ping2kM , RAFTDELREALRRER , E4H
F, 2REARSSMINEH. IREBRPIBEEH , WFTDXNNEERARNITHEEERK !

<#root>
firepower#

ping 10.62.148.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.62.148.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)
firepower#

show capture CAP1l | include 10.62.148.1



1: 10:31:22.970607 802.1Q vlan#203 PO

203.0.113.1 > 10.62.148.1 icnp: echo request

2: 10:31:22.971431 802.1Q vlan#203 PO

10.1.1.2 > 203.0.113.1 icnp: host 10.62.148.1 unreachable

<#root>
firepower#

pi ng di agnostic 10.62.148.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.62.148.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

R B Acopyin S MLINA CLIEHISU#H |, RIHEEER.
X [6) ¥ & %M (BFD)
DA SASA 9.6k L1 TBFDX 3 |, F B4 FIBGPIL : M a1%E &4 N8 B

EFTDL :

« X#BGP IPv4FIBGP IPVv6TMY ( #:#6.4 ) -
« "% #O0SPFv2, OSPFV3HEIGRPMY,
s FXEFHSEAMNBFD,

FE 158 88 (VRF)

6.6 AR T VRFXF, AXREMES | BEB A REIEX A 25 L B R4

EESEYS

« FTD#E 25 8% A ERIA R HH



/content/en/us/td/docs/security/asa/asa99/configuration/general/asa-99-general-config/route-bfd.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-vrf.html#Cisco_Generic_Topic.dita_bb771ecd-75c0-4ed6-b2fb-98639864d675
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-static.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-static.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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