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Identity Sources

2 abjects Q

E MAME TR

1 LacalldentitySource LOGAL
AD e
F Appcation Filters

Ierty Senvices Engine
& URLs

¥ Geolocations

 Syeioq Senvers

A KE Policies

N INActive DirectoryBELi& :

@ Identity Realm is used for Identity Policies and Remote Access VPN. Any changes impact all features that use
this realm.

MName Type
Active_Directory Active Directo AD

Directory Username Directory Password
sfua P

Base DN AD Primary Domain
CN=Users,DC=ren,DC=lab ren.lab

Directory Server Configuration
H 172.17.4.32:389 Test

Add another configuration

B2 EALRILED

ZOEBEMNEIAEE  BFERMED , —MNATERFNEIF , —MNHTSSLER.
FBAI IR BE RIS , WABIFTR.
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1 NGFW-Default-InternalCA Internal CA

2 ssl_captive_portal Internal CA

3 DefaultimternalCortificate

4 DefaultWebserverCenrtificate Internal Certificate

RBHEMEI T EERIES !

Add Internal Certificate

Name

captive_portal

Country State or Province

Mexico (MX) v Mexico

Locality or City

Mexico
Organization Organizational Unit (Department)
MexSecTAC MexSecTAC

Common Name

fdmcaptive

SSLEEHIUEH :



Add Internal CA

Name

ssl_captive_portal

Country State or Province

Mexico (MX) v Mexico

Locality or City

Mexico
Organization Organizational Unit (Department)
MexSecTAC MexSecTAC

Common Name

ss_fdmcaptive
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Order Title AD Identity Source i ACTIVE AUTHENTICATION
. For HTTP connections only, prompt for usermame and password and
1 ad_captive Active_Directory authenticate against the specified identity source to obtain the user
idantity for the source IP address.

& PASSIVE AUTH

Source / Destination Active authentication e S VTR O captive_portal:885 +

@ ACTIVE AUTH
SOURCE ! i
+ +

Networks rts Networks Ports/Protocols

Fi  no AUTH

Zones

— B S MRIEBIEN EidJEAﬁBAiE FEZIZESSLAN , BIAERT , HRNZENany any , FHF
# 8 Decrypt-Resign , Eﬂik#lttﬁlml] & BSSLIEH,

h > ° SSL Decryption ° Identity Ty Int 2 Y 2 o Access Control > Q Intrusion

[ESL Decryption 1 rule O. a +

DESTINATION

APPLICATIONS RS

ZONES

<[] identity Policy Active Authentication Rules ()
1 ad_captive - N ? A A AN N A N Pending

5]
Ra-Sign

B ssthativeRules @

ADD PRE-DEFINED RULES

= ° SSL Decryption 4 o Identity > urity Int . o Access Control Q Intrusion

S5L Decryption The rules in this section are automatically Q : a +

PORTS/PROTO... APPLICATIONS

URLS

o [ rdentity Policy Active Authentication Rules ()

1 ad_captive - A N A N AN T N A Pending
B
Re-Sign

B ssLNative Rules )

GREATE SSL RULE ADD PRE-DEFINED RULES
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Control 37 inix RN



Order Title Action

1 v ad_captive Allow v
SourcefDestinatio Applications URLs Users Intrusion Policy File policy Logging
SOURCE DESTINATION
Zones + Networks + Ports i Zones + Networks + Ports/Protocols +

NMRFEREAFREMADTR , IRELRANHSMERFES , ARETHAFL, 7T
RIUFFDMEEZ LA,

Order Title Action

Source/Destination Applications URLs Intrusion Policy File policy

AVAILABLE USERS * n Ay conTRO

If you config
address, yo
membershiy

, * appropriate
ldentity S Groups Users y
EnLTy Ources roups s Ijlffl:rDI_It E]d

L Active_Directory \ luis - network acy
from one g

Active_Directory \ ngfwtac

Special-ldentities-Realm \ No Authentica...

Active_Lirectory \

Active_Directory | sfua

Active Directory \ testuser

ate new |dentity Realm CANCEL

PIEHERBEEL.
Wrir

REAFREESMEHTTPSH RN RE KRB EEE.



Y hitps//10.115.117.43:885/vauth. X

< C @ 10.115.117.43:885/x.auth?s=dOF7TLRChg4FKX2BCiKA6w

m Sanesl

wWmARPADEIL,

@ hittps:10

&« C @ 10.115.117.43:885/x.auth?s=dOFTLRChgd FKX2BCIK46wid OKDIMAXeal(

yeuct3 D8 =http%3AT2F%2

Sign in

https://10.115.117.43:885

Username ngfwtac

Passweord carerenny ]

m ot

L C @ ciscocom

Cisco Platiom Sule »

i
CIsSCO

Products

Active exploit of Kaseya VSA in supply-chain attack

il opportuniti see the action behind tf ) It's time to ta

B By & G =

Design Guides Find Training Leaming & Software Downloads Clsco Community Tech Support Cases
Certifications

TP HE R

A LA 5 Fuser_map_query.plB) A3 iEFDME A& F 7 IPBR &

user_map_query.pl -u username ---> for users
user map_query.pl -i x.x.x.x ---> for ip addresses
root@firepower:~# user_map_query.pl -u ngfwtac



WARNING: This script was not tested on this major version (6.6.0)! The results may be
unexpected.

Current Time: 06/24/2021 20:45:54 UTC

Getting information on username(s)...

User #1: ngfwtac
ID: 8
Last Seen: 06/24/2021 20:44:03 UTC
for_policy: 1
Realm ID: 4

##) IP Address [Realm ID]
1) ::f£££:10.115.117.46 [4]

##) Group Name (ID) [realm: Realm Name (ID)]
) Domain Users (12) [realm: Active_Directory (4)]

1
HclishiEXT , B LEE :

R &K Fridentity-debug AT EE R R E Ko

> system support identity-debug

Enable firewall-engine-debug too? [n]: vy

Please specify an IP protocol:

Please specify a client IP address: 10.115.117.46
Please specify a client port:

Please specify a server IP address:

Please specify a server port:

Monitoring identity and firewall debug messages

10.115.117.46-55809 > 72.163.47.11-53 17 AS 1-1 I 1 deleting firewall session flags = 0x10001,
fwFlags = 0x100

10.115.117.46-55809 > 72.163.47.11-53 17 AS 1-1 I 1 Logging EOF as part of session delete with
rule_id = 1 ruleAction = 2 ruleReason = 0

10.115.117.46-50611 > 142.250.138.94-443 6 AS 1-1 I 0 Got end of flow event from hardware with
flags 00010001. Rule Match Data: rule_id 0, rule_action 0 rev_id 0, rule_flags 2
10.115.117.46-50611 > 142.250.138.94-443 6 AS 1-1 I 0 Logging EOF for event from hardware with
rule_id = 1 ruleAction = 2 ruleReason = 0

10.115.117.46-50611 > 142.250.138.94-443 6 AS 1-1 I 0 : Received EOF, deleting the snort
session.

10.115.117.46-50611 > 142.250.138.94-443 6 AS 1-1 I 0 deleting firewall session flags = 0x10003,
fwFlags = 0x114

10.115.117.46-65489 > 72.163.47.11-53 17 AS 1-1 I 1 deleting firewall session flags = 0x10001,
fwFlags = 0x100

10.115.117.46-65489 > 72.163.47.11-53 17 AS 1-1 I 1 Logging EOF as part of session delete with
rule_id = 1 ruleAction = 2 ruleReason = 0

10.115.117.46-65489 > 173.36.131.10-53 17 AS 1-1 I 1 deleting firewall session flags = 0x10001,
fwFlags = 0x100

10.115.117.46-65489 > 173.36.131.10-53 17 AS 1-1 I 1 Logging EOF as part of session delete with
rule_id = 1 ruleAction = 2 ruleReason = 0

10.115.117.46-53417 > 72.163.47.11-53 17 AS 1-1 I 0 deleting firewall session flags = 0x10001,
fwFlags = 0x100

10.115.117.46-53417 > 72.163.47.11-53 17 AS 1-1 I 0 Logging EOF as part of session delete with
rule_id = 1 ruleAction = 2 ruleReason = 0

10.115.117.46-63784 > 72.163.47.11-53 17 AS 1-1 I 1 Starting authentication (sfAuthCheckRules
params) with zones 2 -> 3, port 63784 -> 53, geo 16671760 -> 16671778

10.115.117.46-63784 > 72.163.47.11-53 17 AS 1-1 I 1 looked for user_id with realm_id 4 auth_type



2, returning realm_id 4 auth_type 2 user_id

10.115.117.46-63784 > 72.163.47.11-53 17
4

10.115.117.46-63784 > 72.163.47.11-53 17
8 realm_id = 4

10.115.117.46-63784 > 72.163.47.11-53 17
10.115.117.46-63784 > 72.163.47.11-53 17
Action', action Allow and prefilter rule
10.115.117.46-63784 > 72.163.47.11-53 17
10.115.117.46-63784 > 72.163.47.11-53 17
10.115.117.46-50619 > 142.250.138.94-443
params) with zones 2 -> 3, port 50619 ->

AS

AS

AS
AS
0

AS
AS
6

44

1-
1-

AS
3,

10.115.117.46-50619 > 142.250.138.94-443 6 AS
auth_type 2, returning realm_id 4 auth_type 2
10.115.117.46-50619 > 142.250.138.94-443 6 AS

realm 4

10.115.117.46-50619 > 142.250.138.94-443
= 8 realm_id = 4

10.115.117.46-50619 > 142.250.138.94-443
10.115.117.46-50619 > 142.250.138.94-443
Action', action Allow and prefilter rule
10.115.117.46-50619 > 142.250.138.94-443
10.115.117.46-50619 > 142.250.138.94-443

SE:

O O O O O

AS

AS
AS

AS
AS

11
11
1-1
geo

1
1
I

found active binding for user_id 8 in realm

matched auth rule id = 2023803385 user_id =

new firewall session
using HW or preset rule order 4, 'Default

HitCount data sent for rule id: 1,
allow action
0 Starting authentication (sfAuthCheckRules

16671760 -> 16671778
1-1 I 0 looked for user_id with realm_id 4
user_id 8

1-1 I 0 found active binding for user_id 8 in

0 matched auth rule id = 2023803385 user_id

I 0 new firewall session

I 0 using HW or preset rule order 4, 'Default

I 0 HitCount data sent for rule id: 1,

I 0 allow action

https://www.cisco.com/c/en/us/td/docs/security/firepower/660/fdm/fptd-fdm-config-quide-660/fptd-

fdm-identity.html#id 71535

https://www.cisco.com/c/en/us/td/docs/security/firepower/660/fdm/fptd-fdm-config-guide-660/fptd-

fdm-identity-sources.html#task 83008ECDODBF4E388B28B6247CB2E64B



https://www.cisco.com/c/zh_cn/td/docs/security/firepower/660/fdm/fptd-fdm-config-guide-660/fptd-fdm-identity.html#id_71535
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/660/fdm/fptd-fdm-config-guide-660/fptd-fdm-identity.html#id_71535
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/660/fdm/fptd-fdm-config-guide-660/fptd-fdm-identity-sources.html#task_83008ECD0DBF4E388B28B6247CB2E64B
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/660/fdm/fptd-fdm-config-guide-660/fptd-fdm-identity-sources.html#task_83008ECD0DBF4E388B28B6247CB2E64B
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