BEBRFirepower & B BA I (FTD) 52 B WU BE
Hx

SRR (CCLYHE

SRS R (CCPUHE

ERE TR EHC) L
HC#R &7 =

AN p:]

i TEIA
CCLEMIMTUR
1 A OFf
B/ O 88 3 O 5] B
B F CCL L f ATk 14 ] B & B X 9 2

EXOSE 3
s HRE
BxER

oo
R BT B Firepower T — B K (NGFW) £ E81% B Y R BEBERR

TR



=R

CiscoWEBTHMUTER (BxekE , TSR MEXERHD ) :

« Firepower¥ & %243

« FirepowerSE B¥EL & FIRE

« BAZEFTDHFirepowerd]§ RBERMERL(FXOS)CLI
- NGFW/EEFERE

« NGFW/##E S Epacket-tracer

- FXOS/##EFHEIR

E AL

- &1 : Firepower 4125
. B4 6.7.0 ( REBARA65 ) — BAEFE9.15(1)

ANHEHPWERBRETREXNREREPNRZIREN, AP ERANAMERERZVNERAR
w(BIA) BE. MRENMELTEIRS , FERRETRAERSHBERRE,

BRER
ALHPBROASUAR 52 EA T EHENRSREASAEHUEFR,
[

FMCHIFXOSEBEMMA T ERHNBENERES 2

NGFWZ%EFg

T f#Firepower 41xxZHO3xx RF i B HRIFTIEEEE .

ﬁ

TD Snort engine

Internal
Switch

FTD data plane



https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/clustering_for_the_firepower_threat_defense.html%20
https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/clustering_for_the_firepower_threat_defense.html%20
https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/clustering_for_the_firepower_threat_defense.html%20
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/clustering/ftd-4100-9300-cluster.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/clustering/ftd-4100-9300-cluster.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/clustering/ftd-4100-9300-cluster.html

1. BIREHEAAOED , AHBERBRRILLE,

2. WIRUBYERM <. RBEERRDR (EHME ) , NEESFNHEEENFLE , A5
KB,

. MRBFEIARD R , ©RHAETERITLILARENFTDEIE FE,

4. MRKBFEE , BRI FHESno5| BRHITRE (FERLTRE ),

5. Snort5| R EIHHFEZAVHE (HlE0 , RVFSEL ).

6. HIEFERESnotVHEEF R R BT,

7. BEQEE AH AR E T LA,

AR

FirepoweriR & RS NMERR , ATRENER RO TN, EHRBENS AKRFHRN |, T8
BELWT

- HRUEHESEHPIRZHENEINME M,
- BEETHREFHLEREREN SN , TRREBEISEHFNBIES.

TRETR—MRETER (HlW, FP941xx/FP9300 ) :

unit-1-1 FTD data plane
| HW Accelerator |
| Internal Switch (FXOS) |
s Pol.201 Pol.202
i (INSIDE) (OUTSIDE) Host-B
Pod8 (CCL)
Pods (CCL)
Pol.201 Pol.202
(INSIDE) ] 1 (OUTSIDE)

Internal Switch (FX0S)

| HW Accelerator |

unit-2-1 I I I
FTD data plane

XN FIEFMRTCPIEEEI , TCP SYN, SYN/ACKZIMRIM TR :



TCP SYN/ACK Pol.201 Pol.202
Host-A 4
[OUTSIDE) TCP SYN

Pods (CCL)
! —

"X

1

2.
3.
4.

5,
6.
. TCP SYNM#LAEWEED (Po1MRRAZ — ) %% B E#HB,

7

R

11

12.
13.
14.
15.

16.
17.
. TCP SYN/ACKBS HAF—MIFEERZED ( Hla , E1/9, E1/10%F ) , HIBHPo1 —1NK

18

19.

unit-1-1 _
204 ol.2 TECP SYN/ACK
Reinjection

HW Accelerator

suea:kplaﬁ E1/10

Ihternal Switch (FXOS)

048 (CCL) .
Po1202 TCP SYN/ACK

[OUTSIDE)

Pol.201
[INSIDE)

| 'nternal Switch (FX0S)

Eiwmplarﬂ E1/10
| Accelerator

wit2-1 P %L Polgl
FTD data plane

i

el

. TCP SYNM\EHAKEEIEHB,

TCP SYNEEHNFE ( Po1BI—1NAEA ) -

TCP SYNBEHA—MIAETRED (FIWE1/9, E1/10%F ) KEZKEFE.

TCP SYNZIAEIEFE A O O(Po1.201/INSIDE), EARHIH | unit1-1EUERFAEN
, AT 755 (ISN)BELL , X515 B FTE X (cookie)fE B # T4

TCP SYNMP01.202/OUTSIDE ( #iEFEH OO ) X,

TCP SYNEIAHFP—MIFEERED ( HIENE1/9. E1/10F ),

=
mE

. TCP SYN/ACKMEHBAIE H FiEunit-2-1 (POl A Z— ) o

. TCP SYN/ACKENEAF—MIFEERED ( HIIE1/9, E1/10%F ) ZEFHIEFME.
10.
. TCP SYN/ACKM &R 12 #4853 (CCL) RIAFRZ 1-1, BIANBERT |, ISNFERARS. Akt

TCP SYN/ACKZEIA E4E ¥ E A A #20(Po1.202/0UTSIDE),

, BABSTUIERERER RIS ENE R TERTCP SYN+ACKIFTEEER. T HMEK
EOREAISNE , 2EARER R,

TCP SYN/ACKEIIAHA—MLFEERED (B0, E1/9. E1/10F ) .

TCP SYN/ACKM\HLAEYEE D ( Po48HIRK A2 — ) KEZEunit-1-1,

TCP SYN/ACKZikunit-1-1 ( Po48HIR A Z— ) o

TCP SYN/ACKBREF - MIBEFTRZEOHLZIHIEFECCLIE QEEREO ( nameiffE8

) o

BIETEFHTCP SYN/ACKEIE B E#H X% F H¥E F E##ZOPo1.202/0UTSIDE,
MP01.201/INSIDE ( ZEFEE O#O ) MHOST-AXIATCP SYN/ACK,

D
Do

TCP SYN/ACKZIE EHLA,



BEXUAENEZFMEES |, EFECluster Connection Establishment Case Studies® B FH5% 2%

o

REFELHFEIMR , IR TRNEFHBRILSE

CP SYN/ACK
Reinjection

ﬁsm
FXO0S)
Pol.202

(OUTSIDE)  Tcp SYN Host-B

Pod8 [(CCL)
i) m
po1202 TCP SYN/ACK

(OUTSIDE)
[ nte
E1f

HW Accelerator

Host-A  TCP SYN/ACK Po1.201

Pol.201
(INSIDE)

Switch (FX0S)

sckplane I E1/10

Pol.2

FTD data plane

unit-2-1 ‘““"

FNFEERE (0, TCP SYN ) 3K :

1. VFEYEEED (Bl , PO1RA ) . LLHREMNEEESR(CM)UITCM CLIELER

2. BIEF@AOEO (B0, Po1.201 INSIDE ) o

3. HIEFEH AN (flf , Po1.202 OUTSIDE )

4. NIEEREOD, FP4100B2MNERIZED, FPI300 LHAEEN ( M ER2N ) . BHTFETHE
BIEEEEWMNED , R AREFFEEND LB R#ER,

X FREFE (0, TCP SYN/ACK ) % :

5. FEYEED (fla , Po1KA ) » LHEREMVEEESR(CM)UITCM CLIEER .
6. BIEF®EANOED (6@ , Po1.202 OUTSIDE ) ,

7. BTHBEEHEERD , T—MIRKEHEFECCL,

8. AT HRIEN, AR  EXAEFNED LB BER.

9. Unit-1-1#lFCCLEE A& O,

10. BIEFECCLED (BMAEE) .

11. AQ#0O (Po1.20244 88 ) o XRMCCLEIBEFEMNEFT EALES,

12. BIEFEE O#O (60, Po1.201 INSIDE ) .

13. LEEREO,

WA 3 A EE R IR
FXOS#i3k
I E (FXOSEBim) ik : HIESERK


https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos291/web-guide/b_GUI_FXOS_ConfigGuide_291/troubleshooting.html#concept_E8823CC63C934A909BBC0DF12F301DED

NsrE  FXOSHIK R MR AR B EEA OB K.

BEFERER
BWEMBEHERA LB RBIRN S EREAcluster execii B
EZRTEINBTHEE

unit-1-1 {id 0)
OUTSIDE

;®_ Pal.202

INSIDE
Pol.201

Podd

Control Unit
192.168.240.x/24 192.168.241.x/24

switching
infra

switching wnit-2-1 (id 1)
infra " g

——

CCL

Data Interface

ERIIFFEERETFREFDENHR  EEALSGS .

<#root>
firepower#

cluster exec show capture

UNTE=1-1(LOCAL) :##dsddesdsdesdedodde o desdodedoioddoi il dodol dodo e doidol el ol dod e dele e deoieode o
UNT T =2 =1 ; # v dede s s e do do v e o d e e d e e d e e e d e e d e e db e e e d e de db e e db e e e d e e b e e e e e e e e e ek

UNT T= 31 7 s s s s e dede s e s e e e e e e o e e e e e e e e e e e de e e e e e de e e e e e e de e e e de de e s e e e e

firepower#



EEP01.201 ( WEF ) WATERZ LERABEFERHIR , BRITUTRE

<#root>
firepower#

cluster exec capture CAPI interface | NSIDE

BABUUEERRIYIRSR , AETHMRERAREMBREFKX :

<{froot>

firepower#

cluster exec capture CAPlI buffer 33554432 interface |INSIDE match tcp host 192.168. 240. 50 host

1IN

<#root>
firepower#

cl uster exec show capture

UNTT-1-1(LOCAL) 7 # s desosdededosodedededoddedesode dedoside dedosiode de i e desdo e dedoside dedoiedededeioe
capture CAPI type raw-data buffer 33554432 qinterface INSIDE [Capturing - 5140 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

R L R L e D L e L e

unit-2-
capture CAPI type raw-data buffer 33554432 qinterface INSIDE [Capturing - 260 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

un-lt 3 l Tl SdehddehfdhfdhddhddNddNdN RSNl NdhNndh Nl ddehddhddhddhddNddNdh

capture CAPI type raw-data buffer 33554432 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

EEEMBERHANAST (LB TRREK )  FHRITUTERE

<#root>
firepower#

term nal pager 24

firepower#

cluster exec show capture CAP

192. 168. 2¢



unit_l_l(LOCAL):******************************************************
21 packets captured

: 11:33:09.879226 802.1Q vlan#201 PO 192.168.240.50.45456 > 192.168.241.50.80: S 2225395909:2225395909
: 11:33:09.880401 802.1Q vlan#201 PO 192.168.241.50.80 > 192.168.240.50.45456: S 719653963:719653963(0
: 11:33:09.880691 802.1Q vlan#201 PO 192.168.240.50.45456 > 192.168.241.50.80: . ack 719653964 win 229
: 11:33:09.880783 802.1Q vlan#201 PO 192.168.240.50.45456 > 192.168.241.50.80: P 2225395910:2225396054

A WN R

1 LI e R i L b e T R T o b S S R R S i e S R R e S T
unit-2-1

0 packet captured
0 packet shown

1 LI e R R R L b b b o e b A S e R o b S R R kR L e S R R R S
unit-3-1

0 packet captured
0 packet shown

FIRIRER

NMRBEFAOBBESNABHZERE LNHEFELE | FEMAtracexBF, XFRERS0MA
A®MEL, EALREZE1000M A RBTEZ,




AR MRE-NMEOENRATSMER , WRERE-MEE—

BRATE SRS LIEOOUTSIDE L EIM1000 N A OBIEE |, BEMITUTIRE :

<#root>
firepower#

cluster exec cap CAPO int QOUTSI DE buff 33554432 trace trace-count 1000 match tcp host 192.168. 240. 50 hos

BRBMXBHHEERE  FEBRRIESARZLBRXBHIHES, FEEZRENEE—RE, AN
HFRZF1-1EEERESREH , BERUTNEEMIRE £#2 , IR,

BEARRGIF | BALERSYN/ACKRIRZ2-1 ENBIEEH#2 , BiIRE3-1 LNHTFEIH:

<#root>
firepower#

cluster exec show capture CAPO | include S. *ack

unit-1-1 ( LOCA L) Yedededededededededede e de e e e e e e e e e e e e e e e e e e e ok
1: 12:58:31.117700 802.1Q vlan#202 PO 192.168.240.50.45468 > 192.168.241.50.80: S 441626016:441626016 (0
2: 12:58:31.118341 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45468:

S

301658077:301658077(0)

ack

441626017 win 28960 <mss 1460,sackOK,timestamp 1125686319 1115330849,nop,wscale 7>
un-i t_2_1: B R R R R R R R R R R R R A R R R R R e R o R R ok Ak ok L L R T R ]

1: 12: 58 31.111429 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45468:

S

301658077:301658077(0)

ack

441626017 win 28960 <mss 1460,sackOK,timestamp 1125686319 1115330849,nop,wscale 7>

BRI IRH#2 ERERBIE DI FK(SYN/ACK) , BHITUTRAE -

<ttroot>

firepower#



cluster exec show cap CAPO packet-nunber 2 trace

u ni t- 1_ 1 ( LOCAL) . TehR NN N NS S dddddededededdeddedededdehh RN RN NN hdddddedededddd

2: 12:58:31.118341 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45468:

S

301658077:301658077(0)

ack

441626017 win 28960 <mss 1460,sackOK,timestamp 1125686319 1115330849,nop,wscale 7>
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access list

ERERIRE LREMEFNBIEZ(SYN/ACK) , BTHITUTRAE !

<#root>
firepower#

cluster exec unit unit-3-1 show cap CAPO packet-nunber 1 trace

1: 12:58:31.111429 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45468:

S

301658077:301658077(0)

ack

441626017 win 28960 <mss 1460,sackOK,timestamp 1125686319 1115330849,nop,wscale 7>
Phase: 1
Type: CAPTURE
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
MAC Access Tlist

CCL##3R

ERCCLER L (ZEMBAREL ) BAMRK , BITUTRE

<{froot>



firepower#

cluster exec capture CCL interface cluster

unit_l_l(LOCAL):******************************************************

1-*************************************************************

unit-2-

Unit 3 1.*************************************************************

EXmARRE
RABERT , BEFEREZEO LEANBRE RAERES

o MNYDIEM L BRRY
« MCCLEFTEAM

MBAREEINEF EANEIES , BEEHreinject-hideit M, MBLERIEREEAINH , XERE
B -

<#root>
firepower#

cluster exec capture CAPI _RH reinject-hide interface INSIDE match tcp host 192.168.240.50 host 192. 168.°

BHRNE R A RFEEEED LEEMNENEMAREMEEFRZFZRIAR,
ASPET

MRERERERNRHEF , ATLUS Aasp-dropfiik. MRETHMEEEIHBNEFRRA |, BE
Ax@EFall, W , MRENBTEIHRTRBNE , AILUIEEheaders-only X @7, X LIFEHIR
HY B3 2 B 20 =304 ¢

<#root>
firepower#

cluster exec cap ASP type asp-drop all buffer 33554432 headers-only

unit_l_l(LOCAL):******************************************************
Unit—z—l:*************************************************************

Unit 3 1-*************************************************************

BeSk | & T LAFEASPHEZR 48 E P R E R IP:



<#root>
firepower#

cluster exec cap ASP type asp-drop all buffer 33554432 headers-only

match i p host 192.0.2.100 any

B ERIEIR
BREEHETPEITHEMBRNEFX, ZFKFIEHR , BERIBREFK !

<#root>
firepower#

cluster exec clear capture /al

unit_l_l(LOCAL):******************************************************

Unit 2 l.*************************************************************

Unit 3 l.*************************************************************

EF PR
BERMGERUFELEASERRE LHEN R, HRERME,
71

<#root>
firepower#

cluster exec cap CAPlI stop

unit_l_l(LOCAL):******************************************************

1 sk hhhhh R RN RN fhdddddedededededededededededdeh NN RN RN R fddddedededededededed
unit-2-1:

1 sk Rk hh N R R RN RN fhdddddedededededededededededdhh NN RN RN N fdddededededededededed
unit-3-1:

e

<#root>
firepower#

cl uster exec no capture CAPl stop



un-it 1 1(LOCAL)-:‘::‘::“:z‘::’::“:-.'c:‘::‘::“::‘:7’::“:-.'::':-.':-.“:z‘::'c:‘:-.'c:‘::‘r:’::‘::’::‘::‘:-.“::':-.'::“:7’::':-.':-.“:z':-.'c:“::’::‘::‘::‘::‘:7’::‘::’::‘::‘::‘:3‘:7’::‘::‘:
un-it 2 1-:':-.':-.“::':-.'::“:7’::‘::‘::“:z‘::’::“:-.'c:‘::‘::“::‘:7’::“:-.'::':-.':-.“:z‘::'c:‘:-.'c:‘::‘r:’::‘::’::‘::‘:-.“::':-.'::“:7’::':-.':-.“:z':-.'c:“::’::‘::‘::‘::‘:7’::‘::’::‘::‘::‘:3‘:7’::‘::‘:

un-i t 3 1- TedehfdehddhfdehfdhddhddNdddh VANVl Nndh Nl Fdhfdhfdhddhdddd i

®E2

<#root>
firepower#

cluster exec no capture CAPlI interface |INSIDE

un-i t_l_l(LOCAL) . TehnhnNfhddddddededededdedededededed NN RN N fhdddddedededddd

un _I LoDz et et e dede e de ded e g e e S e e e g e S e e S e S e e e e S e de e de e de S e de e e e e e e

un _I o o n e e e e e v s e e o e e e S e e S e e R S e e e S e e e e S e e e e e

7

<#root>

firepower#

cluster exec capture CAPl interface |INSIDE
unit_l_l(LOCAL):******************************************************
unit_z_l:*************************************************************

unit_3_l:*************************************************************

WS IR

SHEBRN T ERZH.

B — B RS AR

%iﬁ?ﬁﬁw{ﬁﬁﬁMﬁﬁ$ﬁJ:%E'JJ‘@EHE%%E (HlE, TFTP ) » HIREBM B ERUARER
IRL .

<#root>

firepower#

cluster exec copy /pcap capture: CAPl tftp://192.168. 240. 55/ CAPI . pcap



unit_l_l(LOCAL):******************************************************
Source capture name [CAPI]?

Address or name of remote host [192.168.240.55]?

Destination filename [CAPI.pcap]?

81 packets copied in 0.40 secs

unit_z_l-*************************************************************

INFO Destination filenane is changed to unit-2-1_CAPI. pcap

unit_a_l-*************************************************************

INFO Destination filenane is changed to unit-3-1_CAPI. pcap

EEH M pcapXX# -

Mame =

g -

ate UNIt-1-1_CAPIL.pcap

g -

aie UNIt-2-1_CAPIL.pcap
w8l UNit-3-1_CAPI.pcap

%752 — MFMCEREUH# R

WAESGERTFTD, B , FEREHZIFTDHE

<#root>
firepower#

cluster exec copy /pcap capture: CAPl diskO: CAPI. pcap



UNTE-1-T(LOCAL) ;¥ # s desededesedesedesedesedesede e de e s de e dede e de e de s e s e e de e e e de e de e e e e de e e e

Source capture name [CAPI]?
Destination filename [CAPI.pcap]?

62 packets copied in 0.0 secs

EEFRERT |, XM/ mnt/disk0/E # F/ngfw/var/common/ B % :

<#root>
>

expert

admin@firepower:~$

cd /mt/di skO

admin@firepower:/mnt/disk0$

sudo cp CAPI . pcap /ngfw var/conmon

&f& , EFMCL , $fiZISystem > Health > Monitor 8%, i%£#FView System & Troubleshoot
Details > Advanced Troubleshooting 3 3R BU#IR L4 :

alhiale  Firepower Management Center

Onrendiew Anahysiy
CISCD

Monitoring

1nr Home Int

Jilliili, Firepower Management Center F—— Analysis Policias Diavicas Cibvacis ARIP Inteligence
i : : - r
Advanced Troubleshooting
10.62.148.228
Fila Dovmiload Threat Defanss CLI Packel Tracer Caplurg w/Trace
——
Flli
CAPLpCan




i BR 3R
ENFRE S RETMBRER , BEALSGS

<#root>
firepower#

cluster exec no capture CAPI

unit_l_l(LOCAL):******************************************************

unit Dz dedde et drde s e g e de de e v de A e de S e de S e e S e e d e e S e e S e e g e e e e S e S e e e e S e

unit oz e dde e vt d e de d e de S e de S g e g e e e e S e b e e e S S e e e e e e e e e e de e e e e

VAN Y B\
I3 DL

TEFP41xx/FP9300 L , ATLAERA ( #l30 |, Fastpath# N ) SIS FHRFB RS RBEHNESE. B
*ﬁgﬁ l)lLE’quékH'fn V=N '\L%EEL;{-FI*J:'i .

https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-
threat-defense-acc.html#anc22

MRBFERES R, WRAELBHEIBEIFTOREFE. ERED BHESFNER (EEMF ) &
IEO

MHRWAERE , X8
fFe., EXHBERT , &

k& a0 SRS RFTDRIE P AL AR |, LREFIBIRZINAER
EFEEE AFXOSHAR IR

SRR B8R B (CCL)H R
MRHECCLLBIRHIE , ELEBINEHRBLXMAEREAHERE ., BXBNAEA :

DAY i

X5 0 B (keepalive)

- L3S $%(255.255.255.255)

UDP 49495 BMERRZFESTRARERGNEEN1/3REXEHED.
EEE , BRI E49495M FT B UDPEIE S I FEE 2 OBk
-HHIE—NFHS,



https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-threat-defense-acc.html#anc22
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-threat-defense-acc.html#anc22

SREFIMUBERRERS
B IE
XERFEIIERXRMEE. BEIRI., BOMEEENEE ( THIE
UDP 4193 -
) o XL ISP BiE :
BIBF R |, “cluster add” B EMFTE & XX B E KW
HRAL LR, NFTE & IE1E IR A X B ERIBRE R
BIES BETEIEFNEMRENRES
B OBk
314 23.954345 182.222.1.1 |255.255.255. 255 | LDF 285 45455 = 459495 Len=163
315 23.954364 192.222.1.1 255.255.255.255 (L ko 205 49495 + 49495 Len=163
368 28.9508976 192.222.1.1 255.,255.255.255 unDP 285 49495 -+ 49495 Len=lE3
369 28.950992  192.222.1.1 255,255,255, 255 LR 305 49495 + 49495 Lene163

Frame 314: 285 bytes on wire (1548 bits), 285 bytes captured (15648 bits)
+ Ethernet II, 5rc: Dell 88:01:8F (0@:15:c5:08:91:8F), Dst: Broadcast (Ff:ff:ff:ff:FFifF)
+ Internet Protocol Versiom 4, Src: 192.222.1.1, Dat: 255.255.255.255
Usar Elnl;agr;l Protocel, Src Port: 49495, Dzt Port: 49405
4 Data (163 bytes)
Data: Sleleafeddad

ff ¥f Ff F ¥f ff 80 15 5
g bf ag 1T &8 &0 ff 11 51
ff Ff ¢l 87 cl 57 o ab 79
BE B0 00 SO 00 B0 00 09 B
@ Bb @D DO 08 A7 47 52 4f
89 75 6& 69 74 2d 31 2d 31
69 74 2d 31 2d 31 @@ 2@ @83
B0 B8 25 D9 B4 B0 B8 9 24
B9 88 @7 99 B4 B9 B8 3a BB
B0 o de 81 81 FF £F 0
Ba B9 B4 B3 88 de OF 20 Bb

L

[

B0 1 eBa s boaaegRdTA TS 2455583 LODaa..

g8l 8f @B 88 45 89
c de @1 @1 ff ff Qf
Bl 9l @9 fe 08 a3 ‘WW-- Yy
R -
1 aa GR
5 G& i

m

Heartbeat
E.E'qIJE'r'!IEE‘ nu I'I"IbE‘F

eg el oo dl 88 aa ac
Bl 28 2d &8 88 88 B8

EEEZETEELNEENE
&
:
g

£ B 174 5 (CCP) M &

BRYUDBER 2, EREBRATERAEBICCLRRNETZFHHE. FLREBHE , AL
=%,

CLUSTER_QUIT_REASON_PRIMARY_UNIT_HC

BHRFMEFTRERIMNER VI EEN , EQBEICCLAERK
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switching infra Heartbeats | Dl ( switching infra

@ ﬁ 3 Health Check (HC)

Keepalives did not reach unit FTD3

CLUSTER_GUIT_REASON_MAZTER

TD3 asks FTD1 and FTDZ2 to quil E;E

cjuster

) — ca K
Contral Linit Data Unit - Data Data Unit

[ : CLUSTER_QUIT_REASON_PRIMARY_UNIT_HCHE A& ?

A.Munit-3-1(Site-BYWAEXRE , ©EX TN KAR unit-1-1FMunit-2-189E#E , HLLEEFERTRM
REFIRFBIBREAN] , BN , Runit-2-1PEEKATIRSD , HHunit-2-118F 2EENSESF
, WFFunit-2- 1 REBAMN , ETRESELRBES,

CLUSTER_QUIT_REASON_UNIT_HC

BYHEFHT/IMBENTRERINMELLEERN , EMRBEICCLRIE
CLUSTER_QUIT_REASON_UNIT_HCEER.. lLHENEHE,

3 Health Check (HC)
Keepalives didn't make it to the
Control Unit

{ PR EEE—— ™
Sita-A switching infra n e " anntchmgmfm

o it-1-1 to wnit- 3-1 fol
résagan CLUS _REASON_UNIT_HC

CCL
Data Site-B

.. FTD1 FTD2 y
Control Unit Data Unit Data Unit

CLUSTER_QUIT_REASON_STRAY_MEMBER

7B XENS s XEMEERS , TRHETRFIRBETRANDEAR , FUR
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(. switching infra Heartbeats | DCl Gy switching infra

Recovery after a split brain

and rejoin) |
ccL '®'
Data %
FTD1 FTD2 Site-B 13
\ F \ 2
Control Unit Data Unit Data Unit

(priority 9)

CLUSTER_QUIT_MEMBER_DROPES

HBETRERFENBRENEHE . REWEIWLEEE , 2H ADISABLEDIRZS. LtH
, B EMEET2EY

<#root>
firepower#

show cluster info trace | include DROPOUT

Nov 04 00:22:54.699 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-3-1 to unit-1-1 for reason

CLUSTER QUI T_MEMBER DROPOUT

Nov 04 00:22:53.699 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-3-1 to unit-2-1 for reason

CLUSTER QUI T_MEMBER DROPOUT

EBHALIEFER :
<#root>
PRIMARY DISABLED Received control message DISABLE (

menber dropout announcenent

)

BTN EHC)HLH
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<#root>
firepower#

show cluster info health details

| Unit (ID)| Heartbeat| Heartbeat]| Average| Maximum| Pol11|

| | count| drops| gap (ms)| slip (ms)| count|

| mit2-1 (Dl 60l of 4999 o ol

[ unit-3-1 ( 2)| 650] 0] 4999 | 1| 0]
x5 #9 15 B3
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ESEITME  BEALST

<#root>
firepower#

clear cluster info health details

&) : ANAIRiE OBk R 2
AREFIHEREHE

<#root>
firepower#

show cluster info health details

[ Unit (ID)| Heartbeat| Heartbeat]

Aver age

| Maximum| Pol11 |

| | count| drops|

gap (ms)

| sTip (ms) | count|

o wit2-1 (DI 3036 o
999

| : W EHRFTD LR EERISHTE ?
A.f FFlexConfig

EARORZE , R TEHTR?
AEBESNER (REHRE ) NET .

<ttroot>

firepower#



show run cluster | include priority

priority 9

BRESZHARGE , BEBHCHEZ R,

FRAIRHCHLHIH eI 4 1E
Foll Poll Poll
Query Query Query
1/3 1/3 1/3 1/3
haoldtime haldtirme holdtime haldtime

Cluster peer
HC failed

BRITETES © minFmaxBUR T & B R EIBCCLEIE BRI,

B E

RiFRTE] B/ B+t [E] B A8 M B [
(SR )

W (BIN)  |W1® ~3.01% ~3.99%

4 7 ~1.33% ~4.01% ~5.32%

5% ~1.66% 45.01% ~6.65%

6 sec K28 ~6.01% ~7.99%

7 sec ~2.33% ~7.01% ~9.32%




8 # ~2.66% ~8.01% ~10.65%
SBHHCHEZ R

REDH B RNRRT

- FRINEFHHCHEG =R,
o WARERREAY B EMa S5 o

mE
2 ) r b i
Site-A switching infra e switching infra
 FTD1 FTD2 ) hSﬂe-B
Control Unit Data Unit cCL
Data
EHmRE
Unit-1-1 Unit-2-1

cluster group GROUP1

key Fedkd R

Tocal-unit unit-1-1

cluster-interface Port-channel48 ip 10.17.1.1 255.255.0.0
priority 9

health-check holdtime 3

health-check data-interface auto-rejoin 3 5 2
health-check cluster-interface auto-rejoin unlimited 5 1
health-check system auto-rejoin 3 5 2

health-check monitor-interface debounce-time 500

site-id 1

enable

cluster group GROU
key Thvkk
local-unit unit-2
cluster-interface
priority 17
health-check hold
health-check data
health-check clus
health-check syst:
health-check moni
site-id 1
enable




SRS

Unit-1-1 Unit-2-1
<ffroot> <#root>
firepower# firepower#
show cluster info show cluster info
Cluster GROUP1: On Cluster GROUP1: On
Interface mode: spanned Interface mode: spanned
This is "unit-1-1" in state PRI MARY This is "unit-2-1" in state SECONDARY
ID : 0 ID 2
Site ID 1 Site ID 1
Version : 9.12(2)33 Version : 9.12(2)33
Serial No.: FCH22247LNK Serial No.: FCH23157Y9N
CCL IP : 10.17.1.1 CCL IP : 10.17.2.1
CCL MAC : 0015.c500.018f CCL MAC : 0015.c500.028
Last join : 20:25:36 UTC Nov 1 2020 Last join : 20:44:46 UTC
Last leave: 20:25:28 UTC Nov 1 2020 Last lTeave: 20:44:38 UTC
Other members in the cluster: Other members in the cluster:
Unit "unit-3-1" in state secondary Unit "unit-1-1" in state PRI MARY
ID 1 ID : 0
Site ID 2 Site ID : 1
Version : 9.12(2)33 Version : 9.12(2)33
Serial No.: FCH22247MKJ] Serial No.: FCH22247LNK
CCL IP : 10.17.3.1 CCL IP : 10.17.1.1
CCL MAC : 0015.c500.038f CCL MAC : 0015.c500.018
Last join : 20:58:45 UTC Nov 1 2020 Last join : 20:25:36 UTC
Last Teave: 20:58:37 UTC Nov 1 2020 Last Teave: 20:25:28 UTC
Unit "unit-2-1" in state SECONDARY Unit "unit-3-1" in state SECONDARY
ID 2 ID 1
Site ID 1 Site ID 2
Version : 9.12(2)33 Version : 9.12(2)33
Serial No.: FCH23157YO9N Serial No.: FCH22247MKJ]
CCL IP : 10.17.2.1 CCL IP : 10.17.3.1
CCL MAC : 0015.c500.028f CCL MAC : 0015.c500.038
Last join : 20:44:45 UTC Nov 1 2020 Last join : 20:58:45 UTC
Last Teave: 20:44:38 UTC Nov 1 2020 Last Teave: 20:58:37 UTC
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FTD1 FTD2 FTD3
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MEE (RFABTENR )

FTD1 FTD2 FTD3

UE KA IhERA U 2B
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HE (CCLEBEEX) .

unit-1-1 5 unit-2-1 i unit-3-1
Data Unit

Control Unit - Data Unit

BR3-1ENHBEFEEHEHES

<#root>
firepower#

WARNING: dynamic routing is not supported on management interface when cluster interface-mode is 'spann
If dynamic routing is configured on any management interface, please remove it.

Cluster unit unit-3-1 transitioned from SECONDARY to PRI MARY



Cluster disable is performing cleanup..done.
AT11 data interfaces have been shutdown due to clustering being disabled.
To recover either enable clustering or remove cluster group configuration.

Unit-1-15£3IRERB &

<#root>
firepower#

show cluster info trace | include unit-3-1

Nov 02 09:38:14.239 [INFO]Notify chassis de-bundle port for blade unit-3-1, stack 0x000055a8918307fb 0x
Nov 02 09:38:14.239 [INFOJFTD - CD proxy received state notification (DISABLED) from unit unit-3-1
Nov 02 09:38:14.239

[ DBUG Send CCP nmessage to all: CCP_MSG QUIT fromunit-1-1 to unit-3-1 for reason CLUSTER QU T_MEMBER DR
Nov 02 09:38:14.239 [INFO]Notify chassis de-bundle port for blade unit-3-1, stack 0x000055a8917eb596 0x
Nov 02 09:38:14.239

[ DBUG Send CCP message to id 1: CCP_MSG QUIT fromunit-1-1 to unit-3-1 for reason CLUSTER QUI T_REASON_ U

Nov 02 09:38:14.239 [CRIT]Received heartbeat event 'SECONDARY heartbeat failure' for member unit-3-1 (I

EAT
Unit-1-1 Unit-2-1
<#root> <#root>
firepower# firepower#
show cluster info show cluster info
Cluster GROUP1: On Cluster GROUP1: On
Interface mode: spanned Interface mode: spanned
This is "unit-2-1" 1in state S
This is "unit-1-1" in state PRI MARY gl'i)te 1D i
Version 1 9.12(2)33
ID -0 Serial No.: FCH23157Y9N
Site ID -1 CCL IP : 10.17.2.1
Version : 9.12(2)33 CCL MAC  : 0015.c500.028
Serial No.: FCH22247LNK Last join : 20:44:46 UTC |
CCL IP - 10.17.1.1 Last Teave: 20:44:38 UTC
CCL MAC - 0015.c500.018F Other members in the cluster:
Last join : 20:25:36 UTC Nov 1 2020




Last Teave: 20:25:28 UTC Nov 1 2020|unit "unit-1-1" in state PRI MARY
Other members in the cluster:
Unit "unit-2-1" in state SECONDARY

. ID : 0
. ; Version 1 9.
Version —: 9.12(2)33 Serial No.: FCH22247LNK
Serial No.: FCH23157Y9N :
: CCL IP  : 10.17.1.1
¢cL 1p - : 10.17.2.1 CCL MAC  : 0015.¢500.018
CCL MAC  : 0015.¢500.028f : .€500.

Last join : 20:25:36 UTC

Last join : 20:44:45 UTC Nov 1 2020 Last leave: 20:25:28 UTC

Last leave: 20:44:38 UTC Nov 1 2020

SR EILFR

Unit-{|Unit-

11 |lo-1 Unit-3-1

<#root>

09:38:16 UTC Nov 2 2020

¥ = ||F = ||[SECONDARY PRI MARY_POST_CONFI G Primary relinquished
|

09:38:17 UTC Nov 2 2020
PRIMARY_POST_CONFIG Primary Primary post config done

CCLEEIRE

Unit-1-18 M M aiie4lT m , FERATunit-1-1EEESNR LS , Bk2[unit-3-1k3%
CLUSTER_QUIT_REASON_STRAY_MEMBERHE E LAt & F A e TR, &G , unit-3-14/ER R
TREHMA,

oo XENSEsXEFEEN , TRFATRLSFRE\ET /AN DEHEA , AEBRERR
CLUSTER_QUIT_REASON_STRAY_MEMBERHICCP quitiE &
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Site-A switching infra Heartbeats Dal *m,lbm switching infra

Recovery after a split brain

and rejoin)

CCL
Data

. FTD

Control Unit Data Unit Data Unit
(priority 9)

<tfroot>

Unit-3-1 console Togs show:

Cluster unit unit-3-1 transitioned from PRI MARY to DI SABLED

The 3DES/AES algorithms require a Encryption-3DES-AES activation key.

Det ected Cluster Primart.

Beginning configuration replication from Primary.
WARNING: Local user database is empty and there are still 'aaa' commands for 'LOCAL'.

Cryptochecksum (changed): a9ed686f 8e2e689c 2553al04 7a2bd33a
End configuration replication from Primary.

Cluster unit unit-3-1 transitioned from DI SABLED t o SECONDARY

WAIEE (unit-1-1Funit-3-1 ) HSEEEHFAEFER :

<#root>
firepower#

show cluster info trace | include retain

Nov 03 21:20:23.019 [CRIT]Found a split cluster with both unit-1-1 and unit-3-1 as primary units. Prima
Nov 03 21:20:23.019 [CRIT]Found a split cluster with both unit-1-1 and unit-3-1 as primary units. Prima



EBERNFDAMERBREBTHEE

<{froot>

firepower#

show log | include 747016

Nov 03 2020 21:20:23: %FTD-4-747016: Clustering: Found a split cluster with both unit-1-1 and unit-3-1
Nov 03 2020 21:20:23: %FTD-4-747016: Clustering: Found a split cluster with both unit-1-1 and unit-3-1

SHAEILFR

Unit-
1-1

Unit-
2-1

Unit-3-1

<#troot>

09:47:33 UTC Nov 2 2020

Primary DI SABLED Detected a splitted cluster

09:47:38 UTC Nov 2 2020

DISABLED ELECTION Enabled from CLI
09:47:38 UTC Nov 2 2020
ELECTION SECONDARY_COLD Received cluster control me
%= |%x=|09:47:38 UTC Nov 2 2020 _ _
. SECONDARY_COLD SECONDARY_APP_SYNC Client progression done
09:48:18 UTC Nov 2 2020
SECONDARY_APP_SYNC SECONDARY_CONFIG SECONDARY application
09:48:29 UTC Nov 2 2020
SECONDARY_CONFIG SECONDARY_FILESYS Configuration replicati
09:48:30 UTC Nov 2 2020
SECONDARY_FILESYS SECONDARY_BULK_SYNC Client progression done
09:48:54 UTC Nov 2 2020
SECONDARY_BULK_SYNC
SECONDARY
Client progression done
=2

R [E I CCLBIE R R KL3EAW,
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FTD1 FTD2 FTD3
KA U5 RA U5 RB
TR BRETR BRETR
MEF (REABTLENR )

FTD1 FTD2 FTD3
WHRA IERA U RB
EHTR BETR BRETR
B

SE1ERET RMIREI-1EKRINMHC |, HEREIIRIEHEUBTER,

switching infra

. . . .
Site-A switching infra
Ask unit-3-

(o quit

CCL
Data

3 Health Check(HC}
Keepalives didn't make

it to the Contr

ol Unit ‘ ‘

SEN2:CCLIREIEFE R |, kBH#47 SWCLUSTER_QUIT_REASON_STRAY_MEMBER’H B ZIik

TIZRim. Unit-3-1E#3# ADISABLED#ER |, 7 BB KK



rf i i i -\\l { - - "
Site-A switching infra DCl switching infra

Ask uni
ro quit

CCL
Data

fEunit-1-1(control) £ , WA LLEF :

<tfroot>

firepower#
Asking SECONDARY unit unit-3-1 to quit because it failed unit health-check.

Forcing stray nenber unit-3-1 to | eave the cluster

FEunit-3-1 (BIETR ) £, BAUEZR :

<tfroot>

firepower#

Cl uster disable

is performing cleanup..done.
A1l data interfaces have been shutdown due to clustering being disabled. To recover either enable clust

Cluster unit unit-3-1 transitioned from SECONDARY to DI SABLED

EEH 2 Tunit-3- 13 N DISABLEDIRZ , —ECCLBEMRE , EfHENBETSREFHMA -

<#root>
firepower#

show cluster history



20:58:40 UTC Nov 1

SECONDARY

20:58:45 UTC Nov 1
DISABLED

20:58:45 UTC Nov 1
ELECTION

20:58:45 UTC Nov 1
SECONDARY_COLD
20:59:33 UTC Nov 1
SECONDARY_APP_SYNC
20:59:44 UTC Nov 1
SECONDARY_CONFIG
20:59:45 UTC Nov 1
SECONDARY_FILESYS
21:00:09 UTC Nov 1

SECONDARY_BULK_SYNC

2020
DI SABLED
2020
ELECTION
2020
SECONDARY_COLD
2020
SECONDARY_APP_SYNC
2020
SECONDARY_CONFIG
2020
SECONDARY_FILESYS
2020
SECONDARY_BULK_SYNC
2020

SECONDARY

Client progression done

=3

WEHICCLIBIEERKRAIELR,

Recei ved control nessage DI SABLE (stray nenber)

Enabled from CLI

Received cluster control message

Client progression done
SECONDARY application configuration sync done
Configuration replication finished

Client progression done

FERM A,

FTD1 FTD2 FTD3

UE KA I RA U 2B
BHETR BETR BETR
MEE (BHTKEER ) -

FTD1 FTD2 FTD3

UE KA IhERA U 2B
BETR BHTR BRETHR




i H ) H Heartbeats P i z b
-

em—p| 3 Health Check (HC)
Keepalives didn't make it to and

from the Control Unit

\___FTD1 )
CCL
Data
1. CCL% M,
2. Unit-1-1F 2 Munit-3-13RB83KHCHEHE |, MR MEunit-3-1 X EQUITEE . Il EKETEEE
unit-3-1,
3. Unit-3-1@unit-2-1 23X QUITH B, Il B AKIE T E R B unit-2-1,
CCLIxE .,

4. Unit-1-12F Bunit-3-1 B2 BE R EFHIT R , FFQUIT_REASON_STRAY_MEMBEREE
KIEZunit-3-1, Hunit-3- 1K BILE RS |, %8 E5F# ADISABLEDIRZS ., RIAT , Unit-3-1[d]
Unit-1-1&3%QUIT_REASON_PRIMARY_UNIT_ HCEEHERHIBH, —HigZ-1-1F1t
EE | %M B3 ADISABLEDIRAS.

ERALIER

Unit-1-1

<ftroot>

19:53:09 UTC Nov 2 2020

PRI MARY DI SABLED

Received control message DISABLE
(primary unit health check failure)

19:53:13 UTC Nov 2 2020

DISABLED ELECTION Enabled from CLI
19:53:13 UTC Nov 2 2020
ELECTION SECONDARY_COLD Received cluster control message

19:53:13 UTC Nov 2 2020
SECONDARY_COLD SECONDARY_APP_SYNC  Client progression done




19:54:01 UTC Nov 2 2020

SECONDARY_APP_SYNC SECONDARY_CONFIG SECONDARY application configur
19:54:12 UTC Nov 2 2020

SECONDARY_CONFIG SECONDARY_FILESYS Configuration replication fini
19:54:13 UTC Nov 2 2020

SECONDARY_FILESYS SECONDARY_BULK_SYNC Client progression done

19:54:37 UTC Nov 2 2020
SECONDARY_BULK_SYNC

SECONDARY

Client progression done

M= 4
CCLBEEXRN3-4Y
ERM Bl

FTD1 FTD2 FTD3

KA UE KA U5 KB

TR BETR BETR

MER (BHTKRERTUMR)

FTD1 FTD2 FTD3




UHRA I RA U5 2B
HETR HETR EHTHR
vk

R

B — @ ERNAERE. EARHF , EX1-1HRBENETI-1REIBRHCER , —BEWREIH
keepalive , ZIHBEA —FRKEHEFER3-1BEH , EHEMREELT3-1:

switching infra
R

DCIx E

3 Health Check (HC)
Keepalives didn't make it from
the Control Unit

CLUSTER_QUIT_REASON_MA

_3-1 for
ROUNIT_HC

BREEISON g

1. CCLEJLWHAEKERBM . Unit-3-1F2MUnit-1-1#FWRSMHCHER |, MRBAEHIT Ko

2. Unit-2-1&3:CLUSTER_QUIT_REASON_RETIREMENTEE (J #& )

3. Unit-3-1@unit-2-1 &3%QUIT_REASON_PRIMARY_UNIT _HCHE., Unit-2-13ZWKiZEE HiR

H A

4. Unit-3-1[@unit-1-1 232 QUIT_REASON_PRIMARY_UNIT_HCJE R, Unit-1-1#KiZE 2 H IR




HER, CCLIRE.,
5. Units-1-1F12-1EA BT S EFHMAEE,

AR MRESRSPCCLARME |, NiEsite-AF , FTDIAFHIESHTT R , ECCLIREZ
&, ERBHIIEE,

RE11ENREETHE -

<#froot>

firepower#

ncl ude 747

show | og

Nov 03 2020 23:13:08: %FTD-7-747005: Clustering: State machine notify event CLUSTER_EVENT_MEMBER_STATE
Nov 03 2020 23:13:09: %FTD-4-747015: Clustering: Forcing stray member unit-3-1 to leave the cluster
Nov 03 2020 23:13:09: %FTD-7-747005: Clustering: State machine notify event CLUSTER_EVENT_MEMBER_STATE
Nov 03 2020 23:13:10: %FTD-4-747015: Clustering: Forcing stray member unit-3-1 to leave the cluster
Nov 03 2020 23:13:10: %FTD-6-747004: Clustering:



State nmachi ne changed from state PRI MARY to DI SABLED

Nov 03 2020 23:13:12: %FTD-7-747006: Clustering: State machine is at state DISABLED
Nov 03 2020 23:13:12: %FTD-7-747005: Clustering: State machine notify event CLUSTER_EVENT_MY_STATE (sta
Nov 03 2020 23:13:18: %FTD-6-747004: Clustering: State machine changed from state ELECTION to ONCALL

RE11EWEFHRIRAE

<#root>
firepower#

show cluster info trace | include QUT

Nov 03 23:13:10.789 [DBUG]Send CCP message to all: CCP_MSG_QUIT from unit-1-1 for reason CLUSTER_QUIT_R
Nov 03 23:13:10.769 [DBUG]

Recei ve CCP nmessage: CCP_MSG QUIT fromunit-3-1 to unit-1-1 for reason CLUSTER QU T_REASON PRI MARY_UNI T_

Nov 03 23:13:10.769 [DBUG]Send CCP message to id 1: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason C
Nov 03 23:13:09.789 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-2-1 for reason CLUSTER_QUIT_REASO
Nov 03 23:13:09.769 [DBUG]Send CCP message to id 1: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason C
Nov 03 23:13:08.559 [DBUG]Send CCP message to all: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason CL
Nov 03 23:13:08.559 [DBUG]Send CCP message to id 1: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason C

Unit-3-1 LRV REREHER -

<#root>
firepower#

show | og | include 747

Nov 03 2020 23:13:09: %FTD-7-747005: Clustering: State machine notify event CLUSTER_EVENT_MEMBER_STATE
Nov 03 2020 23:13:10: %FTD-7-747005: Clustering: State machine notify event CLUSTER_EVENT_MEMBER_STATE
Nov 03 2020 23:13:10: %FTD-6-747004: Clustering:

St ate nachi ne changed from state SECONDARY to PRI MARY

Nov 03 2020 23:13:10: %FTD-6-747004: Clustering: State machine changed from state PRIMARY_FAST to PRIMA
Nov 03 2020 23:13:10: %FTD-6-747004: Clustering: State machine changed from state PRIMARY_DRAIN to PRIM
Nov 03 2020 23:13:10: %FTD-6-747004: Clustering: State machine changed from state PRIMARY_CONFIG to PRI
Nov 03 2020 23:13:10: %FTD-7-747006: Clustering: State machine is at state PRIMARY_POST_CONFIG

Nov 03 2020 23:13:10: %FTD-6-747004: Clustering: State machine changed from state PRIMARY_POST_CONFIG t
Nov 03 2020 23:13:10: %FTD-7-747006: Clustering:

State nachine is at state PRI MARY

SEHALIER



Unit-1-1

<ffroot>

23:13:13 UTC Nov 3 2020

PRI MARY DI SABLED Recei ved control message DI SABLE
(primary unit health check failure)

23:13:18 UTC Nov 3 2020

DISABLED ELECTION Enabled from CLI

23:13:18 UTC Nov 3 2020

ELECTION ONCALL Received cluster control message
23:13:23 UTC Nov 3 2020

ONCALL ELECTION Received cluster control message

23:14:48 UTC Nov 3 2020

ONCALL ELECTION Received cluster control message

23:14:48 UTC Nov 3 2020

ELECTION SECONDARY_COLD Received cluster control message

23:14:48 UTC Nov 3 2020

SECONDARY_COLD SECONDARY_APP_SYNC Client progression done

23:15:36 UTC Nov 3 2020

SECONDARY_APP_SYNC SECONDARY_CONFIG SECONDARY application configuration
sync done

23:15:48 UTC Nov 3 2020

SECONDARY_CONFIG SECONDARY_FILESYS Configuration replication finished

23:15:49 UTC Nov 3 2020

SECONDARY_FILESYS  SECONDARY_BULK_SYNC Client progression done

23:16:13 UTC Nov 3 2020

SECONDARY_BULK_SYNC

SECONDARY

Client progression done

BRS5

FERM B

FTD1 FTD2 FTD3
IERA IE KA U 2B

2T R BETR BETR




REE (ZER )

FTD1 FTD2 FTD3

UE KA IHRA U5 2B
BT R BRETR BRETR
R

Unit-3-1@unit-1-1Munit-2-1&K £ TQUITHEE. , BEHRTEZRFER , RBunit-2-18K TQUITEE..

Unit-1-1SE8FIRER A & -

<#root>
firepower#

show cluster info trace | include QUT

Nov 04 00:52:10.429 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-3-1 for reason CLUSTER_QUIT_REASO
Nov 04 00:51:47.059 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-2-1 for reason CLUSTER_QUIT_REASO
Nov 04 00:51:45.429 [DBUG]Send CCP message to all: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason CL
Nov 04 00:51:45.429 [DBUG]Send CCP message to unit-3-1(1): CCP_MSG_QUIT from unit-1-1 to unit-3-1 for r

Unit-2-1E#RIFEE

<#root>
firepower#

show cluster info trace | include QUT

Nov 04 00:52:10.389 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-3-1 for reason CLUSTER_QUIT_REASO



Nov 04 00:51:47.019 [DBUG]Send CCP message to all: CCP_MSG_QUIT from unit-2-1 for reason CLUSTER_QUIT_R
Nov 04 00:51:46.999 [DBUG]

Recei ve CCP nessage: CCP_MSG QUIT fromunit-3-1 to unit-2-1 for reason CLUSTER QUI T_REASON PRI MARY_UNI T_

Nov 04 00:51:45.389 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason CLUSTE

EHAEILR

Unit-
1-1

Unit-2-1

rE
#

<#froot>

00:51:50 UTC Nov 4 2020

SECONDARY DI SABLED Recei ved control message DI SABLE
(primary unit health check failure)

00:51:54 UTC Nov 4 2020

DISABLED ELECTION Enabled from CLI

00:51:54 UTC Nov 4 2020

ELECTION SECONDARY_COLD Received cluster control message

00:51:54 UTC Nov 4 2020

SECONDARY_COLD SECONDARY_APP_SYNC  Client progression done

00:52:42 UTC Nov 4 2020

SECONDARY_APP_SYNC  SECONDARY_CONFIG SECONDARY appTlication configura
sync done

00:52:54 UTC Nov 4 2020

SECONDARY_CONFIG SECONDARY_FILESYS Configuration replication finis
00:52:55 UTC Nov 4 2020

SECONDARY_FILESYS SECONDARY_BULK_SYNC Client progression done
00:53:19 UTC Nov 4 2020

SECONDARY_BULK_SYNC

SECONDARY

Client progression done
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unit-1-1 (id 0}

INSIDE — OUTSIDE
Fol.201 _@_. Pol.202
& |
PodB | - —
:I:
Cantral Unit
192.168.240.x/24 192.168.241.x/24
switching unit-2-1 (id 1) ?vﬂlthing
infra

infra

S0
—

. - !

CCL

Data Interface

EFIZZHID:
Unit-1-1 Unit-2-1
<f#froot>
Cluster GROUP1l: On <#root>
Interface mode: spanned Unit "unit-2-1" in state SECC

This is "unit-1-1" in state PRI MARY

I D 1
'° -0 Site ID  : 1
Version : 9.15(1)
Site ID - 1 Serial No.: FCH23157Y9N
Serial No.: FCH22247LNK CCL MAC =~ : 0015.c500.02
CCL IP - 10.17.1.1 Last join : 02:04:19 UTC
CCL MAC  : 0015.c500.018f Last Teave: N/A

Last join : 02:24:43 UTC Nov 27 2020
Last leave: N/A




B/5 &SRR

cluster exec cap CAPI int INSIDE buffer 33554432 match tcp host 192.168.240.50 host 192.168.241.50 eq 8
cluster exec cap CAPO int OUTSIDE buffer 33554432 match tcp host 192.168.240.50 host 192.168.241.50 eq
cluster exec cap CAPI_RH reinject-hide int INSIDE buffer 33554432 match tcp host 192.168.240.50 host 19
cluster exec cap CAPO_RH reinject-hide int OUTSIDE buffer 33554432 match tcp host 192.168.240.50 host 1
cluster exec cap CCL int cluster buffer 33554432

Nirs  XENRAEIREREET | BIERNTRS, EEST | RESRBENER
SRS (Bl B OARTAEARED ) REIMUBRTH @A,

ROFFRINMRE (IEEHLREE )

W21 E#H B2 (reject-hide) RN E Runit-1-1 L HTFEE. XEGREH NS B REBLSunit-1-
1 ( NFRE ) -

<#root>
firepower#

cluster exec show cap

unit_l_l(LOCAL):******************************************************

capture CCL type raw-data interface cluster [Capturing - 33513 bytes]

capture CAPI type raw-data buffer 33554432 trace interface INSIDE [Buffer Full - 33553914 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPO type raw-data buffer 33554432 trace interface OUTSIDE [Buffer Full - 33553914 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPI_RH type raw-data

rei nj ect - hi de
buffer 33554432 1interface INSIDE [Buffer Full -

33553914 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80
capture CAPO_RH type raw-data

rei nj ect - hi de
buffer 33554432 1interface OUTSIDE [Buffer Full -

33553914 bytes

]

match tcp host 192.168.240.50 host 192.168.241.50 eq 80
unit_z_l.*************************************************************

capture CCL type raw-data interface cluster [Capturing - 23245 bytes]

capture CAPI type raw-data buffer 33554432 trace interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPO type raw-data buffer 33554432 trace interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80



capture CAPI_RH type raw-data
rei nj ect - hi de
buffer 33554432 interface INSIDE [Capturing -

0 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80
capture CAPO_RH type raw-data

rei nj ect - hi de
buffer 33554432 interface OUTSIDE [Capturing -

0 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

unit 3 1-*************************************************************

capture CCL type raw-data interface cluster [Capturing - 24815 bytes]

capture CAPI type raw-data buffer 33554432 trace interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPO type raw-data buffer 33554432 trace interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPI_RH type raw-data

rei nj ect - hi de
buffer 33554432 interface INSIDE [Capturing -

0 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80
capture CAPO_RH type raw-data

rei nj ect - hi de
buffer 33554432 interface OUTSIDE [Capturing -

0 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

<#root>
firepower#

cluster exec show conn

unit_l_l(LOCAL):******************************************************
22 1in use, 25 most used

Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 0 in use, 122 most used

centralized connections: 0 in use, 0 most used



VPN redirect connections: 0 in use, 0 most used
Inspect Snort:
preserve-connection: 1 enabled, 0 in effect, 2 most enabled, 1 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:

45954
, idle 0:00:00, bytes 487413076,

flags U O NL

Unit 2 1.*************************************************************

22 1in use, 271 most used

Cluster:

fwd connections: 0 in use, 2 most used

dir connections: 0 in use, 2 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 1 enabled, 0 in effect, 249 most enabled, 0 most in effect

Unit 3 1.*************************************************************

17 in use, 20 most used

Cluster:

fwd connections: 1 in use, 2 most used

dir connections: 1 in use, 127 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:443 NP Identity Ifc 192.168.240.50:39698, idle 0:00:23, bytes 0, flags z
TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:

45954
, idle 0:00:06, bytes 0,

flags y

L PR #x

RETEE — RELER

Unit-1-1 ulo 12 HIEF — BT unit:3-1EFYmMARY” , XEKE &R unit-1-1/ER
WHREFEE, it , AT EHERAESE , RERT B —8% ( A4l
FRunit-3-1 ) IERBRBAFREE

Unit-2-1 - -

Unit-3-1 y RERBROMEE




ERRNBATUERERTRA

ol

TCP SYN o 4+ 'Birector

INSIDE — OUTSIDE

Pol.l01 _®'— Pol.202
o Po48
: Control Unit
Cluster Add e
LSR8 2100t mgssage: unit-3-1 is TCP

thle Backup onwer

SYN/AC

4t unit-2-1 (id 1)

. llﬁ-j
! - i
Host-A e Cluster Delete

message: The flow is
terminated

v unit-3- 1{ld 2]
—— '

i FPods _@_

192.168.241.x/24

Data Interface

1. TCP SYNBIE BN EHNAZKRZE1-1, RE1-1IRARAEE

2. Unit-1-1tE & N RS @Es. Bt , BERXERUnit-3-1ENZBTEE (clusteraddiBE )

3. TCP SYN/ACKE BN EHBEKIRE3-1, REEXNHH.

4. FBEIERE  IBEECRESRENRER  BNROMAEDHRRER.

MEL3. 7 iR ERAV IR E R AN A | REEE S unit-1-1,
SE1IBRBERED , BEMBEFHETPINRANBES -

<#root>
firepower#

cluster exec show capture CAPlI | i 45954

unit_l_l(LOCAL):******************************************************

1: 08:42:09.362697 802.1Q vlan#201 PO 192.168.240.50.45954 > 192.168.241.50.80: S 992089269:992089269(0
2: 08:42:09.363521 802.1Q vlan#201 PO 192.168.241.50.80 > 192.168.240.50.45954: S 4042762409:4042762409
3: 08:42:09.363827 802.1Q vlan#201 PO 192.168.240.50.45954 > 192.168.241.50.80: . ack 4042762410 win 22

unit_z_l-*************************************************************

unit_g_l-*************************************************************



<#root>
firepower#

cluster exec show capture CAPO | i 45954

unit-1-1(LOCAL) :* dedededededddede ek dddehdh ke kbbb bbb b hh kbbb kb hhd

1: 08:42:09.362987 802.1Q vlan#202 PO 192.168.240.50.45954 > 192.168.241.50.80: S 2732339016:2732339016
2: 08:42:09.363415 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45954: S 3603655982:3603655982
3: 08:42:09.363903 802.1Q vlan#202 PO 192.168.240.50.45954 > 192.168.241.50.80: . ack 3603655983 win 22

unit_z_l:*********** B R R R e R R e R kL R A R R AR ok S o o A S AR T LR T AR

1 RN RNR NN N NSNS deddedededededededehdehhNh NN NN NN NN NS dededededededededededededdedNNNhn
unit-3-1:

FR2HTXRTCPRRE , Rt = REFHRESHBIWRE, FBEFITUEER, unit-1-12FF
ﬁ%o NEERR , EEEIEMERARERMER

<#root>
firepower#

show cap CAPlI packet-nunber 1 trace

25985 packets captured
1: 08:42:09.362697 802.1Q vlan#201 PO 192.168.240.50.

45954

> 192.168.241.50.80:

S

992089269:992089269(0) win 29200 <mss 1460, sackOK,timestamp 495153655 0,nop,wscale 7>
Phase: 4
Type: CLUSTER- EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'

Fl ow type: NO FLOW

I (0) got initial, attenpting ownership.



Phase: 5

Type: CLUSTER- EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) am beconi ng owner

s

IR[E]f &(TCP SYN/ACK):

<#root>
firepower#

show capt ure CAPO packet-nunber 2 trace

25985 packets captured
2: 08:42:09.363415 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45954:

S
3603655982:3603655982(0)
ack
2732339017 win 28960 <mss 1460,sackOK,timestamp 505509125 495153655,nop,wscale 7>
éﬁése: 3
Type: FLOW LOOKUP

Subtype:

Result: ALLOW

Config:

Additional Information:

Found flow with id 9364, using existing flow

ME4. FIDHFEFERS BEE RATERE LAERQBEML L

<{froot>

firepower#



cluster exec show log | include 45954

unit-1-1

(LOCAL) e e e dedededededdedededede TSNk
Dec 01 2020 08:42:09: %FTD-6-302013:

Bui It inbound TCP connection 9364

for INSIDE:192.168.240.50/45954 (192.168.240.50/45954) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 08:42:18: %FTD-6-302014:

Teardown TCP connection 9364

for INSIDE:192.168.240.50/45954 to OUTSIDE:192.168.241.50/80 duration 0:00:08 bytes 1024000440 TCP FIN

unit_z_l:*************************************************************

unit-3-1

Dec 01 2020 08:42:09: %FTD-6-302022:
Bui It backup stub TCP connection

for INSIDE:192.168.240.50/45954 (192.168.240.50/45954) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 08:42:18: %FTD-6-302023:

Tear down backup TCP connecti on

for INSIDE:192.168.240.50/45954 to OUTSIDE:192.168.241.50/80 duration 0:00:08 forwarded bytes 0 Cluste

REITF2NRE ( AR ESEEIRITE )

ER(ITREH  BEEARFTRED , RATEESEEXBRIET R RN,
. Fﬁﬁiﬁn‘&iﬂ’%’?% P ITH#IAR L. SRAD TN EEXFRERGT RN YRR VY IRE,

B EEmKERE,
U O 8462788 B EZFR & 24T

<#root>
firepower#

cluster exec show conn

un-i t_l_l(LOCAL) ::‘:z‘:v‘:;‘:‘.’::‘::‘::‘:z‘::‘:;‘::'::‘::':7'::':7‘::’::'::‘:*7‘:7‘:7'::‘::':7‘:*7‘:;':7'::‘::’:7‘::‘:7‘:7‘:7'::‘::':7‘:-.':*:‘:7'::‘::':7'::':-.‘:7‘::'::‘::‘:
23 1in use, 25 most used

Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 0 in use, 122 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:



preserve-connection: 2 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:
46278
, idle 0:00:00, bytes 508848268, flags

U o N

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:46276, idle 0:00:03, bytes 0, flags aA N1

Unit 2 1.*************************************************************

21 in use, 271 most used

Cluster:

fwd connections: 0 in use, 2 most used

dir connections: 0 in use, 2 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

Unit 3 1.*************************************************************

17 in use, 20 most used

Cluster:

fwd connections: 1 in use, 5 most used

dir connections: 1 in use, 127 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 NP Identity Ifc 192.168.240.50:46276, idle 0:00:02, bytes 0, flags z
TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:

46278

, idle 0:00:06, bytes 0,

flags Y

L FR& &ix

Unit-1-1 ulo HATEE — REBLAER

Unit-2-1 - -

Unit-3-1 v FEEXRINZAREMEE — F31ETEBREY (BEIBRN
) o

ERABAUBERTA



TCP SYN
INSIDE

ULUTsIlUE

Po1.201 —@H P01.202
————— —
o Pod8
Control Unit
Cluster Add 9 192.168.241.x/24
S 11 539&; unit-3-1is TCP
t Backup onwer
. SYN/ACH
wi MH
SweCTi unit-2-1 (id 1)
4 J d
50 ——
! * — 1 ()7
Host-A 9 Cluster Delete Host-B
message: The flow is
terminated
v unit-3-1 (id Zb,
> ' irector +
ceL -

Data Interface

1. TCP SYNHBIREMNEWMAZXIZEE1-1. RE1-1TBRARFAESE,

2. Unit-3-18UE R RS mES. Unit-3- 1t RB M FFEH ( B CCLEYUDP 4193 _E#y“cluster
add”;\ﬁE\ ) o

3. TCP SYN/ACKEIEEMNENBEIKIRE3-1, REENFH,

4. FEARILE  FFAEBICCLAIZUDP 4193 M “cluster delete”H E. , UMIBRZ B FIEE

E"Jﬁa%/@r\o
M 22 FtracetIRE RmA N A B REBHunit-1-1

SR EAESROATRIMBENGZE , BREREDIRIAEEFETHNEXRRNRES

<#root>

firepower#

cluster exec show cap CAPI | include 46278
unit-1-1
(LOCAL) : % L L R )

3: 11:01:44.841631 802.1Q vlan#201 PO 192.168.240.50.46278 > 192.168.241.50.80:

S

1972783998:1972783998(0) win 29200 <mss 1460,sackOK,timestamp 503529072 0,nop,wscale 7>




4: 11:01:44.842317 802.1Q vlan#201 PO 192.168.241.50.80 > 192.168.240.50.46278:

S

3524167695:3524167695(0)

ack

1972783999 win 28960 <mss 1380,sackOK,timestamp 513884542 503529072,nop,wscale 7>
5: 11:01:44.842592 802.1Q vlan#201 PO 192.168.240.50.46278 > 192.168.241.50.80: . ack 3524167696 win 22

Unit 2 1.*************************************************************

Unit 3 1.*************************************************************

firepower#

FEOUTSIDE# 1 E#3X :

<{froot>

firepower#

cluster exec show cap CAPO | include 46278

unit-1-1

(LOCAL):******************************************************
3: 11:01:44.841921 802.1Q vlan#202 PO 192.168.240.50.46278 > 192.168.241.50.80:

S

2153055699:2153055699(0) win 29200 <mss 1380,sackOK,timestamp 503529072 0,nop,wscale 7>
4: 11:01:44.842226 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.46278:

S

3382481337:3382481337(0)

ack

2153055700 win 28960 <mss 1460,sackOK,timestamp 513884542 503529072,nop,wscale 7>
5: 11:01:44.842638 802.1Q vlan#202 PO 192.168.240.50.46278 > 192.168.241.50.80: . ack 3382481338 win 22

unit Dz dedde ettt e g e de de e v de A e de S e de S e e S e e d e e S e e S e e b g e e e e S e S e e e e S e

unit_3_1:*************************************************************
firepower#

S0 B S FSEAOKIES ( TCP SYNFITCP SYN/ACK )

<tfroot>

firepower#



cluster exec show cap CAPlI packet-nunber 3 trace

unit_l_l(LOCAL):******************************************************
824 packets captured

3: 11:01:44.841631 802.1Q vlan#201 PO 192.168.240.50.46278 > 192.168.241.50.80:

S

1972783998:1972783998(0) win 29200 <mss 1460, sackOK,timestamp 503529072 0,nop,wscale 7>

Phase: 4
Type: CLUSTER- EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) am beconi ng owner

ERERIZ % 1-1 ERISYN/ACK:

<#root>
firepower#

cluster exec show cap CAPO packet-nunber 4 trace

unit_l_l(LOCAL):******************************************************

4: 11:01:44.842226 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.

46278



3382481337:3382481337(0)

ack

2153055700 win 28960 <mss 1460,sackOK,timestamp 513884542 503529072,nop,wscale 7>
Phase: 3
Type: FLOW-LOOKUP
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:

Found flow with id 9583, using existing flow

ME3. FIDRFEFHEREASE TR ENZHAAENEZIBZNALL

<#root>
firepower#
cluster exec show log | include 46278

unit_l_l(LOCAL):******************************************************

Dec 01 2020 11:01:44: %FTD-6-302013:

Bui lt inbound TCP connection

9583 for INSIDE:192.168.240.50/46278 (192.168.240.50/46278) to OUTSIDE:192.168.241.50/80 (192.168.241.
Dec 01 2020 11:01:53: %FTD-6-302014:

Tear down TCP connecti on
9583 for INSIDE:192.168.240.50/46278 to OUTSIDE:192.168.241.50/80 duration 0:00:08 bytes 1024001808 TC
unit_z_l:*************************************************************

unit_3_l:*************************************************************

Dec 01 2020 11:01:44: %FTD-6-302022:

Built director stub TCP connection

for INSIDE:192.168.240.50/46278 (192.168.240.50/46278) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 11:01:53: %FTD-6-302023:

Tear down director TCP connection

for INSIDE:192.168.240.50/46278 to OUTSIDE:192.168.241.50/80 duration 0:00:08 forwarded bytes 0 Cluste

RO FENHRE ( EEIRIERRE ) -

W21, reinject-hidef#IR & Runit-1-1Funit-2-1 ( FEXRHFK ) LRSS

<{froot>

firepower#



cluster exec show cap

unit-1-1(LOCAL) :* e o 4 e 55 56 56 e e o o s 5 55 56 56 o o o e 5 5556 o o o s 5 o o
capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33554320 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Buffer Full - 98552 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 98552 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data

reinject-hide

buffer 100000 interface
I NSI DE

[Buffer Full -

98552 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www
capture CAPO_RH type raw-data

reinject-hide

buffer 100000 interface
QUTSI DE

[Buffer Full -

99932 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

Unit-2-1:7 e o o e 55 5 565 e o o o 55 56 55 o o 55 566 o o o 55 5 e o o o 5 5 5 o o o o
capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33553268 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 99052 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data

reinj ect - hi de

buffer 100000 interface
QUTSI DE

[Buffer Full -

99052 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

Unit-3-1: e o o e e 5 5 e e e o e 8 o o 4 4 55 55 55 56 e o o o S
capture CCL type raw-data buffer 33554432 interface cluster [Capturing - 53815 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Capturing - 658 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www



capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data reinject-hide buffer 100000 interface OUTSIDE [Capturing - 658 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

Xﬂ§25)‘ﬁﬁﬁ"ﬁ D46502E’}75ﬁ, N E*&*’T‘/u\ﬁ*ﬁo

<#root>
firepower#

cluster exec show conn

unit-1-1

(LOCAL)) ¢ # s dededesededede st dede e dede e dede e e de e e e el de el e de e e e de o de de e de de e
23 1in use, 25 most used

Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 0 in use, 122 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 2 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:
46502
, idle 0:00:00, bytes 448760236,

flags U O N1

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:46500, idle 0:00:06, bytes 0, flags aA N1

unit-2-1

21 in use, 271 most used

Cluster:

fwd connections: 0 in use, 2 most used

dir connections: 1 in use, 2 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:
46502
, idle 0:00:00, bytes O,

flags Y



unit_g_l:******

Teddehdedhdhn

17 in use, 20 most used

Cluster:

ek

fwd connections: 1 in use,
dir connections: 0 in use, 127 most used

centralized connections: 0 in use, 0 most used
VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

Tl Ndeh Nl NS Rl fdhfdhfdhddhddRddddhdd i

5 most used

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

BT & &F

Unit-1-1 ulo RAIEE — RBLER.
‘5088 — BTFunit-2-1BEFVIRE |, XEKE DIERunit-2-1/ER TR
S EEs.
-BWAMEE

. B&E, BRANZEEPEFERERK , B Mshow captureFlshow log#i i A

Unit-2-1 Y  BRESHuNt2- 12T ARRAFTEE (REESGEREAR LT
THEMAEERRE) -
AR IRETRERNESMEE (YR ) MRS (2R) , X2MNARRE
BEFH, BHE (YR) MATUUELERE. BSHRARMIMEEEN
show log#ii o

Unit-3-1 - -

EIRABAUBERTA




TCP SYN ";; ywitel
INSIDE

UUTSIUE

A _®_ rol.2y7
o Po4d | :

lrﬂ| Unit

@ TCP
SYN/ACK

unit-2*1 (id

192.168.240.x/24 192,168,241 %/24

=B

2

1)

Host-A Director +
Backup owner
unit-3-1 (id 2)
CCL

Data Interface

1. TCP SYNBIEBMN ENAZIERRZE1-1, RE1-1IRARAEE

2. Unit-2-1#80E B RIBENZBMESE. RATEHTEUDP 4193 L &i% “cluster add” 1% 55 B LUB
HEMMEEBXRRIEE,

3. TCP SYN/ACKHHEBM ENBERIRE2-1, REFII o

4. Unit-2- 1 BE3CCLEHBIEB R REFEE ( HTTCP SYN Cookie ) o

5. TEEEFMEZEAOOUTSIDEL ZEAKES , RAENBEIH KB ENA,

6. EEALE , IEEAREERNRER , UNEBMEEPRBRRES.

W23 {F Atrace IR E RIEF FRHRE LR Munit-2-1 Bunit-1- 1 EE [,
ST ARBIE T R0EMR (K O46502) N B -

<#root>
firepower#

cluster exec show capture CAPlI | include 46502

UNTE=1-1(LOCAL) :##dsdedesdsdesdesdodde o desdodedosioddoi ol dodol dodoledoiedol el ol dodo e delo e deoieode o

3: 12:58:33.356121 802.1Q vlan#201 PO 192.168.240.50.46502 > 192.168.241.50.80: S 4124514680:4124514680
4: 12:58:33.357037 802.1Q vlan#201 PO 192.168.241.50.80 > 192.168.240.50.46502: S 883000451:883000451(0
5: 12:58:33.357357 802.1Q vlan#201 PO 192 168 240.50.46502 > 192.168.241.50.80: . ack 883000452 win 229

un-ltzl“““""‘:'::‘:“k""**k“k"“k**‘ R o R R L o L R R Rk T R LR T ok LR T

UNT T= 31 7 s s s s e dede s e s e e e e e e o e e e e e e e e e e e de e e e e e de e e e e e e de e e e de de e s e e e e



RE G :

<#root>
firepower#

cluster exec show capture CAPO | include 46502

unit_l_l(LOCAL):******************************************************

3: 12:58:33.356426 802.1Q vlan#202 PO 192.168.240.50.46502 > 192.168.241.50.80: S 1434968587:1434968587
4: 12:58:33.356915 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.46502: S 4257314722:4257314722
5: 12:58:33.357403 802.1Q vlan#202 PO 192.168.240.50.46502 > 192.168.241.50.80: . ack 4257314723 win 22

unit_z_l:*************************************************************

1: 12:58:33.359249 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.46502: S 4257314722:4257314722
2: 12:58:33.360302 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.46502: . ack 1434968736 win 23
3: 12:58:33.361004 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.46502: . 4257314723:4257316091

unit oz dedede st vt d e de d e de S e de S g e A e e e e S e e e e S e e e e e e e e e e de e e e e

SR2IBERBIEST. BMIABERT , NRERGS0MNAOBIED. HEEEN , BEEITR]NBERMEAL
Unit-1-1 ( FFEE ) :

<#root>
firepower#

cluster exec show capture CAPlI packet-nunber 3 trace

un-i t_l_l(LOCAL) ::‘::':-k-.'r:'::“::'::':-.'r-k:'r:'::“::'::':-.'c-k»‘::':3“::':-k-.'r-ks‘::'::'::':-k-.'r-ks‘::’::“::‘:-k-k:'n“::'::‘::‘:*7‘::’:*:’::‘::‘:*:‘::’:*:’:

3: 12:58:33.356121 802.1Q vlan#201 PO 192.168.240.50.

46502

> 192.168.241.50.80:

S

4124514680:4124514680(0) win 29200 <mss 1460,sackOK,timestamp 510537534 0,nop,wscale 7>
Phase: 4
Type: CLUSTER-EVENT
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:

Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) got initial, attenpting ownership.



Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) am beconi ng owner

Unit-2-1 ( 3K 28 )

IRE7E(TCP SYN/ACK), FEBMURunit-2-1, ERSHJ/EZHLMES , HIRBRERAMES

<#root>
firepower#

cluster exec unit unit-2-1 show capture CAPO packet-nunber 1 trace

1: 12:58:33.359249 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.
46502

1 S 4257314722:4257314722(0) ack 1434968588 win 28960 <mss 1460, sackOK,timestamp 520893004 510537534,no
Phase: 4

Type: CLUSTER-EVENT

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (1) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (1) amearly redirecting to (0) due to matching action (-1).



ME4. FIDHFEFE RS BEE RATERE LAERBENL

<#root>
firepower#

cluster exec show log | i 46502

unit-1-1(LOCAL):* ok i
Dec 01 2020 12:58:33: %FTD-6-302013:

B
uilt inbound TCP connection

9742 for INSIDE:192.168.240.50/46502 (192.168.240.50/46502) to OUTSIDE:192.168.241.50/80 (192.168.241.
Dec 01 2020 12:59:02: %FTD-6-302014:

Teardown TCP connection

9742 for INSIDE:192.168.240.50/46502 to OUTSIDE:192.168.241.50/80 duration 0:00:28 bytes 2048000440 TC

1-*************************************************************

unit-2-
Dec 01 2020 12:58:33: %FTD-6-302022:

Built forwarder stub TCP connection

for OUTSIDE:192.168.241.50/80 (192.168.241.50/80) to unknown:192.168.240.50/46502 (192.168.240.50/4650
Dec 01 2020 12:58:33: %FTD-6-302023:

Teardown forwarder TCP connection

for OUTSIDE:192.168.241.50/80 to unknown:192.168.240.50/46502 duration 0:00:00 forwarded bytes 0 Forwa
Dec 01 2020 12:58:33: %FTD-6-302022:

Built director stub TCP connection

for INSIDE:192.168.240.50/46502 (192.168.240.50/46502) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 12:59:02: %FTD-6-302023:

Teardown director TCP connection
for INSIDE:192.168.240.50/46502 to OUTSIDE:192.168.241.50/80 duration 0:00:28 forwarded bytes 20483163

unit_3_l:*************************************************************

firepower#

ROATRA TN MRE (FIEENLSK)
M EL1. reinject-hided 3R & Runit-1-1Funit-2-1 ( EEXNFHR ) LHHES -

<#root>
firepower#

cluster exec show cap

un-i t_l_l(LOCAL) :7'::':7':7':7'::‘::‘:7'::‘:-.‘:7‘:7'::‘::':7':-.':7':-.'::'::‘:‘kz':z':‘.‘::‘::'cz‘::‘:v‘:z‘:7':-.‘::':7‘:-.':7‘:7‘:7'::‘::':7’:-.':7‘:-,':7'::‘::':7':-.':-.‘:;‘:7'::‘::':



capture CCL type raw-data buffer 33554432 interface cluster [Buffer Full - 33554229 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Buffer Full - 98974 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 98974 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data

rei nj ect - hi de
buffer 100000 interface

I NSI DE

[Buffer Full -

98974 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www
capture CAPO_RH type raw-data

rei nj ect - hi de
buffer 100000 interface

QUTSI DE

[Buffer Full -

99924 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

UNT =2 = 0 2 % e s e e v e e e e e e o e e e e o e 30 e e e e e B0 3 e e e e o S e e e e B S d e e e e e S e e de e e e e e e

capture CCL type raw-data buffer 33554432 interface cluster [Buffer Full - 33552925 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 99052 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data

rei nj ect - hi de
buffer 100000 interface OUTSIDE [Buffer Full -

99052 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

UINT = 3= 1 2 % v e s e e e e e e e e e e e e e o e 0 e e e e 0 S e e e e B S e e e e B S S e e e e e S e e de e e e e

capture CCL type raw-data buffer 33554432 qinterface cluster [Capturing - 227690 bytes]

capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Capturing - 4754 bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data reinject-hide buffer 100000 interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www



MEE2. 5iR i 04691609 AV EEIRE Do

<#root>
firepower#

cl uster exec show conn

unit-1-1

(LOCAL) ¢ # s s dededededededesed de oo dedede oo d e dede el e e de e el e e e dede oot e e e o

23 1in use, 25 most used

Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 0 in use, 122 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 1 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:
46916
, idle 0:00:00, bytes 414682616,

flags U O N1

21 1in use, 271 most used

Cluster:

fwd connections: 1 in use, 2 most used

dir connections: 0 in use, 2 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 NP Identity Ifc 192.168.240.50:
46916
, idle 0:00:00, bytes O,

flags z

17 in use, 20 most used
Cluster:



fwd connections: 0 1in use,

5 most used

dir connections: 1 in use, 127 most used
centralized connections: 0 in use, 0 most used
VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:

46916

, idle 0:00:04, bytes 0,

flags y

L FR& #x
RATEE —REBLER

Unit-1-1 ulo FEHER — BT unit-3-1EFYymARY” , XEKE 2 EFunit-1-14EX
Rz, Atk , ATFEHRmMEE , BERT S 8% ( 61
FAunit-3-1 ) EAZRAFES

Unit-2-1 z HERER

Unit-3-1 y — BIOFIEE

ERABAUBERTA :




wiaF +'Director

LILITSILIE

—@_ Po1.202

TCP SYN o
=

152.168.240.x/24

192.168.241.x/24

HREEER Forwarder Host-B
unit-3-1 (id 2)
Pods Backup owner
ccL

Pol.201 Pol.202

Data Interface

1. TCP SYNHIEBM EHAZEunit-1-1, Unit-1-15KAFRFAEE , HBUE2 N S 088,
2. Unit-3- 18U N E B FTEE. HATAEEUDP 4193 L &K% ¥ & cluster add” il B LUB ANEZ A PR

BEBXRHNEE.

. TCP SYN/ACKHBIEBMNENBEIXIZEZ2-1. REFXI .

CUnit-2- 1 BE3CCLEHESRREFEE ( HTTCP SYN Cookie ) -

. FTEBEEFEEOOUTSIDELIARES , ARNBRESRAE Jion
6. EEALR , MEEQREEEMBRES , UNEOAEEPRBRRE

M 2R3 {F Atrace IR E RIEFT FRFRE LA R Munit-2-1 Bunit-1- 1 EE [,
Unit-2-1 ( 3% %88 )

O bW

<{froot>

firepower#

cluster exec unit unit-2-1 show capture CAPO packet-nunber 1 trace

1: 16:11:33.653164 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.

46916



1331019196:1331019196(0)
ack

3089755618 win 28960 <mss 1460,sackOK,timestamp 532473211 522117741,nop,wscale 7>
Phase: 4
Type: CLUSTER-EVENT
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:

Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (1) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (1) amearly redirecting to (0) due to matching action (-1).

M4, FIDBBEFERS BSETBIRE LANEZRVENL

« Unit-1-1 ( FFEE )
« Unit-2-1 (#%25)
« Unit-3-1 ( ROFTEE )

<#root>
firepower#

cluster exec showlog | i 46916

Un1t 1 l(LOCAL) R R R R R R R A o S R R R U S o R Rk o L R T AR R o A
Dec 01 2020 16:11:33: %FTD-6-302013:

Bui |t i nbound TCP connecti on

10023 for INSIDE:192.168.240.50/46916 (192.168.240.50/46916) to OUTSIDE:192.168.241.50/80 (192.168.241
Dec 01 2020 16:11:42: %FTD-6-302014:

Teardown TCP connection

10023 for INSIDE:192.168.240.50/46916 to OUTSIDE:192.168.241.50/80 duration 0:00:09 bytes 1024010016 T

Un1t 2 l B R R R R R R R R R R R R R R R R R e R L S A R R ARk R o A R AR ok R T R T ]

Dec 01 2020 16:11:33: %FTD-6-302022:

Built forwarder stub TCP connection



for OUTSIDE:192.168.241.50/80 (192.168.241.50/80) to unknown:192.168.240.50/46916 (192.168.240.50/4691
Dec 01 2020 16:11:42: %FTD-6-302023:

Tear down forwarder TCP connection

for OUTSIDE:192.168.241.50/80 to unknown:192.168.240.50/46916 duration 0:00:09 forwarded bytes 1024009

un-lt 3 l Tedehfdehddhfdehfdhdd RS Ndddh VANl NdhNdh Nl FdhfdhfdhddhddddNdh

Dec 01 2020 16:11:33: %FTD-6-302022:

Bui |t backup stub TCP connection

for INSIDE:192.168.240.50/46916 (192.168.240.50/46916) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 16:11:42: %FTD-6-302023:

Tear down backup TCP connection

for INSIDE:192.168.240.50/46916 to OUTSIDE:192.168.241.50/80 duration 0:00:09 forwarded bytes 0 Cluste

ROEIFRSFAWNHARE (FIEESEETE) o
W21, reinject-hidef#IR & ‘Runit-1-1Funit-2-1 ( IEXRHFE ) LRSS

<#root>
firepower#

cluster exec show cap

unit-1-1

(LOCAL) : * e o o e 55 55 56 e e o o e 55 566 o o o 5 55 56 o o o 5 o o o S S
capture CCL type raw-data buffer 33554432 interface cluster [Buffer Full - 33553207 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Buffer Full - 99396 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 99224 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data

reinject-hide

buffer 100000 interface
I NSI DE

[Buffer Full -

99396 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www
capture CAPO_RH type raw-data

reinject-hid
e buffer 100000 interface
QUTSI DE

[Buffer Full -



99928 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

unit-2-1

capture CCL type raw-data buffer 33554432 interface cluster [Buffer Full - 33554251 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 99052 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data

reinject-hide
buffer 100000 interface

QUTSI DE

[Buffer Full -

99052 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

un 1 t- 3 - 1 . Fedededededede NN e NN de TSN NN NededehdededededdedeNdede NSl NS Ndde NN NNl TedhdeNddeNd

capture CCL type raw-data buffer 33554432 interface cluster [Capturing - 131925 bytes]

capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Capturing - 2592 bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data reinject-hide buffer 100000 interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

M EL2 R O 746994 B T Y IE AR & 20 4T

<#root>
firepower#

cluster exec show conn

unit-1-1

(LOCAL) ¢ # s s dededededededededide dodededede oo de e e de e ool e e e de e e ool i e e de e e el e oo
23 1in use, 25 most used

Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 0 in use, 122 most used

centralized connections: 0 in use, 0 most used



VPN redirect connections: 0 in use, 0 most used
Inspect Snort:
preserve-connection: 1 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:

46994

, idle 0:00:00, bytes 406028640,

flags U O NL

Feddehddhddfdddhhdh NVl Rl NdhddhddhddNddhddNdd Nl dh Nl Nl

22 1in use, 271 most used

Cluster:

fwd connections: 1 in use, 2 most used

dir connections: 0 in use, 2 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 NP Identity Ifc 192.168.240.50:
46994
, idle 0:00:00, bytes O,

flags z

Feddehddhddfdddhhdh NVl NdhNdhFdhddhddNddhddNdd Nl dh Nl fdhid

17 in use, 20 most used

Cluster:

fwd connections: 2 1in use, 5 most used

dir connections: 1 in use, 127 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:
46994
, idle 0:00:05, bytes 0,

flags Y

L PR& #iE




Unit-1-1 ulo RATEE — RBLER
Unit-2-1 z FERER

-ZDFEE
Unit-3-1 Y

-EE
FRRBTLURFERTR :

TCP SYN
INSIDE

192.168.240.x/24

Pol.201

CCL

Data Interface

Control Unit

6

—_—

Po48

Pol 200 j——

s

unit-2-1 {u:l 1}

TCP

SYN/ACK

192.168.241.x/24

W r_hln

Forwarder

it-3-1 (id 2
lb*uIt 1Ba]l:kupl owner

+ Director

Pol.202

Host-B

1. TCP SYNBHRBIMNENAZREE1-1, BBE1-1RARFAEE.
2. Unit-3-1#0E2¢ 0 B ME DA E. MATEEEUDP 4193 £ R iX cluster add” 2 &5H 5 LA B
HEZMOFIBEEBXRAER,

. TCP SYN/ACKE#TE BN EHBERER2-1, REFXH

. Unit-2-1 B3 CCLFEIEI R X

‘AFTEHE ( HTFTCP SYN Cookie ) -

3
4
5. IEEEHMEZEOOUTSIDELEABIEE , RARNRBEERXIENA.
6

EELIEE

M EL3. fiE AtracetiR & RIEFT R E LA Munit-2-1Bunit-1-1 EE 49,

Unit-1-1 ( FTE % )

FIEEQREEEMBRER , UNERFEE PHIBRRER.




<#root>
firepower#

cluster exec show cap CAPlI packet-nunber 1 trace

uni t_l_l(LOCAL) sl dede ek

Phase: 4

Type: CLUSTER-EVENT
Subtype:

ResuTlt: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER-EVENT
Subtype:

ResuTlt: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) am beconi ng owner

Unit-2-1 ( 3K 28 )

<#root>
firepower#

cluster exec unit unit-2-1 show cap CAPO packet-nunber 1 trace

1: 16:46:44.232074 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.

46994

: S 2863659376:2863659376(0) ack 2879616990 win 28960 <mss 1460,sackOK,timestamp 534583774 524228304,n0

Phase: 4

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'OUTSIDE'
Flow type: NO FLOW



I (1) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (1) amearly redirecting to (0) due to matching action (-1).

MEA. FIDBETLEAREAEE TAE RS LNEZQENSL

« Unit-1-1 ( FFE#E )
« Unit-2-1 (#%X%88)
o Unit-3-1 ( R FIEE/SHER)

<#root>
firepower#

cluster exec showlog | i 46994

un 1 t- 1 - 1 ( LOC AL) . TehR N RN dhdddddedededededdeddededededhhh NN RN N hfddddedededededededd
Dec 01 2020 16:46:44: %FTD-6-302013:

Bui |t inbound TCP connecti on

10080 for INSIDE:192.168.240.50/46994 (192.168.240.50/46994) to OUTSIDE:192.168.241.50/80 (192.168.241
Dec 01 2020 16:46:53: %FTD-6-302014:

Teardown TCP connection

10080 for INSIDE:192.168.240.50/46994 to OUTSIDE:192.168.241.50/80 duration 0:00:09 bytes 1024000440 T

1 shhhhhh R R RN R R fhdddddededededededededededededhh NN RN NN fddddedededededededd
unit-2-1:

Dec 01 2020 16:46:44: %FTD-6-302022:

Built forwarder stub TCP connection

for OUTSIDE:192.168.241.50/80 (192.168.241.50/80) to unknown:192.168.240.50/46994 (192.168.240.50/4699
Dec 01 2020 16:46:53: %FTD-6-302023:

Teardown forwarder TCP connection

for OUTSIDE:192.168.241.50/80 to unknown:192.168.240.50/46994 duration 0:00:09 forwarded bytes 1024000

oo o e Yo o e de Y oo oo ve Yo oo e v S oo e v o oo e Yo oo oo e v o oo e e o e e T o e v o ob e v b oo e Yo ok oo e Y b e e S b e Y e
unit-3-1: Yo ¥ e ok % Yededededede e h Nkl kb n

Dec 01 2020 16:46:44: %FTD-6-302022:

Built director stub TCP connection

for INSIDE:192.168.240.50/46994 (192.168.240.50/46994) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 16:46:53: %FTD-6-302023:



Teardown director TCP connection

for INSIDE:192.168.240.50/46994 to OUTSIDE:192.168.241.50/80 duration 0:00:09 forwarded bytes 0 Cluste

ET-—MROATRSD , ERANAHETEERNRENES

wmit-1-1 (id 0]
INSIDE . QUTSIDE
Pod
Control Unit
TS 192.168.240.x/24
santchin oA 5-'|'|I'itl:|'li|'lg
gl un" £ [Id 1 infra

infra

.-E‘II:I

HQSI'A in |E' Et

unit-3-1 (kd 2]

—_

oL

Data Interface

RO IENMRE (NEKE , MTEENSEE )

WEA EFHEREHRE Runit-1-1Munit-2-1 ( FEXNTR ) LHBTFES. I, FAEERunit-2-
1 (INSIDEFMIOUTSIDE# O L #8 F T EFRH — RERROBES , funit1-124
OUTSIDE Ly ¥iiza )

<#root>
firepower#

cluster exec show cap

unit-1-1

(LOCAL) sl de e d ke dekdednde i deddeddedde ek dekde i d e de e deddededede ek
capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33553253 bytes]

capture CAPO type raw-data trace interface OUTSIDE [Buffer Full - 523432 bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www



capture CAPI type raw-data trace interface INSIDE [Capturing - 0 bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www
capture CAPO_RH type raw-data

rei nj ect - hi de
interface

QUTSI DE

[Buffer Full -

523432 bhytes

]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI_RH type raw-data reinject-hide interface INSIDE [Capturing - 0 bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

R L L L e L L

capture CCL type raw-data buffer 33554432 interface cluster [Buffer Full - 33554312 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Buffer Full - 523782 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Buffer Full - 523782 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data

rei nj ect - hi de
interface

QUTSI DE

[Buffer Full -

524218 bytes

]
match tcp host 192.168.240.50 host 192.168.240.51 eq www
capture CAPI_RH type raw-data

rei nj ect - hi de
interface

I NSI DE

[Buffer Full -

523782 byt es]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

UINT = 3= 1 2 % v e s e e v e e e e e o e e e e o e e e e e e 0 S e e e e B S e e e e B S e e e e e e S e e de e e e e e e

capture CCL type raw-data buffer 33554432 qinterface cluster [Capturing - 53118 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Capturing - 0 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Capturing - 0 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data reinject-hide interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI_RH type raw-data reinject-hide interface INSIDE [Capturing - 0 bytes]



match tcp host 192.168.240.50 host 192.168.240.51 eq www

Xm§§2.5§ﬁﬁﬁﬁE]51844ﬂgﬁﬁ ‘ﬁEE%&RAAﬁi$ﬁo

<#root>
firepower#

cluster exec show conn addr 192. 168. 240. 51

unit-1-1

(LOCAL)) ¢ # s dededesededede st dede e dede e dede e s de e e e el de el e de e e de de o dededesede de e

30 in use, 102 most used

Cluster:

fwd connections: 1 in use, 1 most used

dir connections: 2 in use, 122 most used

centralized connections: 3 in use, 39 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.240.51:80 NP Identity Ifc 192.168.240.50:
51844
, idle 0:00:00, bytes O,

flags z

unit-2-1

23 in use, 271 most used

Cluster:

fwd connections: 0 in use, 2 most used

dir connections: 4 in use, 26 most used

centralized connections: 0 in use, 14 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

TCP OUTSIDE 192.168.240.51:80 INSIDE 192.168.240.50:
51844

, idle 0:00:00, bytes 231214400,

flags b N

unit-3-1



20 in use, 55 most used

Cluster:

fwd connections: 0 in use, 5 most used

dir connections: 1 in use, 127 most used

centralized connections: 0 in use, 24 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.240.51:80 INSIDE 192.168.240.50:51844, idle 0:00:01, bytes O,

flags y
BT FR& £2E
Unit-1-1 z -FE R AR
Unit-2-1 bN RATEE — REBLEBR
Unit-3-1 y -ZMEE

ERRABRALUEFERTNA :



(ig0
farwarﬂer ¥ c!:t.e’n':l';u
INSIDE - DUTSIDE TCP SYN/ACK

Podd

Control Unit
192.168.240.x/24

o owner

TCP SYN switching nit-2-1 (id 1)

192.168.240.x/24

inline set

backup owner
unit-3-1 (id 2)

CCL

Data Interface

. TCP SYNHIEEM EHAZKUNit-2-1, Unit-2-15 7 FATE & H K% H IEIE 3.

 Unit-3-1#E N BB FIEE. HRATEBEUDP 4193 L K% “cluster add” 3 #&H B LUB A& D FT
BEBEXRBEE

3. TCP SYN/ACKHIEBMENBEKREZ1-1. REFXN#,

4. Unit-1- 183 CCLEHIE I # X B S @25 (unit-2-1),

5. Unit-2- 1t ZFFEH , EEEAOOUTSIDELEF EFALES.

6

7

N —

. Unit-2- 1 #E IR R B A,
CEEAILE  MEEQREEENRER , MINEOFREEHRBRRER.

W 223 fE Atrace IR B RIEFT MR E A B Munit-1-1Blunit-2- 1 EE @,

Unit-2-1 ( FREE/EE )

<#root>

firepower#

cluster exec unit unit-2-1 show cap CAPlI packet-nunber 1 trace

1: 18:10:12.842912 192.168.240.50.51844 > 192.168.240.51.80:
S

4082593463:4082593463(0) win 29200 <mss 1460,sackOK, timestamp 76258053 0,nop,wscale 7>
Phase: 1
Type: CLUSTER-EVENT



Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (1) got initial, attenpting ownership.

Phase: 2

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (1) am beconi ng owner

Unit-1-1 ( 3K 28 )

<#root>
firepower#

cluster exec show cap CAPO packet-nunber 1 trace

un-i t_l_l(LOCAL) ::‘::':-k-.'r:'::“::'::'::'r-k:'r:'::“::'::':-.'c:‘cs‘::'::“::':-.“:-.'r-ks‘::'::'::':-k-.'r:'cs‘::’::“::‘:-k-k:':3“::'::‘::‘:*7‘::’:*:’::‘::‘::‘::‘::’:*:‘:

1: 18:10:12.842317 192.168.240.51.80 > 192.168.240.50.51844: S 2339579109:2339579109(0) ack 4082593464
Phase: 1

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'OUTSIDE'

Flow type: NO FLOW

I (0) am asking director (1).

JRE# & (TCP SYN/ACK)

Unit-2-1 ( FTEE/EE )

<tfroot>

firepower#



cluster exec unit unit-2-1 show cap CAPO packet-nunber 2 trace

2: 18:10:12.843660 192.168.240.51.80 > 192.168.240.50.51844: S 2339579109:2339579109(0) ack 4082593464
Phase: 1

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'OUTSIDE'

Flow type: FULL

I (1) am owner, update sender (0).

Phase: 2

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

Config:

Additional Information:

Found flow with id 7109, using existing flow

MEA FIDBETLEAREAEE TAEREZ LNEZQENSL

« Unit-1-1 ( FFE#E )
« Unit-2-1 (#%%88)
o Unit-3-1 ( R FIEE/SEER)

<#root>
firepower#

cluster exec show log | include 51844

un 1 t- 1 - 1 ( LOC AL) . TehR NN NS A S ddddedededededededdededededhh NN RN N hfddddedededededededed
Dec 02 2020 18:10:12: %FTD-6-302022:

Built forwarder stub TCP connection

for OUTSIDE:192.168.240.51/80 (192.168.240.51/80) to unknown:192.168.240.50/51844 (192.168.240.50/5184
Dec 02 2020 18:10:22: %FTD-6-302023:

Teardown forwarder TCP connection

for OUTSIDE:192.168.240.51/80 to unknown:192.168.240.50/51844 duration 0:00:09 forwarded bytes 1024001

e veve e e Yo Yo Yo Yo Yo Yo Ye Te T e e e T Tt e e e et e e oo ve Yo Yo Yo ve Yo Yo ve ve v v e e e e e e dede vt et e e oo e
unjt 2-1: o de ok % Yedededede SNk de ke de SN de eSSk de kN kN hd Nt dehhhhk

Dec 02 2020 18:10:12: %FTD-6-302303:
Built TCP state-bypass connection

7109 from INSIDE:192.168.240.50/51844 (192.168.240.50/51844) to OUTSIDE:192.168.240.51/80 (192.168.240



Dec 02 2020 18:10:22: %FTD-6-302304:
Teardown TCP st at e- bypass connection

7109 from INSIDE:192.168.240.50/51844 to OUTSIDE:192.168.240.51/80 duration 0:00:09 bytes 1024001888 T

e NdehfdehNdeh Nl Nl Rl Nl Fdhddhddhddhdd S ddRddnd

unit-3-1;%%%*3 e e de e v
Dec 02 2020 18:10:12: %FTD-6-302022:

Bui |t backup stub TCP connection

for INSIDE:192.168.240.50/51844 (192.168.240.50/51844) to OUTSIDE:192.168.240.51/80 (192.168.240.51/80
Dec 02 2020 18:10:22: %FTD-6-302023:

Tear down backup TCP connection

for INSIDE:192.168.240.50/51844 to OUTSIDE:192.168.240.51/80 duration 0:00:09 forwarded bytes 0 Cluste

REITRTFENHRE (NEKE , IEESSAETRE)

P& £unit-2-1 ( INSIDEMOUTSIDE#E O E MEHRFE DA TEFHMBEIEIR , Munit-3-1145
OUTSIDE ) :

<#root>
firepower#

cluster exec show cap

Un1t 1- 1(LOCAL) dedededededefdededehdededhdde NNl de Nl deNdddehddefhdde NN ddefdddefdddhd

capture CCL type raw-data buffer 33554432 interface cluster [Capturing - 13902 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Capturing - 90 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Capturing - 0O bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data reinject-hide interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI_RH type raw-data reinject-hide interface INSIDE [Capturing - 0 bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

unit-2-1
s vl dedede el defhdedefhdde NNl de A dhdde N hdde Nl NNl dehdded AN dddeNdddeNdd

capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33553936 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Buffer Full - 523126 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Buffer Full - 523126 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data

reinject-hid
e

interface
QUTSI DE

[Buffer Full -



524230 bytes

]
match tcp host 192.168.240.50 host 192.168.240.51 eq www
capture CAPI_RH type raw-data

reinj ect - hi de
interface

I NSI DE
[Buffer Full -

523126 bytes

]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

unit-3-1

capture CCL type raw-data buffer 33554432 interface cluster [Buffer Full - 33553566 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Buffer Full - 523522 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Capturing - 0 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data

reinject-hide
interface
QUTSI DE
[Buffer Full -

523432 bytes

]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI_RH type raw-data reinject-hide interface INSIDE [Capturing - 0 bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

MEL2. iRm0 592108 MAVEER S 2 .

<#root>
firepower#

cluster exec show conn addr 192.168. 240.51

unit-1-1

(LOCAL) PR dededededededededededededededededededededededededededededededededdedededdedede e de e dede e hdeden
25 in use, 102 most used

Cluster:
fwd connections: 0 in use, 1 most used



dir connections: 2 in use, 122 most used

centralized connections: 0 in use, 39 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.240.51:80 INSIDE 192.168.240.50:

59210
, idle 0:00:03, bytes 0,

flags Y

FTeddehddhddfdddhhdhNdeh Nl Rl NdhddhddhddNddhdd NSl dh Nl fdhdd

21 in use, 271 most used

Cluster:

fwd connections: 0 in use, 2 most used

dir connections: 0 in use, 28 most used

centralized connections: 0 in use, 14 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

TCP OUTSIDE 192.168.240.51:80 INSIDE 192.168.240.50:
59210
, idle 0:00:00, bytes 610132872,

flags b N

FTeddehddhddfdddhhdhNdeh Nl NdhNdhFdhddhddNdd S Nndd Nl d Nl Nl id

19 in use, 55 most used

Cluster:

fwd connections: 1 in use, 5 most used

dir connections: 0 in use, 127 most used

centralized connections: 0 in use, 24 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.240.51:80 NP Identity Ifc 192.168.240.50:
59210
, idle 0:00:00, bytes O,

flags z

L PR& #iE




Unit-1-1 Y EHIRROMEE

Unit-2-1 b N HRFIEE —RELER
Unit-3-1 z Y

ERRBATUEERTA

. ungt-1-1 Jid 0
director +TJ3C‘(I.I]!} owner
- A QUTSIDE

INSIDE
Pl Pol

Control Unit

192.168.240.x/24 192.168.240.x/24

owner
pnit-2-1 (id 1)

F'.nﬁ

switching

— g
A =

TCP SYN/ACK

forwarder 9

e unit-3-1 {id 2)

TCP SYN 5w|tch|ng

B &

Pal

| |
inline sat

CCL

Data Interface

1. TCP SYNHIRE SN EVAZR IR F2- 10 115'2 1RARFEE , RE1-1EE NS OIS

2. Unit-1-1#IE N R BMEE (AN EREE ) . RATBEEFUDP 4193 LMY cluster add” # 35 H
BRIEE, ﬁﬂ%ﬁ)’ﬁ'ﬁ%ﬁ*mbiﬁlﬂg,ﬁo

3. TCP SYN/ACK¥EB M ENBEIRIREZ3-1. REFX .

. Unit-3- 1B CCLIFHIE D X E S @25 (unit-1-1),

. Unit-1-1(director) A& FT B & Runit-2-1 , FHFSREEFK LR (uUnit-3-1) , HBHMFAEE 2

unit-2-1,

. Unit-3- 1 848 2 & 3% Funit-2-1(owner),

. Unit-2-17E# AO0OUTSIDE L E#FE ABIEZ,

. Unit-2- 1R BIE 3 R EIEHA,

OEBLLR  EESKREEENRER , UNZREEFRBRRE R

[S 20~

© 00 N O




NsrE . mo4 (EECCLOBES ) 4% (HERE ) SHALISEE, AHABRT
(Bl BeRM) | EESENFOER. it AFRESESABE  RiteaSHEs
SRTE N, MEEOTENBES NEQSRESR.

M EL3 . AtraceiBiIR B /RCCLEMIENREF IR
HRME(TCP SYN)

Unit-2-1 ( FRE & )

<#root>
firepower#

cluster exec unit unit-2-1 show cap CAPI packet-nunber 1 trace

1: 09:19:49.760702 192.168.240.50.59210 > 192.168.240.51.80: S 4110299695:4110299695(0) win 29200 <mss
Phase: 1

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'INSIDE'

Flow type: NO FLOW

I (1) got initial, attenpting ownership.

Phase: 2

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (1) am beconi ng owner

JRE# & (TCP SYN/ACK)

Unit-3-1 ( ID 2 — # X% ) B CCLSHBIES X% Blunit-1-1(1D 0 - director),

<#root>
firepower#

cluster exec unit unit-3-1 show cap CAPO packet-nunber 1 trace



1: 09:19:49.760336 192.168.240.51.80 > 192.168.240.50.59210:

S

4209225081:4209225081(0)

ack

4110299696 win 28960 <mss 1460,sackOK,timestamp 567715984 130834570,nop,wscale 7>
Phase: 1
Type: CLUSTER-EVENT
Subtype:
Result: ALLOW
Config:
Additional Information:
Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (2) am asking director (0).

Unit-1-1(director)- Unit-1-1(1D 0)&1i& T A & Runit-2-1(1D 1) , Hi@E3 CCLEFEIE D K% Eunit-3-
1(ID2—¥K8) .

<#root>
firepower#

cluster exec show cap CAPO packet-nunber 1 trace

un-i t_l_l(LOCAL) ::'::'::‘::':-.'c:“::'c:‘::‘::“:z‘::’::“:-.'::‘::‘::“::‘:7’::'::'::'::'::’::‘:7'::‘::‘::“:3‘:7’::“:7’::‘:-,':-.“::'r-.'c:“:7’::‘::‘::‘::‘:7’::‘::’::‘::‘::‘:3‘::’::‘::‘:

1: 09:19:49.761038 192.168.240.51.80 > 192.168.240.50.59210:

S

4209225081:4209225081(0)

ack

4110299696 win 28960 <mss 1460,sackOK,timestamp 567715984 130834570,nop,wscale 7>
Phase: 1
Type: CLUSTER-EVENT
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
Input interface: 'OUTSIDE'
Flow type: STUB

I (0) amdirector, valid ower (1), update sender (2).

Unit-3-1 ( ID 2 — ¥ %88 ) B CCLAREZFEBH N HLZESunit-2-1 (ID1—FEBEE ) -



<#root>
firepower#

cluster exec unit unit-3-1 show cap CAPO packet-nunber 2 trace

2: 09:19:49.761008 192.168.240.51.80 > 192.168.240.50.59210:

S

4209225081:4209225081(0) ack 4110299696 win 28960 <mss 1460,sackOK,timestamp 567715984 130834570,nop,w
Phase: 1
Type: CLUSTER-EVENT
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
Input interface: 'OUTSIDE'
Flow type: STUB

I (2) am beconming forwarder to (1), sender (0).

FRZEEMNRESH R B

<#root>
firepower#

cluster exec unit unit-2-1 show cap CAPO packet-nunber 2 trace

2: 09:19:49.775701 192.168.240.51.80 > 192.168.240.50.59210:

S

4209225081:4209225081(0)

ack

4110299696 win 28960 <mss 1460,sackOK,timestamp 567715984 130834570,nop,wscale 7>
Phase: 1
Type: CLUSTER-EVENT
Subtype:
Result: ALLOW
Config:
Additional Information:
Input interface: 'OUTSIDE'
Flow type: FULL

I (1) am owner, sender (2).

M4 FIDBBEFHERSGEAEXRE RAEREZ LIEREMIBMAL
o Unit-1-1 ( S @:|[EBDRAEE )



« Unit-2-1 ( FFE#E )
« Unit-3-1 (#%28%)

<#root>
firepower#

cluster exec show log | i 59210

un-l t- 1 1(LOCAL) TedTd SN NS ddededededededededededek
Dec 03 2020 09:19:49: %FTD-6-302022:

Built director stub TCP connection

for INSIDE:192.168.240.50/59210 (192.168.240.50/59210) to OUTSIDE:192.168.240.51/80 (192.168.240.51/80
Dec 03 2020 09:19:59: %FTD-6-302023:

Teardown director TCP connection

for INSIDE:192.168.240.50/59210 to OUTSIDE:192.168.240.51/80 duration 0:00:09 forwarded bytes 0 Cluste

unit-2-1:" Yedededededededet e dedede e dede et dedede e dede e
Dec 03 2020 09:19:49: %FTD-6-302303:

Built TCP state-bypass connection

14483 from INSIDE:192.168.240.50/59210 (192.168.240.50/59210) to OUTSIDE:192.168.240.51/80 (192.168.24
Dec 03 2020 09:19:59: %FTD-6-302304:

Teardown TCP st at e- bypass connection

14483 from INSIDE:192.168.240.50/59210 to OUTSIDE:192.168.240.51/80 duration 0:00:09 bytes 1024003336

unit-3-1:* o o e o e o o
Dec 03 2020 09:19:49: %FTD-6-302022:

Built forwarder stub TCP connection

for OUTSIDE:192.168.240.51/80 (192.168.240.51/80) to unknown:192.168.240.50/59210 (192.168.240.50/5921
Dec 03 2020 09:19:59: %FTD-6-302023:

Teardown forwarder TCP connecti on

for OUTSIDE:192.168.240.51/80 to unknown:192.168.240.50/59210 duration 0:00:09 forwarded bytes 1024003

R HEER

SRWEHREN
BERBADRN :

. EHPEAE (SERREMAXGAE )
- BTEFERE (GHPEREMEXHEE )

SEBEFERIE



NAT/PATH IR &

EEREIESEM

o IO ERPAT RN TRIPBRSAEL EERTNREBEE , EFRELERTRES
IPo

- BRIFBERERIEZMA R IAxlate per-sessiontp s , BUAAREXLEwRT. NEA T xlate per-
sessionHEZE VM MPATERRABEF TR T R 2 T B | XS HERE

BPATHEEEAE , BN ERONTRESHERPRLE

FTDRPAT IPXIZ N ZNEBE , = xateRISEMBRFREERN, TRER TR O 0AER
ﬂ‘jlﬁl_i \ﬁamﬁgé%ﬁ#‘ﬁuo

4R O iR R B Srclw 0
1-511 1-511

512-1023 512-1023
1024-65535 1024-65535

HRimOEE 2R ERENZCE D BEHNPATHRIRE , FIDRBET —NMPUR ZRiROCE
70 BT R B 4

AEIR
BT SR EF R NAT R 2 /Y E 15 6] &
1IN

<#root>
#

show nat pool

FTIDEEFEHBEE RPATHFER :

<ffroot>

Dec 9 09:00:00 192.0.2.10 FTD-FW %ASA-3-202010:



PAT pool exhausted. Unable to create TCP connection

from Inside:192.0.2.150/49464 to Outside:192.0.2.250/20015
Dec 9 09:00:00 192.0.2.10 FTD-FW %ASA-3-202010:

PAT pool exhausted. Unable to create TCP connection

from Inside:192.0.2.148/54141 to Outside:192.0.2.251/443

ZH
BLENATFHiw ASEEF 2EARE R,

WA, £6.7/9.1512F , REETAEHA/MAEEREPATE S RENESN |, BF TJERAIR
BRYENRORDE. CECMENKE —AXERAGORUET SREHFPE.

FERAETHRORNIE , HTR/OE T KY10MNKOR ( Mpb-1. pb-2..pb-10) B , TRBL
ME-NTARARTEHADE —MENRD , BEREER, RIYFBRCORBHARIIB— 6t
, FEFILBET —MNKAR,

Bign  MBRENEIS12MEE |, NIRZFLHEH N pb-1WATEXS12MEES ERF IR H. TIE ,
FrB X E512IE #5804 TIEsNRASE |, HENEY Bpb-1ER KN ES13IMNEREN , E2BIF
pb-2 A ME DB —MEHIKR O, TE , 513 MNEREF |, RIRF10MNERTHHTEER T pb- 18—
MNATAmwA, At , MRENEILES14NERE | EEHETHMpb- 1T T Epb-25 B R HFiw A , B
Hpb-1RMEF—MZERIKA (EF10MEEBBRIRHPERT ZIHA ) -

FELRANEEZE-—RE  7ERMNEAZREONE - NI HRORTHBH , XFEEEEMHAIR
S RE—NMRORBATHTED R, I, PATEER TRERYELE, KAOREERBERNEZN
AARSHEIRIEES, Rt , FRAETIRAREDE , A4 E D R R P& AR AR E .

B2 , MRFAABWRAR ( Mpb-1Zpb-10 ) R , REBNMRARBREF-—MH T KYPEZEN KO
, MR ORKEFXREBRAAERSE. EXHERT , RAMMERPHGTER

A5 EF T Z ik ORI T = (show nat pool cluster summary)s.
WEZT 2L FEAEFEANLOR(show nat pool ip <addr> detail).

1.
2.
3. BRI 3 UK O R Bxlates(clear xlate global <addr> gport 'start-end') , FE TR FESD %o

A 25 xacdmmeEE,

HEEMIEMBIRE , TEXNEIBEEM L ( NEERH, RITE ) HSSOML,

AEAR

FTENREIDREM Y ( HIIIMEERAE, RITMUEE ) . HAPERINERELRITTE-NERE
FREEMMUGR , IRF-NEEFRFIEREF - NEENNBERATRNEERR , FH
REMEAIP PATH , M REME WA HIP I EBUERR , BRSR2EERE.

A

HOTBETEERER , EENTLESERNEHR. EXTMHERLT , TCPEEXRA BN,



R (6.7/9.15.1 2 BIRIRRA )
s NMEERERMNZLENAREFERS NS P,

« fFshow nat pool cluster summary@ SR &R EE D,

« f£Mcluster exec show connfi TR ERER S EWFH 1T T AFKITE,

« {#Hshow nat pool cluster ip <address> detailfi S/ &/ F PR ERE R
« J5 Bsyslog 305021(6.7/9.15) LA 25 & W LEE 42 5Kk RE(F FH R & IP,

- ERROPATHRNINE ZIPRHHIAE S EE R LN AEGEHEEE,

KTUARBERFIGEER X

« XFIEFPO300 , MR BHMRIDEN —ARFI|RE | BEABIEN LMNERIP/RKOF B 7
\P/i% O ERIPA B AR IPEI LA A BB RS9 B & %,

« XFIEFPO300 , MR HMRIDBEN ZMNRF /AT | BEAB IR LMRIP/RK O F B F7
\P/3% O ZRIPEY LA K W@ B A E T # &L,

« Xy FFP9300:7EFP9300#158 £ , 1 E 9% & A& E Jsource-dest-port source-dest-ip source-
dest-mac , ¥ EFBEE K. EXMERT , R E=EAFlexConfigal FTDEL & A 7 flxlate
per-session deny@n® , BEIFL BiRIPHut (N THAEEB/FTREVNARER ) HRENHN
RAANERPHET AR, BRAEMHEULTEER

- TRRBRRENARSE (FIEREFREEHNTR) .
- xlatelBEREAREAR ( AN BT S LHMFENNATEHR~E0EEMW ),
- BRAEVFERNBFEN T Bt

BT HHPAT IPRR , TAERESHAEIZHTR , B EFHEERE,
AEAR

ERTHNPAT IPAR , TEABET/ROBZAIP , Fit , IEZPATEEARNREHLHE LR
EHIT QAT E,

i\
£ Fshow nat pool clusterif T EEBRIREZEN P E , HEIACNBELRAERFH—NMP,
R

FFF6.7/9.15.1 2 iU IRA | FREEHPATH KN ELETFEHRFTHN T 2, EEFPATHH
6.7/9.15.12FHRAH | BRI UM FIAPATBIPS Bl Ok, MREPATHERAXREERS , 30t
MERER |, BEEEMPATHA/N (BESRFAQED ) -

HTARBERASIMRE , BEFAEREREIEZEFT R, RibEERE,
AEAR

B EREHT L EXESRUDPEMNRE , XML,

o

B =

REMFEAxlatess EEE AN ENEZETREHFAPATHEET SALE, FHAmSshow run all
xlateZ & xlate per-sessionfi &,

y



BRSNS EEWRE I XKNERKTN , 2 BIXMxlate, XBEBTHEEEXAPATHIZEEESY
EEMRE, EXBRNEZENTRE , FERERSHERFERI0Y , NREERRERS , W/ 2/
|P_tA] A #965k TCP/UDP% O A ATE %8 B (B A A 5.

HKINBERT , IETCPHREHSAESAE , REUDP DNSHERSABLE. XEWEMAIEDNS
UDPfi 2 ##3% & B35 5177 Rt 1T,

A
EALGTITREERRZCHNEENBESSH

<#root>
firepower#

show cluster info conn-distribution

firepower#

show cluster info packet-distribution

firepower#

show cluster info |oad-nonitor

£ Fcluster exec show connfip & & WL £ BT S HEUDPERE,

<#root>
firepower#

cluster exec show conn

EALL G B AT BT QB A EERER.

<#root>
firepower#

cluster exec show nat pool ip

| in UDP



NHEXHRE (HIWMUDP ) Bl BE A EPAT(per-session permit udp@®). X FICMP , EBREEE XK
RN S AEPAT , Bt , HEE TPATH , ICMPRERLHIZEFHT QLE,

HPT KRBT/ MAERER | PATHE2 HRERFE,
AEIR

- EEEE , RAPAT IPOE ATREH TiIRZFBE A MMASEREMEN B ZET T,
« #6.7/9.15.12J5 , ATREHIIFMANT RILEZRERB IR ARER. XBEMEORAYT
REREBEEEMIEHFHTR, ELE-—NMrARNTRAAERE , AEHUEREEFZRE

1IN
- BEFERSZESEROTHEE

<#froot>
%ASA-3-202010:

NAT pool exhausted. Unable to create TCP connection

from inside:192.0.2.1/2239 to outside:192.0.2.150/80

« ffAshow nat pool cluster summary#s S EM 27 o
« ffMcluster exec show nat pool ip <addr> detailés © T R EE T SRR HERE R

Z

I.-.:...

« 1£6.7/9.15. 12 FHIMRA S | {F Fclear xlate global <ip> gport <start-end># 5 F 55 BRE AL
TRENEEROR  UEHFIXIAET S

AEIR

. X1 F6.7/9.15.1 2 HKIMRA | Cisco Bug ID CSCvdH ™45 T — e iR 5 3£10530

ERBEIPATRANREN T EEZRB, XRRAANFTDEEFEHIZRIT A RIEL BNATHEIER
GARP.,


https://tools.cisco.com/bugsearch/bug/CSCvd10530

1IN

EERZFHARPRE R T EREHIT A aEHHEEAONTEMACH L

<#root>
root@kali2:~/tests#

arp -a

7 (192.168.240.1) at f4:db:e6:

33:44: 2e

[ether] on ethO
root@kali2:~/tests#

arp -a

7 (192.168.240.1) at f4:db:e6:

9e: 3d: Oe

[ether] on ethO

ZE

EEHBEZEOD LRERHS (EH ) MAC,

ZPATR IR EE KK

AR

S ELYPATR WA REBRERERE,

WUF/& 7

- BREVBEFRE.
BRI D%,
BRI BB,

« show asp cluster counterd ;& B E 1T IEE,

BREAERESCESHR/ERB[R,

- RIUFRBRMMGE., EHRNBFETROREIR
- RIIREBEREFEBINETHEEML LExlates,

- J3 A“debug nat 2" [ {E RET4E IR, &)

<#root>
firepower#

debug nat 2

B, LR ATRERE

WEZ | g -



nat:

no free blocks available to reserve for 192.168.241.59, proto 17

nat: no free blocks available to reserve for 192.168.241.59, proto 17
nat: no free blocks available to reserve for 192.168.241.58, proto 17
nat: no free blocks available to reserve for 192.168.241.58, proto 17
nat: no free blocks available to reserve for 192.168.241.57, proto 17

EFIEEE , FHTUATERE

<#root>
firepower#

un all

- BREZENNATHXHN RS AESUFE R RKEIMEER,
ASAFIFTDEEPATHU ( 9.15/6.72/F )
EETHAENL?

BRI TPATIRE, BNPTABIEIESNERKA, R, PAT IPEIFDAWRAOR , HES
IPHMEREERFEARA BB (R ) 7 EXEROR,

MRITHRRT XERS (FSHLE-T)

ZLENASRIRZ SEESTE AYIPK M 32 2 R0,
ERHPATHN AN EDETERHFHT R
HTRBFF/MALRR |, PATHES X BT
« EREGABERPAT A P,

MER LB, PATRRER AR OSEE 2 1024-65535 , T A=A IN1-511, 512-1023711024-655354
MSEE. LERIASEE T BN SEEMAPATH NI OSEE 1-1023 ( “include-reserve” it Tl ) .

XZ2FTD 6.7 LMPATHE B RGl, BXxEMIFAREE  FER (REER) THNHEXIS



MAT Rule:
bdanual MAT Rule v

Insert:
In Category v | MAT Rules Before v

Type:
Dynarmic v |

Enable
Description;

Interface Objects Translation PAT Poal Advanced

Criginal Packet Translated Packet
Original Source;* Translated Source;
net_192.168.240.0 v| + | Address v
Criginal Destination: | v | <
Address *
Transtated Destination:
w + | L3 +
Original Source Port: Translated Source Port:
v + | v +
Owiginal Destination Part: Translated Destination Port:
v| + [ v| +

Interface Objects Translation PAT Pogl Advanced

—
Enable PAT Poal
PAT:
| Address * || ip_192.168.241.57-59 v |+
Use Round Robin Allocation
| | Extended PAT Table
[ | Flat Port Range i This option always enabled on device from v6.7.0 irespective of its configured value.

Block Allacation

LI

BRPATH H At EHERRE B
FIDBEFEREEE (6.7/9.15.12/F)
HEHFHTIWEFPPFRAMEROARN , RESEBRMMEANRERLR , HEPBEABEEEFE



Mg AWM T—"NaTAIP , flan -

%ASA-4-305021: Ports exhausted in pre-allocated PAT pool IP 192.0.2.100 for host 198.51.100.100 Allocat

U RAMAEERN  2ETRLEBBTIFEREBLE | FEFLKREBEK QR FEH N K
AR, Flan -

%ASA-4-305022: Cluster unit ASA-4 has been allocated 0 port blocks for PAT usage. All units should have
%ASA-4-305022: Cluster unit ASA-4 has been allocated 12 port blocks for PAT usage. All units should hav

— DA
AR T3

Em
>

RS

FEshow nat pool cluster summary#i i , XY TEAPAT IP#isit , EEHIEARY , FTRZIHE
Mim A RERABEI1. FHENFIENEORD BRI,

<#root>
firepower#

show nat pool cluster sunmary

port-blocks count display order: total, unit-1-1, unit-2-1, unit-3-1
IP OUTSIDE:ip_192.168.241.57-59 192.168.241.57 (126 -

42 | 42 | 42

)
IP OUTSIDE:ip_192.168.241.57-59 192.168.241.58 (126 - 42 /

42 / 42)
IP OUTSIDE:ip_192.168.241.57-59 192.168.241.59 (126 - 42 / 42 / 42)

DA -

<#root>
firepower#

show nat pool cluster summary

port-blocks count display order: total, unit-1-1, unit-4-1, unit-2-1, unit-3-1
IP outside:src_map 192.0.2.100 (128 - 32 /

22 | 38

/ 36)



MPAT A PUIRES

FEshow nat pool clusterfii i , T EFEEMBEERZ D HUNKNOWNK ENimOR, MRFE
, WRAMFIERBEREQNE, T4

<#root>
firepower#

show nat pool cluster | in

[3072-3583], owner unit-4-1, backup <

UNKNOVWN

>
[56832-57343], owner <UNKNOWN>, backup <UNKNOWN>
[10240-10751], owner unit-2-1, backup <UNKNOWN>

i#4 01 3% Fh i 01 4 B 9 32
show nat pool @4 B HAE /ST | XA FEREMELITRENH L. 76 :

<#root>
firepower#

show nat pool detai

TCP PAT pool INSIDE, address 192.168.240.1, range 1-1023, allocated 0O
TCP PAT pool INSIDE, address 192.168.240.1, range 1024-65535, allocated 18
UDP PAT pool INSIDE, address 192.168.240.1, range 1-1023, allocated 0
UDP PAT pool INSIDE, address 192.168.240.1, range 1024-65535, allocated 20

TCP PAT pool OUTSIDE, address 192.168.241.1, range 1-1023, allocated 0

TCP PAT pool OUTSIDE, address 192.168.241.1, range 1024-65535, allocated 18
UDP PAT pool OUTSIDE, address 192.168.241.1, range 1-1023, allocated 0

UDP PAT pool OUTSIDE, address 192.168.241.1, range 1024-65535, allocated 20
UDP PAT pool OUTSIDE, address 192.168.241.58

range 1024-1535, allocated 512
range 1536-2047, allocated 512
range 2048-2559, allocated 512
range 2560-3071, allocated 512

un-lt 2 l B e e R R R R R R R e R A S o S R Lk A ok Sk o o A R A ok SR T ok R T

UDP PAT poo1 OUTSIDE, address 192.168.241.57
range 1024-1535, allocated 512 *
range 1536-2047, allocated 512 *
range 2048-2559, allocated 512 *



“CRINERZDEAR

ERICE B | & F A clear xlate global <ip> gport <start-end># 5 F a5 RE AT 2 LY F Lbig
OR , UEEFIEIFFET Ro
FafpRmORES K

- EEEEERENEFTMED , SVREFHERMAERN (TEBETEY ) , AREEE
REBOHHEEHE  REERFVERT , ELXEREBEMEBEOR,

« fAshow nat pool cluster summary@ SHEEBN T KRFEENHRORS FIRIERE,

- EREEZHAORPTT R L |, fEFAshow nat pool ip <addr> detailfi & H o BB & D WK
AR,

« ffFclear xlate global <address> gport <start-end>#& /& BRMIX Lol O IR BB AV #E 4R | LAE
CMAATES XEIFMETR , fln

<#root>
firepower#

show nat pool detail | i 19968

range 19968-20479, allocated 512
range 19968-20479, allocated 512
range 19968-20479, allocated 512

firepower#

clear xlate global 192.168.241.57 gport 19968-20479

INFO: 1074 xTlates deleted

6.7/9.15.1 2 IEPATH & L B & (FAQ)
[l MREFRPNATHRBZHRECETTANIPHE  REENAULHEEEREFN1NMNPRAERI ?
Z  OECSTBUL , tWRBEE TP ME T is O 3REY 1kt 55 B 5 32 BTV R AV Th B

ETIPHEESBEIBARSESKENARE , REFVHNSNERE (ETREINNASESH—
7 ) MAHBEIEFNTRATRE , NTTETRERNRIF PR  SRERRSHFEINCIIR
ERNE:vER S

WA EFAETHRARNTF2E SR , BMEZRIETAERAERELENPAT IPHH | HIBLBIIRTE
EEPATHEZEBEMS A ZBHPAT IP#il,

[ : BREMATAN ZEBRNPATHRE — NPkt ?
=R, RA . REMBEPATHIPHE ORS MEBET /L,



8] RNPATHERAZ NP |, RENES NP P EL TN K ENMEREROR ?
Z .1, BNMNPEHRMISDE/,

| FIEEETY REBEMELEAIP, ERE—HomO ? MEREXMER , BEBRIESXRIPER
HHREE A HIP?

AEH , 81 PAT IPESNMTTRBIHE. IRENMNM K LEATAELRIP, WEKRERE
, BEREERERFP , FESTEFIBET —NMNTHNLAEIP, TIRRMM, S HAMEREEHE
F | IPHERANURIMANERET , BEEBRT AT Ak,

8] : IENBREHETPATHAMNENPHN | ENMREAPATHFRHZ NP | NFEH ?

ACtERATPATHANZ/NPH, REPATHHFENPHImORSHFTFTEHET S, PATHF/H
BNMPHUEERINFAERACEFED. Hit , MBEBEPATHHRE —NCEHb | NENEE
B R EE Sk B ENPAT i it B9 3% O 5t

Bt A T CGNATHE ?

A=K , CGNATREI#Z ¥, CGNAT ( tEFi AR P BPAT ) WERIAR K/ R“5127 , ATLUEE
xlate}R 2 B A/NCLIBHTIEH, W FEMSIAPAT ( IECGNAT) , SRA/NMELR512” , XREER
TRAIEEMN,

B RRBETEER  2HTRS2NRARBESELAHMBREERRESLBEC ?

ABNMNRORBE-IMAEENZH. BRNEORExlatert , ©HL2EHIF iR OREDT o
N REFTERHN , FOTRBEMARORMNAAELRNERE. ATRO0TKLERNXLH MmO
ROFAEE , RSN HEEFTNZH , FAFMEIANREAEFHIZTR , REEHERR.

BREXANES , ATSUREMT AT RBEREE 2
B ] RERY R R o] AR RN AT A BB R IF R

FER1AEREBRTAREGE  BAEF-IMTRIREINEZHELEMT IS , N\MSBEE
RRIPER . IRBRREBEEHTREEISH , WA SSRIEEB, Fl , EFPRA4IxxERE
L, FEREEERI LN ARIEEE, EFPRI00EH L , BRIFB LN I HFHEMESE,

FRE2:PATHERRIIEES , SBOLMERR, BFERIFER , FEMPATHEA/N,

| : a{ALLE M extended X B FH X ? ERBERER , HHELEEARBERINBENNATSR T
, & =2 BRextended X BFEHE REE ?

A MASA 9.15.1/FP 6. 7N EBR T ZIFPATY Bk, BEEIMTSMNEM
CLI/ASDM/CSM/FMCH Bk, BE ( B AREERAFELRE ) i, RESBEANE—RELHHE
,HELESHEE BT TR EEETHPATHYT B8,

[ RMBEEEH REEBAER ?

ATE6.7/9.15.1281RAH , REER1-65535 , AARKOE1-1024CENN A AKEFEH , BE©
SLBR £ 21024-65535(64512 N &E ), 1£6.7/9.15. 12 FHISEREF | FilatERBRIAITH , HER



1024-65535, B , MNREEMFEH1-1024 , N7 LAE A “include-reserve” i,

| MRFSEFMAER  CL2FHNROTRENRD , MZBFOTRANEREHEIENKO
R ?

ASXBURT St DRI ATAME, ST RETERN , EAROAKBEBEROT R RE , &2
FTHRFRRZREARFAFE S RBFRAET R

[ MRZHT QRS REZL , REEFEHNEHFHTR , RRBPATRIE , ERETHAyE
HTREHR DB RAR ?

AFEHTRTHECOEMLR | HERI RN |, HLERMNFFERN,
8] : xlatesHN R ABESEBRFITAINRAHLEZEKRERSHERE ?

% 2H, xlatesBRABEFURTPATIRAOM T AMY, XERAHLEEHTx. HENATFIN
et | NI BTBEE 65535 N EE, MRBEEFS NSNS EEZIPH, MEEZHA /w0
, IBA LK BB K H AOE R

RO ERRAN  BORSENRRMA? NROTEFZHTRNTERMR , 2%
frufmR 2

A ORBERZHTRIE. AEFEZARARE , ARSI 25BELEFTTR. BHRKAREK
R EI v O 3R R AT BR & i O R HIE

AN, EEFMAR , SIMTTKSERTEETRENRE, NRTIHEANREELHEMBKE
, ESERXEROARTAMFERRAEFITR. R, B2HTRIFENsTBEFMANBET R

o

B ERBERXETCPAMUDPIMYEHSCTP?
AZIAPATMARZIESCTP, W FSCTPHE , BIUERABESMNEXNRNAT,
B MBEENSPRIFEOER , CRESEFZRESZ , MAERAT—/ N HBIPR ?

T, ERLMEETR, SHEARET—IPAT IPHATAEOR. MEFTEPAT IPLHFTEROR
HERAR , NaEFRE,

Bl ATBEERAREOPEFITRINER , REKFRFIIERFVES (HWM, F4ERE
BARNDE) K MARSFFRFTIALLEREELE?

ARKYTBEER. XRRAN , HEFHTQUSTRIMRAN , BRIFMBT KBSITRFRE , &
NeFaBahtoi. i, SAREITH , WREFHTLUSTHRIBMRE |, NATEIRANHE
TR 2R B ZZH T REES HEE.

EFAMEBX—R , BEEM4T RA, B, CRIDREFIT RNEHITE, UT2BEAMNTHIAR
SR

1. FHRA TN T Ko
2. EXTINEIRE D", FIAERE,. xlatesEHRBEERZHT Ko



3. B{UD"HM , H# A :
a fbEPATE B
b ENPAT IPZ Al O 3R
c.EMBR O R T R BIRES
d. ZE N4 ERHNRIBRANEEPATHEE
e SIFTEPATERE Em B k.
4B, ERFREREHEAT Ko
5EFMMERZ ALY, AT RERHEN  MENEEEBLBESR
6. FTEHTF BRI BN 2 K ik O R
TARBAERMA |, EBEZIRORD AHEHXNEINITIRE
5 BRAL T
FEAR

R RASEHNED , MAE-—MREER (HR/AARMERE ) FAEN D RBESMHATURIEE
HhRRiRE , ANXEU Q[ —AURESERAMEE.

HEHEZETR , NEFITRBESNEEENLT —1THNA® : 2BRFEE.

XNToBRBES , By RNERFHETRED RENRIPHIE, BRIPHEi MBIESIDORIIBED
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SITE1 SITE 2

Client
192.0.2.10

fagnie [t¢Ewn El;

nnection own

Server
203.0.113.10

outside

unit1-3

AT THRENIRF  EREED, ABEOMEEFRHERED LRE T REKRER , NTHRE
HUENHEE. W, £REED LEE T EAreject-hideiz T # iz 23K,

<#root>
firepower#

cluster exec capture capi interface inside trace match icnp any any

firepower#

cluster exec capture capir interface inside reinject-hide trace match icnp any any

firepower#

cluster exec capture capo interface outside trace match icnp any any

firepower#

cluster exec capture capccl interface cluster trace match icnp any any



SHANRENF
1.35 1 BYunit-1- 13218 2 BREY ICMP = S 15 R B .o

<#root>
firepower#

cluster exec show cap capir

uni t - 1- 1( LOCAL)

2 packets captured

1: 20:13:58.227801 802.1Q vl an#10 PO 192.0.2.10 > 203.0.113.10 icnp: echo request

2: 20:13:58.227832 802. 1Q vl an#10 PO

2 packets shown

2.unit-1-13& B 3E S22 unit-2-2E R D ERFFEE |, HAOELXE D REESE.
Munit-1-1%& 3% Elunit-2-289 28 3F 289 B FRMACH#E31E R unit-2-2F CCLEE R HIMACH#b 31t

<#root>
firepower#

show cap capccl packet-nunber 1 detai

7 packets captured
1: 20:13:58.227817
0015. ¢500. 018f 0015. ¢500. 029f

0x0800 Length: 1509

192.0.2.10 > 203.0.113.10

icmp: echo request (wrong icmp csum) (frag 46772:1475@0+) (ttl 3)
1 packet shown

firepower#

show cap capccl packet-nunber 2 detai



7 packets captured

2: 20:13:58.227832

0015. ¢c500. 018f 0015. c500. 029f

0x0800 Length: 637

192.0.2.10 > 203.0.113.10
(
frag 46772

:603@1480) (ttl1 3)
1 packet shown

firepower#

cluster exec show interface

unit_l_l(LOCAL):************«* Fededededede kSN h NSNS N h NS h v NS dfhdf vk hfhd

MAC address 0015.c500.018f,

unit_l_z:*******************«* TeddRdedhdeh NVl Nl Nl fdhddhddNddhddhdhn

MAC address 0015.c500.019f,

unit-2-2

MAC address 0015. ¢500. 029f,

un-lt 1 3 B e e R R R e R kL e L T R Rk Ak T Sk S S e S e S R o A R ok SR ek R T

MAC address 0015 c500 016f
UNT E-2 -1z %k dediddeddddiddodkdodks
MAC address 0015.c500.028f,

unit_2_3:*******************

MAC address 0015.c500.026f,

3.unit-2-28%l, EATBRNBES , HEARNFAEE.

<{froot>

firepower#

cluster exec unit unit-2-2 show capture capcc

11 packets captured

1: 20:13:58.231845 192.0.2.10 > 203.0.113.10 icmp:

Phase: 1
Type: CLUSTER-EVENT

MIU

MTU

Tddnd

MTU

v

MTU

1500

1500

FTeddehfdehfdh Rl ddhddhfdddhddhddNddddnd

1500

B R R R R R R R R R A

1500

MAC

packet - number

echo request



Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'inside'
Flow type: NO FLOW

I (2) received a F\WD_FRAG TO FRAG OMNER from (0)

Phase: 2

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'inside'

Fl ow type: NO FLOW

I (2) have reassenbl ed a packet and am processing it.

Phase: 3

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 4

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 5

Type: ROUTE-LOOKUP

Subtype: No ECMP load balancing

Result: ALLOW

Config:

Additional Information:

Destination is locally connected. No ECMP load balancing.
Found next-hop 203.0.113.10 using egress ifc outside(vrfid:0)

Phase: 6

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'inside'



Fl ow type: NO FLOW

I (2) am beconi ng owner

Phase: 7

Type: ACCESS-LIST

Subtype: Tlog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced trust ip any any rule-id 268435460 event-log flow-end
access-1ist CSM_FW_ACL_ remark rule-id 268435460: PREFILTER POLICY: igasimov_prefilterl
access-1list CSM_FW_ACL_ remark rule-id 268435460: RULE: rl

Additional Information:

Phase: 19

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 1719, packet dispatched to next module

ResuTt:

input-interface: cluster(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: outside(vrfid:0)
output-status: up
output-line-status: up

Action: allow

1 packet shown
firepower#

cluster exec unit unit-2-2 show capture capccl packet-nunber 2 trace

11 packets captured

2: 20:13:58.231875

Phase: 1

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'inside'



Fl ow type: NO FLOW

I (2) received a FWD_FRAG TO FRAG OMER from (0)

ResuTt:

input-interface: cluster(vrfid:0)
input-status: up
input-Tine-status: up

Action: allow

1 packet shown

4.unit-2-2RPRERE AT RIEE , HBEIIMPEOFENMER2EZETER,

<#root>
firepower#

cluster exec unit unit-2-2 show cap capo

2 packets captured

1. 20:13:58.232058 802.1Q vl an#20 PO 192.0.2.10 > 203.0.113.10 icnp: echo request

2: 20:13:58.232058 802.1Q vl an#20 PO

MEBEE

- SIREXBRIACTRE , FEFEETHAML AR ELR. FERFEEBRIBEREEN
PEBESHEZFHRE , T TEM S

- HTFPBFIBEERAIURANEEREE , BN THBBEISHRREBREN , ©XTEES BT
HO#EO , AERBEFENR T —BOIPHMACHLL, XBET — Bt A MEEBEEBENE
Mo

- EEHSBRBIES , ASAFTDR4EF S R EONIPYRELAER, EERIPYREHE
RINEITEIE |, EEAshow fragmentii T :
<#root>

Interface: inside
Configuration:

Si ze: 200

, Chain: 24, Timeout: 5, Reassembly: virtual
Run-time stats: Queue: 0, Full assembly: 0



Drops: Size overflow: 0, Timeout: O,

Chain overflow: 0, Fragment queue threshold exceeded: 0,
Small fragments: 0, Invalid IP len: O,

Reassembly overlap: 0, Fraghead alloc failed: 0,

SGT mismatch: 0, Block alloc failed: O,

Invalid IPV6 header: 0, Passenger flow assembly failed: 0

EEBHBEY , 7BRMBEENEEMBEES BN BIEIBA DR, 2BAIIKNEZER
fragment size <size> <nameif>ar S BELE BV Size Tt EEFHER & ( BRIAN200 ) o H D EXBAS
KAPNRBIKR D23 , RINABHDEBBIEE , HEAEFZTETH 2 ERE—2ME
DR, EXFERT , B0 RAIIRERNSE , HERRS A EEEFTD-3-209006,

<#root>
firepower#

show fragment inside

Interface: inside

Configuration:

Si ze: 200

, Chain: 24, Timeout: 5, Reassembly: virtual
Run-time stats:

Queue: 133

, Full assembly: 0
Drops: Size overflow: 0, Timeout: 8178,
Chain overflow: 0,

Fragment queue threshol d exceeded: 40802

Small fragments: 0, Invalid IP len: O,

Reassembly overlap: 9673, Fraghead alloc failed: 0,

SGT mismatch: 0, Block alloc failed: 0,

Invalid IPV6 header: 0, Passenger flow assembly failed: 0

%-TD- 3- 209006: Fragnent queue threshol d exceeded, dropped TCP fragnent from 192.0.2.10/21456 to 203.0. 1’

ERBRRAE |, BETEFirepower Management Center > Devices > Device Management > [Edit
Device] > Interfaces > [Interface] > Advanced > Security Configuration > Override Default

Fragment Setting® M K/» , REGREHFBEXRE., RS, BEshow fragmentan =i HIBA S
THERES MR 4 B A H BFTD-3-209006 89 BB o
ACI[a] &

HFACI| PodF #ESILARE ML | S BE)BEEE R &



AEAR

« JBIXACI PodH &R B HASA/FTDEE H I A1 BR M IE B E &,

- MRBEFRF1ARE , WAL RIEERZ,

s N—MERRBREIERFH - HS N HMRBHBESE B FRRENFXOSHMEE T E
WIRP AT,

AC| FABRIC

- BEEHZFSREEANRESE ERHURREN , XEMMTH, SEEHERERLE
KSR RERIELAR I M, BIELARBNH R TS BREEF . REACIMIERER
MAEE , BRIAED SR ER SR BERHAENBREIMTARE .

SRR P E RE
RETRIMAER

CCLEMIMTUKR/N




unit-1-1

Po12 L
switching *.swltchmg
infra infra

Po13

127.2.1.1

Po48

CCL

Data Interface

AEAR
WRELEMAEE , HERUTHE :

The SECONDARY has Teft the cluster because application configuration sync is timed out on this unit. Di
Cluster disable is performing cleanup..done.

Unit unit-2-1 is quitting due to system failure for 1 time(s) (last failure is SECONDARY application co
A1l data interfaces have been shutdown due to clustering being disabled. To recover either enable clust

Wil/&##

« EFTDLEfEAshow interfaced < , MIFEEFEHISRED EWMTUZ 2 BEREOMTUS
10075 :

<#root>



firepower#

show i nterface

Interface
Port-channel 1

I nsi de

, is up, Tline protocol 1is up
Hardware is EtherSVI, BW 40000 Mbps, DLY 10 usec
MAC address 3890.a5f1.aa5e,

MIU 9084

Interface
Port - channel 48

cluster

, is up, Tline protocol 1is up

Hardware is EtherSVI, BW 40000 Mbps, DLY 10 usec
Description: Clustering Interface
MAC address 0015.c500.028f,

MIU 9184

IP address 127.2.2.1, subnet mask 255.255.0.

 fEAsizei BB CCLIITping#R4E , AR IUECCL MTULHNERER B EERETNMERE
LIEWEE.

<#root>
firepower#

ping 127.2.1.1 size 9184

o XA LFEAshow interfacefm SR EMTUREE

<{froot>
Switch#

show i nterface

port-channel 12



is up
admin state 1is up,

Hardware: Port-Channel, address: 7069.5a3a.7976 (bia 7069.5a3a.7976)
MIuU 9084

bytes, BW 40000000 Kbit , DLY 10 usec

port-channel 13
is up
admin state 1is up,
Hardware: Port-Channel, address: 7069.5a3a.7967 (bia 7069.5a3a.7967)

MIU 9084

bytes, BW 40000000 Kbit , DLY 10 use

SHIRF 2 EEOTTE
AEIR
RETEMAES , AERUTHER

Interface mismatch between cluster primary and joining unit unit-2-1. unit-2-1 aborting cluster join.
Cluster disable is performing cleanup..done.

Unit unit-2-1 is quitting due to system failure for 1 time(s) (last failure is Internal clustering erro
A1l data interfaces have been shutdown due to clustering being disabled. To recover either enable clust

Wi/

EFZBNBANYFELHWFCM GUI , &inZlinterfacesitl+ , HRIUIFMEEHEK A RS EEHBIRNIE
AfE :

S ELEERZMNEA
BONEERE
BONEENT
BEORS

¥R /im O B E % O R &

B FCCL LM AR M A S Bk I 2 R
FEAR

BETESMERRE T, BEEUTHR .



Fa1 b 4 Po1 VFC1 SWi1 Po1 VPC1 P A Pol
Eth2/1-2 3 Eth1/17-18 EthiM3-20 L Eth2/3-4
DATA — ) A TA

CCL

sPod8 VPC 48
1 Eth1/49-50

Podd VPC 43 »
Eth1/51-52

Pods :
Eth3H-2 :

T Eth33-4

PodS VPC 49
Eth1/43-50

EmEEEEEERIE S A
R LT T T —

Eth3/3-4

Q
0
-

Illlllllliglllllﬂﬁrﬁh

Po1 " ; Paot VPCA Po1 VPC1 y s Pod
Eth2i3-4 5 _:. Eth1/18-20 SW2 Eth117-18 "._ Eth2ri-2

VFE1:

<tfroot>

firepower# show cluster info

Cluster ftd_clusterl: On
Interface mode: spanned

This is "unit-1-1" in state PRI MARY

ID : 0

Site ID : 1

Version : 9.15(1)

Serial No.: FLM2103TUSH

CCL IP : 127.2.1.1

CCL MAC : 0015.c500.018f

Last join : 07:30:25 UTC Dec 14 2020
Last leave: N/A

Other members in the cluster:

Unit "unit-1-2" in state SECONDARY
ID : 1

Site ID : 1

Version : 9.15(1)

Serial No.: FLM2103TU4D

CCL IP : 127.2.1.2

CCL MAC : 0015.c500.019f

Last join : 07:30:26 UTC Dec 14 2020
Last leave: N/A

Unit "unit-1-3" in state SECONDARY
ID : 3

Site ID : 1

Version : 9.15(1)



Serial No.: FLM2102THJIT

CCL IP : 127.2.1.3

CCL MAC : 0015.c500.016f

Last join : 07:31:49 UTC Dec 14 2020
Last Teave: N/A

V52

<{froot>

firepower# show cluster info

Cluster ftd_clusterl: On
Interface mode: spanned

This is "unit-2-1" in state PRI MARY

ID : 4

Site ID : 1

Version : 9.15(1)

Serial No.: FLM2103TUN1

CCL IP : 127.2.2.1

CCL MAC : 0015.c500.028f

Last join : 11:21:56 UTC Dec 23 2020
Last Teave: 11:18:51 UTC Dec 23 2020
Other members in the cluster:

Unit "unit-2-2" in state SECONDARY
ID : 2

Site ID : 1

Version : 9.15(1)

Serial No.: FLM2102THR9

CCL IP : 127.2.2.2

CCL MAC : 0015.c500.029f

Last join : 11:18:58 UTC Dec 23 2020
Last Teave: 22:28:01 UTC Dec 22 2020
Unit "unit-2-3" in state SECONDARY
ID : 5

Site ID : 1

Version : 9.15(1)

Serial No.: FLM2103TUML

CCL IP : 127.2.2.3

CCL MAC : 0015.c500.026f

Last join : 11:20:26 UTC Dec 23 2020
Last Teave: 22:28:00 UTC Dec 22 2020

7::RAN
o fEApingtn HRIEEFI % T A SERF 2 5 45 3R (CCL) 1P tit 27 [8] Y 2

<ffroot>



firepower# ping 127.2.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 127.2.1.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

- WEBEARPI :

<{froot>

firepower# show arp

cluster 127.2.2.3 0015.c500.026f 1
cluster 127.2.2.2 0015.c500.029f 1

- EEFIETFR , BEARECCLED LHHIK !

<{froot>

firepower# capture capccl interface cluster
firepower# show capture capccl | i 127.2.1.1

2: 12:10:57.652310 arp who-has 127.2.1.1 tell 127.2.2.1

41: 12:11:02.652859 arp who-has 127.2.1.1 tell 127.2.2.1
74: 12:11:07.653439 arp who-has 127.2.1.1 tell 127.2.2.1
97: 12:11:12.654018 arp who-has 127.2.1.1 tell 127.2.2.1
126: 12:11:17.654568 arp who-has 127.2.1.1 tell 127.2.2.1
151: 12:11:22.655148 arp who-has 127.2.1.1 tell 127.2.2.1
174: 12:11:27.655697 arp who-has 127.2.1.1 tell 127.2.2.1

23

- FRCCLIROBEERE MHEERIRRI LM IEOBEEO,

 TENexusX ¥l L A E #lis O @& (VPC)RY , FHARCCLIG DBE R NEZEEI TR
vPC , #BVPCEETEB XM —BHEIRES,

- BARCCLIROBEZAMN TR -/ #HiE+ , HEEBEED LAIEH AL FCCL VLAN,

BT R ANEE =B

<tfroot>
Nexus#

show run int po48-49



interface port-channel48
description FPR1

swi tchport access vlan 48

vpc 48

interface port-channel49
description FPR2

swi tchport access vlan 48

vpc 49

Nexus#

show vlian id 48

VLAN Name Status Ports

48 CCL active Po48, Po49, Pol100, Ethl1l/53, Ethl/54

VLAN Type Vlan-mode

48 enet CE

1 Pol up success success 10,20

48 Po48 up success success 48

49 Po49 up success success 48

<#root>
Nexusl1l#

show vpc bri ef

Legend:



(*) - local vPC is down, forwarding via vPC peer-1ink

vPC domain id : 1

Peer status : peer adjacency formed ok
VvPC keep-alive status : peer 1is alive
Configuration consistency status : success

Per-vl an consi stency status : success

Type-2 consistency status : success

VvPC role : primary

Number of vPCs configured : 3

Peer Gateway : Disabled

Dual-active excluded VLANs : -

Graceful Consistency Check : Enabled

Auto-recovery status : Disabled

Delay-restore status : Timer 1is off.(timeout = 30s)
Delay-restore SVI status : Timer 1is off.(timeout = 10s)

vPC Peer-1link status

1 Po100 up 1,10,20,48-49,148

vPC status

1 Pol up success success 10,20

48 Po48 up success success 48

49 Po49 up success success 48

HTEEMHERBRROBEREOMERES
FEIR

—NESNREROBEZOMQERL, YEEEERAKERDEREN  ATEOSTRIRERNK
, B—HEFHAAERRFRZMIBMERFPE .

BFRELTHI



Fa1 Po1 VFC1 SWi1 Po1 VPC1 A Pol
Eth211-2 § Eth1/17-18 Eth1H3-20 5 L Eth213-4
DATA ) A TA

g

LE

=Pod3 VPC 48 CCL

1 Eth1/49-50

Podd VPC 43 »
Eth1/51-52

Pods

B2 T Ethdrs4

LTI ™
5a

o042 VPC 48
Eth1/51-52

Pod3 VPC 4
Eth1/43-50

(=]

P43
EthZH-2

e LELL LA LE LT
_——

Eth3/3-4

Q
0
-

—D ATA

Poi : ; Pal VPC1 Po1 VPC1 E : Pol
Eth23-4 % 4 Ethir320 SW2 | EthinTs 5 Eth2i1-2

A
- RERHETEEA

<tfroot>

firepower#
Beginning configuration replication to

SECONDARY uni t - 2- 2

End Configuration Replication to SECONDARY.
Asking SECONDARY unit

unit-2-2
to quit because it
failed interface health

check 4 times (last failure on

Port-channel 1

). Clustering must be manually enabled on the unit to rejoin.

- BEZFIMIZE P Hshow cluster historyFlshow cluster info trace module hcir R H -

<#root>

firepower# Unit is kicked out from cluster because of interface health check failure.
Cluster disable is performing cleanup..done.



A1l data interfaces have been shutdown due to clustering being disabled. To recover either enable clust

Cluster unit unit-2-1 transitioned from SECONDARY to DISABLED

firepower#

show cl uster history

From State To State Reason

12:59:37 UTC Dec 23 2020
ONCALL SECONDARY_COLD Received cluster control message

12:59:37 UTC Dec 23 2020
SECONDARY_COLD SECONDARY_APP_SYNC Client progression done

13:00:23 UTC Dec 23 2020
SECONDARY_APP_SYNC SECONDARY_CONFIG SECONDARY application configuration sync done

13:00:35 UTC Dec 23 2020
SECONDARY_CONFIG SECONDARY_FILESYS Configuration replication finished

13:00:36 UTC Dec 23 2020
SECONDARY_FILESYS SECONDARY_BULK_SYNC Client progression done

13:01: 35 UTC Dec 23 2020

SECONDARY_BULK_SYNC DI SABLED Recei ved control message DI SABLE (interface health check failure)

<#root>
firepower#

show cluster info trace nodul e hc

Dec 23 13:01:36.636 [INFO]Jcluster_fsm_clear_np_flows: The clustering re-enable timer 1is started to expi
Dec 23 13:01:32.115 [INFO]cTuster_fsm_disable: The clustering re-enable timer 1is stopped.

Dec 23 13:01:32.115 [INFQ Interface Port-channell is down

. fEfxos@ SR B Eshow port-channel summaryi S HI M H

<#root>
FPR2 (fxos)#

show port-channel sunmary



Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-1links not met

n
1

1 Pol(SD) Eth LACP Eth2/1(s) Eth2/2(s) Eth2/3(s) Eth2/4(s)

48 Po48(SU) Eth LACP Eth3/1(P) Eth3/2(P) Eth3/3(P) Eth3/4(P)

- BEABNEERHEENEFARHRNED,
- BREOBEEROEMEVNENIRNHEFEENN T/ EZEREANEE LG ANYE

RO,
- BWMRAREFT , BRABIERHERRERDBEREDEEDRY LHNAER K O BEE
Ho

* FENexus3 5 i A RE #lim O @& (VPC)RY |, iE#RVPCEL BI& A KM — IR,
- BUKAEET  BRAAEYVESNERKRER DEERZOEZSIE—VPC,

SRR E R AR
FXOSE#
AR
REBITEH.
WOF /4 R
- fEFshow cluster historyfp T E B R Z AN B BE

<#root>
firepower#

show cl uster history

- FAUTHTREFXOSEREEREH

<ffroot>



FPR4150#

connect | ocal - ngnt

FPR4150 (Tocal-mgmt)#

dir cores

- WERZEFTERFERNROXM , FHEREHRETAC,
WE B

MREFZZN/NgWD XFHNRERARIKTMY% , NRBELBHER, S3WHIT-AHENA
EZRE

<ffroot>

> show di sk

Filesystem Size Used Avail Use% Mounted on

rootfs 81G 421M 80G 1% /

devtmpfs 81G 1.9G 79G 3% /dev

tmpfs 94G 1.8M 94G 1% /run

tmpfs 94G 2.2M 94G 1% /var/volatile

/dev/sdal 1.5G 156M 1.4G 11% /mnt/boot

/dev/sda2 978M 28M 900M 3% /opt/cisco/config
/dev/sda3 4.6G 88M 4.2G 3% /opt/cisco/platform/logs
/dev/sda5 50G 52M 47G 1% /var/data/cores

/dev/sda6 191G 191G 13M

100% / ngf w

cgroup_root 94G 0 94G 0% /dev/cgroups

FEiXFER T |, show cluster historyfii B E 7R :

<tfroot>

15:36:10 UTC May 19 2021
PRIMARY Event: Primary unit unit-1-1 is quitting
due to

di skst at us

Application health check failure, and
primary's application state is down



14:07:26 CEST May 18 2021
SECONDARY DISABLED Received control message DISABLE (application health check failure)

Z—MBRIUERERNGER

<#root>
firepower#

show cluster info health
Member ID to name mapping:
0 - unit-1-1(myself) 1 - unit-2-1

0 1
Port-channel48 up up
Ethernetl/1 up up
Port-channell2 up up
Port-channell3 up up

Unit overall healthy healthy

Service health status:
0 1

di skstatus (monitor on) down down

snort (monitor on) up up
Cluster overall healthy

A, MRBEKRKAR100% , REVEEAEFTMALES , EZBRT —LCHEZM,
2% H R AP

BNMNEBREABTHRE- AT B TNNEL THCPUNRNEFRAR, MRMARSTRER
{E ( LINA CPU 50%SiLINAKITE59% ) , EEMEEERMT

+ R4 AR (FTD-6-748008)
« X fflog/cluster_trace.log , Hil4n :

<#root>
firepower#

nore log/cluster_trace.log | i CPU

May 20 16:18:06.614 [INFO][

CPU | cad 87%

| memory load 37%] of module 1 in chassis 1 (unit-1-1) exceeds overflow protection threshold [



CPU 50% | Menory 59%

]. System may be oversubscribed on member failure.
May 20 16:18:06.614 [INFO][CPU Toad 87% | memory load 37%] of chassis 1 exceeds overflow protection thr
May 20 16:23:06.644 [INFO][CPU Toad 84% | memory load 35%] of module 1 in chassis 1 (unit-1-1) exceeds

ZOHERTHERZFREWER , ERZ R FETUEIT A,

AL RN
6.3Z BIFMCIRA BT

o WA LAEFMC ERIEMENERT S,
- REEFMCHERZEEE,
« NTFEMNFEET MM, BAFIFHEMZT o

6.3/5FMC
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https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/clustering_for_the_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/clustering_for_the_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/clustering_for_the_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/ha-cluster-fp.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/ha-cluster-fp.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/ha-cluster-fp.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/ha-cluster-fp.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos291/web-guide/b_GUI_FXOS_ConfigGuide_291/logical_devices.html#concept_E0AA44EF3C8748BD94A7F5FBB91F2176
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos291/web-guide/b_GUI_FXOS_ConfigGuide_291/logical_devices.html#concept_E0AA44EF3C8748BD94A7F5FBB91F2176
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos291/web-guide/b_GUI_FXOS_ConfigGuide_291/logical_devices.html#concept_E0AA44EF3C8748BD94A7F5FBB91F2176
https://www.ciscolive.com/on-demand/on-demand-library.html?search=3032
https://www.ciscolive.com/on-demand/on-demand-library.html?search=3032
https://www.ciscolive.com/on-demand/on-demand-library.html?search=3032
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
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