BERRFMC R E BN SN A EH I BUETT
PR 5 00 5 T 3

H 3%

:i;
>

)

A
ENHMEBRRG =

KON IEIEF

HENIRE

RHI2 £ EFMC BB E @B — MR
HENIRE

% 4I3. SFDataCorrelatorii 2 — /NS
HENIRE

EBRRBBR BRI EFARNTAC)Z BN E T H
RAT #E

Y

BB ETEES

FHBEE RIS

BITHROR S ES

18 & F|Ramdisk

I RBFE (FAQ)

& H [ &

b))

RS HS AT 48 1A XY Firepower® 2 A /U\(FMC) £ B9 Drain of Unprocessed EventsF1Frequent Drain of
Eventsiz TR B8t 1T PR HERR .

[A] R R

FMCEBMU TEITIRIREHRZ— :

]
[
IS

- BRI ERSHHHER
/=R
- NE— BRI RBHFHEHRECENEH
ERXEEHEFMCHERARTR , BENEXZERBERIF(FT1LEFirepower BN #(FTD) IR %
ERT—RARHHERENNGIPS)RE )X, EAXENERESD , RIFZHHHA , RiFER=
"B IEFTDRINGIPSIZ & .



Deployments A Healih Tasks -] Shew Matiheations

Devices
FTD
A Disk Usage Frequent drain of Liniied Low Priority Events.
Haalth monitor

Deployments i Health Tasks @ ) Show Notifications
m 1 grimazal
Dierwtoes
FTD
B Dk Lsage Dirain of unprocessed avents from Unifed Low Pricety Events.

Health manitar

XREBITIRREREH
- $#F R<SILO NAME>

- M<SILO NAME>H#EH R4 BRI =4
FEARRGIG | Bi&1F4 854 # N Unified Low Priority Events, X2HEHP — M EERMS (FX
ELHEMGE , FSUEEEEED )

11 4 N
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adm n@MC: ~$ sudo perfstats -Cq < /var/sf/rna/correlator-stats/now
129 statistics lines read

host limt: 50000 0 50000

pcnt host limt in use: 0.01 0.01 0.01

rna events/second: 0. 00 0. 00 0. 06

user cpu tinme: 0. 48 0.21 10. 09

system cpu time: 0. 47 0. 00 8.83

menory usage: 2547304 0 2547304

resi dent menory usage: 28201 0 49736
rna flows/second: 126.41 0.00 3844.16
rna dup flows/second: 69.71 0.00 2181.81
i ds al erts/second: 0. 00 0. 00 0. 00

i ds packet s/ second: 0. 00 0. 00 0. 00

i ds conm records/second: 0.02 0.01 0.03

i ds extras/second: 0. 00 0. 00 0. 00

fw_stats/second: 0. 00 0. 00 0.03

user | ogi ns/ second: 0. 00 0. 00 0. 00

file events/second: 0. 00 0. 00 0. 00

mal war e event s/ second: 0. 00 0. 00 0. 00

fireanmp events/second: 0. 00 0. 00 0. 00
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/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/connection_logging.html?bookSearch=true#id_80973

BERBERE B — N E R R 2 4E RBEBRMFMC 2 B BV BEEE (sftunnel) 7 E £ R E M/ AR E M
o BERBAREERBAT :

. sftunnel>x AKX AFIRE (3 ) o
. sftunneliBiT B,
Xt FsftunneliE R |, BEMRFMCHI/L REFETCPI®O8305 LM EBE O 2R EG kM,

FEFTDL , & LATE[/ngfw]/var/log/messages 3 {4 18 ZsftunneldF F &, EERIB LS HERM
THEE :

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_ch_util [INFO] Delay for heartbeat
reply on channel from 10.62.148.75 for 609 seconds. dropChannel...

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_connections [INFO] Ping Event
Channel for 10.62.148.75 failed

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_channel [INFO] >> ChannelState
dropChannel peer 10.62.148.75 / channelB / EVENT [ msgSock2 & ssl_context2 ] <<

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_channel [INFO] >> ChannelState

freeChannel peer 10.62.148.75 / channelB / DROPPED [ msgSock2 & ssl_context2 ] <<

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunnel d:sf_connections [INFOQ Need to send SW
version and Published Services to 10.62.148.75

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_peers [INFO Confirm RPC service in
CONTROL channel

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunnel d:sf_channel [INFQ >> Channel State
do_dat ai o_f or _heartbeat peer 10.62.148.75 / channel A/ CONTROL [ nsgSock & ssl_context ] <<

Sep 9 15:41:48 firepower SF-1MS[5458]: [5464] sftunneld:tunnsockets [INFQ Started |istening on
port 8305 | Pv4(10.62.148.180) nanagenentO0

Sep 9 15:41:51 firepower SF-1MS[5458]: [27602] sftunneld:control _services [INFO Successfully
Send Interfaces info to peer 10.62.148.75 over nanagemnen

Sep 9 15:41:53 firepower SF-1MS[5458]: [5465] sftunnel d:sf_connections [INFQ Start connection
to: 10.62.148.75 (wait 10 seconds is up)

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunnel d:sf_peers [INFO Peer 10.62.148.75
needs the second connection

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunneld:sf_ssl [INFQ |Interface nmanagenentO is
configured for events on this Device

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunneld:sf_ssl [INFQ Connect to 10.62.148.75
on port 8305 - managenent O

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunneld:sf_ssl [INFQ Initiate | Pv4d connection
to 10.62.148. 75 (vi a managenent 0)

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunneld:sf_ssl [INFQ] Initiating |Pv4
connection to 10.62.148. 75:8305/tcp

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunneld:sf_ssl [INFO Wit to connect to 8305
(1 Pv6): 10.62.148.75
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adm n@MC: ~$ sudo perfstats -Cq < /var/sf/rna/correlator-stats/now

129 statistics lines read

host limt: 50000 0 50000 pcnt host limt in use: 100.01 100.00 100.55 rna events/second: 1.78
0.00 48.65 user cpu tine: 2.14 0.11 58.20 systemcpu tine: 1.74 0.00 41.13 nmenory usage: 5010148

0 5138904 resident nenory usage: 757165 0 900792 rna flows/second:

101.90 0.00 3388.23
rna dup fl ows/second: 0. 00 0. 00 0. 00
i ds al erts/second: 0. 00 0. 00 0. 00
i ds packet s/ second: 0. 00 0. 00 0. 00
i ds conmm records/second: 0.02 0.01 0.03
i ds extras/second: 0. 00 0. 00 0. 00
fw stats/second: 0.01 0. 00 0.08
user | ogi ns/ second: 0. 00 0. 00 0. 00
file events/second: 0. 00 0. 00 0. 00
mal war e event s/ second: 0. 00 0. 00 0. 00
fireanp events/second: 0. 00 0. 00 0.01
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HEDIRE
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BR: BOREELinux TEFHNEE , MEEBLER,

adm n@MC: ~$ sudo perfstats -C < /var/sf/rna/correlator-stats/now

<OUTPUT OM TTED FOR READABI LI TY>

Wed Sep 9 16:01:35 2020 host limit: 50000 pcnt host limt in use: 100.14 rna events/second
24.33 user cpu tinme: 7.34 systemcpu tinme: 5.66 menory usage: 5007832 resident menory usage:
797168 rna flows/second: 638.55

rna dup fl ows/second: 0. 00

i ds al erts/second: 0. 00

i ds pkts/second: 0. 00

i ds comm records/ second: 0.02

i ds extras/second: 0. 00
fw stats/second: 0. 00
user | ogi ns/second: 0. 00
file events/second: 0.00
mal war e event s/ second: 0.00
fireAVP events/second: 0.00

Wed Sep 9 16:06:39 2020

host limt: 50000
pcnt host limit in use: 100. 03
rna events/second: 28. 69
user cpu time: 16. 04
system cpu tine: 11.52
menory usage: 5007832
resident menory usage: 801476
rna flows/second: 685.65
rna dup fl ows/second: 0. 00

i ds al erts/second: 0.00

i ds pkts/second: 0. 00

i ds comm records/ second: 0.01

i ds extras/second: 0.00
fw stats/second: 0.00
user | ogi ns/second: 0. 00
file events/second: 0. 00
mal war e event s/ second: 0. 00
fireAVP events/second: 0. 00

Wed Sep 9 16:11:42 2020

host limt: 50000
pcnt host limit in use: 100. 01
rna events/second: 47.51
user cpu time: 16. 33
system cpu tine: 12. 64
menory usage: 5007832
resident menory usage: 809528
rna flows/second: 1488.17
rna dup fl ows/second: 0. 00

i ds al erts/second: 0. 00

i ds pkts/second: 0. 00

i ds comm records/ second: 0.02

i ds extras/second: 0.00



fw stats/second: 0.01

user | ogi ns/ second: 0. 00
file events/second: 0. 00
mal war e event s/ second: 0. 00
fireAVP events/second: 0. 00

Wed Sep 9 16:16:42 2020

host limt: 50000
pcnt host limt in use: 100. 00
rna events/second: 8. 57
user cpu time: 58. 20
system cpu tine: 41.13
menory usage: 5007832
resi dent menory usage: 837732
rna flows/second: 3388.23
rna dup fl ows/second: 0. 00
i ds al erts/second: 0. 00
i ds pkts/second: 0. 00
i ds comm records/ second: 0.01
i ds extras/second: 0. 00
fw stats/second: 0. 03
user | ogi ns/ second: 0. 00
file events/second: 0. 00
mal war e event s/ second: 0. 00
fireAVP events/second: 0. 00

197 statistics lines read
host limt: 50000 0 50000
pcnt host limt in use: 100. 01 100. 00 100. 55
rna events/second: 1.78 0. 00 48. 65
user cpu timne: 2.14 0.11 58. 20
system cpu tine: 1.74 0. 00 41.13
menory usage: 5010148 0 5138904
resi dent menory usage: 757165 0 900792
rna flows/second: 101.90 0.00 3388.23
rna dup fl ows/second: 0. 00 0. 00 0. 00
i ds al erts/second: 0. 00 0. 00 0. 00
i ds packet s/ second: 0. 00 0. 00 0. 00
i ds comm records/ second: 0.02 0.01 0. 03
i ds extras/second: 0. 00 0. 00 0. 00
fw_stats/second: 0.01 0. 00 0.08
user | ogi ns/ second: 0. 00 0. 00 0. 00
file events/second: 0. 00 0. 00 0. 00
mal war e event s/ second: 0. 00 0. 00 0. 00
fireanp events/second: 0. 00 0. 00 0.01
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Events Time Window Preferences
Static Time Window I
Start Time End Time Presets
2020-09-09 17:06 17 #|:| 05 * 2020-09-09 17:16 17 #2116 *| | qt Current
1< < September 2020 > >l 1< < September 2020 > > 1 hour Day
B B 6 hours Week
sSU MO TU WE H FR  SA SU MO TU  WE H FR SA
1 9 3 4 5 1 day Month
6 7 8 9 a 10 11 12 1 week Synchronize with
13 4 15 16 17 18 19 2 weeks Audit LO_C; Time Window
20 2 29 23 24 75 26 1 month Health Monitoring Time
27 28 29 30 Window
10 minutes
RiFA b at B R BUREUS B EZEN , FERIEERNX, EARGIF |, £RESEFEAUTCHIFMC
UTC+1, BRARNENEEMREHIRNEY |, HERREEE
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ATHAHEB T AUSERRESTRRERN S HES. 245
BEMREN  XEEF/H.

WMEEER — NEHETERRE, MBaREEREH.
BT SHHERIET
AMERE,

1E1T

BT EMEE — M BUAERZETIRORE B ERE RE TR B,
B

REMBERBRBEMETT
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FMC
SFDataCorrelator
SFTunnel
| >
Unified
Events

MIHEES  ATERNIBURERNEHF,
EEMD

R
L Firepowerfs BES U FIk BFTIEZMN BB ERT |, snortEFE L Bunified2iENEREH |, ZHRAE—

Database
192.168.0.2-42310

192.168.0.2-42310

i & RFTDAr Hsystem support trace , BZAIEHDER CRIBNIERE. EXNEHBRBUT
- 192.168.1.10-80 6 AS 1-1 CID O Packet:

192.168.1.10-80 6 AS 1-1 CID O Session: new snort session

TCP, SYN, seq 3310981951

stats_unified.plis T EVRIH , MEHLEED PR , HPRFT

B4 E — HEEBRREFNMFMCLEHMRXANERE. HETRR

8/
37

W By 42 BB o

BERRESHXRENE
Log to Ramdisk — ST “@BramdiskZhBEHY H E B Z R AN ETHRR BROBER M,

WRERHAEBIRIBENHER , FEFRILEA4IFATHEAR e

RRERTTREEHESHERNIAMS MK , ECisco TACERINL XRSZHE
PIMERESHEREERR. Wi ETHALAKERRLENES , FETHSHLEERSES




192.168.0.2-42310 - 192.168.1.10-80 6 AS 1-1 CID O Appl D: service unknown (0), application
unknown (0)

192.168.0.2-42310 > 192.168.1.10-80 6 AS 1-1
192.168.0.2-42310 > 192.168.1.10-80 6 AS 1-1

I 0 newfirewall session
I
I nspection', action Allow and prefilter rule 0
I
I

0 using HWor preset rule order 4, 'Default

192.168.0.2-42310 > 192.168.1.10-80 6 AS 1-1 0 HitCount data sent for rule id: 268437505,
192.168.0.2-42310 > 192.168.1.10-80 6 AS 1-1 0 allow action

192.168.0.2-42310 - 192.168.1.10-80 6 AS 1-1 CID O Firewall: allow rule, 'Default Inspection',
al | ow

192.168.0.2-42310 - 192.168.1.10-80 6 AS 1-1 CID O Snort id 0, NAPid 1, IPSid 0O, Verdict PASS

Snort unified_events 347 B8 & [/ngfw]var/sf/detection_engine/*/instance-N/ T #EHI4ERR , H :

*ZSnort UUID, BAREZEETH —14,
- N2SnortEfIID , ATLURBE E— N ( REIRREE R0 ) + 109SHID#TITHE
{FA145 TE Y SnortSE Il 3442 Fr & 1] LAE 28 3K B B unified_events X4 -

. unified_events-1 ( @@L EREH ) .
. unified_events-2 ( BERMLEREH ) .
SRAEREHRNNTEEEZRERNEYS,

SHRERERLER

miL (1) &R £ (2)
AR T
TERA R
BB X
RERHVIEZEH SZIHER

T MNaHERE T L NROIFPREROIIEENSMH, ZERX Funified2 , BN T
[/ngfw]/var/sf/detection_engine/*/instance-1/ T AN BE—BH AENAL , EH12 L — M ad
+1 R DU AR R snortSEflid. 48 —E 4 B EM B X B P8 f&unified_events-2.109.159654 7501 7%
, HR2RRRPE RHEBHEER , /G — o LB R R (159654750) 2 unixid B B (Unix) &
ra-.])o

B’R . B SEALinux dateds S UnixBt BB P AT A
admin@FP1120-2:~$ sudo H &-d@1599654750
2020498908 ( EHi=) : 14:32:30

Uni fied2 Record at of fset 2190389

Type: 210(0x000000d2)

Ti mestanp: 0

Length: 765 bytes

Forward to DC. Yes

Fl owSt at s:

Sensor ID: O

Service: 676

Net Bl S Domai n: <none>

Client App: 909, Version: 1.20.3 (linux-gnu)
Protocol: TCP

Initiator Port: 42310

Responder Port: 80

First Packet: (1599662092) Tue Sep 9 14:34:52 2020
Last Packet: (1599662092) Tue Sep 9 14:34:52 2020

<OQUTPUT OM TTED FOR READABI LI TY>



Initiator: 192.168.0.2

Responder: 192.168.1.10

Oiginal dient: ::

Pol i cy Revi si on: 00000000- 0000- 0000- 0000- 00005f 502a92
Rule I D. 268437505

Tunnel Rule ID: O

Monitor Rule ID: <none>

Rul e Action: 2

#Punified_events X ZU BB —MHEXH , HPALERIEEE !

1. X4 B FZ 326 ML e BB L giunified_events 4B B B B o
2. fEunified_event X BE—XIEMEHNMNE (LLZTTRHENM ),
XEERES D RWINFEEES , M TEIFR :

root @TD: / hone/ adm n# cat /var/sf/detection_engines/d5a4d5d0-6ddf-llea-b364-
2ac815cl16717/instance-1/unified_events-2.log.bookmark.la3d52e6-3e09-11ea-838f-68e7a£919059
1599862498, 18754115

X, MEEERARMTUNEBLEEACLE ( REFFMC ) |, BRESHRAE,

FEE  HHAEEREEEMHERFESEN , E2lRE -S4t BEXBRIAEGNESER
, BRREEEESRT D

HUTHERZ—NER , EERNE—XHRANEFRLENEH

1. PRI T S 4 al2EadE,

2. PEMBBEXHoENEER , HEXEFFHNFTNERTEKN,
EventHandleri#t MG — X iEEVEH |, HiBIsftunnel ( HAT12 BER 5EFMC 2 8] %2 & {5 B
2)EBERNERBIFMC (EATEE ) . XRETTCPHIERE , AHEHRBEFMCHEIA

& 1] LATE [Ingfw]/var/log/messages X B EILLTHE -

sfpreproc: QutputFile [INFQ *** oOpening /ngfw var/sf/detection_engines/77d31ce2-c2fc-1lea-b470-
d428d53ed3ae/ i nstance-1/unified_events-2.|0g. 1597810478 for output" in /var/l og/ nessages

EventHandler: Spool Iterator [I NFO Opened unified event file /var/sf/detection_engi nes/77d31lce2-
c2fc-1lea- b470- d428d53ed3ae/ i nstance- 1/ uni fi ed_events-2.10g. 1597810478

sftunneld: FileUtils [INFO Processed 10334 events from log file
var/sf/detection_engi nes/ 77d31ce2-c2fc- 11lea- b470- d428d53ed3ae/ i nst ance- 1/ uni fi ed_event s-
2.10g. 1597810478

e HREHEUTEER

. Snort}TFF T unified_events X LAt ( EEHREBEA ) .

- BHERFITH 7 B —unified_events X4 ( MHRIEER ) .

. sftunnel3f &5 MiZunified_events STH LB K BB,
AREMEB M ERPEXH, Sftunnel ISR ERBHNELERSBH 2 NERA2NTRINEE , TR
S —E4F(UE)SEOM 1,

EFTD L {EMAsfunnel_status CLITE & , A LLE IR M S HE.

Priority UE Channel 1 service



TOTAL TRANSMITTED MESSAGES <530541> for UE Channel service
RECEI VED MESSAGES <424712> for UE Channel service

SEND MESSAGES <105829> for UE Channel service

FAI LED MESSAGES <0> for UE Channel service

HALT REQUEST SEND COUNTER <17332> for UE Channel service
STORED MESSAGES for UE Channel service (service 0/ peer 0)

STATE <Process nmessages> for UE Channel service

REQUESTED FOR REMOTE <Process nessages> for UE Channel service
REQUESTED FROM REMOTE <Process nessages> for UE Channel service

EFMCH , =4 HSFDataCorrelator# 212,
£ Fstats_unified.plin T T A EE NS MEBBLENSHHVRS ¢

adm n@MC: ~$ sudo stats_unified.pl
Current Time - Fri Sep 9 23:00:47 UTC 2020

Rk I R b O O R O o R S Rk kR kO R

* FTD - 60a0526e-6ddf - 11ea- 99f a- 89a415¢c16717, version 6.6.0.1

Rk I R b O O kR O Rk Sk S kS R kO R

Channel Backlog Statistics (unified_event_backl og)

Chan Last Tine Bookmar k Ti ne Byt es Behi nd
0 2020- 09- 09 23:00: 30 2020- 09-07 10:41:50 0
1 2020- 09- 09 23:00: 30 2020- 09- 09 22:14:58 6960

tHTERESMBERERENSHRENRS , FRANBEEIDSSsftunnelfiE.

Bytes BehindE A/ AT EAN G —EHPENHHERNNESSE —SHXH P ZANEE , L
B TR B /& T 45 25 344 Fh Y B TRV B A AR AT FR 42 34

SFDataCorrelator#t F2iE F M RERITER |, X LS 1THE B R1FEE/var/sfiralcorrelator-stats/H ., &
RKEEB—NXXH |, LICSVIEXEHZANMERERITER, XHBHEXAYYYY-MM-DD" & , 24
B 23S BI B9 ST FRH nows

SIHERBSOHBE—IR (BT HARE—1T) .

A] LA Fperfstats o # R BUL XA R ST i o B0E R | ibisan & tB A T = Bsnort M BB SGE 1T15 B 34+
, RE A0 6 A AR LV AR

-C:38 Rperfstatsiii A 2 ARSI XM ( WR& B t¥rEperfstats , MRIE 5 A RsnortEBES 1T X
%),

-RBEN , T XHVREE,

admin@FMC:~$ sudo perfstats -Cq < /var/sf/rna/correlator-stats/now
287 statistics lines read

host limt: 50000 0 50000
pcnt host limt in use: 100. 01 100. 00 100. 55
rna events/second: 1.22 0.00 48.65
user cpu tine: 1.56 0.11 58. 20
system cpu tine: 1.31 0. 00 41.13
menory usage: 5050384 0 5138904
resi dent nenory usage: 801920 0 901424
rna flows/second: 64.06 0.00 348.15
rna dup fl ows/second: 0. 00 0.00 37.05

ids alerts/second: 1.49 0.00 4.63



i ds packet s/ second: 1.71 0. 00 10. 10

ids conm records/second: 3.24 0. 00 12. 63
i ds extras/second: 0.01 0. 00 0.07
fw_stats/second: 1.78 0. 00 5.72
user | ogi ns/ second: 0. 00 0. 00 0. 00
file events/second: 0.00 0.00 3.25

malware events/second: 0.00 0.00 0.06
fireanmp events/second: 0. 00 0. 00 0. 00

REDPNES—TREBRFE3INME : ¥i5E , &/ME , ZFXE

WRITENERTH — ghfs , BELBESHHARE. BEERRIT.

iR, SIMFMCEEBBERTHEHENREARE, TREEEMRERPENMERNE -

BE FMC FMC FMC FMC FMC FMC FMC FMC FMC EMCv EM
750 1000 1600 2000 2500 2600 4000 4500 4600
B K& (fps) 2000 5000 5000 12000 12000 12000 20000 20000 20000 ZEE 12

BAE , XEEAHTSFDataCorrelator& it E B P B I RWFMESHEBENR S,

MREEFHE , FARMNBRBENASEIER (AERKERNRERN ) MEFERNAANRBE
BATHWFMC , MLFMCE RIS HERE R48.65 + 348.15 + 4.63 + 3.25 + 0.06 = 404.74 fps,

EESHANERERERPNVERTLER.

SFDataCorrelatorit o] AN YR BBV 4 ( Hlans<BRAN ) #ITHM T , A GEHE#BIBEEH
, BRZBEELEZFMCREAF AEGU)FHNEMES | flinR4mRME40E,

WAEER

T TEEEERTEMTRAKABRIHARERHARNEBAG , RN EINHEIKUERSH
ZHEXRNBITRRLER.

Health Modules

SFTunnel HealthiMonitor:

Disk Usage
Module <‘ ’>
Local Modules

Disk Manager

fEmEe , WEEERAEEEZENUEERE | HEEXH A TIngfwl/etc/sfi3XtXF, EXE
ERATAUERAMAEERHENSNMEEXH

. diskmanager.conf — ¥R BB X4,
. diskmanager_2hd.conf — HBEEFRE T2MERRER, F-NEERFSBSTEERGET
BHx , ATE#EXHREREH M,



- ramdisk-diskmanager.conf — £ /g3 Al id X EIRamdiskif E ., BXFMER , FEFLog to
RamdiskZp %

E’Ziﬁ%ﬁ%ﬁ”"?"“ﬂ’]ﬁﬁi#?é”“%ﬁ TEAE BB FMER. RERGSLTANMEZRE K MEE
ER2NEINBRFHRITES KR IZ(HWM) TR K AZFRIE(LWM).

HHMEEERAERREBREMEN , C2—ERR , EFFELWMR, BTENMXHSBIRT S
f , R AT UGBS s A

EREERRRE LGRS, TUEALGS

> show disk-manager

Silo Used M ni mum Maxi mum

m sc_fdm.| ogs 0 KB 65.208 MB  130.417 MB
Tenporary Files 0 KB 108.681 MB 434.726 MB
Action Queue Results 0 KB 108.681 MB 434.726 MB
User ldentity Events 0 KB 108. 681 MB 434.726 MB
U Caches 4 KB 326.044 MB 652.089 MB
Backups 0 KB 869.452 MB 2.123 GB
Updat es 304.367 MB 1.274 GB 3.184 &B
O her Detection Engi ne 0 KB 652.089 MB 1.274 GB
Performance Statistics 45.985 MB  217.362 MB 2.547 GB
O her Events 0 KB 434.726 MB 869.452 MB
I P Reputation & URL Filtering 0 KB 543.407 MB 1.061 GB
arch_debug_file 0 KB 2.123 B 12. 736 GB
Archives & Cores & File Logs 0 KB 869.452 MB 4.245 GB
Unified Low Priority Events 974.109 MB 1.061 GB 5.307 GB
RNA Events 879 KB 869.452 MB 3.396 GB
File Capture 0 KB 2.123 &B 4.245 GB
Unified Hgh Priority Events 252 KB 3.184 GB 7.429 GB

| PS Events 3.023 MB 2.547 &B 6. 368 GB

WEUT &Mz —0 , MEEERHENEIT

- HBITR (REFHS )
- BRE#HEBREIEHWM
. ,.,\éﬁﬁ%‘%%E‘%dJEF
- B —
ﬁ)ﬂiﬁﬁﬁiﬁﬂ%‘ﬁ%ﬁi&ﬁﬁ , CHAEHBEXHF P NENTENMBER —NKE , ZAEXHF
{2 F[/ngfw]/var/log/diskmanager.logF , 3} BEHCSVER KW EIE,

ETX , £k Bdiskmanager.log XX #H R FI1T , Z=HI1TE B & MUnified Low Priority
Eventsiz 1T4k/R*“?EEFT3FtHﬂELEE$1¢E’J4§@%§ AR AR HIE 4 5

priority_2_events, 1599668981, 221, 4587929508, 1132501868, 20972020, 4596, 1586044534, 5710966962, 11421

93392, 110, 0

5 "niE
BRTFHENRE priority_2_events
BE Bt E] (42 JThTIE) ) 1599668981
BRI XHE 221
EFERNFEN 4587929508
BHEBRBEH SR RN (FT) 1132501868

EERNBEAXH (F1) 20972020



EERNGZNH (FT) 4596

BIAWXHEER (L THE ) 1586044534
=KEN (F) 5710966962
ROKED (ZF9) 1142193392
RGEEHEFERNXHHK 110
DiskmanageriR &#5 & 0

AR, MNNSTRRENSRERIEIES |, UARBERNEITRLER.
FohBE BRI IR

HEELERRT  UFEFHBRRRBFME. fll, ERAFIRMDEIFMEBIBEREE R
FREDHB M BATHAERERERGNNBBL 4, HEERERGZDREEHEN
BRHT Mo

EMEEFHSABTUMER , HAWMBIFIRRETE (HUEETERSCEREE  BE3BEERT
LWMR{E ) » @nsystem support silo-drainZEFTD CLISHEX TR A , ©iREHBEEFE#HES
( BF+EZFID ) MIFIR,

THRFHEZE—RRAELRSHMB IR

> show disk-manager

Silo Used M ni mum Maxi mum
m sc_fdm.| ogs 0 KB 65.213 MB  130.426 MB
Tenmporary Files 0 KB 108.688 MB 434.753 MB
Action Queue Results 0 KB 108.688 MB 434.753 MB
User ldentity Events 0 KB 108.688 MB 434.753 MB
U Caches 4 KB 326.064 MB 652.130 MB
Backups 0 KB 869.507 MB 2.123 GB
Updat es 304.367 MB 1.274 GB 3.184 GB
O her Detection Engi ne 0 KB 652.130 MB 1.274 GB
Performance Statistics 1.002 MB 217.376 MB 2.547 GB
QG her Events 0 KB 434.753 MB 869.507 MB
I P Reputation & URL Filtering 0 KB 543.441 MB 1.061 GB
arch_debug file 0 KB 2.123 &8 12.737 GB
Archives & Cores & File Logs 0 KB 869.507 MB 4.246 GB
Unified Low Priority Events 2.397 GB 1.061 GB 5.307 GB
RNA Events 8 KB 869.507 MB 3.397 GB
File Capture 0 KB 2.123 GB 4.246 GB
Unified Hgh Priority Events 0 KB 3.184 &8 7.430 GB
I PS Events 0 KB 2.547 GB 6.368 GB

> system support silo-drain
Avai l abl e Sil os
1 - msc_fdml ogs

2 - Tenporary Files

3 - Action Queue Results
4 - User ldentity Events
5 - U Caches

6 - Backups

7 - Updates

8

- Ot her Detection Engine



9 - Performance Statistics
10 - O her Events
11 - IP Reputation & URL Filtering
12 - arch_debug file
13 - Archives & Cores & File Logs
14 - Unified Low Priority Events
15 - RNA Events
16 - File Capture
17 - Unified High Priority Events
18 - I PS Events

0 - Cancel and return

Select a Silo to drain: 14
Silo Unified Low Priority Events being drained.

> show disk-manager

Silo Used M ni mum Maxi mum

m sc_fdm.| ogs 0 KB 65.213 MB  130.426 MB
Tenmporary Files 0 KB 108.688 MB 434.753 MB
Action Queue Results 0 KB 108.688 MB 434.753 MB
User ldentity Events 0 KB 108.688 MB 434.753 MB
U Caches 4 KB 326.064 MB 652.130 MB
Backups 0 KB 869.507 MB 2.123 GB
Updat es 304.367 MB 1.274 GB 3.184 GB
O her Detection Engi ne 0 KB 652.130 MB 1.274 GB
Perfornmance Statistics 1.002 MB 217.376 MB 2.547 GB
QG her Events 0 KB 434.753 MB 869.507 MB
I P Reputation & URL Filtering 0 KB 543.441 MB 1.061 GB
arch_debug file 0 KB 2.123 &8 12.737 GB
Archives & Cores & File Logs 0 KB 869.507 MB 4.246 GB
Unified Low Priority Events 1.046 GB 1.061 GB 5.307 GB
RNA Events 8 KB 869.507 MB 3.397 GB
File Capture 0 KB 2.123 GB 4.246 GB
Unified Hgh Priority Events 0 KB 3.184 &8 7.430 GB

I PS Events 0 KB 2.547 GB 6.368 GB
BITRR LR

UTRER :

. EFMC L= 4THRR M5 M B8 (Health Monitor) 3 & 5 “H 2 #/v"(Message Center) V12 1THR0%
"(Health) &+ T BN AEZE TR ERITHES TR EREETHEZE K.

- WERATRERENEZTRR , SBEFMCHIZEARES , HEHRS /N TENERAK.

CETRRERERESTRAREPEN , TRRIRZIEZIXLER,

CETRAERBHEFRERREN , ZIERATEFMCERENEME RS LIE1T,

- SFMCEMETRREEHBEZTH ( S50 —RBMAFNZITH ) , MEERAERSE
FHdiskmanager.logX 4 , MMRFZ EFWHNFRMY , NSt REMNNZETRTIER.

E i & Drain of Unprocessed eventsiz TR BR , DIUHARATIIESRM -

1. ERRNFTHFERATO ( IRTUBEFHB[PHEECSER ) -
2. FH AL EEHNXHBATO ( IRTFHBERFERLESHF )
3. KBV B A RFEKIT 1/ A,

EMZARELEASITRRER , AT RE ST Ntrue:

1. diskmanager.logX P REHN& B FE ;. Have Bytes drawedFER A TFO0 ( iX&KRRLES
FRBTFHBRECAR ) . EEN/DNT55 .
2. LB R ERERE —IMFENERNRAREZ E1/MEH,


/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/health_monitoring.html?bookSearch=true#ID-2227-000001d1

MNEEFERAERKENER (UREMERIKENE R ) BXYsftunnel KIEEIFMC, A LAEH
sftunnel_status@y 2 & B sftunnel 3 MZE 1T IHROR BRI 1T ERES -

TOTAL TRANSMITTED MESSAGES <3544> for Health Events service

RECEI VED MESSAGES <1772> for Health Events service

SEND MESSAGES <1772> for Health Events service

FAI LED MESSACES <0> for Health Events service

HALT REQUEST SEND COUNTER <0> for Health Events service

STORED MESSAGES for Health service (service 0/ peer 0)

STATE <Process nessages> for Health Events service

REQUESTED FOR REMOTE <Process nessages> for Health Events service
REQUESTED FROM REMOTE <Process nessages> for Health Events service

2 & BRamdisk

BEARSHEAFREUMED , RFUSKBIARE N IZF Elramdisk , SAB 1L i 65 2 5 A MM BR
S-S HSSDEH MR,

ER B RF | EHTFHE/ngfw]/var/sf/detection_engine/*/instance-N/ T , EE4 1L F
[/ngfw]/var/sf/detection_engines/*/instance-N/connection/# , 5 & =25 [6l/dev/shm/instance-

N/connectionty £ 5%, EXfERT , EHEZEELRNEHR K MARVEAEFETF,

adm n@TD4140: ~$ 1s -la /ngfw/var/sf/detection_engines/b0Oc4a5a4-de25-1llea-8ec3-
4dfd4ea7207e3/instance-1/connection

Irwxrwxrwx 1 sfsnort sfsnort 30 Sep 9 19:03 /ngfw var/sf/detection_engi nes/b0Oc4a5a4-de25-1lea-
8ec3- 4df 4ea7207e3/i nst ance- 1/ connecti on -> /dev/shm/instance-1/connection

ERINRE YFE B N ITHIRIE , EMFTD CLISHIZ {Tshow log-events-to-ramdiskds <. 21 R fF
Hconfigure log-events-to-ramdisk <enable/disable>:

> show log-events-to-ramdisk
Loggi ng connection events to RAM Di sk.

>configure log-events-to-ramdisk
Enabl e or Disable enable or disable (enable/disable)

B4 Y T configure log-events-to-ramdisk disable’@ 8t , EEEFTD LR AN EE

, SUEsnont T LB ADRES ( TRIEEER ) , XFSBREPH.

AT RIEBR B IZF N Cisco Bug ID CSCvz5372, FEEIRZES |, FHISnotNEM RNV E
¥ , S Snorti#t ADRES , BRAEREATAELSERHITHMEIE,

HERRIWEN  TERIJIRENDRFEB[OER TRINER , R EEBNBER T2ERE
wFEREM. T—NEHEFPR 4140 A EER , HPERA T B B4 Framdisk A LR,

Log to Ramdisk enabled

> show disk-manager

Silo Used M ni mum Maxi mum

Tenporary Files 0 KB 903.803 MB 3.530 GB
Action Queue Results 0 KB 903.803 MB 3.530 GB
User ldentity Events 0 KB 903.803 MB 3.530 GB
U Caches 4 KB 2.648 GB 5.296 GB
Backups 0 KB 7.061 GB 17.652 GB
Updat es 305.723 MB 10.591 GBB 26.479 GB

O her Detection Engine 0 KB 5.296 GB 10.591 &B


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvz53372

Performance Statistics 19. 616 MB 1.765 GB 21.183 &B
O her Events 0 KB 3.530 GB 7.061 GB

I P Reputation & URL Filtering 0 KB 4.413 GB 8.826 GB
arch_debug file 0 KB 17.652 GB 105.914 GB
Archives & Cores & File Logs 0 KB 7.061 GB 35.305 G&B
RNA Events 0 KB 7.061 GB 28.244 @B
File Capture 0 KB 17.652 GB 35.305 GB
Unified Hgh Priority Events 0 KB 17.652 GB 30.892 GB
Connection Events 0 KB 451.698 MB 903.396 MB
I PS Events 0 KB 12.357 GB 26.479 GB
B A“id % B Ramdisk”

> show disk-manager

Silo Used M ni mum Maxi mum
Tenmporary Files 0 KB 976.564 MB 3.815 GB
Action Queue Results 0 KB 976.564 MB 3.815 GB
User ldentity Events 0 KB 976.564 MB 3.815 GB
U Caches 4 KB 2.861 GB 5.722 GB
Backups 0 KB 7.629 GB 19.074 GB
Updat es 305.723 MB 11.444 GB 28.610 GB
O her Detection Engine 0 KB 5.722 GB 11. 444 GB
Perfornmance Statistics 19.616 MB 1.907 GB 22.888 B
O her Events 0 KB 3.815 GB 7.629 GB

I P Reputation & URL Filtering 0 KB 4.768 GB 9.537 GB
arch_debug_file 0 KB 19.074 GB 114.441 GB
Archives & Cores & File Logs 0 KB 7.629 GB 38.147 &B
Unified Low Priority Events 0 KB 9.537 GB 47.684 GB
RNA Events 0 KB 7.629 GB 30.518 &B
File Capture 0 KB 19.074 GB 38.147 GB
Unified Hgh Priority Events 0 KB 19.074 GBB 33.379 GB
I PS Events 0 KB 13.351 GB 28.610 GB
,U\,%T?{%%ER‘H&/J\ FRIEHHFANERNEZHIFMCHRERBR, BREEINFLETIXR
R | B RRRERTHR A,

E LA E#HE (FAQ)
Drain of Eventsiz {74 )% B 2 &1 H Connection Events4 &K ?
T Ebo

- AR T E AR NS AR A BUAE AR R R B R
- EASSEHAXN DR FREEHTUAERRLEESHEEHNER.
EESHREEANFEBIRE.

= i3 Frequent DrainZ TR Wi AT , BRERLEIWFEALog to Ramdisk?

Bo IEBRDOS/DDOSZAME Z AFRERERT , HZHWHW BB FMBREESHBRFMHE
H-.I- E.‘RTZE L:/f)& J-FﬂgalU\laiiﬁgﬂl‘Jl%;R-Fo

WMRDOS/DDOSEHI LW AFTIER , BRAR
§E/ N o

E3XHEDOS/DDOSIR I 23 MDOS/DDOS K i kY

ERIAINAE“Log to Ramdisk” AR A*SSDEH , HitRZIBWERA T,
ftARRLBHEHS ?



EHFRMIMCARLE, BUTHERT , XHEEFRLENEHF
HOZRES THNDEXHFPHEEEF K.
/)

HOlZ2efABSTHANBEXHPHRAEZR , ABERNSTHRBEXH ENFTFRHBH
L&,

FMCH{TAIBREABERNFTHHR?

5 BB & B Kunified_events XA B ARG THIE , URBEXM ENES , HFMCREUER
ENFHAHENEBES WA

% Blunified_events 3 #F X/ — 3k B XX Position in Bytes"= B +Ff B unified_events X #J
Ky, HetRBE TFHNBE PRI,

EHliw &

$TFBug Search Tool HfE A Ltk 2514 :

By save Search [Load Saved Search ~ 3 Clear Search Email Current Search

Search For: Drain + Events )
Examples: CSCtd 10124, router crash, etc...

Product: Series/Model E Select from list

Releases: Affecting or Fixed in these Rele: E



https://bst.cloudapps.cisco.com/bugsearch/
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