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Cisco BB THUTER :
« BRIFTD

« BRIFMC
* Microsoft LDAP



fE RV A L
RXREFEBE T U TR MBS :

« FTD 6.5.0-123
« FMC 6.5.0-115
* Microsoft Server 2012

AXHEPNEERRETREXRENEFNREFEEN, FAXEFEANAAERZHNERAR
(BN ) BE. MREHMELTEIRES , BHRRETHEAARTHEELE,

ib B /=
B 315 /%\

FMCHZERZZ A TEERHNMWERANEERAKS,, BUAEFMCHNZER|ZE LA MBELAF
Mk, ALUREERRIBAFS , BT MENLDAPERADIUSIRS B8 LA, ( RSN EEX
¥). FMCHRIFTDXEHATAF BHKIE,

‘NEAFT — FMC/FTDIRBREAR tBIEELUHR TR B ORI,

ABAF — MREMBEEFRTIFEZRAS , WKREASIBLDAPHRADIUS & A KL ARS 2RHY R 5
EEFETHEAPBERE.

P £% P
!l _
LDAP FMC
IP: 192.0.2.10 IP: 192.0.2.5
[

FMC GUIFREARLDAPE &

S E’rﬁf: System > Users > External Authentication:



€ 3 O A Neotseure | 192.008 /ddaetasmalActhenticstion 1 fal

FHisee QD cancel o Save and appiy

Dfacit User Rsle:  Mene Dhal Autbastication | Dupabled ¥ tammmm]

—

= : %R Add External Authentication Object:

L Esne @ o sove nd onl

&) Add External Authentication Object

B=F  EEXEFR .

External Authentication Object

Authenticston Method

CAC | use for CAC authentication and autt ion

Harne = | sec-ioep | Mame the External Authentication Object

Description

Server Type | (15 sctve Directory | Setetsts | | Choose MS Active Directory and click 'Set Defaults'

Primary Server

Host Name/1P Address * 152.0.2.10 | ex. 1P or hostrame
Port = 353 | | Default port is 389 or 636 for 551

Backup Server (Optional)
Host Mame/TP Address | ] ex. IP or hostrame

Port 380

e *Base DN specifies where users will be found

Base DN [oc-sec.s ] || Feicnons ex. de=sourcefire. de= com

Busze Filter . (cn=jemith), [fcne=gsmith); (Boms=jsmith)(|{on=bsmith ) (on=cemth®]))

Uper Hame = I Administrator@SEC-LABD I ] . cn=jsmith, dc=gourcefire, de=com

el " Username of LDAP Server admin

‘Confirm Password
Show Advanced Options

Attribute Mapping *Default when 'Set Defaults’ option is clicked

"
Ul Access Attribute * shMaccounthame | Feich At J

Shall Access Attribute = sAMACcounthame |




Group Controlled Access Roles (Optional) »
Azcess Adrr

Sdministrator

Discovery Admin

External Database Liger

Intrusion Adman

Maintenarice User

Hetwiork Admir

Security Analyst

Security Anatyst (Resd Oy

Securty Approeer

Threat Intelligence Direcbar (TID) User

‘Wiew-Only-User (Read Only

Group Member Attrbute memibe

I To spaafy the defsult user role of user 15 not found I &ny group I

Exiwrmal Dalabase User -

Group Member URL Attribute

Shell Access Filter

{Mandatory for FTD devices

Additional Test Parameters
User Mame

Pasgaord

"Required Fald

Tes' :dn:e.

M5 : 5 extena Authentication X1 R HARTE :

system [N

Overview  Analysis Policies  Devices  Objects

Corfigeration  Wsers  Domaint  Intepration  Updabes  Lcensess  Heath s Monitoing v Todls®

o seew N Cances i-/s..em:mofl

3 248 Exterea Sutberbeatson Obpeet

G

SNEBR P ISR G R

FMCXERANTENABEREZAS : — M TWebRE , Z—NMEBCLILFRNR. XEKEHE
ABERGUI, R AIGRICLIZ B AERENXA, EREN , MNEERAFNEDRERS
, WMEHEGUINMICLILAME , B2 , EMTHTRENAIBHHRE , REATETE,

&R FLDAPAEE A P AN =15 AR

SR SME System > Users > External Authentication H S shell Authentication N HIAE HRTF :

system Ry

Coguration  Users  Domaing  Ditwpration  Updates  Liensass  Heahs  Monltodng s Teol s

(PR Tl xtornai suthentication | ;
Hiwe O conce

N e 7 ) Add Bt Ahaniicnion Gbfact

[ Erablad (SEC-LCAR) | Mathod  Enabled

1. SECALDAP
. Lot



F-4  EFMCHZEE K,
RENSBAFWATIHREE , BISSHEXEIEA , AR :

192.0.2.6 - PuTTY

FTDHIH\EB B 15 38 1E
AILAEFTD LB AN B B RILE,

5551%1 Z%ﬂﬁfz Devices > Platform Settings > External Authentication.,‘f—(_'\jlﬁ Enabled #ﬁﬁ :

APt
RAPRRETIENAFAR, SEALUGREENAFAE , XEAGEERBA[ATREHH



WERR , RECTUAEAMELAE , MRLTHTNEIANEERR,
RPAeamMRE .

1. WebRHERHAFAR
2.CLIAFA®

BXMENBENTRIIRURESES  FSRACAR,

ER Fﬁﬁ%%ﬁ%fﬁ%ﬁlﬂﬂ‘%@ﬂ%ﬁ%ﬁ? ﬂ@ ) "L%?E'rﬂﬁg System > Users > External Authentication > Default User
Role. JE#E%‘ME’Q%MAFHF'%@ , %Eifﬁ Save.

ERERANAFAECIRBEACHIBELARBENRATNBEAS , TEENRHASME crouw

Controlled Access Roles JIE T 7R


/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/user_accounts_for_management_access.html#id_63532

Group Controlled Access Roles (Optional) «»
Sorent &ETEm

S A r-Elralor Fopotfieri SEL-Lan
Dhaloeity Adme

Faterma Darabase Uer = rogersSEC-LAR
| At Adif=ii

Fismibensnoe iser

Hetwork Admn FosmpsonBSEC-LAR
FECanty Anglyst rraexseyRSEC-LABR
Secanty Anshyst (Aesd Only)

Secunty Approver

Thngst [nfplganon Dhirgchor (TID ) L

ViEa-Dnt-Liaer (Eead Only) . smpson S SEC-LAR
ALiciEdd dieran
| " 2 u-"#
I.I!ﬂ--.a. Jier Role Discoviry Adamin
Estarmidd Calabsss LEs -

SSLELTLS

%2ﬁEFMCE‘:ﬁEEDNSo ﬁ% X ﬁiE%E’JSubjectﬁ&lZ\éﬁ'% Authentication Object Primary Server Hostname.EEE
Z2|LDAPfE , BIEEBARTEE TRHXHAEERK,

SSLAFER At A EE k9636, TLSFFE R E #1389,

N oiE . TsmEEEFETYA LMTES. WFSSL, FIDEEEES. WFHMEFE | SSLF
EBIH, B2 BNSBARSSLEAIES LU LL i A K,

5‘,@%1 S ZE Devices> Plaform Settings > External Authentication > External Authentication Object j:f'ﬁ] A SR IEI
SSL/TLSER :



LDAP-Specific Parameters

Base DN * DC=5EC-LAB . Fetch UNS._
Base Filter
e h.potter@SEC-LAB
Password * [T ——
Confirm Pazswerd ™ T e
I Show Advanced Options v I

Encryption | SSL 'I'Lq * None

ISSL Certificate Upload Path

User Name Template Bies

Timeout (Seconds) 30

ex. de=sourcefire, de=com

n=jsmith)( | (cn=bsmith){cn=csmith=)])

ex. en=jsmith, de=sourcefire, de=com

ex. PEM Format (base64 encoded version of DER)

ex. cn=%s,dc=sourcefire, dc=com

FTH  LELEBRSFIUEBNCANIES, EFHLMEPEMER,

LDAP-Specific Parameters

Base DN = DC=5EC-LAB Felch DNs
Base Filter

User Name * h.potter@SEC-LAB

Fassword =

Confirm Password =

Show Advanced Options v
Encryption SSL® TLS ) None
ISSL Certificate Upload Pt Chooss Fle JICA Gert basetid.car I :
e .y ficate)
User Name Template Bas
Timeout (Seconds) 20

£=5  RERE.
U
A RE

&%, de=sourcefire, dc=com

ex. (cn=jsmith), (lcn=jsmith), (&(cn=jsmith)(|{cn=bsmith}{cn=csmith*}})
ex. cn=jsmith,dc=sourcefire,dc=com
ex. PEM Format (base64 encoded version of DER)

ex. cn=%gs,de=sourcefire, dc=com

ITFELE T LDAPHIWindows i B 12 RAFHPowerShell , AREEAT T © dsquery user -name

i -

PS C:\Users\Administrator> dsquery user -name harry*
PS C:\Users\Administrator> dsquery user -name *



ey Administrator: Windows PowerShell -

= dSQUEry USEr —name harry=
, DC=5EC-LAB

5 ; = dEguery user -name =
M=Administrator,CN E,Dt—1EL LAB

"CH=Guest,CN=lUsers , DC=5

"CH=krbtgt,CN=

"CN=Anthony E. ;

"CN=Bart Simpson,CN=Users,DC

"CM=Dr. Robert B. Banner,C

"CH=Ginny Weasley,Ch=U=

"CH=Harry PmttEP,CH=U5EP

"CN =|'-1 aggie 5

"CN=Marge Simp
"CH=Matthew Murdo ::I- C N
"CH=Neville Lﬂnghnttnm,CN
"LN Peter B. Parker,CHN=Us
"CN=Ron nea~1E},LN—U et
"LN—1teven

ministra

ministra

ministra :
Administrator=

MK LDAPEE B

E’rﬂﬁfz System > Users > External Authentication > External Authentication Object.ﬁl_ EE%B% —/I\ Additional Test Parameters %B

DB

Additional Test Parameters
lzer Name h.potter

Password

Save Cancel

“Required Field

EETestABFEE R,



Overview Analysis Polides Devices Objects  AMP  Intelligence

Configuration  Users  Domaing  Integration  Updates  Licensesw  Heal
Users  User Roles W
© Success "
Tast Compiete,
External Authentication Object
Aathantication Method T
cac 5t for CAC WAhantCAboN and suthondatson
Mame * SEC-LDaP
Deseription
Server Type VES Ackive Dweclory ¥ | Sel Detatn
a Caprusing from Ethernett L= 1o =
Fde B Verw Go Caphure Asshze Sumaber  Teephony Wiwless Took  Help
AL REqQe=ST i85 HAaaan
W [ocpport==20 88 pacr == 192.0.1.§
o Tms: Source Testraton
1799 55.131566  192.8.2.5 192.0.2.10
[ e ss.amser w025 192.0.2.30
{ amssna .20 192.9.2.5 =
1M 55,0021 192.0.2.5 192.0,2.30 [ACK] Seq=62 Ack=2) Win=20312 Lewed Toval=DVTII4HE Toecr=25700206
1803 3415305 192.8.3.5% 183.8.2.18 L 73 unbindequest(2)

1H5 55030007 192310 192.8.2.5 TP 66 389 « 9T [ACK] Seqe} Ack=TH Win-S6560 Lew-d TSval-ZSPBENSS TSecr-MTTLSH
b Frame 1809: 137 bytes on wire (1016 bits), 137 bytes captured (1016 bits) on interface \DeviceWSr_(TFDCILFG-8290-4F19-B4Li- 14396/ P01}, 1d @
b Etheenet 53, dre: Weare Hhefidd (B0:de:dh:Bhicd:id), Dut: Wiare_eb:id:#7 (Bd:be:hiek:id:#7)
b Inteenet Protscsl versien 4, fee: 192.0.2.5, Dsv: 190.0.2.10
b Trasssission Contral Pretecal, Src Port: 3784, Dun Port: 39, Seqi 1, Adu 1, Les: 61
4 Lightwelght Blrectory Access Protocel
4 LOaPvessage bindleguestil) “CMeMarry Potter,CheUners ,DOeSIC-LAD = risple
msaiancii )
4 protecclip: bisdRequest (8)

R HEER

FMC/FTDFILDAPIAIH TR B TEHAF ?

% T EFMCHEB MMicrosoft LDAPBRSS S5 1R BV 7 , FMCAAJA & % FILDAPEE R FiF 1% O
3895636(SSL) L XXM EER. —ELDAPIRS LB IIFMCH T BRIE | TIFLRIIY 24
Himp, &5, FMCEERFEABRIEREELAHER , MBAMTR :

<< --- FMC sends: bindRequest(1) "Administrator@SEC-LABO" simple LDAP must respond with: bindResponse(1) success --- >> << ---
FMC sends: searchRequest(2) "DC=SEC-LAB,DC=NET" wholeSubtree

HEE  RANERT , SORIESAXERLEERD !

B85 4.751966 192.8.2.5 192.8.2.18 TCP G66 3862 + 389 [ACK] Seqsl Acksl Win=29312 Lens@ TSval=3873529344 TSecr=2534B8746
88 4.751537 192.8.2.5% 192.98.2.18 LOWP 18 bindReguestil) "Administrator§SEc-LABE" simple |

B7 4.752536 192.8.2.18 192.8.2.5 Lpap B8 bindResponse(l) success

BB 4.752583 192.8.2.5 192.8.2.10 TP 66 3B002 + 380 [A(K] Seqed Ack=23 Win=20312 Len=0 TSval=3073520345 TSecr=25348746
B9 4.752634 192.8.2.5 192.8.2.18 LOAP E searchRequest(2) "DC=SEC-LAB * wholeSubtres l

Frame 86: 118 bytes on wire (B30 bits), 118 bytes captured (882 bits) on interface \Device\WPF_{77DCI1FG-B258-4F19-B412-E459EFI601B8), id @
Ethernet II, Src: Wware_29:cf:2d (8@:8c:29:29:cfr2d), Dst: Wware_eb:1d:f7 (@@:8c:29:ebrld:f7)
Internet Protocol Version 4, Sec: 192.9.2.5, Dst: 192.9.2.18
Transmission Control Protocol, Src Port: 38882, Dst Port: 389, Seq: 1, dck: 1, Len: 44
Lightweight Directory Access Protocol
4 LDAPMessage bindRequest(l) “Administrator@iSEC-LABR" simple
messagelD: 1

ratocolOp: bindReguest (@)

AANEG e S

version: 3

name: Administrator@SEC-LARS

4 puthentication: simple {8)
simple; Clunt_!:

ETToT T

b

FMC/FTDFLDAP#I{AI R B LA UE A P& F1ER ?

RN TEAFEB TS FALDAPE I IE i B R EIFMCEFTD , #1288 EXKiERF L EE|Firepower , {8
AP AMNBEEERBILDAPIKINAEL MR, XEWREFMCHFTDFR & EBE R RTFER MBI



EED , MREFSLDAPH AL,

JQ'
A

4

o

",

"
",
"

A

2) Forward Username and password to LDAP
= =2

I ——
_ - — —

LDAP 3) Success/Deny

FMC
IP:192.0.2.10 IP: 192.0.2.5

Hmim
CIsco

Firepower
Management

. 1) Login request from PC to FMC

A *Ethernet1
File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help
dn 20 iPRB Res=FTas[Eaaan
[ [tcp.port==389 88 ip.addr ==192.0.2.5 8 Idap.messagelD == 1
No. Tirme Source Destination Protocol  Length Info
S8 13:11:59.695671 192.0.2.5 192.8.2.1@ LDAP 11@ bindRequest(l) "Administrator@SEC-LABE" simple
+ 59 13:11:59.697473 192.6.2.18 192.8.2.5 LDAP &8 bindResponse(l) success
67 13:11:59.697773 192.8.2.5 192.8.2.18 LDAP 118 bindRequest(l) "Administrator@SEC-LAB@" simple
69 13:11:59.699474 192.8.2.18 152.0.2.5 LDAP 88 bindResponse(l) success
97 13:11:59.729988 192.86.2.5 192.6.2.18 LDAP 127 bindRequest(l) "CN=Harry Potter,CN=Users,DC=SEC-LAB " simple

98 13:11:59.7308698 192.6.2.18 192.6.2.5 LDAP 88 bindResponse(l) success



MRFEZRAFBNED , M2EWeb GUIFIRII—1NEB , IEMR :

Overview Analysis Polcies  Devices  Object

TEFMC CLISHHE{Tr 5 show userSABIFAFEE | > showuser

WREREEAFNEAERERFS. WETRUTE :
Login — B3R

UID — BFAFID

Auth ( A RIZFE ) — WX AP #1T S BRI

HR(EXREE ) — AFRE 5

ERA (BRA%EZR) — APRSLTEIRS

EE (RYA ) — AFPRBYAE T RERNEREG

Exp ( NeverBi#F ) — XMERAF BB AR

Warn(N/A or a number) — {5 E A P EH &8 2 2 51 B i H BB H X
Str( YesZiNo ) — AFPFNEBREXIMRERETERERE

Lock ( Yes@iNo ) — AFKF REHTERAMASMESE

Max(N/A or a number) — 8{%E F /7 itk 7 2 8 #Y & K 28 MU& F

SSLETLSAKIZTAHE T4
WMRAKEFTDLESADNS , MALAERE B EH FEERRLDAPEE A RIAERIR

root@SEC-FMC:/$ sudo cd /var/common
root@SEC-FMC: /var/common$ sudo pigtail

MSGS: 03-05 14:35:31 SEC-FTD sshd[10174]: pam_unix(sshd:auth): authentication failure; Togname= uid=0 e
MSGS: 03-05 14:35:31 SEC-FTD sshd[10174]: pam_ldap: ldap_starttls_s: Can't contact LDAP server

MSGS: 03-05 14:35:33 SEC-FTD sshd[10138]: error: PAM: Authentication failure for h.potter from 192.0.2.
MSGS: 03-05 14:35:33 SEC-FTD sshd[10138]: Failed keyboard-interactive/pam for h.potter from 192.0.2.15
MSGS: 03-05 14:35:33 SEC-FTD sshd[10138]: error: maximum authentication attempts exceeded for h.potter
MSGS: 03-05 14:35:33 SEC-FTD sshd[10138]: Disconnecting authenticating user h.potter 192.0.2.15 port 61

¥4{RFirepowerBEB R HTLDAPIRS25FQDN, &N | B 7 I8 1& 7 Fr R BV IEBEDNS,

FTD : i5[RFTD CLISHHIZ1TA T : > configure network dns servers



EF 192.0.2.6 - PuTTY

FMC : #%# sysem> Configuration , $AJG % Management Interfaces , ZIAFR :



#rress Lisd

#rcess Control Preferences vin

dudit Log

ik Log Certificate

Change Reconsiliation ey pormemetTafc  go0cawancRaD 192025 &
DS Cache

Caskboard » Routes

Databace

Email Kedifscafion

i _
HTTPS Certificaie 183.0.2.1
Information

Intrusics Palicy Prefersnced

o i ety
*Shared Settings

Lagin Banner
| = Mansgement Interfaces |

Network Anays.s Polcy Preferences
Process : :
REST AP] Preferences
Rermote Skovepe Devics Prampry DS Server 192.0.2.10 |
SHMP Secondary DNS Server |\
Shail Timecat Tertiary DMS Server |
Time Remote Managemant Port 2303 |
Time Synchranization
UCAPL/CC Compliance *[CMPv6
User Confsguration Lllpw Sendng Echs Baphy @
Wihware Tools Padksts
Vulneratulity Mappng Al Serdng Dt e gticn @
Web Analytics Urireachable Paciets

* Proocy

Enabied i

L Swe || Cancel |

R EEFIFMCHIEH REFELDAPRSFRIEBHCARIES |, NEFTR :



Certificate

General | Details | Certification Path |

General | Details | Certification Path

Certificate Information

Certificate Information

This certificate is intended for the following purpose(s):
* Ensures the identity of a remote computer

This certificate is intended for the following purpose(s):

+ All issuance policies
+ All application policies

UL

Issued to: WIN,SEC-LAB

Issued by: WIN-HIRSR13M3PG-CA

valid from 2/25/2020 to 2/26/2021

Issued to: WIN-HIRSR13M3PE-CA

Issued by: WIN-HIR5R 13M3P5-CA

UL

valid from 2/25/2020 to 2/25/2119

|Inst|l Ca'tiﬁczte...l | Issuer Statement |

ed (Select to |1nsizl Certiﬁclte...l | Issuer Statement |

1

[ ] [ |

A HIE IR IALDAPIRS R KX EFAVE S

a *Ethernet0
File Edit View Go Capture Analyze Ip
4950 LiDRB Q&
n ¥ 88 p.addrm=192.0.2.5
Mo Time Source Destnation Protocol  Length Info
3 8.143722 192.8.2.5 192.8.2.15 TLSvl.2 167 Application Data
4 8.143985 192.8.2.15 192.8.2.5 TLSw1.2 123 Application Data
22 2.720710 192.96.2.15 192.9.2.5 TLSvl.2 1211 Application Data
29 3.056497 192.0.2.5 192.9.2.15 LDAP 97 extendedReq(1) LOAP_START_TLS_OID
30 3.956685 192.8.2.15 192.0.2.5 LDAP 112 extendedResp(1) LDAP_START_TLS_OID
32 3.956921 192.8.2.5 192.8.2.15 TLSvl.2 313 Client Hello
33 3.057324 192.9.2.15 192.0.2.5 LSvi. EIE Server , cer cate, Server Key Exchange, Certificate Request, Server o 3
35 3.860532 192.8.2.5 192.8.2.15 TLSvwl.2 268 Certificate, Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
36 3.961678 192.8.2.15 192.8.2.5 TLSvl.2 173 change Cipher Spec, Encrypted Handshake Message

EESEYS

. S

I Frame 33: 1515 bytes on wire (12120 bits), 1515 bytes captured (12128 bits) on interface \Device\NPF_{3EADSE9F-B6CH-4EB4-A462-217C1ALBABFE), id @
b Ethernet LI, Src: VMware _69:cBic6 (0@:0c:29:69:c8:¢6), Dst: VMware _29:cf:2d (00:0¢:29:29:cf:2d)
b Internet Protocol Version 4, Src: 192.9.2.15, Dst: 192.0.2.5
b Transmission Control Protocol, Src Port: 389, Dst Port: 52384, Seq: 47, Ack: 279, Len: 1449
4 Transpert Layer Security
4 TLSvl.2 Record Layer: Handshake Protocol: Multiple Handshake Messages
Content Type: Handshake (22)

s Cisco Firepower Management Cr X

Cc

&« & fmc/platinum/authconfig.cgi?id=72837432-51¢1-11ea-

| Overview Analy Policies Devices Objects AMP  Intellig|
Version: TLS 1.2 (0x8383)
Length: 1444 Configuration  Users  Domains  Integration
I Hendshake Protocol: Server Helle
4 Handshake Protocol: Certificate Users User Roles External Authentication
Handzhake Type: Certificate (11)
Length: 1124
Certificates Length: 1121 External Authentication Object
4 Certificates (1121 bytes)
Certificate Length: 1118 Authentication Method Lowp v
4 Certificate: 3082045a3052034220030201020213320000000456C380c8... Ii.d- at-commonlame=WIN.SEC-LAB Iid- CAC Use for CAC suthentication and authorization
I signedCertificate
b algorithmIdentifier (sha2S6WithRSAEncryption) L [SEC-LDAP
Padding: @ Description
encrypted: 3645eb1125755982¢7a5175736022Fa303e77bad1843bbdd.. - 3
I Handshake Protocol: Server Key Exchange Server Type MS Active Direclory ¥ | | Set Defaulls
I Handzhake Protocol: Certificate Reguest
4 Handshake Protocol: Server Hello Dene
Handshake Type: Server Hello Done (14) Primary Server
Length: @ Host Name/IP Address = IWIN.SEC-LAB:
Port = 389



/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/user_accounts_for_management_access.html#id_63532

« Cisco FirepowerZ B ORES BRI
« TEFireSIGHTR % LB EI DAP B AR I R
« FARZFFIH - Cisco Systems



/content/CiscoSecurityAdvisory/cisco-sa-20200122-fmc-auth
/content/CiscoSecurityAdvisory/cisco-sa-20200122-fmc-auth
https://www.cisco.com/c/zh_cn/support/docs/security/firesight-management-center/118738-configure-firesight-00.html#anc2
https://www.cisco.com/c/zh_cn/support/docs/security/firesight-management-center/118738-configure-firesight-00.html#anc2
https://www.cisco.com/c/zh_cn/support/docs/security/firesight-management-center/118738-configure-firesight-00.html#anc2
https://www.cisco.com/c/zh_cn/support/docs/security/firesight-management-center/118738-configure-firesight-00.html#anc2
https://www.cisco.com/c/zh_cn/support/docs/security/firesight-management-center/118738-configure-firesight-00.html#anc2
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html
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