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Cisco BB THUTER :

« Firepower¥ & 42 +3
- NGFWHE
* NGFW packet-tracer

AN, EF RO TRELHRZE , BARTUAEATER !

o TEDIRE- RETRT BBRNIMDMAIEZEIT |, BOFBREHRESHIK,
o TERAI-ZBHRTHBEIRNERIRE, MR EMIX—K , BUAED TE EHEAN TR
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s REWIGEETIZTFTDE46.5.xBIFP4140,
« FMCIE1T#446.5.%0

AXHEPNEEHRETREXRENEFNRZEFEEN, AXEFEANAAERZHNERAR
(BN ) BE. MREHMNELTEIRES , BHRRETHEAARTHBELE,

i1b B /=
B 515 /%\

BRABRRIASERINBUNHMEHRRIEZ—. X , Cisco TACHEH A LUBE 5 T HEIRAVEL
PERERIRVFZ B

RN HEH B AR R FBBME N R £ TN E ERIFLIEDIHIR DRI B MBEERE LW & F &
RXHERNTANABRRGE T BRRARZZFFO(TAC)H B EIRISSERA 7 &=460,

RXHEHMBB T —RBEAIBNCFW)HNAE N A T HELHRK , EHENSSHER THMIREX
ﬂo

AR EFN S HNGFW mARIINHIREE ?

3t FFirepoweri& & (1xxx, 21xx, 41xx, 93xx)HFirepowerE BB E(FTD)R A , HIFELAEATMIL
, NE TR,

FTD Snort engine

Internal ‘ |
Switch

FTD LINA engine

1. BREBHAADED , HVFERAIBRIGILE,

2. BIEIH AFTD Linas5| 2 | Z5IBEERITLILIRE,

3. MRKRBERKIEZTHSonS|ZBHITRE (FERLTRE ),
4. Snort5| 2R B HIFEZTHIHIE,

5. LINA 5|Z481E Snort WU EEHARELAHKIES.

6. HIEBBEI NI ARIRINEHFYFE.

BIEFFREER , FTDWIRATE=C) M FRMLERTT :

« FXOS
« FTD LinaB|%
« FTD Snorts|2



I EEFXOSHER
AN ET BER -

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos271/web-
quide/b GUI FXOS ConfigGuide 271/troubleshooting.html#concept E8823CC63C934A909BBCODF12F

FXOSHiIR R BE M A EBRRH A O [EFRE , 20 F BT R

FTD Snort engine

Internal
Switch

FTD Lina engine

A ER , ATABIRIRENERRE , 8N FEEH MR

FTD Snort engine

FTD Lina engine

ER2, 3MAFHIRNBIEETEAEUMLIRIZ(VNTag).

N B - EXOSHESR BB INIEFPARIFPO3xx A E T . FP1xxxFIFP21xx IR £ 1 T

fEo
B AFWKEFTD Linafik
FERHRK :
* Ingress #0O

« Egress #0
. IEZR 4 BIZ(ASP)


https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos271/web-guide/b_GUI_FXOS_ConfigGuide_271/troubleshooting.html#concept_E8823CC63C934A909BBC0DF12F301DED
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos271/web-guide/b_GUI_FXOS_ConfigGuide_271/troubleshooting.html#concept_E8823CC63C934A909BBC0DF12F301DED

FTD Snort engine

Internal

Switch

(FX0S) —m .
backplene FTD LINA engine YT g Py e ey So ity

linterfaces

& 0] LAfE A Firepower& 2 # /0 7 SEI(FMC UN)ERFTD CLIS AW EFTD Linafdiko.
FEREBEO EMCLIS AR

<#root>
firepower#

capture CAPI interface INSIDE match icnp host 192.168.103.1 host 192.168.101.1

WHIRER NS E LTEIP 192.168.103.151192.168.101.1 Z B IR &
B RASPH#IRUEEFTD Linas | BEHZWMAEKES -

<#root>
firepower#

capture ASP type asp-drop all

fGFTD Lina#Eik S HEIFTPARSS 85 -

<#root>
firepower#

copy /pcap capture: CAPI ftp://ftp_usernane: ftp_password@92. 168. 78. 73/ CAPI . pcap

fGFTD Lina#ik S HEITFTPARSS 85 -

<#root>
firepower#

copy /pcap capture: CAPI tftp://192.168.78.73



MFMC 6.2 xR AFF 18 , A LAMFMC UIE B HUKEEFTD Linatfiik.
MFMCEE MBS K IR EFTDRRM B —Fp 5 %R,

15

Xt FLINASASPH#EIR , B EHRXEFIBIFTDRIE.

<#root>
firepower#

copy /pcap capture:capin di sk0: capi n. pcap

Source capture name [capin]?

Destination filename [capin.pcap]?
(RN

HRR 2

SMBFERER , REREWHIR , RASREEH E/ngfw/var/commonfii& :

<#froot>

firepower#
Console connection detached.

>

expert
admin@firepower:~$
sudo su

Password:
root@firepower:/home/admin#

cd /mmt/ di skO
root@firepower:/mnt/disk0#
Is -al | grep pcap

-rwxr-xr-x 1 root root 24 Apr 26 18:19 CAPI.pcap
-rwxr-xr-x 1 root root 30110 Apr 8 14:10

capi n. pcap

-rwxr-xr-x 1 root root 6123 Apr 8 14:11 capin2.pcap
root@firepower:/mnt/disk0#

cp capin. pcap /ngfw var/comon



HIR 3
BERINEEFTDNFMCH SMEIRZ>RFEE, KEIFTDRFBHEEREHERELR :

®

5 4
EREREFEERR
i), Firepower Management Center
CISCO T th [ Health Monmor Appance a CYSTiaN fIBE FEichs
Health Monitor
Appliancao
(1] mzafeiro_FP2110-2 | Generate Troubles hooting Files

| | Advanced Troublashooting J |

18 E IR A H %k EDownload :

alial Firepower Management Center

= Q, Cvenviaw Analysis Policies Devices Objects AMP Intelligence
CISCO v5i th | AT File Download

Advanced Troubleshooting
mzafeiro_FF2110-2
File Dowmnlboad Threat Defense CLI Packet Tracer Capture w/Trace

File

BRUEAMEFMC UHEIRNE S R"AI | B RIRAIH

https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-



https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html

firepower-threat-defense-f.html

B RAFMUEFTD Snorti#izk
BIRA S REHA B E ST,

FTD Snort engine
Internal
Switch
(FX0Ss) — -
FTD LINA engine SRRFpes (Slow Path + Fast Path)
8 FASnort g 43R :
<#root>

capture-traffic

Please choose domain to capture traffic from:

0 - brl

1 - Router
Selection?
1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n host 192.168.101.1

EIFHIRE A& N capture. pcaphd X ¢ BN FTPF S SRS 8 | FNITUTRAE

<#root>

>

capture-traffic

Please choose domain to capture traffic from:
0 - brl
1 - Router


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html

Selection?

1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-w capture. pcap host 192.168.101.1

CTRL + C <- to stop the capture

>
file copy 10.229.22.136 ftp / capture.pcap

Enter password for ftp@l0.229.22.136:
Copying capture.pcap
Copy successful.

>

BXREETEBIRILIEFNEZSnont IR TG , BEFUT XY .

https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-
firepower-threat-defense-f.html

R HEER

1. B O0EOEETCP SYN
RIMOIEFTR

s Server
Client 192.168.1.x/24 192.168.2.x/24 10.10.1.100
192.168.0.100

E1/2 E1/3.202
INSIDE OUTSIDE
— 1\». 4
E1/3.203

192.168.3.x/24] DMz

BFHEE : HTTPARE/EA
FEMARE

IRIP : 192.168.0.100


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html

DST IP : 10.10.1.100
i : TCP 80
IR

EFTD LINAS|Z2 S BAH#K -

<#root>
firepower#

capture CAPI int INSIDE natch ip host 192.168.0.100 host 10.10.1.100

firepower#

capture CAPO int OUTSIDE match ip host 192.168.0.100 host 10.10.1.100

" Server
Client 192.168.1.x/24 192.168.2.x/24 10.10.1.100
192.168.0.100 E1/2 , \ £1/3.202
INSIDE OUTSIDE

F. \
[

e )

192.168.3.x/24] DMZ

HWIR-TIeE = -
EREH  NDIEEZSREBREERLAFEETH,
HWIRENGFWRERE DO EIRE , @R :

‘ CAPl-warking.pcap
File Edit Yiew Go Capture Analyze 3Statistics Telephony Wireless Tools Help

Am:® RE QAewEFETEaaal
[ A Ttep-stream eq 1
No. Time Source Destination Pratocol  Leagth  Info o
2 @.258878 |192.168.8.168 16.16.1.188 TCP 66 1779 + 88 [SYN] Seq=0|Win=8192 Len=0 MSS5=1460 WS=4 SACK_PERM=1
3 8.801221 |10.10.1.100 192.168.8.188 TCP 66 88 » 1779 [SYN, ACK] $eg=8 Ack=1 Win=8192 Len=0 M55=1388 WS=256 SACK_PERM=1
4 9.000488 |192.168.0.108 19.168.1.168 TCP 54 1779 -+ 80 [ACK] Seq=1|Ack=1 Win=66248 Len=8
5 9.000290 |192.168.90.100 10.10.1.100 HTTP 369 GET / HTTP/1.1
eﬁ 9.602182 |16.16.1.168 192.168.0.168 HTTP 966 HTTP/1.1 200 OK (text/html) 9
7 ©.066830 |192.168.6.100 19.10.1.100 HTTP 331 GET /welcome.png HTTP/1.1
8 0.021727 |10.10.1.160 192.168.8.188 TCP 1434 88 + 1779 [ACK] Seg=913 Ack=593 Win=65792 Len=1388 [TCP segment of a reassembled PDU]
9 9.000000 |10.16.1.108 192.168.9. 188 TCP 1434 88 » 1779 [ACK] Seq=2293 Ack=593 Win=565792 Len=1380 [TCP segment of a reassembled PDU]
10 @.000626 |192.168.90.100 10.16.1.108 TCP 54 1779 + 8@ [ACK] Seq=593 Ack=3673 Win=66240 Len=@
» Frame 2: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
» Ethernet II, Sr‘c:l Cisco fc:fc:d8 (dc:de:iS:‘Fc:‘Fc:dB),l Dst: Cisco_f6:1d:ae (@@:be:75:f6:1d:ae) e
» Internet Protocol Version 4, Src: 192.168.6.10@, Dst: 16.10.1.168
© Transmission Control Protocel, Src Port: 1779, Dst Port: 88, Seq: @, Len: @

2o

1. TCP=REF.
2. e B R #o



3. MIEGCAEXLER (ETHEIZHAWREZE ).
4. FMAC R EHH T iR %,

ENGFWASE O L HRORENTERAR

‘ CAPO-working.pcap
File Edit Miew Go Capture Analyze Statistics Telephony Wireless Tools Help

Adm - ® RE QewsEFETEaaar
liltcu_streameql
Mo, Tinme SOUFE Destination Protocol  Length Inf
29.250787 192.168.0.100 10.10.1.100 [1E} 701779 + 8@ [SYN] Seq=8 Win=8192 Len=0 M55=1380 WS=4 SACK_PERM=1
39.000534 10.10.1.100 192.168.0.100 TCP 70 80 » 1779 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=0 MS5=1460 WS=256 YACK_PERM=1
4 0.808564 192.168.0.160 16.18.1.166 TCP 581779 + 88 [ACK] Seq=1 Ack=1 Win=66240 Len=0
58.808534 192.168.9.1600 l18.18.1.1e8 HTTP 373 GET / HTTP/1.1 o
6 8.201663 10.1e.1.16e 192.168.8.108 HTTP 978 HTTP/1.1 200 OK (text/html)
70.867273 192.168.06.100 16.16.1.100 HTTP 335 GET /welcome.png HTTP/1.1
89.021422 10.19.1.100 192.168.0.100 TCP 1438 80 » 1779 [ACK] Seq=913 Ack=593 Win=65792 Len=138@ [TCP segment df a reassembled PDU]
9 9.200015 10.10.1.100 192.168.0.188 TCP 1438 8@ » 1779 [ACK] Seq=2293 Ack=593 Win=65792 Len=1388 [TCP segment [of a reassembled PDU]
c |
Frame 2: 78 bytes on wire (568 bits), 78 bytes captur 9 bits)

Ethernet II, Src: Cisco_f6:1d:8e (0@:be:75:f6:1d:8e),|Dst: Cisco_fc:fe:d8 (4c:de:35:Fc:fc-d8) |9
> 882.1Q Virtual LAN, PRI: @, DEI: @, ID: 282

> Intermet Protocol Version 4, Src: 192.168.9.100, Dst: 19.10.1.108

> [ransmission Control Protocol, Src Port: 1779, Dst Port: 8@, Seq: ©, Len: @

=z

1. ECAPIHEIR P Y BIEAEE
2. BEMACR EHH Lg%,

HIR-IEThREI =R
MIRZCLIBIRG RN T AR -

<#froot>

firepower#

show capture

capture CAPI type raw-data interface INSIDE
[Capturing - 484 bytes]

match ip host 192.168.0.100 host 10.10.1.100
capture CAPO type raw-data interface OUTSIDE

[Capturing - O bytes]

match ip host 192.168.0.100 host 10.10.1.100

CAPIR A :

<#root>
firepower#

show capture CAPI



6 packets captured

1: 11:47:46.911482 192.168.0.100.3171 > 10.10.1.100.80:

S

1089825363:1089825363(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOkK>
2: 11:47:47.161902 192.168.0.100.3172 > 10.10.1.100.80:

S

3981048763:3981048763(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
3: 11:47:49.907683 192.168.0.100.3171 > 10.10.1.100.80:

S

1089825363:1089825363(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOk>
4: 11:47:50.162757 192.168.0.100.3172 > 10.10.1.100.80:

S

3981048763:3981048763(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
5: 11:47:55.914640 192.168.0.100.3171 > 10.10.1.100.80:

S

1089825363:1089825363(0) win 8192 <mss 1460, nop,nop,sackOK>
6: 11:47:56.164710 192.168.0.100.3172 > 10.10.1.100.80:

S

3981048763:3981048763(0) win 8192 <mss 1460, nop,nop,sackOK>

<#root>
firepower#

show capt ure CAPO

0 packet captured

0 packet shown

X ECAPIZRTEWireshark P I B 1§ :

Ha. Time Source Destination Protocol Length Info

16.600000 192.168.0.100 10.10.1.100 TCP o =1460 WS=4 SACK_PERM=1
i 426 192.168.8.106 16.18.1.188 TCP 8y ! £=1460 WS=4 SACK_PERM=1

Frafe 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

Ethernet I c:|(i5co_Fc:fc:d3 (4c:4e:35:fc:fc:d8) | Dst: Cisco f6:1d:ae (00:be:75:f6:1d:ae)
Internet P ol Version 4, Src: 192.168.8.108, Dst: 10.10.1.180
Transmission Control Protocol, Src Port: 3171, Dst Port: 80, Seq: @, Len: @

=z



1. AEEITCP SYNSIES ( RTCP=REF ),

2. TEBMU2/MTCPAE (RIwA3171F3172 ) » REFIREHAXTCP SYNHKIEE, XEE
HE RN BIEE R WiresharkbriIR A TCPEH & #i o

3. TCPEM&ME-3R6MWH 1T — IR,

4. JEMACH# 15k B IE¥8EY T F IR %

BIFIX2ZHIREE. , AIUBHUATER !

« 4&TESTTA ( sro/dst IP, src/dst port, 1Y ) BIEKIESBATREI# O (INSIDE) £ B BH A 4%,
s BIFESTLEFAMEZEO (458 ) LHIBH K,

HERIRE
B FIHBREEERE -SSR PRBEE,
TR R EELBE M RER,

f Fpacket-tracer TEEFH A ENALERIED, MRBBESHEHAIBIHRREER , MELEK
FEENREEUTFTUTHE

<#root>
firepower#

packet-tracer input INSIDE tcp 192.168.0.100 11111 10.10.1.100 80

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Phase: 4
Type: ACCESS- LI ST

Subtype: Tlog



Resul t: DROP

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced deny 1ip any any rule-id 268439946 event-log flow-start
access-1ist CSM_FW_ACL_ remark rule-id 268439946: ACCESS POLICY: FTD_Policy - Default
access-1ist CSM_FW_ACL_ remark rule-id 268439946: L4 RULE: DEFAULT ACTION RULE
Additional Information:

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame 0x00005647a4f 4b120 fl ow

TE2 REXN BRIV RER.

BRBIESRIRURER K EEINMAALEKERTCP SYNBIEE, BIANBERT , [RIBEREIS0MN A O BiE
D

<#root>
firepower#

capture CAPI trace

BREREFKX

<#root>
firepower#

cl ear capture /al

MRBFESWH K FTRREEFR , REFRCUTU TR

<#root>
firepower#

show capture CAPlI packet-nunber 1 trace

6 packets captured

1: 12:45:36.279740 192.168.0.100.3630 > 10.10.1.100.80: S 2322685377:2322685377(0) win 8192 <m



Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Phase: 4

Type: ACCESS- LI ST

Subtype: Tog

Resul t: DROP

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced deny 1ip any any rule-id 268439946 event-log flow-start
access-1list CSM_FW_ACL_ remark rule-id 268439946: ACCESS POLICY: FTD_Policy - Default
access-1list CSM_FW_ACL_ remark rule-id 268439946: L4 RULE: DEFAULT ACTION RULE
Additional Information:

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame 0x00005647a4f 4b120 fl ow

1 packet shown

1T313.8&EFTD LinaB &,
EBSFMCEFTDLEEERSBE , BREARNH :

https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-
on-FTD-via-FMC.html



https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html

REZUEWANFTD Lina BB BAEBRE B SRS R, WRXAREZERS BERSSE , FERE
BERRETE AR NS LN AMEARX AR, ARGPEFHASEER - MEFNER

<#root>
firepower#

show run | oggi ng

logging enable
logging timestamp

Togging buffer-size 1000000
Togging buffered informational

FLIRT FHIREN241T ,
<tfroot>

firepower#

term nal pager 24

BERERERX

<#root>
firepower#

cl ear |ogging buffer

BAE 12 58 v F- W ATL

AWHEZFERBNBRTRB[RERT, EARF , A FHEREEFHRES

<tfroot>

firepower#

show | oggi ng | include 10.10.1.100

Oct 09 2019 12:55:51:
Oct 09 2019 12:55:51:
Oct 09 2019 12:55:54:
Oct 09 2019 12:55:54:

%FTD-4-106023:
%FTD-4-106023:
%FTD-4-106023:
%FTD-4-106023:

Deny tcp
Deny tcp
Deny tcp
Deny tcp

src
src
src
src

INSIDE:192.168.0.100/3696 dst OUTSIDE:10.10.1.100/80
INSIDE:192.168.0.100/3697 dst OUTSIDE:10.10.1.100/80
INSIDE:192.168.0.100/3696 dst OUTSIDE:10.10.1.100/80
INSIDE:192.168.0.100/3697 dst OUTSIDE:10.10.1.100/80



17314 BB KEEASPEF

MRIEREREEFTHES , EAERGRA B R EEFNAERIE LIRS

<#root>
firepower#

show asp drop

Frame drop:

No route to host (no-route)

Flow is denied by configured rule (acl-drop)
Last clearing: 07:51:52 UTC Oct 10 2019 by enable_15
Flow drop:

Last clearing: 07:51:52 UTC Oct 10 2019 by enable_15

BRI LS RERUE BRI BASPRARAEF :

<#root>
firepower#

capture ASP type asp-drop all buffer 33554432 headers-only

234
71

p BR  IREXNHBIFESABFTRBMNE |, N RERRBIBEIHRL (IRLED ) . XB
ERREAPXPHRESHIED, I, ATLUEHREP XK/ ( BRIANER T H500KB ) 8
INEIHZRAR32 MBHE ( BFPXEI ) o &5 , MNFTDRA6.37F 15 , &£ A file-sizei& Tl 7] ARL &
IR E&Z10GB, EXERT , ReeFE EpcaptERNWHIKRN B

ERERRAR , WMEATIERSE NMNEREHE :

<#root>
firepower#

show capture ASP | include 10.10.1.100

18: 07:51:57.823672 192.168.0.100.12410 > 10.10.1.100.
19: 07:51:58.074291 192.168.0.100.12411 > 10.10.1.100.
26: 07:52:00.830370 192.168.0.100.12410 > 10.10.1.100.
29: 07:52:01.080394 192.168.0.100.12411 > 10.10.1.100.
45: 07:52:06.824282 192.168.0.100.12410 > 10.10.1.100.
46: 07:52:07.074230 192.168.0.100.12411 > 10.10.1.100.

80:
80:
80:
80:
80:
80:

nn ununmum umon

1870382552:
2006489005
1870382552:
2006489005
1870382552:
2006489005

1870382552 (0)
2006489005 (0)
1870382552 (0)
2006489005 (0)
1870382552 (0)
2006489005 (0)

, SETT B

win
win
win
win
win
win

8192
8192
8192
8192
8192
8192

<mss
<mss
<mss
<mss
<mss
<mss



EARGH , BTEERALIRESRES , RLEASPHIRPALREREFRRE, FiclE , ReEHE
—MIBREHES ( ADEARASPESR ) . EXHERT , EWEASPIASPEFHRERE
ASPEHFERER, TEHRHEERLE

1. BERLBIASPEF 1T #ER

<#root>
firepower#

cl ear asp drop

2. BB R ROEHEHERRE (BT ) .
3. B EASP T AL #Es 12 T INAY,

<#root>
firepower#

show asp drop

Frame drop:
No route to host (

no-route

) 234
Flow is denied by configured rule (

acl -drop

) 71

4. NRINBEETE AASPHIER !

<#root>

firepower#

capture ASP_NO ROUTE type asp-drop no-route
firepower#

capture ASP_ACL_DROP type asp-drop acl-drop

5. BB K IEZEHEHERRE (ZTAR ) -
6. REASPHR, EAHIP , HTRDEE , BFEIWEF



<ffroot>

firepower#

show capture ASP_NO ROUTE | include 192. 168

93: 07:53:52.381663 192.168.0.100.
95: 07:53:52.632337 192.168.0.100.
101: 07:53:55.375392 192.168.0.100.
102: 07:53:55.626386 192.168.0.100.
116: 07:54:01.376231  192.168.0.100.
117: 07:54:01.626310 192.168.0.100.

TZ5. 8 EFTD LinalEER,

12417
12418
12417
12418
12417
12418

V V VYV VYV

10.
10.
10.
10.
10.
10.

10.
10.
10.
10.
10.
10.

. 100. *10.

PR R R R

10. 1. 100

.100.
.100
.100.
.100.
.100
.100.

80:
.80:
80:
80:
.80:
80:

" unmunmumouvon

3451917925:
1691844448:
3451917925:
1691844448:
3451917925:
1691844448:

3451917925(0)
1691844448 (0)
3451917925(0)
1691844448 (0)
3451917925(0)
1691844448 (0)

win
win
win
win
win
win

8192
8192
8192
8192
8192
8192

ANEREFERRESHEHEOX , EXTRETARERSmLEO Y, BAEHOEOBE

ETUTHRERRF :
1. EEUREZEER

2. ME UL R (NAT)E K- UN-NAT ( BFRNAT ) Br EREVE SR & TPBRAMB R E K.

3. ETREEHWER A (PBR)
4. REARER

KEFTDEER :

<#root>
firepower#
show conn

2 in use, 4 most used
Inspect Snort:

preserve-connection: 2 enabled, 0 in effect, 4 most enabled, 0 most in effect

TCP
Dz
10.10.1.100:

80

I NSI DE
192.168.0.100:
11694
, idle 0:00:01, bytes 0, flags
aA N1
TCP

D\VEZ

<mss
<mss
<mss
<mss
<mss
<mss



10.10.1.100:80

I NSI DE

192.168.0.100:

11693
, idle 0:00:01, bytes 0, flags

aA N1

a4

o BITEFRE(AQ) , ERL TR ( BTH-BHAIBNEBEEITCP SYN) .
- BFER/BEMF®DO , AOEORNINSIDE , HO#EORADMZ,

BABEATEARERRAR :

. Expected forwa rdlnsq Server
Client 192.168.1.x/24 2.168.2.x/24
192.168.0.100 10.10.1.100
U E1/2 @ F1/3.202 A
INSIDE

—@_ OUTSIDE _
' _., .l‘.l_ IEI

[ =

Actual forwarding
192.168.3.x/24

N orE . BFFAFTDEONZ SRR , B tshow connfii PV OIRFE FEOS,
BAmME , BEERSvpf-num ( EELFEEORS ) WEOERIANS , MEFEEREvpif-
numAY$E D& R HAER, BT LLE Ashow interface detail i SR EFEOvpifE, <8R
, BRIRIEID CSCvi15290


https://tools.cisco.com/bugsearch/bug/CSCvi15290

ENH : FTD& ;RFTD*“show conn”#i 5 P B9 E R A 1%

<#root>
firepower#

show interface detail | i Interface nunber is|Interface [P|E].*is up

Interface Ethernetl/2 "INSIDE", is up, line protocol 1is up
Interface number is

19

Interface Ethernetl/3.202 "OUTSIDE", 1is up, line protocol is up
Interface number is

20

Interface Ethernetl/3.203 "DMZ", is up, Tine protocol 1is up



Interface number is

22

~ 5= : MFirepowerf  #Fhx46.5ZIASARA<9.13.x , show conn longFlshow conn detail &5 <3 i
HEREEXEZERAR AN SHER

W1

<#root>
firepower#

show conn | ong
TCP OUTSIDE: 192.168.2.200/80 (192.168.2.200/80) INSIDE: 192.168.1.100/46050 (192.168.1.100/46050), fla

Initiator: 192.168.1.100, Responder: 192.168. 2. 200

Connection lookup keyid: 228982375

W2 -

<#root>
firepower#

show conn det ai

TCP OUTSIDE: 192.168.2.200/80 INSIDE: 192.168.1.100/46050,
flags aA N1, idle 4s, uptime 1ls, timeout 30s, bytes 0
Initiator: 192.168.1.100, Responder: 192.168. 2. 200

Connection lookup keyid: 228982375

AL | MRFITME IR | show conn long ELEFEE RN E RNATHIREMHIP :

<#root>
firepower#

show conn | ong

TCP OUTSIDE: 192.168.2.222/80 (192.168.2.222/80) INSIDE: 192.168.1.100/34792 (192.168.2.150/34792), fla
Initiator: 192.168.1.100, Responder: 192.168.2.222
Connection lookup keyid: 262895



17316 A0 BB K 1k b 11 BRAT MU (ARP) & 17

WRBE KIETEMBMN T — B, M R UABR I XNEFRBHRER ( APIFHTCP SYN ) H 4k
FIEARPER |, EEIFEM T —Bk.

EEFBHNBARPEF |, BEAGT :

<#root>
firepower#

show arp

A EREREBFERBNNEN , BT UERADT

<#root>
firepower#
show arp statistics

Number of ARP entries in ASA: 0O

Dropped blocks in ARP: 84

Maximum Queued blocks: 3

Queued blocks: 0

Interface collision ARPs Received: 0
ARP-defense Gratuitous ARPS sent: 0
Total ARP retries:

182 < indicates a possible issue for some hosts

Unresolved hosts:

< this is the current status

Maximum Unresolved hosts: 2

MRE#H —SREARPRF | ATLUS A4E TARPHVHIR

<#root>
firepower#

capture ARP ethernet-type arp interface OUTSI DE



firepower#

show capture ARP

4: 07:15:16.877914 802.1Q vlan#202 PO arp

who- has 192.168.2.72 tell 192.168.2.50

5: 07:15:18.020033 802.1Q vlan#202 PO arp who-has 192.168.2.72 tell 192.168.2.50

T E |, B A% (192.168.2.50)= B AT T —86(192.168.2.72) , 1B BEARPR &

Server
192.168.2.x/24 10.10.1.100

SR 1/3.202

Client
192.168.0.100

192.168.1.x/24

INSIDE —@_ OUTSIDE /2
arp who-has 192.168.2.72 tell 192.168.2.50 =
$ arp who-has 19i 168 Mz tell 152168250

E1/3.203
152.168.3.x/24|] DMz

Eesb B B R BB IETARPEEATHY ZhBE

<#root>
firepower#

show capture ARP

2 packets captured

1: 07:17:19.495595 802.1Q vlan#202 PO
arp who-has 192.168.2.72 tell 192.168.2.50

2: 07:17:19.495946 802.1Q vlan#202 PO
arp reply 192.168.2.72 is-at 4c:4e:35:fc:fc:d8

2 packets shown

<#root>
firepower#
show arp

INSIDE 192.168.1.71 4c4e.35fc.fcd8 9
OUTSIDE 192.168.2.72 4c4e.35fc.fcd8 9

MREBARPRE |, NISERNTCP SYNBIESWRERERFER -



<#root>
firepower#

show capture CAPlI packet-nunber 1 trace

6 packets captured

1: 07:03:43.270585

192.168. 0. 100. 11997 > 10. 10. 1. 100. 80

: S 4023707145:4023707145(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
Phase: 1

Type: CAPTURE

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Phase: 14

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 4814, packet dispatched to next module

Phase: 17

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Result:
input-interface: INSIDE
input-status: up
input-Tine-status: up

out put-interface: QUTSIDE

output-status: up



output-line-status: up

Action: allow

M EFESR |, BRiEE RAction : allow , BIMETLERE T —8k , HEMBAIZRUBRAIXERFLES
| EXRERT , 4T EPacket TracerTE , RN THEEMHEEBNA L

<#root>
firepower#
packet-tracer input INSIDE tcp 192.168.0.100 1111 10.10.1.100 80

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Phase: 14

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 4816, packet dispatched to next module

Phase: 17

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Result:
input-interface: INSIDE
input-status: up
input-line-status: up



output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: drop

Dr op-reason: (no-v4-adjacency) No valid V4 adjacency, Drop-location: frame 0x00005647a4e86109 fl ow (NA)/

TEHFTHIASA/Firepowerlfx A& , LLBIHEE SR :

<tfroot>

Drop-reason: (no-v4-adjacency) No valid V4 adjacency.
Check ARP table (show arp) has entry for nexthop

, Drop-Tocation: f

AR RRMEBWMNRERE

tu%ﬁv(f)\ O#EOLEFTCP SYNKIEE , EXRNMEE OEORIEEMTCP SYNKIES , M
REMNRERESE -

ARE R E HENRE

« £ A packet-tracers capture w/trace® & B X & 20
AR BEHIE S,

- RERHAEBE,

B RIEGE R SERZBES, - KWEPHAEEASPZEF (show asp dropERiHFRIE Y
asp-drop).

- REFMCEZEH., XBRERANESABFIEE

[¢]

« ff fpacket-tracersicapture witraceE & REFE
AESURIPEL B #RIPHINAT# ., EXHIBER T
) 1B ﬂ%iﬁ%ﬁl.ﬁ%ﬁo

« show conn long 3% %i i & "NATed IP,

IR B BR IR

« {# Fpacket-tracersicapture w/trace &= & B A &0
MLEHES, BioEEXREOZOBE, 3§
HE#. UN- NAT PBRFEL B RE KA IRIEINF o

MHEaXEFEMAeEHOEA, . BERAERE,

- KWERH KIEIERER(show conn),

MRETRIEEE Y RNERTE MR ERAED




, M|{# Fclear conn address S HIEEEFRIERE
BI5TTH,

{8 F packet-tracer=fcapture w/traceZ= & Bh A #& 10

ems AR B BIE D,
SREBEBRHARE, . KB KIEASPEZ (show asp drop) A T BT
HEFNERERE,
. « KRER XIBARPEE(show arp).
HA#EO LR BARPEE, « fEfAPacket-tracer& & REFEERMNBIEL R,
T ¥ &EPh K 1% Eshow interface ip briefin T EYHIE |, H I

IE#E RS

=6 2. RBEEFHATCP SYN, RBRZEBHTCP RST

TRE RA
. Server
Client 192.168.1.x/24 192.168.2.x/24 10.10.1.100
192.168.0.100 E1/2 E1/3.202
INSIDE —@_ OUTSIDE
i s —— =

E1/3.203
192.168.3.x/24| DMZ

RIREEA - HTTPREE/EA
SZEWAVR

RIP : 192.168.0.100
DST IP : 10.10.1.100
i : TCP 80

IR

TEFTD LINAS| 2 £ J5 3R,



<#root>

firepower#

capture CAPlI int INSIDE match ip host 192.168.0.100 host 10.10.1.100
firepower#

capture CAPO int QUTSIDE match ip host 192.168.0.100 host 10.10.1.100

. Server
Client 192.168.1.x/24 192.168.2.%/24 10.10.1.100
192.168.0.100 E1/2 E1/3.202 i O
INSIDE OUTSIDE
| | =
- - . .._\\- --/’l
(cart ) o CAPO)
192.168.3.x/24] DMZ

HIR-IEThREI R
UTRRBECLIFHHIRER :

<#root>

firepower#

show capture

capture CAPI type raw-data trace interface INSIDE [Capturing -

834 bytes

1
match ip host 192.168.0.100 host 10.10.1.100
capture CAPO type raw-data interface OUTSIDE [Capturing -

878 bhytes

]
match ip host 192.168.0.100 host 10.10.1.100

CAPINZA :

<#root>
firepower#
show capture CAPI
1: 05:20:36.654217 192.168.0.100.22195 > 10.10.1.100.80:
S

1397289928:1397289928(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
2: 05:20:36.904311 192.168.0.100.22196 > 10.10.1.100.80:



S

2171673258:2171673258(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
3: 05:20:36.905043 10.10.1.100.80 > 192.168.0.100.22196:

R

1850052503:1850052503(0) ack 2171673259 win O
4: 05:20:37.414132  192.168.0.100.22196 > 10.10.1.100.80:

S

2171673258:2171673258(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
5: 05:20:37.414803 10.10.1.100.80 > 192.168.0.100.22196:

R

31997177:31997177(0) ack 2171673259 win O
6: 05:20:37.914183  192.168.0.100.22196 > 10.10.1.100.80:

S

2171673258:2171673258(0) win 8192 <mss 1460, nop,nop, sackOK>

CAPOR A :

<#root>
firepower#
show capt ure CAPO

1: 05:20:36.654507 802.1Q vlan#202 PO 192.168.0.100.22195 > 10.10.1.100.80:
S

2866789268:2866789268(0) win 8192 <mss 1380,nop,wscale 2,nop,nop,sackOkK>
2: 05:20:36.904478 802.1Q vlan#202 PO 192.168.0.100.22196 > 10.10.1.100.80:

S

4785344:4785344(0) win 8192 <mss 1380,nop,wscale 2,nop,nop,sackOK>
3: 05:20:36.904997 802.1Q vlan#202 PO 10.10.1.100.80 > 192.168.0.100.22196:

R

0:0(0) ack 4785345 win O
4: 05:20:37.414269 802.1Q vlan#202 PO 192.168.0.100.22196 > 10.10.1.100.80:

S

4235354730:4235354730(0) win 8192 <mss 1380,nop,wscale 2,nop,nop,sackOK>
5: 05:20:37.414758 802.1Q vlan#202 PO 10.10.1.100.80 > 192.168.0.100.22196:

R

0:0(0) ack 4235354731 win O
6: 05:20:37.914305 802.1Q vlan#202 PO 192.168.0.100.22196 > 10.10.1.100.80:

S

4118617832:4118617832(0) win 8192 <mss 1380,nop,nop,sackOK>



THEE R T Wireshark R BICAPIEZR,

m Time Source Destination Protocol Length  Info
1 @.600000 192.168.6.100 16.10.1.100 TCP 66 22195 » 8@ [SYN =8 Win=8192 Len=8 M55=1468 WS=4 SACK_PERM=1
28.250094 192.168.6.100 10.10.1.100 TCP 66 22196 + 8@ [SYN Win=8192 Len=8 MS5=1468 48=4 SACK_PERM=1
3 8.000732 18. .1e@ 19 1lea 54 8

Ethernet II, Src: Cisco_fc:fc:d8 (dc:de:35:fc:fc:d8), Dst: Cisco f6:1d:ae (00:be:75:f6:1d:ae
Internet Protocol Version 4, Src: 192.168.0.100, Dst: 18.10.1.108
Transmission Control Protocol, Src Port: 22195, Dst Port: 8@, Seq: @, Len: @

Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) o

1. RIR % KIETCP SYNEIEE,

2. [RIRE KIETCP RST,

3. REZREMEMTCP SYNKIES,

4. MACHEHEIETS ( EAOBIEZ L |, EMACHUE T TR HEES , BFRMACHHEE FBH X i
a0 ) 6

TEE RWiresharkHBICAPOIIX :

Mo, Time Source Destination Protoced  Length Info
12019-18-11 87:208:36.654507 192.168.6.160 14.16.1.160 TCP 76 22195 + 8@ [SYN] Win=8192 Len=@ MS5=1380 WS=4 SACK_PERM=1
2 2019-1 . . 8. 16.16.1.168 TCP 78 22196 -+ 82 [SYN] Y
32 8- 997 10.18.1.108 a4 o 58 B@ =+ 22196 [RST, Ack=1 Win=@ Len=@

58 B@ -+ 22196 [RST, AC Win=8 Len=0

ck=1 Win=0 Len=0

Frame 1: 78 bytes on wire (568 bits), 7@ bytes cap& (568 bits)

Ethernet II, Src: Cisco_f6:1d:8e (@@:be:75:f6:1d:8e)5" Dst: Cisco_fc:fcidd (dc:ide:35:fc:fcidB)
$02.1Q Virtual LAN, PRI: @, DEI: @, ID: 202

Internet Protocol Version 4, Src: 192.168.0.180, Dst: 16.108.1.168

Transmission Control Protocol, Src Port: 22195, Dst Port: 88, Seq: @, Len: @

=24

1. JRIR & KIXTCP SYNEIEZ,

2. TCP RSTEIX /A EF#ZQ,

3. RRBEMEHMTCP SYNRIEZ.

4. MACHHETE# ( ZEHOBEI L | BHAXBOUTSIDERIEMAC , LiimE~RBHRMAC ) .

BIEX2ZHRER  TUBHUTEL
« BERIEANRSEZBENTCP=ABFERERTK
s B—/EIAPFAEEHOEOMTCP RST
« BFAEEEYN EEMTHEZEE (ETFTMACHLL )

HERIRE



REpo P L RVIRIE B M — S 4/ BB R
17311 K ERIETCP RSTHIRMACH 4.

BIFTCP SYN#IEaS T B sMACETCP RSTHIEAFT M REMACEEMEE.

M CAPO_RST SERVER pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm @ BB QAesEFEL S Al

A [Apply a display filter .. <Cirl-/
No. Time Source Destination Frotocol  Length Info

1 2019-10-11 07:20:36.654507 192.168.0.100 10.10.1.1e8 TCP 79 22195 + 8@ [SYN] Seq=0 Win=8192 Len=0 M55=138@ WS=4 SACK_PERM-=1
- 22019-10-11 ©7:20:36.984478 192.168.0.100 10.10.1.100 TCP 79 22196 + 80 [SYN] Seq=0 Win=8192 Len=0 M55=1380 WS=4 SACK_PERM=1

<

> Frame 2: 7@ byte
> Ethernet II, Src
> 882.1Q Virtual J,

» Internet Protocol \.fersmn 4 5rc
s B

A a Ak 3 _harts antured ( hitz)
Cisco_f6:1d:8e (aﬂ:be:}'s:fs:ld:se) Dst:icisco_fc-_fc:da (4c:4e:35:fc:fc:ds) ||

M CAPO_RST SERVER.pcap
File Edit View Go Capture Analyze Statistics Telephony Wirele
Am @ TRE QewsEF S = QAT

] [-‘-L\pl\-‘ & display filter ... <Ctrl-/>

Mo, Time Source
12019-10-11 @7:20:36.654507 192.168.0.100

~ 2 2019-10-11 @7: g
3 2019-19-11 @7:28

Length  Info

78 22195 + 88 [SYN] Seq=8 Win=8192 Len=0 M55=1380 WS=4 SACK_PERM=1
78 22196 e 30 [S\"N] SEq 0 Win=8192 Len=0 MS5= 1330 W5=4 SACK_PERM=1
58 =1 Ack=1 Win=9

Len=

<

» Frame 3: 58 bytes _gp

> Ethernet II, Src:

> 882.1Q Virtual LANG PR J o, v

» Internet Protocol ‘Jerszon 4 Src 19 19 1.100, Dst: 192.168.6.109

» Transmission Control Protocol, Src Port: 80, Dst Port: 22196, Seq: 1, Ack: 1, Len: @

HREEEBAATHA

BAFFFEIEXN R
RIEMACR AR TN Eiffig &

TE02. LRA R M H O BIEZ,

B M Lt Wireshark ER R MNIER |, B AR B E/RTPXLEHRIEZD, REE R T —LTRHA
=R



Fe s RE Qe=sE§F 4T G & & i
n| 2 desplay - 3 -| Bxpressien...  +
Ho. Tiene Souce Destnaton Fretocol Lesgth  Infs -
1 2019-18-11 ©7:20:36.654217 192.168.0.100 10.10.1.100¢ o 66 12195 + 830 [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=4 SACK_PERM=1 l
2 2019-18-11 @7:20; 36.9094311 192.168.9.100  19.19.1.100 e 66 22196 + 30 [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=4 SACK _PERM=1 ]
>
Frame 2: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) ~
Ethernet II, Src: Clisco_fo:fc:d8 (dcide:35:fc:fcidd), Dst: Cisco_f6:ld:ae (B@:be:75:F6:1d:ae)

Internet Protecol Wersion 4, Src: 192.168.9.100, Dst: 16.19.1.100
~ Transmission Control Protocel, Src Port: 22196, Dst Port: 88, 5eq: @, Len: 8

Source Port: 22196
CAPO_RST_SERVER pca)
Destination Port: 8@ A _RST poap

[Stream index: 1] Eile Edit Yiew Go Caplure Analyze Stalistics Telephony Wireless Tools Hefp
[TCP Segment Len: @] . dm (o] % e CEE L R = _ & a8 F
Sequence mumber: @ (relative se?uence number) '.-._ T e B3 -) bpresson.. | +
[Mext sequence rumber: &  (relative sequence nu—
Acknowledgment nusber: & L Tt 9 i) pasns ol |Lmgh | Bi .A
1060 _... = Header Length: 32 bytes (8) 1 2819-18-11 67:20:36.654507 192.168.0.100  19.19.1.180 T 70 32195 + B8 [SYN] Seqs@ Wins8192 Lens@ MSS=1388 WSed SACK_PERMs1
.ﬂlp: B2 (SYH) 'I 2 2919-19-11 87:208:36.9084478 192.168.0.188 18.18.1.18@ TP TO 22106 + BB [SYN] Seqed Win=8192 Lens=@ MSS=1380 WS=4 SACK_PERM=1 v
Window size value: B192 2 :
[Calculated window size: §192] Frame 2: 78 bytes on wire (568 bits), 78 bytes captured (568 bits) ~
Checksum: @xBf7e [unverified] Ethernet II, Src: Cisco f6:1d:Be (@9:be:75: d:8e), Dst: Cisco fo:foidd (ﬂ-c'.ﬂe:kS:Fc:Fc:dso
[Checksum Status: Unverified] 882.10 Virtual LAN, PRI: @, DEI: @, ID: H}@
Urgent polnter: @ Internct Protocel Version 4, Src: 192.168.0.100, Dst: 10.10.1.100
~ Options: (12 bytes), Maximum sepment size, No-Opel v [Transmission Control Protocol, See Port: 22106, Dst Port: 88, Seq: 6, Len: @
TEP Cption - Maximus sepment size: 1460 bytes Source Port: 22196
TCP Option - Mo-Operation (MOP} Destination Port: B9
TEP Option - Window scale: 2 {multiply by 4) [Stream index: 1]
TEP Option - Mo-Operation (MOP) [TCP Segment Len: @]
TCP Option - Wo-Operation (NOP) Sequence number: @ {relative sequence number)
TCP Option - SACK permitted [Next sequence number: @ {relative sequence nusber)]
o7 fcknowledgment number: @
Q Ethesnat (ath], 14 bytes

1808 .... = Header Length: 32 bytes (8)

Flags: Bx202 (SYN)

Window size walue: 8192

[talculated window size: 8192)

Checksum: @x26df [wnverified]

[Checksum Status: Unverified]

Urgent pointer: @

~ Options: {12 bytes), Moximus segment size, No-Opecgfion (WOP), Window scale, Mo-Operation (NOP), No-Operation (WOP), SACK permitted

TCP Option - Maximum segment size: 1380 bytes
TCP Option - Mo-Operation (NOP)
TCP Option - Window seale: 2 (multiply by 4)
TCP Option - Mo-Operation (NOP)
TCP Optisn - Mo-Operation (NOP)

O 7 CAPO_RST_SERVER.pcap Fockets: 11~ Displayed: 11 {100.0%) Profils: Befaul

1. NAETE,. Z—FH , XHEFLFVPNMEE, XERTRATHESHENRBREN
Rig% EHRAH,

. IR BA R B — AR 0/ BRdot1Q3R 3k |, BB ENKE LB 5ITE,

. MACtb it R [E,

CMREFHRREFEOLINTH , MTESFEdot1QIRk,

 IIENATS UG Ottt IR (PAT) N A THIES , NPt &BFIRE.

MR HEBRANATEPAT , MR O B fswm O R TR,

. IR IEEE A Wireshark Relative Sequence Numberi 3l , & & EIPHF KGR TFHHRFSS
(ISN)BEHLIL TSR TCPF 55 /HIAE .

HETCPAM WAL AR, Bl , By IBERINETCPR R DR K/INMSS)E k791380 , LAk
FAEMBREPHNERESS ﬂo

173h3.1E B MY IR IR

WMRTEE , FERBASHIRBIE. WRTESII , WK TEEFEITE NV HREE, LBERE
WAF#E &3 TTCP RST ( 2B MRS HRERBEFHEMIRE? ),

~NOo O WN

co

=24 3.3kH — P LKIHMWTCP=XiEF+ RST
TEIZ A :



Client 192.168.1.x/24 192.168.2.x/24
192.168.0.100 E1/2 g F1/3.202

P — INSIDE —@_ OUTSIDE
N ——=

E1/3.203

192.168.3.x/24| DMz

B ER : HTTPAEE/EA
ZEWHR

JRIP : 192.168.0.100
DSTIP : 10.10.1.100
i : TCP 80

RO

FEFTD LINAS|ZE L /5 FH#3R,

<#root>
firepower#

capture CAPlI int INSIDE match ip host 192.168.0.100 host 10.10.1.100
firepower#

capture CAPO int QUTSIDE match ip host 192.168.0.100 host 10.10.1.100

Client 192.168.1.x/24 192.168.2.x/24
192.168.0.100 E1l/2 g E1/3.202

= B OUTSIDE
[ - 2

192.168.3.x/24| DMZ

WIR-FEURET R
L BEERR P ARERAN TR F .
3.1 -KRBEFFIRNTCP=REBEF+IERST

MERR , B AIEHIRCAPIFICAPOB EHENHIEA,

Server

10.10.1.100
i Y

=]

S/

Server

10.10.1.100
S

=]




™ Tima Source Destination Frotoced Length  Info
2 201%9-18-13 17:06:27.874045 192.168.0.18¢  109.19.1.180 TP 66 48295 + B8O [SYN] Seq=179631561 Win=8192 Len=0 M55=1460 Wi=4 SACK_PERM=1
3 2019-10-13 17:06:27.874741 19.10.1.1068 192.168.0.108  TCP 66 50 - ABXO5 [SYN, ACK] Seq=3838911937 Ack=179631562 Win=8192 Len=0 M55=1380 W5=256 SACK_PERM=1

TP 54 48295

4 2019-18-13 17:86:27.875183 192.163.9.18@ 108.10.1.180 + B8 [ACK] Seq=179631562 Ack=3338911938 Win=66248 Len=0

L 17 2019-10-13 17:06:47.943631 192.163.0.160  10.10.1.100 P 15T, ACK] Se 3838911938 Win=0 Len=8

1. TCP=RIBFLBIIBH A%,

2. RS ESEREHMSYN/ACK,

3. B im EFIEMACK,

4. RA20¥W G , BEFWBFEH RKIETCP RST,

HERIRE

REDFIHMREE TR — SR/ DRIBEE,

1701 RATRESRIE A A R Im 2 T 3R

B KB IR R A RS SR AN EE FIHRACK, XRETUTEX !

AR S5 2R EFZ B SYN/ACK,
- BEPImEFERACK,
s BFIHREEAEHIEZ A KIETCP RSTHFIN/ACK,

HRS SR EHITHIRRETE RRE, RETCPZREFHNEFIWACKMNREE

I 26 7.636612 192.168.8.1688 168.16.1.168 TCP 66 55324288 [SYN] Seq=433281323 Win=8192 Len=8 MS5=1388 WS=4 SAC..
29 7.637571 18.18.1.1e6 192.168.8.18@ TCP 66 88255324 [SYN, ACK] Seq=4863222169 Ack=433201324 Win=8192 Len..
3@ 7.938152 192.168.08.188 18.16.1.16868 TCP 66 5532528@ [SYN] Seq=3661974990 Win=8192 Len=@ MSS5=13808 WS=4 SAC..

31 7.938221 16.1e.1.1ee 192.168.8.160 66 8@+55325 [SYN, ACK] Se 6197508 Win=8192 Len..

3.2-TCP=REF+RBAFFIRAMIEIRFIN/ACK +K B RS RAVEERRST

WEFR , B K IEHIRCAPIMICAPOZ S RN BIE .

25 2819-18-13 17:87:06.853334 192.168.0.160 18.10.1.10d TCP 66 48299 + 80 [SYN] Seq=3239914802 Win=8192 Len=0 MSS=1460 WS=4 SACK_PERM=1

38 2819-19-13 17:87:09.854844 10.16.1.108 192.168.0.188 TCP 66 30 + 48209 [SYN, ACK] Seq=808763519 Ack=3239914003 Win=8192 Len=8 MSS=1388 WS=256 SACK_PERM=1
31 2819-19-13 17:87:09.855287 192.168.0.18¢ 10.19.1.109 TCP 54 48299 + 8@ [ACK] Seq=3239314803 Ack=888763520 Win=66248 Len=@

34 2819-19-13 17:87:14.856996 192.168.9.180 10.19.1.189 2 54 48299 » 88 [FIN, ACK] Seq=3239914803 Ack=B83763520 Win=66248 Len=8

9 16.18.1.188 192.168.0.168 CP 54 80 » 482 A5T] Seq B Win=@ Len=@

1. TCP=REF BT X1k,
2. A58 fE , B inRIEFIN/ACK,
3. RA20W 5 , RFBELMFH RIETCP RST,



BEFEHRER , JUME  SATEBEIHXENTCPZREF , BEFE MK EMNKREES
REF (EFfERIRBELER) .

EERNRE
5413.148[E
3.3-KBEFIHNTCP=RIEF+HEIBERST

WEAAR , B XIEHIRCAPIFICAPOZ E MBI BIE S,

No. Time Source Destination Protocol Length Info

| 129 2019-18-13 17:99:20.513355 192.168.0.160 10.10.1.106 TCP 66 48355 » 80 [SYN] Seq=2581697538 Win=8192 Len=@ M55=146@0 WS=4 SACK_PERM=1
136 2019-16-13 17:09:20.514011 10.10.1.100 192.168.0.190 TCP 66 88 » 48355 [SYN, ACK] 5eq=1633018698 Ack=2581697539 Win=8192 Len=0 M55=1

131 2819-18-13 17:989:20.514438 192.168.0.1080 10.18.1.160 TCP 54 48355 » 86 [ACK] Seq=2581697539 Ack=1633018699 Win=66248 Len=0
132 2819-18-13 17:99:39.473089 192.168.0.108 10.108.1.1880 G 54 48355 » 80 [RST, ACK] Seq=2581697939 Ack=1633018699 Win=0 Len=@

a4

1. TCPZREBEF LB N ik,
2. K205 , BEFmHBFEH KIETCP RST,

BREFEXLEHIREE , TUBHUATER
« 5-20¥jE , —MAWBRFHREL LLEE,

HEENERE
5513.138[E
3.4 -RBRFF|OTCP=EF+AIRIRST

WEFR , R EHIRCAPIMICAPOR I B X EHIES.

No. Time Source Destination Frotocol Length Info
26 2819-10-13 17:07:67.104410 192.168.9.160 10.16.1.100 TCP 66 48300 » 80 [SYN] Seq=2563435279 Win=8192 Len=@ MS5=146@ WS=4 SACK_PERM=1
27 2819-10-13 17:67:67.185112 18.16.1.166 192.168.0.100 TCP 66 8@ - 48308 [SYN, ACK] Seq=3757137497 Ack=2563435288 Win=8192 Len=0 M55=1380
28 2819-18-13 17:87:87.185554 192.168.0.160 10.10.1.108 TCP 54 dSBQﬁ e SB [P.(K] Seq 25631‘135238 A-cl( 3?5713?4‘38 Win=66248 Len=0

41 2619-16-13 17:87:087.106325 10.16.1.1886 192.168.8.188 TCP

=24

1. TCP=REF B PL X,
2. EACK# AL /LEWE , RSHFLRKH—1TCP RST,

HEERNIRE
BRE - RABEFIE RS SR TR,

KBRS EMWENRTCP RSTAIAER RAIETCP RSTHR AT EEHERSERIER, BRRFSER
S HWETCP RSTHIRR,



=H 4 KBEFIKIWTCP RST

TEERA :
Client 192.168.1.x/24 192.168.2.x/24
192.168.0.100 El/2 g E1/3.202

INSIDE OUTSIDE

-

192.168.3.x/24 | E1/3.203
DMZ

BB - HTTPARE/ER.
ZEMHR

JRIP : 192.168.0.100
DSTIP : 10.10.1.100

i : TCP 80

RO

FEFTD LINAS|ZE L )5 A H#3R,

<tfroot>

firepower#

capture CAPl int INSIDE match ip host 192.168.0.100 host 10.10.1.100

firepower#

capture CAPO int QUTSIDE match ip host 192.168.0.100 host 10.10.1.100

Client 192.168.1.x/24 192.168.2.x/24
192.168.0.100 E1l/2 g E1/3.202

— INSIDE [
e

192.168.3.x/24

-

DMZ

WIR-FEURETR

LR RCAPINE,

E1/3.200 | CAPO

o

Server

10.10.1.100
A

=]

Server
10.10.1.100
N

=




<ffroot>

firepower#

show capture CAPI

14 packets captured

coNOUVIDA WN R

12:

12

12:
:12:

12

12:
12:

12

12:
: 12:
1 12
: 12:
: 12:
1 12

32:
132:
32:
32:
132:
32:
32:
132:
32:
32:
132:
32:
32:
132:

22.
23.
23.
25.
25.
26.
26.
26.
31.
31.
31.
32.
32.
32.

860627
111307
112390
858109
868698
108118
109079
118295
859925
860902
875229
140632
159995
160956

14 packets shown

LT RZCAPORE :

<#root>
firepower#

show capt ure CAPO

11 packets captured

12:
12:
12:
12:
12:
12:
12:
12:
12:

32:
32:
32:
32:
32:
32:
32:
32:
32:

22.
23.
23.
25.
25.
26.
26.
31.
31.

860780
111429
112405
858125
868729
108240
109094
860062
860917
: 12:32:32.160102

11: 12:32:32.160971
11 packets shown

O oo NOYUVLIDS WN R

=
o

F);Ki%lz H /&;\M?LZ]_\ .

<tfroot>

firepower#

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

[eNeNeNoNeNoNoNeNolNoNeNolNoNe]

.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.

47078
47079
47079
47078
47078
47079
47079
47079
47078
47078
47078
47079
47079
47079

1Q vlan#202
1Q vlan#202
1Q vlan#202
1Q vlan#202
1Q vlan#202
1Q vlan#202
1Q vlan#202
1Q vlan#202
1Q vlan#202
1Q vlan#202
1Q vlan#202

PO
PO
PO
PO
PO
PO
PO
PO
PO
PO
PO

VVVVVVVYVVVYVYVVYVY

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

[eNeNelNolNoNolNolNoelNolNo Nl

RPRRPRRPRRPRRRPRRRRRRRR

.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.

.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.

80:
80:
80:
80:
80:
80:
80:
80:
80:
80:
80:
80:
80:
80:

47078
47079
47079
47078
47078
47079
47079
47078
47078
47079
47079

AWnNxI0VAOIOIWNZIOTAOWNVLITNnLAIOTOUVL WK

VVV YV V VYV VYVVY

4098574664 :
2486945841:
3000518858
4098574664 :
1386249853:
2486945841:
3000518858
3000518858
4098574664 :
1386249853:
1386249853:
3000518858
2486945841:
3000518858

4098574664 (0)
2486945841(0)
3000518858(0)
4098574664 (0)
1386249853 (0)
2486945841(0)
3000518858(0)
3000518858(0)
4098574664 (0)
1386249853 (0)
1386249853 (0)
3000518858(0)
2486945841(0)
3000518858(0)

win 8192
win 8192
win 0
win 8192
win 0
win 8192
win 0
win 0
win 8192
win 0
win 0
win 0
win 8192
win 0

<mss
<mss

<mss

<mss

<mss

<mss

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

RPRRPRRRRRPRRRRR

.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.
.100.

80:
80:
80:
80:
80:
80:
80:
80:
80:
80:
80:

eIVl v B Vo I~ B Vo - v B Vo B~ e B Vo R Vo |

1386249852:
3000518857
3514091874:
1386249852:
2968892337:296889233
3822259745:382225974
40865466:40865466(0)
4294058752:429405875
1581733941:158173394
4284301197:428430119
502906918:502906918 ('

138624985
300051885
351409187
138624985



show log | i 47741

Oct 13 2019 13:57:36: %FTD-6-302013: Built inbound TCP connection 4869 for INSIDE:192.168.0.100/47741 (
Oct 13 2019 13:57:36: %FTD-6-302014: Teardown TCP connection 4869 for INSIDE:192.168.0.100/47741 to OUT

TCP Reset-0O from | NSI DE

Oct 13 2019 13:57:39: %FTD-6-302013: Built inbound TCP connection 4870 for INSIDE:192.168.0.100/47741 (
Oct 13 2019 13:57:39: %FTD-6-302014: Teardown TCP connection 4870 for INSIDE:192.168.0.100/47741 to OUT

TCP Reset-0O from | NSI DE

Oct 13 2019 13:57:45: %FTD-6-302013: Built inbound TCP connection 4871 for INSIDE:192.168.0.100/47741 (
Oct 13 2019 13:57:45: %FTD-6-302014: Teardown TCP connection 4871 for INSIDE:192.168.0.100/47741 to OUT

XL HERBPE—PREBHAEINSIDEEOWTCP RST
Wireshark F BYCAPIFE3R :

E—NTCPEERZE , MEFTR.

Ha. Time Source Destination Protocol Length Info
12819-18-13 14:32:22.860627 192.168.0.160 10.10.1.168 TCP 66 47078 » 88 [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=4 SACK_PE™" ~
22 5 (-1 [ i Len=8 M55=1468 WS=4 SACK_PE

54 47879 0 [RST 5135 7 Win=@ Len=@

Mark/Unmark Packet
lgnore/Unignare Packet
Set/Unset Time Reference
Time Shift...

Packet Comment...

Edit Resolved Name

Apply as Filter
Prepare a Filter
Conversation Filter
Colorize Conversation

;i g a ] . 2 P el
02.168.0.180 18.10.1.100 P 54 47879 I] Seq=5135 Fallow

Copy

Protocol Preferences
Decode As...
Show Packet in Mew Window

FEWireshark T , S E|4E>EET>HI> TCP |, BUHEEMEX FHISED ( WEMTR ) .



M Wireshark - Preferences ? =
Steam HS D & || o iesion Control Protocod '“
::_': [*] show TCP summary in protocol tree
STUN [] validate the TCF checksum if possible
SUA [#] AMows subdéssactor to reassemble TCP streams
sV [«] Analyze TCF sequence numbers
::EE HROPH IE Relative sequence numiers
Synergy Sealing factor bo use when not svailable from capture Mot known e
Syslog [] Track number of bytes in flight
I.3B8 [«] calculate comversation timestamps
::EE:CCE*- [] Try heuristic sub-dissectors first
TALI [] tgnore TCF Timestamps in sammary
TAPRA [«] Do not call subdissectors for error packets
TCaP [«] TP Experimental Options with a Magic Humbser

:‘ - (] oisplay pﬂ:lmss infipnmiation via IPFIX .
L » . TCF UDF port _l:I o
et | e

TEERCAPIHHERHFNE-—NMRNAR

' [bepustream eq 0
Ko, Timae Spuroe Deshinabon Protoood  Lengfh Info

1 215-18-13 14:32:22 860627 192.168.8.188 18.18.1.108 TP 66 ATATE + B0 [5YN] SeqedB08574664 WinsE8192 Lens8 M5S5-1468 WS=4 SACK _PERMs1

Frase 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

Ethernet II, Sre: Cisco_fo:fc:dB (dc:de:35:fc:fc:dB), Dit: Cisco_f6:1d:ase (80:be:75:F6:1d:ae)

Internet Protocol Wersion 4, Src: 191.168.9.100, Dst; 10.10.1.100

~ Transeission Control Protecel, Src Port: 47078, Dst Port: B89, Seq: 4998574664, Len: © ]

Source Port: 47478
Destination Port: 26
[Stressm index: @]
(TCP Segment Len: 8] e
Sequence nusber: 48585746064
[Mext sequence nusber: AR9E574664]
heknow ledgment nusber: @
1980 ..., = Header Lemgth: 32 bytes {83
Flags: @@z (5YN) |
Window size valus: B192
[Calculated window size: 81%2]
Checksum: @xBedl [unverified]
[Checksium Status: Unverified]
Urgent pointer: @
Options: (12 bytes), Maximum segment size, Mo-Operation (NOP), Window scele, Mo-Operation (MOP), Mo-Operation (NOP), SACK persitted
[ Timestamps ]

Eg =y

1. EP iR AIETCP SYNHIEE,
2. BB RETCP RSTHIE S,
3. TCP SYN¥IREH F 55 {E % T4098574664,



CAPOBIRAME—RES

No. Tirme Source Destination Protocol Length  Info
‘l 2019 10 13 14 32:22. 360?80 192 168, B 1% 19 w 1 1'30 TCP ?G 4?6?8 > 3@ [SYN] ieq 1386249352 ‘192 l_en 0 HSS 1330 H5—4. SA(K F’ERI"‘I 1

5 2019-18-13 14:32: 68720 192_.168.0.100 10.10.1.108 TCP 58 47078 -+ 80 [RkT] Seq=2968892337 Win=0 Len=0@

Frame 1: 78 bytes on wire (56@ bits), 7@ bytes captured (56@ bits)
Ethernet II, Src: Cisco_f6:1d:8e (@@:be:75:f6:1d:8e), Dst: Cisco_fc:fc:dB (dc:de:35:fc:fc:dB)
802.1Q Vvirtual LAN, PRI: @, DEI: @, ID: 202
Internet Protocol Version 4, Src: 192.168.6.100, Dst: 10.10.1.168
v Transmission Control Protocol, Src Port: 47878, Dst Port: 88, Seq: 1386249852, Len: @

Za:

1. BPImAIATCP SYNBIEE., B AEBEYL S EISN,
2. BPURARIATCP RSTHIE .

BEXMMERER | TUEHUTS

s BERIRMRESE/ZEEETCPZRET,
« HE—RBEEFHRMTCP RST, CAPIEIRFHMTCP RSTE 5B {E 71386249853,

HERIRE
B FIHBIREEERE -SSR PRIBEES
1TE1 HWREF iR.

BIFE Adm LSRR , BRANAINMREE R, XIRETE/ImAIEEN 1386249853 (
HLISN ) BITCP RSTiXx—53% .

o, Time Source Destination Protocol Length Info 1

— 19 6.848337 152.168.6.168 16.18.1.166 TCP 66 47075+8@ [SYN] Seq=4893574664 192 Len=8 M55=1468 W5=4 SACK PERM=1

31 9.848184 192.168.6.168 1a8 x = 3

L

1. BB ZETCP SYNBIES, B35 54098574664 , S1ER X EINSIDESE O (CAPI) L& 3
W F5S R

2. 5 —/MACKE % 13862498534 TCP SYN/ACK ( A FISNBEHLIL , Fit & HIUXFER ) o 1
By KIEHIRPEF T BIED

3. P &ETCP RST , BH B2 KEIACKE 740985746658 SYN/ACK , B UK B (&
11386249853

ERABAUBERTA



TCP SYN
. """"4""T!!1!ﬂ'f'7!5""""'TE!1E91'7!!"""""""".' Server
Client . i 4 . L. X 10.10.1.100

192.168.0.100 E1/2 \ E1/3.202
INSIDE OUTSIDE |

TCP SYN/ACK

T2 REEF M A2 EHEEE.
#iA

« FHIRPEIHMACH I RTUHEAKIMACHE 1L,
o TEREE K5 B 7 i 2 (R B B R X R

HEREEERT  RSTREUTHABENEF/HZANIRE , MARMNEPFERINHEH,. BHE
AT —NEBERE

Client (1)

192.168.0!

192.168.2.x/24

L E1/3.202
OUTSIDE

TCP S
192.168.1.x/24

TCP SYN/ACK

EXMERT , HREESHRNS, TETCP SYNHKIESMRMACH 1t 5STCP RSTHYRMAC 1 31k
R TCP SYN/ACKHIEEH B ®IMACHEIE 2 BIHY X B -

<#root>

firepower#

show capture CAPI detai
1: 13:57:36.730217

4c4e. 35fc. fcd8

00be.75f6.1dae 0x0800 Length: 66
192.168.0.100.47740 > 10.10.1.100.80: S [tcp sum ok] 3045001876:3045001876(0) win 8192 <mss 1460,
2: 13:57:36.981104 4c4e.35fc.fcd8 00be.75f6.1dae 0x0800 Length: 66
192.168.0.100.47741 > 10.10.1.100.80: S [tcp sum ok] 3809380540:3809380540(0) win 8192 <mss 1460,
3: 13:57:36.981776 00be.75f6.1dae

a023. 9f 92. 2a4d

0x0800 Length: 66
10.10.1.100.80 > 192.168.0.100.47741: S [tcp sum ok] 1304153587:1304153587(0) ack 3809380541 win
4: 13:57:36.982126



a023. 9f 92. 2a4d

00be.75f6.1dae 0x0800 Length: 54
192.168.0.100.47741 > 10.10.1.100.80:

R

[tcp sum ok] 3809380541:3809380541(0) ack 1304153588 win 8192 (ttl 255, id 48501)

%6 5 EBTCPIEH (HR1)

&) 5% B -

EM10.11.4171HEH10.77.19.11 Z MIWSF TP HE18., BRMA TN Z AN R/INEILBW)A

100 Mbps , 184% % %& E R EiE5 Mbps.

Bt , £4010.11.2.124F172.25.18. 134 2 A £ HIREEREB Z,

B2
BATCPRMERREHEERS RILRIA(BDP)RE. BFETRMERANLR :

TCP Window (Bytes)

Max Single TCP Flow Throughput [bps] =
RTT (Seconds)
EXBDPHEZFMER , BRHFULEEER :

« RAALBENESEE N1Gbps . BRI N AREF B R EHA10Mbps ?
+ BRKSEC-3021 -5 % -g& A ULBH X &4 B

R 1.&Z8ER

TERERAH:

Client

10.11.4.171
OUTSIDE

SR

RIP : 10.11.4.171

x 8 [bits/Byte]

Server
10.77.19.11



https://www.cisco.com/c/en/us/support/docs/ip/transmission-control-protocol-tcp/200943-Why-Your-Application-only-Uses-10Mbps-Ev.html
https://www.cisco.com/c/en/us/support/docs/ip/transmission-control-protocol-tcp/200943-Why-Your-Application-only-Uses-10Mbps-Ev.html
https://www.cisco.com/c/en/us/support/docs/ip/transmission-control-protocol-tcp/200943-Why-Your-Application-only-Uses-10Mbps-Ev.html
https://www.cisco.com/c/en/us/support/docs/ip/transmission-control-protocol-tcp/200943-Why-Your-Application-only-Uses-10Mbps-Ev.html
"	BRKSEC-3021 - Advanced - Maximizing Firewall Performance
"	BRKSEC-3021 - Advanced - Maximizing Firewall Performance

DSTIP : 10.77.19.11

Y : SFTP(FTP over SSH)
HIRD

TEFTD LINAS| 2 Lt /5 3R :

<#root>

firepower#

capture CAPI int |INSIDE buffer 33554432 match ip host 10.11.4.171 host 10.77.19.11

firepower#

capture CAPO int QUTSIDE buffer 33554432 match ip host 10.11.4.171 host 10.77.19.11

A 25 . FPIoFIFP21xdiiEk F ILINAB B S FTDMBIE Tt 5 R R, HERR AL (B
FTDEREE ) MR , TOEFPxFFP21xxxF & LB ALINAIK, BRTEREVME
BN EBRBIEN | B FSPANSRHWS B 2i8E . BRIREEID CSCvo30697HiBR T

[ ALp =g

<#root>

firepower#

capture CAPlI type rawdata trace interface inside match icnp any any

WARNING: Running packet capture can have an adverse impact on performance.

HEERIRE

A& HI HEVIRAE B E# — S/ RIESEE .

AR E(RTT)ITE

Bt K BECRRIAERETY


https://tools.cisco.com/bugsearch/bug/CSCvo30697

3 6.000168 19.11.4.171
4 8.877a68 19.77.19.11
> 9.080152 16.11.4.171
6 8.000244 16.11.4.171
7 8.871545 16.77.19.11
8 8.880153 16.11.4.171
0 9.841288 16.77.19.11
1@ 6.800168 19.11.4.171
11 9.938165 19.77.19.11
12 ©.800168 16.11.4.171

£

> Frame 1: 7@ bytes on wire (560
» Ethernet II, Src: Cisco f8:19:f
> $82.10Q Virtual LAN, PRI: @, DEI
» Imternet Protocol Version 4, Sr

 Protocol Length Window size value

Mark/Unmark Packet

Ignore/Unignore Packet 58 49680 |
Set/Unset Time Reference a0 49680 ¢
Time Shift... 58 49680 |
Packet Comment... Ba 49680 $

- 58 49688 |
Edit Resolved Name 538 49680 |
Apply as Filter » 738 49680
Prepare a Filter ¥ 58 40680 :
Comversation Filter ¥ 28 49680 f
Colorize Conversation L 82 43688
sCTP r
Follow »  TCPStream

o UDP Stream

Sopy aol Stream
Protocol Preferences k HTTP Stream

EHWiresharkl @ , ERA LRXERBIEEUARNPHE. XELTRTTHITE !

Al 2 [¥ Main Toolbar

W [Apply o di | Filter Toolbar

No. el Status Bar

-‘,

30,
40. %
5@. %

Full Screen F11

Packet List
Packet Details
Packet Bytes

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

60.  fime Display Format

70. Mame Resolution
8a.
9a. Zoom
;? : Expand Subtrees Shift+Right
= g' Collapse Subtrees Shift+Left
: Expand All Ctrl+Right

QR Q QIF

Protocol Length  Window size value Info

TCP 58 49680 39744 + 22 [ACK] Seq=1737026094

SS5Hv2 80 496808 Server: Protocol (SSH-2.8-Sun_SSI

TCP 58 49680 39744 » 22 [ACK] Seq=1737926094
Date and Time of Day (1970-01-01 01:02:03.123456) Ctri+Alt+1
Year, Day of Year, and Time of Day (1970/001 01:02:03.123456)
Time of Day (01:02:03.123456) Ctrl+Alt+2
Seconds Since 1970-01-01 Ctrl+Alt+3
Seconds Since Beginning of Capture Ctri+Alt+4
Seconds Since Previous Captured Packet Ctri+Alt+5

[®  Seconds Since Previous Displayed Packet Ctrl+Alt+6

RTTAUBER E2NMNHFEERR (—NMEMER , —ME@MB#HR ) BN EEXRITE, EXHER
T, BRESNE R X IESKESYN/ACKEIESMIEE ( RSES ) ZEMIRTT, Packet #3.% "B
KiEEREACKBIESHIRE ( BFIRK ) 2EHORTT, EINHEMNKETUE TG RIERTT

10.11.4.171

3 0. 000168

18.77.19.11 TCP 58

48.877868  18.77.19.11 18.11.4.171 5SHv2 88
58.800152 10.11.4.171 18.77.19.11 TP 58
69.000244  10.11.4.171 16.77.19.11 S5HvZ a8
78.871545  10.77.19.11 198.11.4.171 TCP 58
8 9.900153 10.11.4.171 18.77.19.11 55Hv2 538
99.041288 10.77.19.11 18.11.4.171 SSHv2 738
19 @.890168 10.11.4.171 18.77.19.11 TCP 58
11 6.830165  18.77.19.11 16.11.4.171 TP 58
12 9.880168  10.11.4.171 16.77.19.11 55Hv2 a2

49630 39744 + 22 [ACK] Seq=1737026094 Ack=835172682 Win=49680 Len=0
49680 Server: Protecol (SSH-2.@-Sun_SSH_1.1.8)

49688 39744 + 22 [ACK] Seq=1737026094 Ack=835172704 Win=49682 Len=8
49688 Client: Protecol (SSH-2.@-Sun_55H_1.1.4)

40680 22 + 39744 [ACK] Seq=835172704 Ack=1737026116 Win=49680 Len=0
49688 Client: Key Exchange Init

49688 Server: Key Exchange Init

49680 39744 + 22 [ACK] Seq=1737026596 Ack=83517338B4 Win=49580 Len=8
40688 22 + 39744 [ACK] Seq=B351723B4 Ack=1737826596 Win=49688 Len=8
49688 Client: Diffie-Hellman Group Exchange Request

RTT = 80E®



TCPEOXR/PMITE
BRIFTCPHIER , ABEBIFTCPHRL , BikiZECalculated window size , AAFIEZEApply as

Column :

w Transmission Control Protocol, Src Port: 22, Dst Port: 39744, Seq: 835184024, Ack: 1758869303, Len: 32
Source Port: 22
Destination Port: 39744
[Stream index: @]
[TCP Segment Len: 32]
Sequence number: 835184024
[Hext sequence number: Z35184856]
Acknowledgment number: 1758069388
8161 .... = Header Length: 28 bytes (5)
* Flags: ©w@18 (PSH, ACK)
Window size value: 49688
[Calculated window size: 496881

[Window size scaling factor: | Expand Subirees
Checksum: 8x2bd% [unverified] Collapse Subtrees
[Checksum Status: Unverified] Expand All
. Hmmamd nafabon. A Collapse All
2 ¥ The scaled window size (if scaling has been
[ Apply as Column

¥ &ECalculated window size valuedl , EEETCPAFEHRIN R AE O K/ME, BB A LUERSIE
MHNESEF,

NSRS T #hi(server > client) , MAFRERSFH[EETHE. BSB/ETHNRAEQKNMER
ETREBHHEAREREE,

EXfERT , TCPE O X/ R=50000FF

ll |Apply & display filter ... <Ctrl-)

Ho. Tima Source Dastination Protoecol  Length leulated window size Infa
[34.. 9.000091 16.11.4.171 18.77.19.11 TCP 58 40680 39744 + 22 [ACK] Seq=1758069341 Ack=83
|24... B a716a85 l'ﬂ ?? 19. 11 19.11.4.171 TCP 58 49680 22 » 39?44 [P.(K] Seq 335134152 A-l:k-l?S
|24.. 9.088443 10.11.4.171 18.77.19.11 SSHv2 98 4963@ [llent E Encrypted pac kEt { len: 32}
|24.. 9.871666 16.77.19.11 16.11.4.171 SSHv2 154 49688 Server: Encrypted packet (len=96)
|24.. ©9.944850 10.11.4.171 18.77.19.11 TCP 58 49680 39744 + 22 [ACK] Seq=1758069308 Ack=83
|24.. ©9.873605 16.77.19.11 16.11.4.171 SSHv2 2] 49680 Server: Encrypted packet (len=32)
|24.. 9.988747 10.11.4.171 18.77.19.11 5SHv2 98 49680 Client: Encrypted packet (len=32)

RIEXLEE , #ﬁ)ﬂ“”ﬁﬁi&%ﬂ”"‘ﬁ , BALRBEXERAF T I URTHZAEIRLHR
: 50000*8/0.08 = 5 MbpsHy & K iLH 7L

XEEFIRELLRG P ATER T RAETE,

FRRETCP=XREF, Wik (EEENRRSH ) BEFTEORMREC , XBW®RE20=1(EX&E
A%M ) o XEXMERER>SLERERIE



No, Time Source Destination Protocol Length Window size value Info

» Frame 2: 7@ bytes on wire (568 bits), 70 bytes captured (56@ bits)

» Ethernet II, Src: Cisco_1f:72:de (0@:5d:73:1F:72:de), Dst: Cisco_f8:19:ff (80:22:bd:f8:19:Ff)

» 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 182

» Internet Protocol Version 4, Si 9.77.19.11, D:
Source Port: 22
Destination Port: 39744
[Strean index: @]
[TCP Segment Len: @]
Sequence number: 335172681
[Mext sequence number: 835172681)
Acknowledgment number: 1737026894

1804 . = Header Length: 32 bytes (8}

16.1

171

Window size value: 49680
[Calculated window size: 4968@]
Checksum: @xa9lb [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
v Options: (12 bytes), Maximum segment size, Mo-Operation (NOP), Window scale, No-Operation (NOP), Mo-Operation (NOP), SACK permitted
» TCP Option - Maximum segment size: 1388 bytes
> TCP Option - No-Operation (NOP)
l » TCP Option - Window scale: @ (multiply by 1)]
> TCP Option - No-Operation (NOP)

WE , EEAERS SR EHREE  BIARESwindow scale = OWARS S , AREFEREE (RE
ARSS B SR LA T MR NI AT BLIRAE ) &

e 2 REEH

ME , URMNRKEBHFAFR (BIR—MEZREER ) -
b -

. Server
Client _ 172.25.18.134
10.11.2.124 _ A —

S
:

MM

INSIDE OUTSIDE

=]

BIP 1 10.11.2.124
DSTIP : 172.25.18.134
Y : SFTP(FTP over SSH)

EFTD LINAS| 2 5 R 3k

<#root>

firepower#

capture CAPI int |INSIDE buffer 33554432 match ip host 10.11.2.124 host 172.25.18.134
firepower#

capture CAPO int QUTSI DE buffer 33554432 match ip host 10.11.2.124 host 172.25.18.134



ERAE(RTT)ITE : EXfERT , RTT=300EH,

Ho. Time Source Destination

3 6.080137 19.11.2.124 172.25.18.134

40.003784 10.11.2.124 172.25.18.134 S5Hv2 91
5 6.266863 172.25.18.134 10.11.2.124 TCP 78
& 8.8135880 172.25.18.134 19.11.2.124 S5Hv2 91

TCPEOXRDITE : RFB[ESTCPE OBMEAIT,

> Internet Protocol Version 4, Src: 172.25.18.134,

Dst: 18.11.2.124

Source Port: 22
Destination Port: 578493

[5tream index: @]

[TCP Sepment Len: @)

Seguence number: 661963571

[Hext sequence number: 661963571]
Acknowledgment number: 1779516295

1818 .... = Header Length: 48 bytes {18)

Window size wvalue: 14488
[Calculated window size: 14488]
Checksum: Bx6497 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
v Options: (2@ bytes), Maximus sepment size, SACK permitted, Timestamps, MNo-Operation (NOP), Window scale
» TCP Option - Maximum segment size: 1388 bytes
» TCP Option - SACK permitted
» TCP Option - Timestasmps: TSwal 398233200, TSecr 981650424
p
»

TCP Option - No- |
TCP Option - Window scale: 7 (multiply by 128) | |

» [SEQFACK analysis]

ARS5 BRI TCPE O R/ A= 16000007 T :

W [2poly a display fiter ... <Crl-/>

@.266847 J172.25.18.134 18.11.2.124
8._2686889 J172.25.18.134 18.11.2.124

erver: Encrypted pac

B. eaeaTo 172.25.18.134 18.11.2.124 55Hv2 118 12854 Server: Encrypted pac
8.880351 (172.25.18.134 18.11.2.124 S5Hv2 118 12854 :
B. Baeaaz 172.35.18.134 18.11.2.124 TCP 7@ 12854

I @.000815  172.25.18.134 18.11.2.124 TCP 7@ 12854 !

|23_  D.980891  172.25.18.134 18.11.2.124 TCP 7a 12854 1645312 22 + 57093 [ACK] Seq

BIEXLEE  TREERVAATFEE
1600000*8/0.3 = 43 MbpsE&x KB L& HEE



=6 6. ZETCPER (7=R2)
B - BB KENFTPIX &R ( T ) RERE.

TEIZ RA
2 Server
Client 192.168.1.220
192.168.2.220 e
y | INSIDE
l_.-/ "..\I '
. 4
ZEMMR

IRIP : 192.168.2.220

DST IP : 192.168.1.220

Y : FTP

IR

FEFTD LINAS|ZE L )5 A H#3R,

<tfroot>

firepower#

capture CAPlI type raw data buffer 33554432 interface |INSIDE match tcp host 192.168.2.220 host 192. 168. 1.

firepower#

cap CAPO type raw data buffer 33554432 interface OUTSIDE match tcp host 192.168.2.220 host 192. 168. 1. 22(

EFRFTP-DATASIE R , RERBFTDAZHIR(CAP)WFTPEIRESERE

75 0.008412
76 0.008518
77 0.000051

79 0. 000815
BB 9.000107
Bl 0.008092
82 8.000891
B3 9.000015
B4 9.008321
83 9,908961
B6 0.808153
BT 0.008122

B9 9.808397
98 8.808860

192.168.2.226
192.168.1. 220
192.16%.1.220

192.
192.
192.
192.
192.
192.
192,
192.
192.

168.
168.
168.
168.
168.
168.
168,
168.
168.

Pt Bl B R P Pl e

228
. 220

228

228
L2218
.228
228
.28

228

192.168.2.228
192.168.1.228

192.168.1.220
192.168.2.228
192.168.2.220

192.
192,
192.
192.
192,
192.
192.
1932,
192.

168.2
168.1
168.1
168.1
o |
2
2
1
1

168

168.
168,
168.
168.

. 228
L2280
.22
. 228
L2208
.228
« 228
- 229
.228

192.168.1.228
192.168.2.220

FTP-DATA

-0y

FTP-DATA
TCP
TCP
TCP
TCP
FTP-DATA
FTP-DATA
TCP
TCP

TCP

FTP-DATA

66 54494 » 2388 [ACK] Seq-1884231612 Ack-2670018383
""';" et fa e PASY) (RETR filelSmb)
BDL AT ket PASY) (RETR filelSmb)
Igrore/Unignore Packet

Set/Unset Time Reference Epnsv} (RETR filel5mb)

Time Shifft... =1884231612 Ack=2670819631
Packet Comment... t=133ﬂ231512 Ack=2670828879
; 494 + 2388 [ACK] Seq=188423
it Rasowad Hame tnga + 2388 EMK} 593:133‘423
Apply as Filter L IPAS'u'} {RETR filelSmb}
Prepare a Filter v [PASV) (RETR filelSmb)
Conversation Filter v A494 » 2388 [ACK] Seq=188423
Colorize Conversation » 494 + 2388 [ACK] Seq=188423
SCTP |
Follon i TCP Stream =2670027119

15mb)

TN —



FTP-DATAGRA A :

192.168.2.229 192.168.1.220 TP 56 54404 + 2388 [ACK] Seqe1884231612 Ack=2665989673 Win=23312 Lened Tiwals35772915088 TSecr-4264384

30 0,000488

34 0.081617 192.168.1.229 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSeb}

35 0.900351 192.168.2. 229 192.168.1.228 TCP G5 54404 + 2388 [ACK] Seq=1884231612 Ack=2663030327 Win=32128 Le T5val=3577291518 TSecr=4264384

37 0, 000061 192.168,1, 230 192,168, 2,228 FIP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb)

38 0.600198 1921682239 192.168.1. 226 e 78 [TCP Window Update] 54434 » 2388 [ACK] Seqe1884231612 Ack=2648590927 Wine35072 Lens8 TSvals3577291511 TSecr-A264384 SLE-26E9592175 SRE-2665953423

35 0. 5sT7 192.168.2.229 192.168.1.220 TP 78 [TCP Window Update] 54494 + 2388 [ACK] Seqe1884231612 Ack-26609908927 Wine17888 Len<d TSwal«3577251511 TSecreA264384 SLE-2669592175 SRE-2665994671
[l 200.300006  102.168.1.208  192.168.2.200 _1CP 1314 [TCP Qut-0f-Order] 238 - 52304 [ACK] Seq-2669900027 Ack-188£231612 Win-G5048 Len 1248 TSval-A26Ad1S TSeceds7paonstt |
41 0. B04EE 192.168.2.229 192.168.1.228 TP 66 54404 -+ F3BE [ACK] Seq=1R84231612 Ack=26690045671 Win=20832 Len=0 TSval=3577201820 TSecr=4264415
A2 0. AT 192.1568.1.279 192.168.2.228 FTP-DATA 1314 FTP Data: 1248 kytes (PASV) (RETR filelSsk)
|| a30.000a4s 192168120 192.168.2.220 __ FIP-DATA 1314 [TCP Previcus segsent nat captured] FIP Data: 1248 bytes (PRSV) (RETR filelset) |
44 0000377 192.168.1.220 192.168.32.220 FTP-DATA 1314 FTP Data: 1242 bytes (PASV) (RETR filelSsb}
45 0. 0a0caL 192.168.2.229 192.168.1.220 TP 66 54404 -+ 2388 [ACK] Seqe1884231612 Acks2669995010 Wins431776 Lens@ TSwals35772912821 TSecr=4264415%
45 0. 20830 192.168.2.229 192.168.1.228 TP 78 [TCP Window Update] 54494 + 2388 [ACK] Seqe1884231612 Ack=2660905019 Wins=48768 Len=@ TSwal=1577201821 TSecrs=4264415 SLE=2660007167 SRE=2660009663
A7 0. 000504 192.168.1.229 192.168.2.228 FTP-DATA 1314 FTP Data: 1248 bytes (PASN) (RETR filelSsk)
A8 9. 20259 192.168.2.279 192.168.1.228 TCP 78 [TCP Window Update] 54494 + 2388 [ALK] Seqe1884331612 Ack=2650905919 Win=51584 Len=0 TSwal=3577201827 TSecr=4268415 SLE=2660907167 SRE=1670000911
—
58 8. Baeane 193.168.3. 329 192.168.1.238 65 54494 = 2388 [ACK] SeqelBB4731613 Acke2G7R008911 Wine54522 Lens@ TSwvals3577292741 TSecr=4264507
51 0.888519 192.168.1.229 192.168.2.238 FTF-DQT.\I. 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb)
52 0. B0ea61 192.168.1.279 192.168.2.238 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb}
|| s3o.oep0is 192.166.1.200 _192.168.2.290 __ FIP-DATA 1314 [1CP Previous segeent nat captured] FIP Data: 138 bytes (PRSV) (RETR filetssb) |
54 0. 000015 192.168.1.270 192.168.2.239 FTP-DATA 1314 FTP Data: 1248 bytes (PASY) (RETR filelSsb)
55 9.980199 192.166. 2. 210 192.168.1.230 (=3 66 54494 + 7388 [ACK] Seq=1830231612 Ack=2670002159 Win=57472 Lensf TSval=3577292742 TSecr=4264587
56 0. 9829 19%.156.2. 229 192.168.1.238 TP 66 54494 = 2388 [ACK] SeqelBB84231613 Acke2670003407 WineG0Z88 Lens@ TSwval=3577292742 TSecr=4784507
57 0.900183 192.168.1.229 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb)
S8 0. 00106 192.168.2.229 192.168.1.220 TCP T8 [TCPF Window Update] 54494 + 2388 [ACK] 5eq=1884231612 Ack=2670003407 Win=G5280 Len=0 TSwal=3577292742 TSecr=4264587 SLE=2670004655 SRE=2670007151
59 0. D168 192.168.2. 192.168.1.220 TCP 78 [TCP Window Update] 54494 + 2388 [ACK] Seq=1884231612 Ack=2670003407 Win=68224 Len=0 TSval=3577202743 TSecr=4264507 SLE=2670004655 SRE=2670008399
L] 192,168,1.229 192.168.2,229 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSeb)

CAPOHIRAA

35 8. 600610 192.168.2. 239 192.168.1.2208 TP 66 54494 » 2308 [ALK] Seqe2l5TO30683 Ack-2224316912 Hin-i&!l Lened Tovale35772915%08 Tiecr-4364384
38 0.001328 192.168.1.20% 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filedSmb)
192.168.2.22 192, 168.1.220 TP 66 54404 + 2388 [ACK] Seq=2157030682 Ack=222431B168 Win=32128 Len=d TSval=3577291518 TS

192.168.1.239 192.168,2,230 FTP-DATA 1314 FTP Data: 1248 bykes (PASV) (RETR filelSsh)
43 9, 000259 192.168.2.220 192.168.1,220 TP 78 [TCP Window Update] 54454 + 2368 [ACK] Seq=2157030682 Ack=-2224318160 Win=35072 Len=0 TSval=3577201511 TSecr=A264384 SLE-2224319408 SRE=2224320656
44 . BSDTE 192.168.2.229 192.188.1.226 TP 78 [TCP Window Update] 54454 + 2388 [ACK] Seqe2157030582 Ack-2224318158 Win=27288 Lene@ TSwal=3577261511 TSecr=4284324 SLE-2224319408 SRE-22243215084

A6 . BHA5ED 192.168.2.20% 192.168.1.220 TP 66 54404 + I8 [ACK] Seqe2157030682 Ack-2224321904 WinedBB32 Lened TSval=3577201820 TSecr-4264415
A7 §. 00412 192.168.1.22% 192.168.2.230 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR £ilelSsh)

45 8. BONTS 193.168.1.230 152,168, 2,230 FTP-DATA 1314 FTP Data: 1248 bykes (PASV) (RETR FilelSsb)

58 8. B350 192.168.2.229 152.188.1.226 e 56 54494 » 2388 [ACK] Seqe2157030682 Ack-2224323152 Wined3776 LeneB TSval=3577291821 TSecr-4264415%

51 0. 800045 192.168.2.20% 192.168.1.228 e 78 [TCP Window Update] 54454 + 2380 [ACK] Seqe2157038602 Ack«2224323152 Wined8768 Leénsd TSwal«3577201821 TSecr=A4264415 SLE-2222324408 SRE-22243068%6
52 0.000412 192.168.1.27% 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSeb)

53 8. 880351 192.168.2.27%9 192.168.1.220 TP 78 [TCP Mimdow Update] 54404 + 2368 [ACK] Seq=2157030682 Ack=2224323152 Wins=51584 Leéns= TSval=3577201822 TSecr=A264415 SLE=2224324400 SRE=222432144
55 8. 6010067 192.168.2.230 152,168, 1.230 e 65 54494 » 2388 [ACK] Seqe2157030682 Ack=2224328144 Win=54528 Lensd TSval=3577192741 Toecr=4264507

56 8. 600as? 192.168.1.22% 192,158, 2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSeb)

57 0. B00E1 192.168.1.22% 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSeb) a

50 8. pHe0mD 192.168.1.279 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR #ilelSsb)

&0 9. 000274 192.168.2.229 192.168.1.220 e 66 54494 + 2388 [ACK] Seq=2157030682 Ack=2224320302 Win=57472 Len=0 T5val=3577192742 TSecr=4264507

61 0,000214 192.168.2.229 192,168, 1, 220 e 66 54494 » 2308 [ACK] Seqe2157030682 Ack-2224330640 Win-60288 Lens0 TSval=3577192742 TSecr=A264507

62 ©.000122 192.168.1.229 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsh)

61 0. 000168 192.168.2.22%9 192.168.1.2208 e 78 [TCP Window Update] 54454 + 2388 [ACK] Seqe2157030682 Acks2224110640 WinsG65280 Lens@ TSwal=3S7T202742 TSecr=4264507 SLE=22241318B8 SRE=2224334184
64 9. 000107 192.168.1.27%9 192.168.2.220 FTP-DATA 1314 FTP Dats: 1248 bytes (PASV) (RETR filelSmh)

zZa:

1. FETCPEF(O00)##z .
2. FETCPE# &4,
3. FEREEEX ( EFNEEZ ) NETR.

52 2% - SHFIFile > Export Specified PacketsEH R K. AR NRES ROKEST



File pame FTD_Data_only \ Save
Save as lype Wiresharkficpdumg/_. - pcap (*.dmp.ge” dmp:* cap.gz”’.cap” peapge" pcap) ~ Cancel
Help
[ClCompress with geip
Packel Range

Al packets 23954

(1 Salected packat 1

(JRange: 1

HERIRE
B FIHBREEEE —SHPRIBEE,
T BEREIERME,

EXMERT , BLAENNITHIR , AEADAERRSEBIESEROMER. B AIER A
EXE 6 TERMHR

1. BREBEARHBRBEAZSHN,
2. WFEAERSHERXERBN TR (MNRSHIFFIHREE ) o
3. MIERERSHLER AFERE (MNEFIREIRSH/NTE ) o

PXESBENBESER A THERRESEARTHABAESIE , FERADHREE OHRE
THE, BRZFETULBERGTENFHIR, AEER T —HHTHESNEE,

R2IHIRABERFEEE RN RE

SRIBR2NMEREEREE-—HHAEONHEZ. XERE-—MRF -EXEHREIRES —
MR B2 EHIRN . B/LRAETUEER—K

- REF - NRE - HEZIPHRR(ID)E.
- REF - NRE - HESHERIE.

EABF , S LB IS MRNE - REEEFMEENIP IDE



™ Teme — [rseep— La— s

18-16 16: 192.168.2. 229 192.168.1.. 544394 + 2388 [SYN] Seqe1B84231611 Win=23200 Lens=0 M5S=1468 SACK PERM=1 TSwvals=3577288500 TSecr

178038 z . 66 Bxadh (I514) SA4A8 s PR [ACK] Sid=1RAAT 161D Ark=3RRMORIATY Min=2T12 Lol TSwal=157220050R TSheral 2AA1R4
179647  192.168.1.20 1314 9x1521 (5409) Ml Wireshark
179058 192.168.2.2% 2 66 BxBa3? (3615)

File Edit View Go Captore Asaboe Sttisics Telephory Wissless Tools Help

L180517  192.168.1.200 192.168.2. i3 1314 6x1524 (5412) nse RE Q«=EF2Eaqal

3 2019-18-16 16 180715 192.168.2.20  192.168.1. TP 7H 3B (2616) Tl o
18 2019-10-16 16:13:47.180/92 192.168.2.22% 192.168.1.. TCP 78 Oudadd (2617) Corce
12 2010-16-16 16:13:47.490376  102.168.2.220  102.168.1. TR 66 xada (2618)
13 2019-10-16 16:13:47.490865  192.168.1.220  192.168.2. e 1314 81526 (5414) - T .

AE 4 2019-18-16 : 192.168.2.220 L2280 66 Gxdals (2614) 54494 = 2388 [ACK] Seqs2157
15 2619-16-16 16:13:47. a7 192.168.1.220 192.168.2. TP 1314 81529 (S417) 3 2019-10-16 192.168.1.229 192.168.2.220 TP 1314 Bx1521 (5499) 2388 + 34494 [ACK] Seqe2i2q
16 2019-10-16 16:13:47.491231  192.168.2.230 192.168.1.220  TCP 60 Oxdadh (2619) 6 2019-19-16 16:13:47, 192.168.2.220 192, 220 565 Bxbal7 {2615 54434 = 2388 [ACK] Seq=2157

17 2019-10-16 16:13:47.491261 152.168.2.228 192.168.1.220 TP T8 udadc (2628) -
18 7019-10-16 16:13:47.491765  192.165.1.200  192.168.2. e 1314 Gx152a ($418) 8 2019-10-16 16:13:47. 1921681200 192, 2320 1314 81524 (5412} T8 + 54484 [ACK] Seqe2224
19 2019-10-16 16:13:47.432024  192.168.2.220 192.268.1. TCP 78 Oxbazd {2621) 9 2019-19-16 192.168.2.220  192.168.1.328  TCP 78 dals (2616) [TCP Window Update] 54454 4

: 18 7619-18-16 : 192.168.2.220 192, 220 78 @039 (2617) [TCP Window Update] 58494 4

21 2019-10-16 16:13:48.411050  192.168.2.220  192.160.1. 3 66 Bxlale (2622)
B e R L e S 1318 GAS2F (S423) 12 2019-10-16 16:13:47.450407  192.168.2.220  192. 228 66 Gxdada (2618) 54454 = 2388 [ACK] Seqs2157
23 1919-10-16 16:13:48.411638 192.168.1.22% 102.168.2.. TP 1314 1530 (5424) 13 3019-10-16 16:13:47.459819 192.168.1.239 192. .28 1314 Bx1526 (5414} 2388 =+ 54434 [ACK] Seqeizid

25 1019-10-16 16:13:48.411668  152.168.1.228 192.168.2. TP 1314 8wl533 (5427) 15 2010-19-16

16:13:47. 499956 192.168.1.229 192.968.2. 220 1314 dx1525 (5417} 2388 + 54434 [ALK] Seqe2E2d
2% 2019-10-16 16:13:45.411859  10.168.3.20 182,163.1.20%  TCP 66 Bxda3f (2623) 16 2019-18-16 16:13:47 451245  1952.168.2.230 192.168.1_ 230 6 Bdadb (2615) S4454 » 2388 [ACK] Seqe215]
27 2019-10-16 16:13:48, 412088 192.16.2.220 192.268.1.220  TCP 50 Oxdadd (2624) 17 2019-19-16 16:13:47.451202  192.168.2.220  192.168.1.228  TCP 78 exbade (2620} [TCP Window Update] 54454 4
Frase 1: 74 bytes ca wire (592 bits), 74 bytes captured (592 bits) 18 2019-10-16 16:13:47.491704 192.168.1.229 192.168.2.220 1314 @x152a (5418) 1388 + 54494 [ACK] Sequ222q
Ethernet 11, Sre: Veware Ob:el:ch (80:0c:20:0b:e3:zch), Dst: Cisco O9d:$9:07 (50:3d:e5:9d:89:97) 19 2019-10-16 16:13:47. 4955 192.168.2.229 192.168.1. 220 78 iidald (2621} [TCP Mindow Update] 54454 4

» Internet Protocol Version 4, Src: 192.168.2.320, Dst: 193.168.1.729
- [Transaission Control Protocol, Src Port: 54494, Dst Port: 2388, Seq: 1884231611, Len: @ 21 019-18-16 16:13:48 411081 197.165.2.229 192.168.1.228 66 Gxbade (2612} Sad94 « 1388 [ACK] Seqe15i
12 W19-19-16 16:13:48.411538 192.168.1.229 192.168.2.220 TcP 1314 @x152f (5423) 2388 + 54494 [ACK] Seqe2iid
23 W19-19-16 16:13:48. 411599 152,168.1.23% 192.068.2,230 TLP 1314 Gxi530 (5434} 2283 + 54454 [AIK] Seqe2Eid

WMRENTE , BA -

1. ELBRENERNE N BIESHNEE,
2. NEBB#FH TimestamplI IR RIREUIIERT |, FHTimestampAIEREM==F X Ji>= ( F—ITH
BE) M<=(HZE—NEES) EX, Hlan:

Na. Timne Sourca Destination Pratocol Length  Info

3 - 74 1
2 2019-10-16 16:13:43.245638 192.168.1.220 192.168.2.220 TCP 74 21 + 38400 [S
3 2019-10-16 16:13:43.245867 192.168.2.220 192.168.1.220 TCP 66 38400 + 21 [A

<

w Frame 2: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Encapsulation type: Ethernet (1)
Arrival Time: Oct 16, 2619 16:13:43.24563800¢ ~--~~-7 " =-=--= Podi-ki i
[Time shift for this packet: ©.600000000 secc P SuDIEes

Epoch Time: 1571235223.245638000 seconds Collapse subtrees
[Time delta from previous captured frame: @.¢ Expand All
[Time delta from previous displayed frame: @. Collapse All
[Time since reference or first frame: @.@809:
Apply as Column
Frame Mumber: 2
Frame Length: 74 bytes (592 bits) Apply as Filter ’
Capture Length: 74 bytes (592 bits) Prepare a Filter L3 Selected |

(frame.time >="0Oct 16 , 2019 16:13:43.244692000") &&(frame.time <="Oct 16 , 2019
16:20:21.785130000")

3. MEEHESSHIHBR , AR XF>SEEEHRES , ARRFEFNEES. et , B
BRELNESBERE—NEEONBES, RERTLUITHLER2MEIR.

B BEERTLHB2MNBRNBBREES TR, TUERBNFERRA

* IP#RIR
- RTPF5I5
« ICMPRF3I5

RS MIRNNARE , EFE8fEF1TPEENSIMREINFR. At , HRERERX
B9%, e, MREBRFIPARALREEE , BEIHER , WEFR.



dm i@ 1 NRE QesEFesEaqar

W | Apply a display filter ... <Ctri-f>

{ Right-click here }—

Ho. Time Source Destination

3 2019-10-16 16:13:43.245867
4 2019-10-16 16:13:43.558259

192.168.2.220
192.168.1.220

192.168.1.220
192.168.2.220

Protocol

——

Align Left
Align Center
Align Right

Length  Info

66 38400 » 21 [ACK] Se
229 Response: 220-File,

M Wireshark . Preferences ? *
- e
| | Displayed Titie Type Fields  °
Font and Colors O ke Number
Layout a Time Teme (format as specified)
Capture O Scurce Souwce address
Expert L] Destination Destination address
Filter Buttons 0 Protocol Protocol
Name Resolution O Lengw Raciet length (bytes)
v PrOMOEols (] Sequence rumber Custom bopseg
b Statistics O Source Pon Custom wdpsrcpon
Advanced 0  Destination Pont Custom wdip.dstport
O w Custom vianid
! et i %34 s bl
= JOre Iragment LusTom Tl oA
[0  Dont agment Custom ipflags.af
£ >
£ » | B =
[ox ] comw e

b
7



identification

Bx150e (5390)
fxfdbl (549440
Bx1512 (5394)

@xfdbl (64945)

fxfdb3 [(HA947)
Bx1513 (5395)
fcfdbd (64948)

Bx1516 (5398)

dxfdbb (64958)
Ax1517 (5399)
fxfdb? (64951)
Ax1518 (5408)
pxfdba (64952)

Bx151b (5483)

dxfdba (64954)
Hxiolc (5484 )
Bxfdbb (64955)
fxl51d (5485)
BcBa3d (2612)
fxfdbe (64956)

51f (5487)

sl FE FAETAN

w Frame 23988: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Encapsulation type: Ethernet (1)
Arrival Time: Oct 16, 2009 16: 3:21.785130080 Central European Daylight Time

FE=2 . SIEFHIRM AKX (File > Export Packet Dissections > As Plain Text...) , MEFR :



;l'-".l'irc-shazk
|File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Open Ciri+ 0 S aaall

Open Recent ¥

Merge...

Wrigor #om Hex Eumo. I
Close Cirl =\

Save Cirl+5

Save As.. Ctrl «Shift+5

¥

Export Packet Bytes_.. Ctrl #Shift+X As OV
Export PDUs to File... As " Arrays...

HUHEIE A Include column headingsFPacket detailsitTUAR S HFTE RFERIE , MBFR :

FPacket Range Packet Format
O Captured (@) Displayed £ Packet summary line

(®) Al packets 16514 W
(") Selected packet 1 [ Packet detais:

Marked packets As displayed

First to last markoed
(C) Range: | 0 [] Packet Bytes

Remowe Ignoned packets El Each packet on a new page

B WX PHBEETHITHEF. AJBMERLnux sort 85 5 RTTRIELIRE

<#root>

#

sort CAPl IDs > filel.sorted
#

sort CAPO IDs > file2. sorted

FHL  FHAXALRIE (HIE0 , WinMerge ) SiLinux diff @ S EHRFRBR 2 BN ER,



0x0a3d (2621) 0x0a3d (2621)

0x0a3e (2622) 0x0a3e (2622)
0x0a3f (2623) 0x0a3f (2623)
Ox0add (2624) Ox0add (2624)
Ox0adl (2625) ) O0x0adl (2625)
0x0a42 (2626) WinMerge X | loxoas2 (2626)
0x0ad43 (2627) . 0x0ad43 (2627)
0x0ad44 (2628) . The selected files are identical. 0x0ad44 (2628)
0x0a45 (2629) @) 0x0a45 (2629)
0x0ad46 (2630) [Ioon't display this message again. 0x0a46 (2630)
0x0a47 (2631) 0x0a47 (2631)

0x0a46 (2632) 0x0ad48 (2632)

0x0a49 (2633) 0x0a45 (2633)

0x0ada (2634) 0x0ada (2634)

Ox0adkb (2635) 0x0adb (2635)

Ox0adc (2636) Ox0adc (2636)

0x0ad4d (2637) 0x0add (2637)

Ox0ade (2638) Ox0ade (2638)

O EY. K fPETIQN NarN=AF MEIQN

< > I<

Ln: 27 Col: 14/14 Ch: 14/14 1252 Win Ln: 23955 Col: 1/1 Ch: 1/1 1252

EXHERT , FTPRIERERNCAPIMICAPOMMIRME., XIEARBEEERATRHL AHSHH.
WE LT/ TITREEEX.

oo Time Source Destination Pretocel  Length  Info

4 2019-10-16 16:13:47.178060 192.168.2.220 192.168.1. 220 TCP 66 54494 -+ 2388 [ACK] 5Seq=2157030682 Ack=2224316912 Win=29312 Len=0 TSval=3577201508 TSecr=4264384

5 2019-18-16 16:13:47.179388 192.168.1.228 192.168.2. 228 TCP 1314 2388 » 54494 [ACK] Seq=2224316912 Ack=2157030682 Win=66848 Len=1243 TSval=4264384 TSecr=3577291588

6 2819-10-16 16:13:47.188829 192.168.2.278 192.168.1.228 TCP 66 54494 » 2388 [ACK] Seqe2157930682 Ack=2224318168 Win=32128 Len= TSval=3577291518 TSecr=4264334

B 2819-10-16 16:13:47.188456 192.168.1.230 192.168.2. 220 TCP 1314 2388 » 54404 [ACK] Seqe2224320656 Ack=2157030682 Win=566048 Len=1243 TSval=4264384 TSecr=3577291518

9 2019-10-16 16:13:47.188746 192.168.2.229 192.168.1. 220 TCP 78 [TCP Window Update] 54484 « 2388 [ACK] S5eq=2157030682 Ack=2224318160 Win=35072 Len=@ TSval=357729151]
18 2819-18-16 16:13:47_188822 192.168.2.229 192.168.1.228 TCP 7B [TCP Window Update] 54404 + 2388 [ACK] Seq=2157030682 Ack=2224318168 Win=37888 Len=@ TSval=357729151]
12 2019-10-16 16:13:47.490407 192.168.2.220 192.168.1.220 TP 66 54494 + 2388 [ACK] Seq=2157030682 Ack=2224321904 Win=48832 Len=8 TSval=3577201320 TSecr=4264415%

13 2019-18-16 16:13:47.458319 192.168.1.239 192.168.2.228 TCP 1314 2388 + 54494 [ACK] Seqe2224321904 Acks2157830682 Wins66848 Lens1248 TSvals=4264415 TSecrs3577291820
15 2919-108-16 16:13:47.408956 192.168.1.229 192.168.2.228 TP 1314 2388 + 54404 [ACK] Seq=2224325648 Ack=2157030682 Win=66048 Len=1248 TSval=4264415 TSecr=3577291828
A6 IG-1A-TA 16 13: 47 401 244 193 4GR. 3200 192 ARR. 4. 200 e 06 54404 - JIRR TACK D SeneFISTAMGAD Acke?i243031052 WinedI7T6 Leneft TOvaleiR77201821 Therredriddln

zZa:

1. EBEURTCPER, BAMS , ERMNEFHAIZZIRSBZNTCP SYNKEZ , ATHER
THFTPEIE. ATEFRERMRELRES , BUUEINBESYNEESH ) B SER XEN £
HFERo

_ TCP SYN (packet #1) . x/ Servar
Client -, 192.168.1.220 _

192.168.2.220

INSIDE OUTSIDE

TCP SYN Retransmission (packet #2)

EXMERT , BURESYNBIEERETRSSR , ESYNACKBESERERFEXK :

. TCP SYN (packet #1) Server
192.168.2.220 | x _.

INSIDE v

'\ TCP SYN/ACK

TCP SYN Retransmission (packet #2)

OUTSIDE

2. BRFBRH—NBITEE , WiresharkiERE B/HR £ —NMER. BT RBRNBFEIMNERS
REREHEF R , FEERXNEHRTFERE , IEREHRESERSHMHXFE 2B E KX,



Packet sent Server

Client li’Q—?m.zzo
A

192.168.2.220
OUTSIDE

| _ INSIDE
E — : \.II
- _4

RXRRFTPRS RN N E 2 A FEREEZE KX,

=]

\4Next—p¥.ket sent
—

T2 ;T E iR,
ELRLHTHNBRNER. AN 5 EE TRESBRESERNEERER.

Ho. Time Saurce Daestination Protocol Length  Info
155 2019-18-16 16:13:51.749845 192.168.1.220 192.168.2.220 FTP-DA.. 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)
156 2019-18-16 16:13:51. 749860 192.168.1.220 192.168.2.220 FTP-DA.. 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)
157 2019-18-16 16:13:51. 749872 192.168.1.228 192.168.2.228 FTP-DA.. 1314 FTP Data: 1248 bytes (PASV) (RETR fileldS5mb)
158 2019-18-16 16:13:51.758722 192.168.2.220 192.168.1.220 TCP 66 54494 + 2388 [ACK] Seq=2157830682 Ack=2224385552 Win=180488 Len=0 TSwi
159 2019-18-16 16:13:51.758744 192.168.1.220 192.168.2.220 FTP-DA. 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)

168 2819-18-16 16:13:51. 7587638 192.168.2.220 192.168.1.228 TCP 66 54494 + 2388 [ACK] Seq=2157030682 Ack=2224386800 Win=183424 Len=0 TS
161 2819-16-16 16:13:51.758782 192.168.1.228 192.168.2.226 FTP-DA.. 1314 teiabonmisdinhshen (PAS\I') (RETR ‘F].].elSmlJ) —

192.168.2.220 FTP-D! 1ﬂ FTP Data: 1248 byted ASV} (RETR f11e15mh) 1

192.168.1.220 FTP-DA.. 1314 FTP Data: 1248 ASV} (RETR h].elSmb)

192.168.1.220

163 2819-18-16 16:13:51.751824

165 2019-18-16 16:13:51.751402

Frame 167: 1314 bytes on wire (18512 bits), 1314 bytes captured (10512 bits) on interface @
Ethernet II, Src: Veware_30:2b:78 (00:8c:29:38:2b:78), Dst: Cisco_9d:89:9b (50:3d:e5:9d:89:9b)
Internet Protocol Version 4, Src: 192.168.1.220, Dst: 192.168.2,220

Transmission Control Protocol, Src Port: 2388, Dst Por 94 1 Seq: 2224386808 Ack: 2157830682, Len: 1248
| ——

FTP Data (1248 bytes data)

Setup frame: 33

[Setup method: PASV]

[Command: RETR filelSmb]
Command frame; 48

[Current working directory: /)
Line-based text data (1 lines)

=4

1. 8BS ( FBIRAFTPEFR ) RERMEANTCPFS, MRTRNIBIEIELX (BB
HF5S ) |, WERACKEIES , HACKK‘ERITBFIE". EARREH
, Ack=2224386800,
2. Dup ACKR A TCPIRZERTEf ( MBIEEMACKSE , E0EVHNEMEH ) .

ESACKRMLER?
BILNMACKEE , BXFRRRXBENEH , XRAINCHBFESER A EIRFRL
ESACKNXGREFNERRAFE —EEENBEZER.

173031 E & B 2RI Br KB AL IR BT A

ERNTREMNED LR AMEREIR

<tfroot>



firepower#

capture CAPlI buffer 33554432 interface INSIDE match tcp host 192.168.2.220 host 192.168. 1. 220

firepower#

capture CAPI interface QOUTSI DE
SHBERREADRESEE O HIES 2 AR EIER

RO 7. TCPEEZAE ( BIFEBMA )
I B 15, B -

Fobk B P 1%(192.168.21.193) 223 E 152 3] B 47 AR S5 28(192.168.14.250 - HTTP) , BA2RFEAM 72

o YUERPIREZIEASAP)AR | HTTPEZERRZER.
« UBRPEEEIEZEARAP)B R , HTTPEZAEE T4,

TERERAH:

Server

Client 192.168.14.250

192.168.21.193

=

IM

ZEMER

JRIP : 192.168.21.193
DST IP : 192.168.14.250
i : TCP 80

RS

EFTD LINAS|Z S BAH#K -

<#root>
firepower#

capture CAPlI int INSIDE match ip host 192.168.21.193 host 192.168. 14. 250



firepower#

capture CAPO int QUTSIDE match ip host 192.168.21.193 host 192.168. 14. 250

WIR-URea =R
EREE  EREANRFZIRTNHRESLIRFERR,
TEERTENGFWRE O EHIRARE

M. i Souree Dresstinabiosn Pretocel  Length  Iafo
12613-98-88 17:03:25.554582 192.168.21.193 192.168.14.258 TCP 66 1855 -+ 88 [SYM] Seq=1341231 Win=65535 Len=@ M55=14608 SACK_PERM=1
2 2013-98-08 17:03:25.555238 192 .168.14 258 192.168.21.193 TCP 66 8 + 10855 [SYM, ACK] Seq=1815787006 Ack=13412323 Win=564240 Len=0 M55=1388 SACK_PERM=1
3 2013-08-08 17:03:25.579910 192.168.21.193 192.168.14.250 TP 58 1955 + 80 [ACK] Seq=1241232 Ack=1015787007 Win=65535 Len=0
4 2813-08-88 17:03:25.841081 192.168.21.193 192.168.14. 256 HTTP 370 GET fttest. html HTTP/1.1
5 2013-98-08 17:03:25. B4B466 192 .168.14 258 192.168.21.193 TCP 1438 B8 » 1855 [ACK] Seq=1815787007 Ack=1341544 Win=63028 Len=1388 [TCP segment of a reassembled POU]
6 2013-08-08 17:03:25.848527 192.168.14.250 192.168.21.193 HTTP G698 HTTP/1.1 484 Mot Found (text/himl)
¥ 1813-08-08 17:03:25.858445 192.168.21.193 192.168.14.2568 TCP 58 1855 + 8@ [ACK] Seqel3dlS4d Acke1815789827 Wine65535 Lens@
8 2013-08-@8 17:03:34.301749 192.168.21.193 192.168.14. 258 HTTI 360 GET Jtest.html HTTP/1.1
9 2013-08-08 17:03:34,395487 192.168.14.250 192.168.21.193 HTTP 586 HTTP/1.1 200 0K (text/himl}
18 2813-88-88 17:83:34.6086352 192.168.21.193 192.168.14.258 TCP 58 1855 -+ 88 [ACK] Seqe1341855 Ack=1815789555 Win=650887 Len=@
11 2013-98-08 17:03:40. 730661 192.168.21.193 192.168.14 258 HTTI 483 GET ftest.html HTTP/1.1
12 2013-08-08 17:03:40. 741538 192.168.14.250 192.168.21.193 HTTP 271 HTTP/1.1 384 Mot Modified

5 — < =
TEERTENGFWASED EHFRNRE.,
Mo, Time Source Destination Frotocol  Length  Info

12813-88-88 125.554872 192 .168.21.193% 192 168.14_258 TP 66 1855 » BO [SYM] Seq=1830809324 Win=65535 Len=0 MS5=1380 SACK_PERM=1

2 J013-08-08 192.168.14.250 192.168.21.193 TP ob 80 + 1855 [SYN, n.cx] Seq=521188628 Ack=1839B06325 Win=04248 Len=@ M55=1468 SACK_PERM=1

3 2013-08-08 192.168.21.193 192.168.14.250 TR 58 1055 = 80 [ACK] Seq=1839390325 Ack=52118862% Win=65535 Len=0

4 2913-08-88 192.168.21.193 192 .168.14_25@ HTTP 170 GET fttest htal HTTP/1.1

5 2013-08-08 192.168.14. 250 192.168.21.193 TP 1438 8@ + 1855 [ACK] Seq=521188629 Ack=1839800637 Win=563928 Len=1380 [TCP segment of a reassembled PDU]

6 2913-08-88 17:03:25, 848512 192.168.14. 258 192 .168.21_193 HTTP 698 HTTP/1.1 484 Not Found (!Nﬂfhlml)

7 2813-08-08 5. B58476 192.168.21.193 192.168.14. 250 TP 58 1055 -+ 80 [ACK] Seq=1839800637 Ack=52119064% Win=65535 Len=0

8 2013-08-88 17:03:34 391779 192.168.21.193 192.168.14_250 HTTP 369 GET Stest. html HTTP/1.1

09 2013-08-08 17:03:34.395456 192.168.14.258 192.168.21.193 HTTP SE6 HTTP/1.1 289 OK (text/html)

16 7913-03-08 LBE6368 192.168.21.193 192.168.14.250 TCP 58 1855 -+ 88 [ACK] 5Seqe1830800048 Ack=521191177 Win=65007 Len=@

11 2013-98-88 & . 739646 192.168.21.193 192.168.14.250 HTTP 483 GET /test.html HTTP/1.1

12 2013-08-08 :03:40,.741523 192.168.14.250 192.168.21.193 HTTP 2TLHTTP/1.1 384 Not Modified

1. 2NERJLF AR ( ZIRISNBEAL ) -

2. REBREIELNIER,

3. TELF (000 %iES

4. B3/MNHTTP GETiE R, £ —UKEI404“Not Found” , 8 =AM IKEI200°0K” , E=/KEI
304“Not Modified” & & &34 8.

BB ARG
A DR (CAP) KA,

No. Tima Source Destingtion Frotocol  Length  info
1 2@13-88-88 15:33:31.9689193 192.168.21.193 192.168.14. 250 TCP 66 3872 + B8 [SYN] Sequa231766828 Winw65535 Lenw@ MS5#1468 SACK_PERMsl
2 2913-038-08 192.168.14.250 192.168.21.193 TCPo 66 80 = 3@72 [SYN, ACK] Seq=B67575050 Ack=4231766829 Win=564248 Len=@ MS5=1380 SACK_PERM=1
3 2013-08-08 192.168.21.193 192.168.14.250 TP 60 3872 + 80 [ACK] Seq=4231766829 Ack=B67575960 Win=65535 Len=2[Malformed Packet]é
4 2813-98-68 19%.168 192.168.21.193 HTTP 222 HTTR/1.1 460 Bad Request (text/html)

p

8 2013-88-88 15: 192.168.21.193 192.168.14.258 66 3872 + B0 [ACK] Seq=4231767148 Ack=867576125 Win=65371 Len=2

11 2@13-88-88 15:33:35.118234 192.168.21.193 192.168.14. 258 66 3873 + BB [SYN] Seqs2130836820 Win=65535 Len=@ M55=1460 SACK_PERM=1

12 2913-88-88 15:33:35.118737 192.168.14, 250 192.168.21.193 65 83 » 3873 [SYN, ACK] Seq=2991287216 Ack=2130836821 Win=64240 Len=0 M5S=1380 SACK_PERM=1
13 2813-88-88 15:33:35.121575 192.168.21.193 192.168.14,259 60 3873 + B8 [ACK] Seq=2130836821 Ack=2991287217 Win=65535 Len=2[Malformed Packet]

15 2813-083-88 15 5.121896 192.168.14.250 192.168.21.193 222 HTTP/1.1 400 Bad Request (text/himl)

16 2013-88-88 15:33:35.124657 192.168.21.193 192.168.14.258 60 3873 » BB [ACK] 5eq=2139837134 Ack=2991287382 Win=65371 Len=2



1. ZETCP=XREF,
2. BTCPEHERMNBEITEXIER.
3. Wireshark & 1 —MNEIEB(TCP ACK)FEK R iR

TEERT HOHIRCAPO)RR,

Mo, Time Source Destinabion Frotecol  Length ifo
1 2913-88-88 15:33:31.909514 192.168.21.193 192.168.14.258 TP 66 3872 + 88 [SYN] Seq=230342488 Win=65535 Len=@ M55=1388 SACK_PERM=1
2 2913-08-88 15:33:31.009824 192.168.14,258 192.168.21.193 e 66 B + 30872 [S¥YN, ACK] Seq=268013986 Ack=220342480 Win=64248 Len=8 M55=1460 SACK_PERM=1

3 2013-08-08 15:33:31.913296 168.21.193 192.168.14.258 TP 60 3072 + 80 [ACK] Seq=230342489 Ack=268013987 Win=65535 Len=2[Malformed Packet]
4 2913-98-88 15:33 913633 192 el 2 st (text/html)

8 2913-08-88 15:33:34.89475% 192.168.21.193 192.168.14.258 68 3872 - 80 [ACK] Seq=230342800 Ack=268814152 Win=65371 Len=2

11 2913-08-88 15:33:35.118524 192.168.21.193 192.168.14, 3258 TP 66 3873 + 88 [SYN] Seqe2731219422 Wine65535 Lens® MSS»1388 SACK_PERMe1

12 3913-88-88 15:33:35.118707 192.168.14. 250 192.168.21.193 e 66 80 + 3873 [SYN, ACK] Seq=2453407925 Ack=2731219423 Win=64248 Len=0 MS5=146@ SACK_PERM=1
12 2913-08-88 15:33:35.121591 192.168.21.193 192,168.14,258 (P 60 3073 + 80 [ACK] Seq=2731219423 Ack=2453407926 Win=65535 Len=2[Malformed Packet]

15 2013-08-88 15:33:35.121865 192.168.14.258 192.168.21.192 HTTP 222 HTTP/1.1 480 Bad Request (text/html)

16 2913-08-88 15:33:35.124673 192.168.21.193 192.168.14.258 TP 68 3873 » 88 [ACK] Seq=2731219736 Ack=24534080891 Win=65371 Len=2

2o

2/NBIRJLFHEE ( ZRISNEEHLE ) -

1. ZETCP=REF,
2. BTCPEMERMMBIBEBIEKRE TR,
3. Wireshark & ;1 — NEUIEB(TCP ACK)FEE X HiR,

RERNERNBES

Ho. Time Sourge Destination Frotocel  Length  Info
12013-08-68 15:33:31.909193 192.168.21.193 192.168.14.250 TCP 66 3872 + 88 [SYN] Seq=4231766828 Win=65535 Len=0 M55=146@ SACK_PERM=1
2 2013-98-08 15:33:31.909849 192.168.14.250 192.168.21.193 TCP 66 88 » 3072 [SYN, ACK] 5eq=B867575959 Ack=4231766829 Win=64240 Len=0 M55=1380 SACK_PERM=1
3 2813-88-08 15:33:31.913267 192.168.21.193 192.168.14.258 TCP 60 3872 + 838 [ACK] Seq=4231766829 Ack=867575960 Win=65535 Len=2[Malformed Packet]

Frame 3: 60 bytes on wire (488 bits), 68 bytes captured (488 bits)
Ethernet II, Src: BelkinIn_63:90:f3 (ec:1a:59:63:98:f3), Dst: Cisco 6l:cc:9b (58:8d:89:61:cc:9b)
802.1Q Virtual LAN, PRI: ®, DEI: @, ID: 20
Internet Protocel Version 4, Src: 192.168.21.193, Dst: 192.168.14.258
~ Transmission Control Protocol, Src Port: 3872, Dst Port: &B, Seq: 4231766829, Ack: 867575960, Len: 29
Source Port: 3872
Destination Port: 88
[Stream index: @]
[TCP Segment Len: 2]
Sequence number: 4231766820
[Mext sequence number: 4231766831]
Acknowledgment number: B67575060
8101 .... = Header Length: 2@ bytes (5)
» Flags: Ox610 (ACK)
Window size walue: 65535
[Calculated window size: 65535]
[Window size scaling factor: -2 (mo window scaling used)]
Checksum: @x@81bf [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
[SEQ/ACK analysis]

» [Timestamps] 0
TCP payload (2 bytes)

v q—
v [Expert Info (Error/Malformed): formed Packet (Exception occurred)]

[Malformed Packet (Exception occurred)]
[Severity level: Error]
[Group: Malformed]

58 8d @0 61 cc 9b ec la 59 63 99 3 B1 OO OB 14 X .a---- Yc--
o8 00 45 00 00 2a Tf 1d 40 00 80 06 d5 ad <0 aB E--*. @
15 <1 c@ aB Be fa @c 8@ 8@ 50 fc 3b 33 b6

8030 28 98 50 10 ff ff 61 bf oo oo TG (Poseas s

zZa:

1. BB SDHIR B Wireshark I 4L 1R o
2. KER2AMNFET,



3. B2 FHMTCPA R,
4. UERANFHHFE(00 00),

EERNRE

RE D FIHMREEER — SR/ RIBSEE,

1T R E IR, ERIRTIERHIR , MR , BEZEHNA DB EREHESIHRIANKIR , A
m -

Capture at c]lent ,{\ q SPAN 2
Server
Cllent ﬁ 192.168.14.250

E—
192.168.21.193 INSIDE —@_ OUTSIDE {
E : | .
L] . ©

EXFERT , RRHCA O EFRN T 2NN FT | RS RRER S BRI A,

=6 8.UDPEEFIE ( RAOBIED )

B &8 1 B $rSysloglR %585 £ & T ZISyslog (UDP 514)H &,

TERE RA
i/ Syslog Server
192.168.1.x/24 192.168.2.%/24 10.10.1.73
El/2 S E1/3.202 —
— INSIDE p——

e -@_ OUTSIDE _—
| ! . =
_
. 7 =
| EIGRP AS 1,

4 . Syslog Client

xzyur]E’Juu, .
JRIP : 192.168.1.81
DSTIP : 10.10.1.73

% : UDP 514



IR

FEFTD LINAS|ZE L5 AR :

<#root>
firepower#

capture CAPlI int INSIDE trace match udp host 192.168.1.81 host 10.10.1.73 eq 514

firepower#

capture CAPO int QUTSIDE match udp host 192.168.1.81 host 10.10.1.73 eq 514

FTDHRE RTEHES :

<#root>
firepower#
show capture

capture CAPI type raw-data trace interface INSIDE [Capturing - 0 bytes]
match udp host 192.168.1.81 host 10.10.1.73 eq syslog

capture CAPO type raw-data interface OUTSIDE [Capturing - 0 bytes]
match udp host 192.168.1.81 host 10.10.1.73 eq syslog

HEENERE
AE o FIHHREE R — S/ REEE.
7311 R EFTDERER,

BERERHEERE , AMEREE

<#root>
firepower#
show conn address 192.168.1.81 port 514

10 in use, 3627189 most used
Inspect Snort:
preserve-connection: 6 enabled, 0 in effect, 74 most enabled, 0 most in effect

ubp
I NSI DE

10.10.1.73:514

I NSI DE



192.168.1.81:514, idle 0:00:00, bytes

480379697

, flags -

Z

1. AOME A OMERE(U-turn).

2. FTHERIFERNE (H5GB) .

. MERCRTIARED R (HWHIERE ) o XMRNTAFTDHERTFE REAKES. N
AxxMIBxxF B LXFHFRED . FEARHBIH , BB B41XX0

17302 FREAL R R Bl 83K

= 2 5 Firepower LA B IS |, FEA OO ( AFIFRHE12 ) MBRED ( EVIRMEN10) LEAR
X, MEAFR :

FP41xx

E1;“2 Capture
Point 2 FTD Snort engine
Capture Internal

FX0S) — .
( ) FTD LINA engine

{10
f% E1l
Capture
Point 3




Interfaces Logical

Select an instance: raf w
. mzafeiro_FTD . Sessian Name®
Selected Interfaces Ethamatl/2
Buffer Size 256 MB e
Snap bength: 1518 Bytes
Etharnetl/2
Stare Packets | overwite  [EETRRE
Capture On All Bsckolans Ports =

FTD Capture Filter Apply FiRes Cagtura Al

Ethernatl/a Ethamatl/ D, Etheimaet1/10

apply Angther Filter  Create Filter

Ethsrnat 1]

LG -

Capture Session 1A

= » CAPI Drop Count: 40103750 oOperational State: DOWN - Memory_Overshoot
Interface Name Filter File Size (in bytes) File Hame Device Name
Ethernetl/10 MHane 276 CAPI-ethernet-1-10-0.pcap mzafeiro_FTD
Ethernetl/9 Mane 132276060 CAPI-ethernet-1-9-0.pcap mzafeira_FTD o,
Etharmetl/2 MNong 126234072 CARl-etharnet-1-2-0.pcap mzafgira_FTD o,

52 BF : EWireshark mHERVNIRIZHBIES | SUSRUERZ ORI MIELES

WEl



M CaR-ethernet-1-2-0,pcap
Eile Edit Yiew Go Capture Analyze Statistics

Telephony Wireless Jools Help

Am T RE Qe»ETFSE Qaaar
v & display fiter _., <Chrk- >
—— m— e = = 1
o, Time Source Destination Frotocol Length Info
3 @.8532. Vmware 85:4f:ca  Broadcast ARP 78 Who has 192.168.103.111¢ Tell 192.168.183.112 |
49,0000 Vmware 85:4f:ca  Broadcast ARP 64 Who has 192.168.183.1117 Tell 192.168.183.112
5 8.5216. Vmware_85:2f:88 Broadcast ARP 78 Whe has 18.18.18.17 Tell 19.16.16.10
6 0.0000. Vmware_85:2f:88 Broadcast ARP 64 Whe has 19.18.18.17 Tell 190.10.16.10
7 0.5770. Vmware_85:2f:88 Broadcast ARP 70 Whe has 19.18.18.17 Tell 19.198.10.19
8 0.0000. Vmware_85:2f:80 Broadcast ARP 64 Whe has 19.18.18.17 Tell 19.198.19.19
11 @.1520_ Vmware _85:21:80 Broadcast ARP 78 Whe has 10.18.18.17 Tell 10.18.18.18
12 @ 8000_ Vmware 85:2f:80 Broadcast ARP 64 Who has 10.18.18.17 Tell 10.18.18.18
13 8. B6@6_- Vmware B5:4f:ca  Broadcast ARP 78 Who has 192_168.183.1117 Tell 192.168.163.112
14 6.0000_ Vmware 85:4f:ca  Broadcast ARP 64 Who has 192.168.183.1117 Tell 192.168.163.112
15 8.1655_ 192.168.8.181 17338200 . 100 DHS 41 Standard query 8xdadf A 2.debian.pool.ntp.org
16 0.0000_ 192.168.9.181 173.38.200. 100 DHS 85 Standard query Sxda9f A 2.debian._pool.ntp.org
17 0.0000. 192.168.8.181 173.38.200. 100 DHS 91 Standard query Sxdafd AAAA 2.debian.pool.ntp.org
18 0.0000. 192.168.08.181 173.38.208. 180 DHS 85 Standard query Sxdafd AAAA 2.debian.pool.ntp.org
19 6.80803. 192.168.8.161 173.38. 200, 188 DS 91 Standard query @xdadf A 2.debian.pool.ntp.org
20 9.0000. 192.168.8.181 173.38.200.180 DHS B5 Standard query Bxdadf A 2.debian.pool.ntp.org
1.
M CAPI-ethernet-1-2-O.pcap
Eile Edit Yiew Go Capture Analyze 3tatistics Telephony Wireless Jools Help
am 1@ "RE QesEF L Eaaarl .
[] A |
B, Time Source Destination Frotoogl Length  Timetolve Info
1334 0000000000  192.168.1.81 10.10.1.73 Syslog 147 255 LOCALA.DEBUG: Oct 15 2019 @7:47:17: ¥ASA-7-6@9802: Teardown local-host identity:192.168.1.81 dur|
1336 ©.0007887. 192.168.1.81 10.10.1.73 Syslog 147 254 LOCALA.DEBUG: Oct 15 2010 87:47:17: ¥ASA-7-680002: Teardown local-host identity:192.168.1.81 dur|
1338 0.0001 192.168.1.81 19.10.1.73 Syslog 147 253 LOCALA.DEBUG: Oct 15 2819 87:47:17: XASA-7-609002: Teardown local-host identity:192.168.1.81 dur
1340 0000128919  192.168.1.81 10.10.1.73 Syslog 131 255 LOCALA.DEBUG: Oct 15 2019 07:47:17: XASA-7-6@89001: Built local-host NET_FIREWALL:192.168.1.71\n
1342 0000002839  192.168.1.81 18.10.1.73 Syslog 147 252 LOCALA.DEBUG: Oct 15 2019 67:47:17: ¥ASA-7-6@9802: Teardown local-host identity:192.168.1.81 dur|
1344 6.000137974  192.168.1.81 10.10.1.73 Syslog 131 254 LOCALA DEBUG: Oct 15 2819 67:47:17: ¥ASA-7-600001: Built local-host NET_FIREWALL:192.168.1.71\n
1346 9, 000002758 1592.168.1.81 10.12.1.73 Syslog 147 251 A, DEBUG: Oct 15 2019 87:47:17: KASA-7-689002: Teardown local-hest identity:192.168.1.81 dur
1348 0.600261845  192.168.1.81 10.10.1.73 Syslog 131 253 (OPALA.DEBUG: Oct 15 2019 ©7:47:17: ¥ASA-7-689001: Built local-host NET_FIREWALL:192.168.1.71\n
1350 0.000002736  192.168.1.81 10.10.1.73 Syslog 147 250 LOCALA.DEBUG: Oct 15 2010 87:47:17: ¥ASA-7-6@9002: Teardown local-host identity:192.168.1.81 dur|
1352 0.000798149  192.168.1.81 19.10.1.73 Syslog 200 255 LOCAL4.INFO: Oct 15 2819 @7:47:17: XASA-6-302620: Built inbound ICHP conmection for faddr 192.16
1354 0000498621  192.168.1.81 10.10.1.73 Syslog 131 252 LOCALA.DEBUG: Oct 15 2019 07:47:17: XASA-7-600001: Built local-host NET_FIREWALL:192.168.1.71\n
1356 0.000002689  192.168.1.81 10.10.1.73 Syslog 147 249 LOCALA.DEBUG: Oct 15 2019 07:47:17: ¥ASA-7-689002: Teardown local-host identity:192.168.1.81 dur|
1358 0000697783  192.168.1.81 10.10.1.73 Syslog 195 255 LOCALA. INFO: Oct 15 2019 @7:47:17: ¥ASA-5-302021: Teardown ICMP connection for faddr 192.168.1.7
1360 8.000599782 192.168.1.81 10.10.1.73 Syslog 151 255 LOCALA.DEBUG: Oct 15 2019 87:47:17: XASA-7-600002: Teardown local-host NET_FIREWALL:192.168.1.71
1362 0.000002728 192.168.1.81 19.10.1.73 Syslog 200 254 LOCALA.INFO: Oct 15 2019 @7:47:17: XASA-6-302020: Built inbound ICHMP connection for faddr 192.16
1364 0000499914  192.168.1.81 10.10.1.73 Syslog 131 251 LOCALA.DEBUG: Oct 15 2019 07:47:17: ¥ASA-7-600001: Built local-host NET_FIREWALL:192.168.1.71\n
1366 0.000697761  192.168.1.81 10.10.1.73 Syslog 147 248 LOCALA.DEBUG: Oct 15 2010 @7:47:17: ¥ASA-7-689002: Teardown local-host identity:192.168.1.81 dur|
1368 0.000160137  192.168.1.81 10.19.1.73 Syslog 195 254 LOCALA.INFO: Oct 15 2019 @7:47:17: XASA-6-302021: Teardown ICMP connection for faddr 192.168.1.7
1370 0000433196  192.168.1.81 10.10.1.73 Syslog 151 254 LOCALA.DEBUG: Oct 15 2019 07:47:17: XASA-7-689902: Teardown local-host NET_FIREWALL:192.168.1.71
1372 0000498718  192.168.1.81 10.10.1.73 Syslog 200 253 LOCALA.INFO: Oct 15 2019 @7:47:17: ¥ASA-6-392020: Built inbound ICMP conmection for faddr 192.16
1374 0.000002840  192.168.1.81 19.10.1.73 Syslog 131 250 LOCALA.DEBUG: Oct 15 2010 07:47:17: ¥ASA-7-600001: Built local-host NET_FIREWALL:192.168.1.71\n
1376 9. 000596345 192.168.1.81 10.10.1.73 Syslog 147 247 LOCALA.DEBUG: Oct 15 2019 97:47:17: XASA-7-600002: Teardown local-hest identity:192.168.1.81 dur
1378 0.000600157  192.168.1.81 10.10.1.73 Syslog 195 253 LOCALA. INFO: Oct 15 2019 @7:47:17: XASA-6-382021: Teardown ICMP connection for faddr 192.168.1.7
1380 0.000002772  192.168.1.81 10.10.1.73 Syslog 151 253 LOCALA.DEBUG: Oct 15 2019 87:47:17: ¥ASA-7-689902: Teardown local-host NET_FIREWALL:192.168.1.71
1382 0.000600947  192.168.1.81 10.10.1.73 Syslog 200 252 LOCALA. INFO: Oct 15 2019 @7:47:17: ¥ASA-6-382020: Built inbound ICMP conmection for faddr 192.16
1384 0.000498808  192.168.1.81 16.10.1.73 Syslog 131 249 LOCALA.DEBUG: Oct 15 2019 67:47:17: ¥ASA-7-600001: Built local-host NET_FIREWALL:192.168.1.71\n |

5

AN\

=

1. RE2 MR R ERR KM BREE K HIEZH N E Rsyslog.
2. WIEBZANERATHY R, IRTBBEEERFES.

3. EFETE(TTL)ERER /.

A -

X

RNFHEBIESRE.



"=

' Syslog Server
192.168.1.x/24 192.168.2.x/24

10.10.1.73
El/2 E1/3.202 e o
INSIDE OUTSIDE ——r_
=]
A1
. EIGRP AS 1
4 . Syslog Client

1730 3.6# F packet-tracer,

ATHIESFTEILPAIELINAGIZE | AT EHRITRMNRE (B RERREIR ) , BALUEA
packet-traceriR BRERLL B IE D -

<#root>
firepower#

packet-tracer input |NSIDE udp 10.10.1.73 514 192.168.1.81 514

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access 1ist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access 1ist

Phase: 3

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

Config:

Additional Information:

Found flow with id 25350892, using existing flow

Phase: 4

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:

Snort Verdict: (fast-forward) fast forward this flow

Phase: 5



Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.1.81 using egress ifc INSIDE

Phase: 6

Type: ADJACENCY-LOOKUP

Subtype: next-hop and adjacency

Result: ALLOW

Config:

Additional Information:

adjacency Active

next-hop mac address a023.9f92.2a4d hits 1 reference 1

Phase: 7

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: |NSIDE

input-status: up
input-line-status: up

out put-interface: |NSIDE

output-status: up
output-line-status: up
Action: allow

17514 ¥ IAFTDER H,
RERXERBHRUERREFEERSEER

<#root>
firepower#

show route 10.10.1.73

Routing entry for 10.10.1.0 255.255.255.0
Known via "eigrp 1", distance 90, metric 3072, type internal
Redistributing via eigrp 1
Last update from 192.168.2.72 on

QUTSI DE, 0:03:37 ago

Routing Descriptor Blocks:
© 192.168.2.72, from 192.168.2.72,

0: 02: 37 ago, via OUTSI DE

Route metric is 3072, traffic share count is 1



Total delay is 20 microseconds, minimum bandwidth is 1000000 Kbit
Reliability 255/255, minimum MTU 1500 bytes
Loading 29/255, Hops 1

Z

1. BRBEREBHEOED,
2. BRE L2 8T 3R £1(0:02:37)

TH5. \INEREE BT E,

KREEZEEGEITHIENES LIEEZEIRIRE :

<#root>
firepower#
show conn address 192.168.1.81 port 514 det ai

21 1in use, 3627189 most used
Inspect Snort:
preserve-connection: 19 enabled, 0 in effect, 74 most enabled, 0 most in effect
Flags: A - awaiting responder ACK to SYN, a - awaiting initiator ACK to SYN,
- TCP state-bypass or nailed,
- CTIQBE media, c - cluster centralized,
- DNS, d - dump, E - outside back connection, e - semi-distributed,
- dinitiator FIN, f - responder FIN,
- group, g - MGCP, H - H.323, h - H.225.0, I - dinitiator data,
- incomplete, J - GTP, j - GTP data, K - GTP t3-response
- Skinny media, L - decap tunnel, M - SMTP data, m - SIP media
- inspected by Snort (1 - preserve-connection enabled, 2 - preserve-connection in effect)
- GUP, O - responder data, o - offloaded,
inside back connection, p - passenger flow
- SQL*Net data, R - initiator acknowledged FIN,
- UDP SUNRPC, r - responder acknowledged FIN,
- SIP, t - SIP transient, U - up,
- VPN orphan, v - M3UA W - WAAS,
- secondary domain backup,
- inspected by service module,
- per session, Y - director stub flow, y - backup stub flow,
- Scansafe redirection, z - forwarding stub flow

NX X=<4X”mO TS Z~-=--0TMUN<oT
I

UDP INSIDE: 10.10.1.73/514 INSIDE: 192.168.1.81/514,
flags -oN1, idle Os,

upti me 3mi9s

, timeout 2mOs, bytes 4801148711

ERC
1. ZERERTEN4D 8] ( BIEHRPLEEIGRPIEHE A ) BIIH
TH6. BB BN RERE,



EXMELT  BECSCEMAEETE  ASRAIHROEOED ; XFSEHE. XRE
H B KBV IRAEIRFF

1. EEVMERER (HRAEASTLRBEHRER )

2. M4E 33 F ¥R (NAT)E K- UN-NAT ( BFRNAT ) BrERIVIL £ & TPBRABHE K.
3. ETREEMERH (PBR)

4. =REBHARER

HFEZEKTER ( HUDPEEZERB 2084 , REAEFFHEFELEBEZ ) , AKLE
EFERIERE

<#root>
firepower#
cl ear conn address 10.10.1.73 address 192.168.1.81 protocol udp port 514

1 connection(s) deleted.

BIFRABEENINERE

<#root>

firepower#

show conn address 192.168.1.81 port 514 detail | b 10.10.1.73.*192.168.1.81
ubpP

QUTSI DE

: 10.10.1.73/514

I NSI DE

: 192.168.1.81/514,
flags -oN1, idle 1ml5s, uptime 1ml5s, timeout 2mOs, bytes 408

1T37 BLEF S E R

X R R R I (R B R S LB RV IE AR IR TR | W TUDPEBIERAH ML, SMBIRE>FHIR
B>, REREE :



SMTP Server H.323 | Default v | |

SNMP

SIP Default v
SSL
SIP Media Default v
Syslog
Timeouts SIP Disconnect: Default v
Time Synchronization SIP Invite Default v
UCAPL/CC Compliance
SIP Provisional Media Default v
Floating Connection Custom v 0:00:30
Xlate-PAT Default v

BEXFHEEBNNESHAEE , B2H (h55E)

https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-
Z.html#pgfld-1649892

O O HTTPSERE R (7R1)
BB R - TTEEU R 1%192.168.201.105F AR 5585 192.168.202.101 Z [MIBIHTTPSE(E

TERERAH:

Client Port-Address Translation (PAT) 192.168.2 Oz‘lﬁrver
192.168.201.111 192.168.202.11 a—

E % : ::-i OUTSIDE

SR

INSIDE
=

IRIP : 192.168.201.111
BHIIP : 192.168.202.111

MY : TCP 443 (HTTPS)

HIRD T
EFTD LINAS|Z2 L 5 A#X -
BT i Ot R EE , OUTSIDERIR R EANIPFRE.

<{froot>


https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z.html#pgfId-1649892
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z.html#pgfId-1649892

firepower#

capture CAPlI int INSIDE match ip host 192.168.201.111 host 192.168.202.111

firepower#

capture CAPO int QUTSIDE match ip host 192.168.202.11 host 192.168.202.111

TEERTENGFWREE D LHIRARE

o Time Source Deshnation Frotocol Length  Mdentificaion ko
35 2018-02-01 10:39:35,187887  192.168.291.111  152.168.202.111 TP T ff3l (12081) G666 + 443 [SYN] Seqe2834B65631 Win=29200 Lens@ MSS=1460 SACK_PERM=1 TSval=153658158 TSecr=@
39 2018-02-01 10:39:35.188909  192.168.202.111  192.168.201.111  TCP 78 80000 (@) 443 + 6666 [SYN, ACK] Seq=4886514531 Ack=2034865632 Win=28568 Len=d MSS=1388 SACK_PERM=1 TSva
40 2016-92-81 10:39:35.169046  192.168.201.111  192.168.282.111 TP 70 Bx2f32 (12082) 6666 » 443 [ACK] Seq=2034365632 Ack=4086514532 Win=29312 Len=0 TSval=192658158 TSecr=3119615616
41 2018-92-81 19:39:35.251695 192.168.201.111  192.168.282.111  TLSw1 326 @x2f313 (12083) P client pello
42 3018-92-01 10:39:35.252352 _192.168.202.111 __192.168.201. 111 __TCP 70 Bxefbd (B1364) 3 ELEENTT [ncl(] Seq=A88651453) Ack=2034B65888 Win=8192 Lensb_ lb\-al 3119615816 Tsecr=192658174

A1 2018-02-01 10:48:85 FiM 192 2. 102 168_281.1 78 Oxd8c3 (55491) A43 + BBGE [RST] Seqe=4886514532 Win=B192 Lensd TSvals3119¢

a4

. BETCP=XREF.

. SSLipE R, &/ ik A&EClient HellosE 2.,
. [BIEFIRAETTCP ACK,

B PMNREEIEFIRHTCP RST,

A WOWON -

TEERTHENGFWAS#EO LHRWAE.,

Sourte Destination Frotoosl  Lesgth

5 E al= 193558158 Toecr=0 Wonl2l
J- 4 2018-02-81 10:19:35.188527  192.168.202.111  192.168.202.10  TCP (s, } MSS=1460 SACK_PERMs1 TSwal=3119615816 TSecr
35 2918-02-01 59214 192,168.202.11  192.168.202,111 TCP 70 §x2f32 (12082} 15888 + 443 [ACK] Seqs2a85930708 Ack=3J674d05363 Min=29312 Lensd Tsval=192658158 Tsecrs3119615816
36 J015-02-81 1 39:35%. 7 192,168, 72.11 192.168,392.111 TLSv1 257 Oxcd36 (52534) Client Helle

|_§W§!

=z

1. ZETCP=XEF,

2. SSLinE s, & iwAEClient HellosE 2.
3. B RIBEERFEELIETCPEF Lo

4. B—NRIEEIPRS B/ TCP RST,

EERNIRE
RE D FIHRREEER -SRI RIBEE,

TE01 FREVE AR

ERS R EHRNERRE , RSHFUI TS RINTCPREMPNTLSE FikHeloBiEE , AEH
HBRER (REEOEFIWNTCP RSTHAEMAMNERED )



. offset @
: Flags

[DF], proto TCP (6

sum 8x@ce5 (incorre 64, options [nop,nop,T

ons [nop,

64, options [nop,nop,

63114,
111.443:

8, flags [DF],

64, options [nop,

L 64, id 54817,
111.443:

options [nop,nop,TS

win 28968, ©

154 packets captured
154 packets re ved by filter

HIRIEFT B R A AR — AT -

EXHERT , A TETEMR , EEHE Wireshark L5 A Validate the TCP checksum if possibleif I
o SHRZEIEdit > Preferences > Protocols > TCP , #1EFf R~

*

TCF UDF poat |0

Carcel

M \Wireshark - Preferences ? e
Steam [H5 D » Transmission Control Protocol °
STF .

ST [+] Shew TCP summary in pretocel tree
- I ] I H I
STUN : |+ Walidabe the TCF checksum if possible .
SUA [+] Allow subdissector to reassemble TCP streams
o |+] Anabme TCP sequence numbers
SYNC || elatem sequerce rumbsrs
SYNCHROPK
Gt Scaling facior to use when mot available from capiure | Not known s
YTy
Slog [] Track number of bytes in fight
T.38 [+] Calculste conversation bmestamps
TACACS
Try hewristic sub-deseciors first
TACALCS+ Lo
TALI [] 1gnore TCP Timestamps in summary
TP, [++] Do not call subdissectors for ermor packets
TCAP [+#] TCP Experimental Options with & Magic Kumber
TcP [_] Display precess iformation vin IPFIX
TCPEMNCAP

Halp

EXFERT , FHERAFERAUREZEESLBREFE



Ml Weeihac
Fde Edit Wew Go Caphwre Anahme Statatics Telephory Wirelem Took Heln
dm 8 TRE Qe=+EFE _EAa8l

_al =

&0 21B-82-01 10:39: 35, 185046 0 da2fiz (12082 G666 + 443 [ACK] s.m.mma AckeS086514532 WinsZ9312 Lemsf) TSwalsl92658158 TSecr=3119615816
H . 326 Gx2FI3 (12083 2 Client Mello

19615816 TSecr=19205&174 3

35 7818-02-81 10:39:35,180214 192, 168.302.11 192, 168. 262,111 70 8x2432 (12082) o 15880 + 443 [ACK] Seqe2426930708 Ack=3674405383 Win=20303 Len=D TSval=102658158 TSecr=31
=

4

[TCP Retransmission] 443 + 15889 [SYN, ACK] Seqe3578805352 Ack=2435930708 Min=28968 Len=d

41 J018-02-21 10:40:96.790700  192,165.302.111  192,168.292.11 78 Bx0000 (8}

1. FETCP=RIEF, IP IDME, XEWREZRABPH XENRE,
2. TLSE FimHelloSk E EAIP ID 120830 & Fif. HIETHHAIENRE (EARBIF | BHAIE

B TTLSH&ZENE ) , HEIP IDEXH52534, ﬁt% BIESTCPRE %uaimﬂi(ﬁlaﬂéﬂlé‘
SRR ) o

3. BARIEAL TTCPRER A H @B ik ( BIRARSSER ) RIEACK.

15 F8-02-01 10:35:35, 185004 192.168.002.01  152.168.000.111 TP M eafiz (12083) 15880 + 243 [ALK] SeqeddBiS00R08 Ack=3OT4405101 Wine2al12 |
16 FN18-02-91 10:39:15, 062097 192, 168.202.00  193.168.20.111  TLSvl 257 Bucd b6 (525341 £lient Hells

Intermet Protocol Version &, Sec: 152,108, 303,11, Ost: 152168, 33.111
W

Source Port: 15880

Destinatlon Fort: 243

[Stresm index: 1]

[TOP Segment Len: 157]

Seguence musber: MBSOHITEE

[Mext sequence nusber: JEBLSINENS]

Acknoul cdpment nusber: 3674405303

IR ..., = Header Length: 32 bybes (83
» Flags: @w818 (PSH, ALK}

Window size walue; &4

|Caleulated window skze: EB192)

[Wirsdina iize scaling Fackor: 128]

[Checksum Status: Bad]
[Caloulated Checksum: Bu3dsl]
Urpeat pointer: @
¢ Options: (1F bytes), Wo-Operation (WOP), Mo-Operstion (NOP), Timestamps
+ |SEQIACK analysiz]
[ Timestamps]
TOP payload (187 bytes)
Secure Sockefs Layer

4. B KRB MRS BRI EEMRTCP ACKEEE , MREMERHTLSE M iiHelloEE ., XHIX
BT Bh K BRI TCPAIEER,

5. RASOWE , XS FHEE T IRAKIETCP RST,

6. Bh X IE A BRS5BR K IATCP RST,

HSE .

Firepower TLS/SSLiEF 4318



https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/understanding_traffic_decryption.html#id_19071
https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/understanding_traffic_decryption.html#id_19071

24| 10.HTTPSEZEE (5 22)

B REBLEA © FMCE BEVF R UESE AT R W

Overview Analysis Policles Devices Objects = AMP Intelligence Deploy A system
Configuration Users Domains Integration Updates Licenses * Smart Licenses Health » Monitoring ¥ Tools ¥

Error x

Failed to send the message to the server. Please verify
the DNE Server/MTTE Broxy settings

Welcome to Smart Licenses

ore you use Smart Licenses, obtain a registration token
Smart Software Manaagr, then click Register

Smart License Status

TERERA

Cisco Licensing Portal

192.168.0.100

ZEHR

JRIP : 192.168.0.100
Dst : tools.cisco.com
X : TCP 443 (HTTPS)
IR D

EFMCEE#E O LS AR

Capture on FMC eth0 (mgmt) i|1terfacej Cisco Licensing Portal

92.168.0.100

FRHEFEM. HIHRERE , HCTRL-CF LR .



<#root>
root@firepower:/Volume/home/admin#
tcpdunp -i ethO port 443 -s 0 -w CAP. pcap

HS_PACKET_BUFFER_SIZE is set to 4.
tcpdump: listening on ethO, Tink-type EN1OMB (Ethernet), capture size 262144 bytes

~C
264 packets captured
<- CTRL-C

264 packets received by filter
0 packets dropped by kernel

root@firepower:/Volume/home/admin#

MFMCUHEE 3R (System > Health > Monitor , %1% % Hi%&#FAdvanced Troubleshooting) , 21 P
™

Overview Analysis Policies Devices Objects AMP Intelligence e 3 Help v admin v

Configuration Users Domains Integration Updates Licenses v Health » Monitor Monitoring * Tools

Advanced Troubleshooting

Firagsser

File Download

Fila CAP.pcap

[ Download [ Back |

TEE R T Wireshark L IFMCHEZX :

‘ CAP.pcap
Eile Edit Wiew Go Capture Analyze 3Statistics Telephony Wireless Tools Help
Amn ;@ T RE QenEFE _|E QA
[M]apply a display filter ... <Ctrl-
No. Time Source Destination Protocol  Length Info
1 2019-16-23 67:44:59_ 218797 192.168.6.100 16.229.28.96 TLSvl.2 167 Application Data
2 2019-18-23 87:44:59.2208929 10.229.20.96 192.168.0.100 TLSv1.2 123 Application Data
3 2019-18-23 @87:44:59.220968 192.168.0.100 10.229.20.96 TCP 54 443 + 64722 [ACK] Seq=1380971613 Ack=2615750168 Win=249 Len=08
4 2019-10-23 07:45:02.215376 192.168.9.100 10.229.20.96 TLSv1.2 187 Application Data
5 2019-18-23 67:45:02.217321 10.229.20.96 192.168.0.108 TLSw1.2 123 Application Data
6 2019-10-23 @7:45:82.217336 192.168.0.188 16.229.20.96 TCP 54 443 » 64722 [ACK] Seq=13808971666 Ack=2615758237 Win=249 Len=0
7 2019-10-23 07:45:05.215460 192.168.0.100 10.229.20.96 TLSv1.2 107 Application Data
8 2019-18-23 87:45:85.217331 10.229.20.96 192.168.0.100 TLSv1.2 123 Application Data

9 2019-18-23 87:45:85.217345 192.168.8. 18.229.20.96 TCP 54 443 + 64722 [ACK] Seq=1380971719 Ack=2615750306 Win=249 Len=0

12 2019-10-23 @7:45:06.218550 10.229.20.96 192.168.0.1600@ TCP 60 64784 -+ 443 [ACK] Seq=4002690285 Ack=3428959427 Win=66048 Len=0
13 2019-19-23 87:45:06,219386 10,229,20,96 192.168.0.100 TLSvl.2 571 Client Hello

p B EREHIRNMERTCPAIE , i Wireshark L{E Atcp.flags==0x2E RiI BT, X



59 SEBRWAATCP SYNSIES,

Ml CAPpcap
file Edit Miew Go Capture Analyze 3Seatisics Telephony Mlireless Jools Help

dm i@ 1 DRE A«»EF2Saaall
1 1. Mogsasoez
Mo Time Source Destination Prote<ol Length  Info

52 125 . 1gSSLEF #Hello #9Server Name = B K1 3 51l

l T5 2019-10-23 @87:45:14,634051 192. 168,89, 184 72.163.4.38 TLswl.2 571 Client Hello
£

* Frame 75: 571 bytes on wire (4568 bits), 571 byte:s captured (4568 bits)
» Ethernet II, Src: Viesare 10:d0:a7 (00:0c:20:10:d48:a7), Dait: Cim_fﬁ:ld:ae (B :be: 75: 16 1d  ae)
» Imternet Protocol Version 4, Src: 102.168.0.100, Dst: 72.163.4.38
» Transmission Control Protocol, Sec Port: 35752, Dst Port: 843, Seqr 2427943532, Ack: 2779078885, Len: 517
|+ Secure Sockets Layer
* TLSvl.2 Record Layer: Handshake Protocol

Expand Subinesd

Content Type: Handshake {32) Collapse Subnets

Wersfon: TLS 1.0 (@x0301) Excpand Al

Lemgth: 5132 Collapse All

~ Harmdshake Protocol: Client Hello m

Handshake Type: Client Hello (1)
Length: 508 Apply ad Filter B
Verdion: TLS 1.2 {0x@303) Frepare a Filter L

¥ Random: Z34408a107438CTIBS056465320 Conmversation Filter "
Session ID Lemgth: O Colorize with Filter "
Cipher Swites Length: 198 Follewr »

* Cipher Suites (58 suites)
Compression Methods Length: 1 Capy L

» Compression Methods (1 method) Shov Packet Bytes..
Extensions Lempth: 367 Export Packel Bytes...
w Extension: server_nase (lens28) Wiki Protocel Pasge
Type: server_name (8} Fitiar Field Refrence
Lengkh: 28
v Server Mame Indication sxtensfor  Frovocol Prefesences *
Server Name list lemgth: 18 Dpcode A

Server Nase Type: host_npse |
Server Nome length: 1%
Server Name: tools.cisco.com

G 1 Rinked Pagiet
Shorw Linkcesd Paciont en New Window

p RB7 . NALERYIERUNEEZF P inHelloH Essl.handshake.type ==

N | ssl.handshake.type == 1
Ma. Tirme Source Destination Frotooodl  Length  Server Name Infr
| 13 2819-10-23 87:45:86. 219386 18.229.29.96 192.168.8.168 TLSv1.2 571 Client Hello
23 2819-10-23 87:45:86.227250 16.229.29.96 192.168.8.168 TLSv1.2 Client Hello
48 2619-19-23 @7:45:12.406366 16.229.20.96 192.168.9.108 TLSv1.2 Client Hello
54 26819-16-23 87:45:12.412199 16.229.29.96 192.168.6.108 TLSv1.2 Client Hello
75 2619-18-23 87:45:14. 634891 192.168.0. 180 72.163.4.38 TLSw1.2 .Cisco.com Client Hello
111 2819-18-23 87:45:25.136089 192.168.8. 180 72.163.4_38 TLSv1.2 .cisco.com Client Hello
149 2e19-18-23 @7:45:35.637252 192.168.0. 182 173.37.145.8 TLSv1.2 .cisco.com Client Hello
166 2619-18-23 87:45:46.136858 192.168.0. 182 173.37.145.8 TLSv1.2 .cisco.com Client Hello
195 2619-18-23 @7:45:56.635438 192.168.0. 188 72.163.4.38 TLSv1.2 . C1sco. com Client Hello
238 2619-18-23 87:46:97. 221567 16.229.29.96 192.168.4.108 TLSv1.2 Client Hello
240 2619-18-23 87:46:07. 228486 16.229.29.96 192.168.4.108 TLSv1.2 Client Hello




~

xE
173.37.145.8

REBHH —/NTCPHREME(Follow > TCP Stream)

HEREAXE , &

P A1 (tools.cisco.com)fEA LA RIP : 72.163.4.38,

WE T Ro

75 2019-18-23 87:45:14,6340891 192.168.0.1680 72.163.4.38 TLSv1.2 571 tools.cisco.cc Mar;'l.;mn:artl-lﬁa‘c;oeq
111 2819-18-23 87:45:25.136889 192.168.0. 160 72.163.4.38 TLSv1.2 571 tools.cisco.cc )
140 2019-10-23 07:45:35.637252  192.168.6.160  173.37.145.3 TLSvi.2 571 tools.cisco.cg  'anore/linignore Packet
166 2019-10-23 ©7:45:46.136858  192.168.0.100  173.37.145.8 TLSvi.2 571 tools.cisco.cg  Sei/UeetTime Reference
195 2919-18-23 87:45:56.635438 192.168.8. 160 72.163.4.38 TLsv1.2 571 tools.cisco.cc Time Shift...
238 2019-18-23 87:46:87. 221567 18.3229.28.96 192.168.8.16@ TLsvl.2 571 Packet Comment...
248 2019-18-23 87:46:97, 228486 18.229.28.96 192.168.08.168 TLsvl.2 571 Edit Resolved Name
Apply as Filter r
Prepare a Filter v
Conversation Filter k 1
rame T5: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits) Colorize Conversation v
thernet I1I, Src: Veware 10:d8:a7 (B@:68¢:29:18:d8:a7), Dst: Cisco_f6:ld:ae (@8:be:75:f6:1d2ae) TR »
Interm.!-t lj-‘r'ntocal Version 4, Src: 192.168.0.188, Dst: 72.163.4.38 Follow T TCP Strearn
ir‘ansnzssmn Control Protocol, Src Port: 35752, Dst Port: 443, Seq: 2427943532, Ack: 2770078885, Ler IOP Stream
lecure Sockets Layer cony ' SSL Slrea‘m-
¢ TLSvl.2 Record Layer: Handshake Protocol: Client Hello Protocol Preferences b -

Content Type: Handshake (2%}
Decode As..
Version: TLS 1.6 (8xd301)

Length: 512 Show Packet in Mew Window .

<= R[]

Baanrstien Pretesl

Langth  Sarver liome és

74 2819 145:14,632935 .8, 7Z. A, 38 TP 54 35752 = 443 [ACK] Seqs, 43532 =2TTOOTEEES Win=29209 Lens
75 2019-18-23 97:45:14, 634891

192 166.8.108 72.163.4.38 TLSv1.2 571 teols.cisco.cos) Client Hello
76 2019-18-23 @7:45:14.634796 72.163.4.38 192.168.8. 188 TP =] 443 + 35752 [ACK] Seqs2770078885 Ack=2427944049 Win=32768 Lens@
77 2819-18-23 97:45:14, 966729 72.163.4.38 192.168.9. 100 TLSv1.2 158 Server Hello
78 2019-10-23 ©7:45:14.966772 192.168.8.100 72.163.4.38 e 54 35752 = 443 [ACK] Seq=2427944049 Ack=2770078981 Win=19200 Len=0
79 2019-18-23 @7:45:14.966834 72.163.4.38 192.163.8. 100 TP 1384 443 + 35752 [PSH, ACK] Seq=2770078981 Ack=2427944849 Win=32768 Len=1338 [TCP sepment of & reassesbled PODU)
28 2819-18-23 @7:45:14, 966258 192.168.8.188 72.163.4.38 TP 54 35752 = 443 [ACK] Seqe2427944849 Acke=2770880311 Wine=31928 Len=8
81 20819-18- 72.163.4.38 192.163.9.108 TLSv1.2 155 o Certificate
82 2919-18- 192.168.0.188 72.163.4.38 TP 54 35752 + 443 [ACK] Seqe2427044840 Ack=2770088412 Win=31008 Len=@
83 2019-18- 72.163.4.38 192.163.9.100 TLSv1.2 63 Server Hello Done
84 2019-18- 192.168.0.108 72.163.4.38 e 54 35752 = 443 [ALK] Seq=2427944049 Ack=2T7008042 in=31920 Len=0

85 20819-18- »\lert (Lml Fatal Deseription: Unknown CA) 5

192.168.0.188

72.163.4 !B

87 2019 -
B8 2619

> Frame 75: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits)
» Ethernet II, Src: Veware_10:d@:a7 (00:0¢:29:10:d0:a7), Dst: Cisco_f6:1d:ae (0@:be:75:¥6:1d:ae)
» Internet Protocol Version 4, Sre: 192.168.8.109, Dst: 72.163.4.38
» Tramsmission Control Protocol, Src Port: 35752, Dst Port: 443, Seq: 2427543532, Ack: 2770878885, Lenm: 517
v Secure Sockets Layer
v TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22}
Wersion: TLS 1.8 (@wB3@1)
Length: 312
~ Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 588
Version: TLS 1.2 (@x@303)
¢ Random: 234490a107438c73h E53271cTc09fbbbTac16897184. . .
Session ID Length: @ a‘
Cipher Suites Length: 190
- Cipher Suites (50 suites)

Za:

1. FETCP= R EF,

2. B i%(FMC) [ B A5 7T 7] 7 & % SSLE F ik Hellosk
3. SSLLEIDANO, XEKRBEECIRES,

4. BARIRS B8 EI S BRSS 88 Hello, iEH M ARSS B3Hello 5 AL H
5. B im&iEAE X “Unknown CA’RISSL™= E &R,

6. B AIXTCP RSTUXHALE,

7. BANTCPLERFERATE ( MEILEIXA ) A70.58,

/%\ o

/|_,\ o

% Server Certificate , RAFEFFissuerFERELEEcommonName, EA&HFIF | NHABERRIITHE

B AMITM)HiRE .



o, Tirms Source Destination Frotscol  Lengih  Server Hamse Infe

74 2019-10-23 87:45:14.632935 192.168.0.1880 T2.163.4.38 TP 54 35752 + 443 [ACK] Seq=2427943532 Ack=2770078885 Win=29200 Len=0

75 3819-18-23 87:45:14.634891 192.168.8.180 TE.163.4.38 TLSw1.2 571 tools.cisco.com Client Hello
76 2019-10-23 87:45:14.634796 T2.163.4.38 192.168.8.188 TP (2] 443 » 35752 [ACK] Seq=27T0078885 Ack=2427944849 Win=32768 Len=@
77 2019-19-23 @7:45:14.966729 72.163.4.38 192.168.8.180 TLSv1.2 158 Server Hello
78 2019-19-23 0F:45:14 966772 192.168.0.108 T2.163.4.38 e 54 35752 & 443 [ACK] Seq=242T7044049 Ack=2770078081 Win=20200 Len=0
79 2019-10-23 07:45:14, 966834 72.163.4.38 192.168.0.100 TCP 13g4 443 » 35752 [PSH, ACK] Seq=2770078981 Ack=2427944849 Win=32768 Len=1330 [TCP segment
B8 2819-18-23 87:45:14. 966858 192.168.8.180 72.163.4.38 TCP a4 ACK] Seq=2427944049 Ack=2770088311 Win=31929 Len=@
b B1 2819-18-23 87:45:14. 966872 72.163.4.38 192.168.8.180 TLSv1.2 155 |

Length: 1426
~ Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 1422
Certificates Length: 1419
v Certificates (1419 bytes)
Certificate Length: 1416
w Certificote: 308205843082046<000302010202840000230f5d607c0000. .. (id-at-commonName=tools.cisco.com, id-at-organizationName=Cisco Systems, Inc.,id-at-localityMome=San Jose, id-at-stal
v signedCertificate
wversion: w3 {2}
seriallumber: Bx@faszlafsdoa7eadnnafi2isee

» signature (shaZSeWithRSAEncryption)

dnchuencc (e}

~ rdnSeguence: 3 items (id-at-comsonMame=FTDM168 MITM,id-at-organizationalUnitName=FTD_OU, id-at-organizationleme=FTD_0)
» RDNSequence item: 1 item (id-at-organizationNa
> ADNSequence item: 1 item (id-at-organ
> ADHSequence item: 1 item (id-at

validity

subject: rdnSequence (8)

subjectPublicKeyInfo

extensions: 6 items

<

WTEAR :

EMC NGFW doing SSL MITM Cisco Licensing Portal

INSIDE OUTSIDE ™~ )

192.168.0.100

=

HEERIRE

B FIHBREEERE -SSR PRIBEES
17301 IRIVE 3R
IR M K ERE

EMC Cisco Licensing Portal

INSIDE OUTSIDE f )

192.168.0.100

=

CAPIE TR :



Source

192.168.9.100

Destination

173

-37.145.8

Protocol

TCP

Length  Server Name

54

Info

39924 » 443 [MK] Seq=427175839 Ack=236460466 Win=29200 Len=8

1224 2919-18-22 192.168.9.100 173.37.145.8 TLSv1.2 571 tools.cisco.com Client Hello

1225 2019-10-22 173.37.145.8  192.168.0.100 TP 54 443 » 39924 [ACK] Seq=236460466 Ack=427176356 Win=32768 Len=0

1226 2019-10-22 173.37.145.8  192.168.0.108  TLSvi.2 150 Server Hello
+ 1227 2019-10-22 173.37.145.8  192.168.0.100  TCP 1384 443 - 39924 [PSH, ACK] Seq-236460562 Ack=427176356 Win=32768 Len-1330
+ 1228 2019-10-22 .710092  173.37.145.8 192.168.0.100  TLSv1.2 155 |

1229 2019-10-22 .710167  173.37.145.8  192.168.0.100  TLSvi.2 63 Server Hello Done

1238 2619-18-22 . 7184132 192.168.9.188 173.37.145.8 TCP 39924 =+ 443 [ACK] Seq=427176356 Ack=236460562 Win=29208 Len=@

1231 2019-10-22 .710519  192.168.0.100  173.37.145.8 Tep 39924 » 443 [ACK] Seqm427176356 Ack=236461892 Win=31920 Len=0

1232 2819-18-22 .718519 192 _168.8.108 173.37.145.8 TCP 39024 + 443 [ACK] Seq=427176356 Ack=236461993 Win=31920 Len=@

1233 2019-10-22 .710534  192.168.0.100  173.37.145.8 T 39924 + 443 [ACK] Seq=027176356 Ack=236462002 Win=31920 Len=0

1234 2019-10-22 .710626  192.168.9.100  173.37.145.8 TLSv1.2 Alert (Level: Fatal, Description: Unknown CA)

718641 173.37.145.8 443 - 39924 [ACK] Seq-236462802 Ack=427176353

Length: 1426
~ Handshake Protocol: Certificate

Handshake Type: Certificate (11}
Length: 1422
Certificates Length: 1419
v Certificates (1419 bytes)
Certificate Length: 1416
w Certificate: 393205843982046c20030201020200000223a75d68700000. .. (id-at-commonName=tools.cisco.com,id-at-organizationlame=Cisco Systems, Inc.,id-at-localityName=San
~ signedCertificate
version: w3 (2)
seriallumber: @xB0aa23af5do07e00002f423880
signature (shaZSEWithRSAEncryption)
issuer: rdnSequence (@)
v rdnSequence: 3 items [(id-at-conmnﬂane:FTmleo_HITH,id-at-organizationalunimame=FTD_OU,id-at-organizationﬂaue:FTD_O} ]
> RDNSequence item: 1 item (1d-at-orgamizationName=FTD_0)
» RDWSequence item: 1 item (id-at-organizatiomalUnitMame=FTD_OU)
» RDNSequence item: 1 item (id-at-commonNames=FTD4188_MITH)
validity

w

<

"

CAPOL R :

[ tep.stronm oq 57 ]
Saurce Destination Frotecol  Length  Server Name Infa

Mo, Time

1171 2919-18-22 17:49:83.379329 192.1638.8.108 173.37.145.8 TP 58 39924 + 443 [ACK] Seq=623942019 Ack=4179458725 Win=29208 Len=@

1172 2819-18-22 17:49:83.380793 192.168.9.100 173.37.145.8 TLSv1.2 512 tools.cisco.com Client Hello
{1173 2019-19-22 17:49:03.545748  173.37.145.8 192.168.9.108 TCR 1388 443 » 39924 [PSH, ACK] Seq=4179450725 Ack=623042473 Win=34788 Len=1330 [TCE
| 1174 2019-18-22 17:49:63.545800  173.37.145.8 192.168.9.109 TCp 1388 443 + 39924 [PSH, ACK] Sequ4179452055 Acks623942473 Win=34780 Len=1330 [TCF
1175 2019-18-22 17:49:83.545824 192.168.9.108 173.37.145.8 TCP 58 39924 + 443 [ACK] Seq=623942473 Ack=4179453385 Win=65535 Len=0
+ 1176 2019-18-22 17:49:83.545915 173.37.145.8 192.1638.8.108 TCP 1388 443 + 39924 [PSH, ACK] Seq=4179453385 Ack=623942473 Win=34788 Len=1338 [TCE
{1177 2019-10-22 17:49:03.545961  173.37.145.8 192.168.0.108 TCP 1388 443 + 39924 [PSH, ACK] Seq=4179454715 Ack=623942473 Win=3478@ Len=1330 [TCE
| 1178 2819-18-22 17:49:83.545961 192.168.8.108 173.37.145.8 TCP 58 39924 » 443 [ACK 042473 Ack=41794560845 Win=565535 Len=@
¢ 1179 2019-10-22 17:49:03,700420  173.37.145.8 192,168.0.109 TLSvl.2 82 server Hello, server Hello Done
1180 2819-18-22 17:49:83.710687 192.168.8. 188 173.37.145.8 TLSv1.2 65 Alert (Level: Fata

Description: Unkmown CA)

|

Length: 5339
» Handshake Protocol: Server Hello
~ Handshake Protecel: Certificate
Handshake Type: Certificate (11)
Length: 5248
Certificates Length: 5237
~ Certificates (5237 bytes)
Certificate Length: 2025
~ Certificate: 308207e5308205cdadd302010202143000633b0Ff7504F7b2. .. (id-at-commonName=tools.cisco.com,id-at-organizationName=Cisco Systems, Inc.,id-at-localityMame=San Jose,
> signedCertificate
» algoritheldentifier (sha2SeWithRSAEncryption)
Padding: @
encrypted: 6921d@84f7a6f6167058f14e2aadBboBbdetc971eabealbd. ..
Certificate Length: 1736
v Certificate: 303206c4308284acaddiniol0202147517167783d8437eb5. .. (id-at-commonNamesHydrantID S50 ICA G2,id-at-organizationNamesHydrantID (Avalanche Cloud Corporation),id-
v signedCertificate
version: v3 (2)
seriallumber: @x7517167783d0437eb556c357046e4563bBebd3ac
» signature (sha2S6WithRSAEmcryption)
~ issuer: rdnSequence (@)
I> rdnSequence: 3 items (id-at-commonName=QuoVadis Root CA 2,id-at-organizationMame=QuoVadis Limited,id-at-countryName=BH) I
> validity

1X LE 4 3R E BA 4% $a B A SRS 2 T BRSSBRAE P (MITM)
T2 R ERE B
SR T] BUR BB AR SCRY A R 1 BA U SR FMC TSHRERE -

https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-
SourceFire-00.html



https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html

EAS | /dir-archives/var-log/process_stdout.log XX & R TH A :

<#root>
SOUT: 10-23 05:45:14 2019-10-23 05:45:36 s1a[10068]: *Wed .967 UTC: CH-LIB-ERROR: ch_pf_curl_send_msg[4

failed to perform err code 60, err string "SSL peer certificate or SSH renote key was not OK"

SOUT: 10-23 05:45:14 2019-10-23 05:45:36 s1a[10068]: *Wed .967 UTC: CH-LIB-TRACE: ch_pf_curl_is_cert_is

cert issue checking, ret 60, url "https://tools.cisco.conlits/

HEAR
SRASERBIMITM , SUEFMCH MR WM Z 88T A =
=61 11.1PveE R B B

R - REEN (LT ABAINSIDEEROZG ) TEESAEEN (LT ARIEH
OUTSIDE# A ZRHVEH ) BIE.

TRERA

fc00:1:1:1::100 E1/2

E1/3.202 P
INSIDE fc00:1:1:2::2

OUTSIDE

! 4
fc00:1:1:1::1/64 % fc00:1:1:2::1/64

ZEWMHR

JRIP : fc00:1 : 1:1: : 100
B#RIP : fc00:1 : 1:2: : 2
M EE

3R

FEFTD LINAS|ZE L /5 A H#3R,

<#root>

firepower#

capture CAPI int INSIDE match ip any6 any6
firepower#

capture CAPO int QUTSIDE match ip any6 any6



fc00:1:1:1::100

INSID

fc00:1:1:1::1/64

WIR-FEURET R

X LIRS MIP fc00:1 : 1:1

ICMPEE R HATHAT.

Br X#EINSIDE# O EWViIRE S

: 100 ( WEREEEHER ) 2P fc00:1 : 1:2 :

2 (LiEESERER ) W

(8 Tima
12019-10-24
2 2919-18-24
3 2019-18-24
4 2019-19-24
5 2@19-1e-24
6 2019-10-24
7 2019-10-24
8 2019-19-24
9 2019-10-24

18 2019-18-24
11 20819-18-24
12 2019-18-24
13 2819-18-24

1. BB A IEIPVE4B BB R EEHE R LiFIEZHIMACHUE(IP fc00:1 : 1:1 @ :

13:02:07.001663

13:82:88

997918

13:82:18. 998056

13:02:11.
.B02875
. 998346

13:
13:

2:12
2:12

13:82:14,
13:82:17.
.B62862
959994

12:02:17
13;02:22

13:02:23.

999917

FUB483
862725

BE 3899

feBB: :dede: 35FF: fefc: fodd
feB0::2be: 75FF: fefb:ldae
2be: 75FF: fefoildae
FeBO: :dede: I5FF: fefc: feds

Destination
f02::1:FF00:1

feg: 2

fed®: :2be: 75FF:fefb:1dae
fedd: :dede: I5FF:fefc: fodl
fedR: ;dede:35ff fefc:foda
fed@: : Jbe:75FF:fef6:1dae

2. By R & LAIPVe 4R B @ & 1E 9 B Rl
3. B8R XIEICMPE MiER,
4. B K IBERIEIPVELBBIE KRB EHIBER TIHFRZHMACH1E(fc00:1 : 1:1 :
5. B BT 2 BAUPv64R B8 2 i i e R

6. BEHES R IEFSNIPVE ICMPIE R 1E R,

B K #EOUTSIDE# R EWHHIREE -

Ha. Tiresk
1 2019-16-24
2 1819-18-24
3 2819-18-24
4 2019-19-24
5 2019-16-24
6 2019-16-24
7 2019-18-24
B 2819-18-34
9 2019-16-24
10 2019-10-24
11 2019-19-24
12 2019-18-24
13 2019-16-24
14 2019-19-24
15 2019-19-24
16 2019-10-24

a4

1. B RIERIEIPVESR BiERE R

13:82:07.
13:02:97.
13:82:88.
13:62:09.
13:82:18.
13:82:18.
13:82:11,
13:02:12.
13:02:12.
13:02:12.
13:82:13.
13:82:14.
13:82:14.
13:82:15.
13:82:17.
13:02:17.

Baz517
885569
997995
201815
825938
998132
50815
Be6BaE2
866234
998422
Baz185
898251
99E544
178358
B59963
@62512

Soures
fedn: : 2be: 75ff: fefb:1dse
2

feB0: :dede: 35ff: fefc: fod8
FeoB0: :2be: T5FF: fefb:1d8e

fc0B:1:1:2::2
feB0: :2be: 75Ff : fef6:1d8e
fedo: :dede: 35FF: fefc:fodd

fedd: :ibe:75ff:fefo:1d8e
Fedd: :dede: I5FF: fefc: Fodl
1:2::2

(ffoe:100

ff00:100

o I 1o e
ffoz::1:ffo@:108

fedd: :dede: I5FF: fefc: fodd
fedd: :2be:75ff: fefo:1dde

B3R EFIRZHBMACH3E(IP fc00:1 : 1:2 : -

2. RS LUIPV6AR EBE & i H @ R,
3. B A IE R Z%EIPVE ICMPE &R,

4. Eg%E ( BHARC00:1 : 1.2

fc00:1 : 1:1 : : 100KYMACHt 3t

TCHPv,
ICHMPvE
ICHPvG
ICMPvE
ICHPvib
ICHMPvG
ICMPvE

ICMPvE

h Info
86 Meighbor Solicitation for fc@@:1:
86 Meighbor Advertisement fc@@:1:1

114 Echo (ping) request id=@xl6@d, seq

2:1 from 4c:de:35:fc:fc:dB

{rtr, sol, ovr) is at @@:be:75:f6:1d:ae
114 Echo {ping) request id=8x168d, seq=8, hop limit=64 (no response foundl)
14 Echo (ping) request ids@xl6@d, seqel, hop limits64 (no response found!)
hop limit=64 (no response found!)

86 Neighbor Solicitation for fc@@:1:1:1::100 from @8:be:75:f6:1d:ae

78 Neighbor Advertisement fc8@:1:1

114 Echo {ping) request id=@x168d, seq=3, hop limits=64 (no response foundl)
eu Echo {ping) request id=@x16@d, seq=4, hop limit=64 (no response found!)
86 Meighbor Solicitation for feB@::2lbe:75FF:fef6:1dae from dc:de:35:fc:fc:dd

8@ (rtr, sol)

78 Neighbor Advertisement fe80::2be:75ff:fef6:ldae (rtr, sol)}

86 Neighbor Solicitation for feB®::dede:35fF:fefcifcdd from @0:be:75:f6:1d:ae

78 Meighbor Advertisement feB@::dede:35ff:fefc:fedB (rte, sol)

h ko

9@ Neighbor Advertisement fc@e:
18 Echo (ping) request id=0x1608d, seqs

99 Neighbor Solicitation for fo@@:1:
18 Echo (ping) request id-@xl60d, seq:
9@ Neighbor Solicitation for fo@d:

1)0

. 100)0

98 Neighbor Solicitation for fc@9:1:1:2::2 from @9:be:75:f6:1d:8e
(rtr, sol, ovr) is at dc:de:35:fc:fc:dd
, hop limit=64 (no response found!)

9@ Neighbor Solicitation for fc@@:1:1:1::166 from dc:de:35:fc:fc:di

11100 from dc:de:35:fc:fc:d8

,» hop limit=64 (no response found!)

1188 from dc:de:35:fc:fo.dd

9@ Neighbor Solicitation for feB8::3be:75Ff:fef6:1d8e from 4c:de:35:fc:fo:dE

82 Neighbor Advertisement feB@::2be:75ff:fef6:1d8e (rtr, sol)

118 Echo (ping) request id=@x168d, segq=.
9@ Neighbor Solicitaticon for fc@d:
08 Neighbor Solicitation for fe@d:

118 Echo (ping) request id=8x168d, se

i

» hop limit=64 (no response found!}

100 from dc:de:35:fc:fc:ds
160 from dc:de:35:fc:fec:dg

9@ Neighbor Solicitation for fo@@:1:1:1::108 from dc:de:35:fc:fc:df

98 Neighbor Solicitation for feBO::dede:3SFf:fefc:fcdd from 00:be:75:F6:1d:8e

82 Neighbor Advertisement feB@:.dede:35Ff fefc.fcd (rtr, sol)

2)o

2) RIEIPveBEERELR , ZHEBERIPveithit

hop limit=64 {no response found!)



5. B X & EFIRIIPVE ICMPE BIiE R,
6. LI HEERIES — NP6 BIEREE , ERIREUPV6HEHEFCO0:1 - 1:1 : : 100FYMACHb 1t

o

FENAREER, B , LHRASSERHABOUTSIDERE O (f00:1 : 1:2 : : 2)BIMACHEHE
B3R EEERMZC00:1 : 1:1: : 100, XRREBLEIR,

EERNIRE
RE D HHAVREEEHR -SSR DRTEE.
1T01.REIPV6RBE R,

Br X iEIPV6BE R E EHIER.

<tfroot>

firepower#

show i pv6 nei ghbor | i fc00
fc00:1:1:2::2 58 4c4e.35fc.fcd8 STALE OUTSIDE
fc00:1:1:1::100 58 4c4e.35fc.fcd8 STALE INSIDE

T2 R EIPVEELE.,

XRpAIEEE,

<#root>
firewall#
show run int el/2

I
interface Ethernetl/2
nameif INSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
ip address 192.168.0.1 255.255.255.0
ipv6 address

fc00:1:1:1::1/64
ipv6 enable

firewall#
show run int el/3.202

!
interface Ethernetl/3.202
vian 202



nameif OUTSIDE

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 192.168.103.96 255.255.255.0
ipv6 address

fc00:1:1:2::1/64

ipv6 enable

EPHERBREEER T REHIR

<#root>
Router#
show run interface g0/0.202

interface GigabitEthernet0/0.202
encapsulation dotlQ 202

vrf forwarding VRF202

ip address 192.168.2.72 255.255.255.0
ipv6 address FC00:1:1:2::2

/48

HIR-TheEZ =

FREHEER ( MABERN/64 ) BRIRT BB, XZIEEH=PHICAPIHEIR,

Ho. Time Destination Protoco) ngth Tnifar
1 2619-16-24 15:17:20.677775 ffez::1:ffea:1 ICHP 86 Neighbor Solicitation for fc@@:1:1:1::1 from 4c:de:35:fc:fc:dB
2 2019-18-24 15:17:20.677989 fc8o:1:1:1::180 I(HPg 86 Meighbor Advertisement fc@@:1:1:1::1 {rtr, sel, owr) is at @8:be:75:f6:1d:ae
3 2819-19-24 15:17:20.673481 Fe@d:1:1:2::2 ICMPVE 114 Echo (ping) request id=-0x097e, seq=8, hop limit=64 (no response found!)
4 2019-10-24 15:17:22.674281 fed:1:1: ICHPv 114 Echo (ping) request id=0x837e, seq=1, hop limit=64 (no response found!)
5 2019-10-24 15:17:24 674483 fcdd:1:1 TCMPw 114 Echo (ping) request id=0x097e, seq=2, hop limit=64 (reply in &)
6 2819-18-24 15:17:24.674815 fe@d:1:1: ICMPVE 114 Echo (ping) reply id=8x@97e, seq=2, hop limit=64 (request in 5)
7 2819-19-24 15:17:24.675242 fced:1:1: ICHPvE 114 Echo (ping) request id=8x837e, seq=3, hop limit=64 (reply in 8)
8 2019-16-24 15:17:24.675731 ae fe@d:1:1: ICHPvE 114 Eche (ping) reply id=0x097e, seq=3, hop limit=64 (request in 7)
9 20819-10-24 15:17:24.676356 fced:1:1:1::100 fceo:1:1: ICMPVE 114 Echo (ping) request id=0x@97e, seq=4, hop limit=64 (reply in 18)
18 26819-18-24 15:17:24.676753 FfeBd:1:1:2::2 fe@h:1:1: ICHPvE 114 Echo (ping) reply id=8x897e, seq=4, hop limit=64 (request in 9)

EQ0:

1. BB REIPVERBEREE | BREFZRRZHMACHHE(IP fc00:1 : 1:1 1 : 1),
2. By X IELAIPVE4R BB & 9 Bl R
3. B ER K IEICMPEI B E R HIRBRE

CAPOR A :



Ho. Time
1 2819-18-24 15:17:20.678645
2 2819-18-24 15:17:20.681818
3 2819-18-24 15:17:22.674342
4 2819-18-24 15:17:22.677943
5 2019-10-24 15:17:22.678896
6 2819-10-24 15:17:22.678462
7 2019-10-24 15:17:24.674449
8 2019-18-24 15:17:24 674785
9 2619-18-24 15:17:24.675395
19 2819-10-24 15:17:24.675700
11 2619-10-24 15:17:24.676448
12 2619-109-24 15:17:24 676738

Sauree

Destination

fe80::2be: JS{{ fe.. £fO2::1:ff00:2

feP@:1:1:2:
febd: 1:1:1::166
fo@@:1:1:2::2
fe@d:1:1:2::1
fc@d:1:1:2::2
fed:1:1:1: 1100
fc0a:1:1:2::2
fel@:1:1:1: :168
fcee:1:1:2::2
fe@@:1:1:1::1686
fc0@:1:1:2::2

. B R 3 KX IPVELR B 1E S
. B K t& BAIPve 4R Bl & 4F 9 [ Lo
. BRI RIEICMPEIRZE R

foB8::2be: 75ff:fe.

fodb:1:1:2::2
FF02::1:ff@a:1
fe@9:1:1:2::2
fcB:1:1:1::100
fe00:1:1:2::2
fc@0:1:1:1::100
feB:1:1:2::2
fco0:1:1:1::100
fe@B:1:1:2::2
fcon:1:1:1::100

P

I

I

I

I

IC
ICHPvE
ICHPvE
ICHP
TCHPw
ICHPvE
ICHMPVG
ICHPwE

ngth  Info
9@ Neighbor Solicitation for fc@@:1:1:2::2 from @@:be:75:f6:1d:8e
9@ Neighbor Advertisement fc8@:1:1:2::2 (rtr, sol, owr) is at dc:de:35:fc:fc:dg
118 Echo (ping) request id=0x897e, seq=1, hop limit=64 (reply in 6)
90 Neighbor Solicitation for fc@0:1:1:2::1 from 4c:de:35:fc:fc:d8
9@ Neighbor Advertisement fc@@:1:1:2::1 (rtr, sol, ovr) is at @@:be:75:f6:1d:8e
118 Echo (ping) reply id=8x897e, seq=1, hop limit=64 (request in 3)
118 Echo (ping) request id=0x897e, seq=2, hop limit=64 (reply in 8)
118 Echo (ping) reply id=8x897e, seq=2, hop limit=64 (request in 7)
118 Echo (ping) request id=0x@897e, seq=3, hop limit=64 (reply in 18)
118 Echo (ping) reply id-0x897e, seq=2, hop limit=64 (request in 9)
118 Echo (ping) request id=-8x897e, seq=4, hop limit=64 (reply in 12)
118 Echo (ping) reply id=8x#97e, seq=4, hop limit=64 (request in 11)

HE | BREBZEHMACHIE(P fc00:1 : 1:2 1 : 2),

HE | BRTHIEZHMMACHIE(IP fc00:1 : 1:1: : 1),

Br X 1 LAIPVE 4R B B & 1F 9 | KL,

1
2
3
4. BREHBRRIEIPVELBIEIE S
5.
6.

B K 38 & IEICMPE R iE R H IR B R E

=40 1218 B E$Z R &
B BHER : WEBENL(192.168.0.x/24) 5 R — F W Y E W 1FE B BN IE R &

TERERA:

( ARPE1L )

192.168.0.0/24

E1/2
INSIDE

| I.T [

T,

MAC address

00be.75f6.1dae

E1/3.202
OUTSIDE

’"r] R -

JRIP : 192.168.0.x/24

B¥RIP : 192.168.0.x/24

i EE

RNEBEHMARPEFLLFEHRE :




BN C:\Windows\system32\cmd.exe

C:xlserswmnzafeirol >arp —a

Interface: 192.168.08.55 —— Bxb

Internet Address
172.168.8.1
122.168.8.22
122.168.8.23
1922.168.8.24
122.168.8.25
172.168.08.26
122.168.8.27
172.168.68.28
122.168.8.29
172.168.08.38
R
122 .168.8.255
224.8.8.22
224_8.8.251
224_.8.8.252
239.255.255.25A

C:sUserssmzafeirol

Physzical Address

B8-he-75—f6—-1d—ae
B8-he-75-fh-1d—ae
B8-he-7?5—fb-1d—ae
B8-he-75-fh—-1d—-ae
B8-he-7?5—fb—-1d—ae
B8-he-75—-f6—-1d—ae
B8-he-7?5—fb—-1d—ae
B8-he-7?5—f6—-1d—ae
B8-he-75—-fh—-1d—ae
B8-he—-7?5—fb—-1d—ae
B8-he-75-fh—-1d-ae
FE—ff—ff—ff-ff—f£f
A1-80-5e-B0-B0-16
31-80—5%e—-B0-88—-f h
31-80-5e-B8-80—f c
B1-80-5e-7f-ff-fa

T upe

dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
static
static
static
static
static

|||

FEFTD LINAS|ZE L5 A #3R

IR UER A EP O EWARPEIES !

<#root>

firepower#

capture CAPI _ARP interface |INSIDE ethernet-type arp

192.168.0.0/24

E1/2
INSIDE

ElREE

MAC address

00be.75f6.1dae

CAPI_ARP

\ E1/3.202
OUTSIDE

HIR-FEHRET R -

B KIEINSIDE# O LRV HIRE R,




M [{arp.dst.proto_ipv4 == 192.168.0.0/24) && !(arp.src.proto_ipvd == 192.166.0.1)
No. Time Source Destination Promcolo'lgth Info

4 2019-10-25 10:01:55.17957 Vmware_2c:9b:a7 Broadcast ARP 6@ Who has 192.168.0.237 Tell 192.168.9.5

5 2019-10-25 19:81:SS.l?QﬁQbCiscn_‘F&:ld:ae Vmware_2c:9b:a7 ARP 42 192.168.0.23 is at 00:be:75:f6:1d:ae a
35 2019-10-25 10:02:13.05839 Vmeare_ 2c:9b:a7 Broadcast ARP 68 Who has 192.168.8.247 Tell 192.168.8.55

36 2019-10-25 10:02:13.050488 Cisco_f6:1d:ae Vmware_2c:9b:a7 ARP 42 192.168.9.24 is at 0@:be:75:f6:1d:ae 9
47 2019-18-25 10:02:19.284683 Vmware_2c:9b:a7 Broadcast ARP 6@ Who has 192.168.0.25? Tell 192.168.9.5

48 2019-10-25 10:02:19.284775 Cisco_f6:1d:ae Vmware_2c:9b:a? ARP 42 192.168.0.25 is at 00:be:75:6:1d:ae

61 2019-10-25 10:02:25.779821 Vmware_2c:9b:a7 Broadcast ARP 6@ Who has 192.168.0.267 Tell 192.168.9.5

62 2019-10-25 10:02:235.779912 Cisco_f6:1d:ae Vmware_2c:9b:a7 ARP 42 192.168.0.26 is at 00:be:75:f6:1d:ae

76 2019-10-25 10:02:31.978175 Vmware_2c:9b:a7 Broadcast ARP 069 Who has 192.168.0.277 Tell 192.168.0.

W

77 2019-16-25 10:02:31.978251 Cisco_f6:1d:ae Vmware_2c¢:9b:a7 ARP 42 192.168.9.27 is at 00:be:75:f6:1d:ae

97 2019-18-25 18:82:38.666515 Vmware_2c:9b:a7 Broadcast ARP 6@ Who has 192.168.0.287 Tell 192.168.0.
98 2019-10-25 10:02:38.666606 Cisco_f6:1d:ae Vmware_2c:9b:a7 ARP 42 192.168.0.28 is at 00:be:75:f6:1d:ae
121 2019-18-25 19:82:47.384874 Vmware_2c:9b:a7 Broadcast ARP 68 Who has 192.168.0.297 Tell 192.168.0.5

122 2019-10-25 10:02:47.384150 Cisco_f6:1d:ae Vmware_2c:9b:a7 ARP 42 192.168.0.29 is at 0@:be:75:f6:1d:ae

00000

6@ Who has 192.168.0.387 Tell 192.168.8.
42 192.168.9.30 is at 00:be:75:f6:1d:ae

137 2019-18-25 19:82:53.539995 Vmware_2c:9b:a7 Broadcast ARP
138 2019-10-25 10:02:53.540087 Cisco_f6:1d:ae Vmware_2c¢:9b:a?7 ARP

W

©

Za:

1. B X 3%3#E18192.168.0.x/24 M & N IPHY & FHARPE S
2. X EEA BCHMACHIE X PR 1IR % ( REARP ) i R&

EERNRE
RE D FIHRRE B ER — SR/ RIBSEE,
TR ENATE E.

FFNATEE , BL1ER Tno-proxy-arpXREZ 0 phIE REI1TH -

<#root>
firepower#

show run nat

nat (INSIDE,OUTSIDE) source static NET_1.1.1.0 NET_2.2.2.0 destination static NET_192.168.0.0 NET_4.4.4

no- pr oxy- ar p

1732 1B X 3B O =2 Aproxy-arph &g

IR “no-proxy-arp" < BF TR A , BEREEOD LZEAREARP, IREFTD , AREARX
B, AR ERAFlexConfigHHBEW T (EEEHNEOERN) -

sysopt noproxyarp INSIDE

6 135711 S HCPU 5 A RISNMPX RFRIRFF(OID)



ABLER T AR FESNMPIRA3 (SNMPVI) BB SHIRN 247 , TMAFR IR FELSNMP OIDFRIA
NCPUKRESLA (HaERE ) HBARER,

FIBHR | RO EAVERIGSE N, #—SHHARRE , EBCPURESA ( HISNMP#ES|
) REOBAEETHRARR,

HEHREEFN T —PREEHASNMPHES BWCPURE SAMNRARE |, #5324 /)N FEH
SEE , LAESNMPR RIFIRFF(OID) , ER M , OIDAIEESSHCPUKRE S A,

BHI , FTD LINASIZ AR} Lat4 I SNMP OIDIR#“show i 5

BATFRiHHSNMP OIDFIRATLUMSNMPEZETEFRR , B2 , EXHERT , BEULTHFRE
E-

- FTDE®E A% B RISNMPZE T EHER
- EFTDLEE T EE S HRIEMIIFEMZHISNMPE3RR
HIR 2 A
HFFTDERE GIMASNMPEIRE A RIEMBIEMNZRNEL , REEWA TR -

1. 3REXSNMPZhiE S 13K
2. IRFEHIR H E FH Wireshark SNMP MY B £ 18 ESNMP 28 MR EIE LA R ZZSNMP 3 iR iR 2
o BENHERAT oML ESNMP OID

#£ A Fsnmp-server hostBit E /Y #2 0 LBl ESNMPEIE TR

<#root>
firepower#
show run snnp-server | include host

snmp-server host management 192.168.10.10 version 3 netmonv3

firepower#
show i p address nanagenent

System IP Address:

Interface Name IP address Subnet mask Method
Management0/0 management 192.168.5.254  255.255.255.0  CONFIG
Current IP Address:

Interface Name IP address Subnet mask Method
Management0/0 management 192.168.5.254  255.255.255.0  CONFIG

firepower#

capture capsnnp interface managenment buffer 10000000 match udp host 192.168.10.10 host 192.168.5. 254 ec

firepower#

show capture capsnnp



capture capsnmp type raw-data buffer 10000000 interface outside [Capturing -

9512

bytes]
match udp host 192.168.10.10 host 192.168.5.254 eq snmp

o Tire o Profocol  Source Source Port  Desbnation Port  Destination Length Info

i B.888 EIHP 192.168.10.18 65484 161 102.168.5.254 108 getdulkitequest

2 8.888 SHHP 192.168.5.254 161 B4R 192.168.16.10 167 report 1.3.6.1.6.3.15.1.1.4.8
3 0.176 SN 192.168.10.10 65484 161 192.168.5.254 197 P [ErcryptedrOl; priviey Unknown)|
4 8.176 SHNHP 192.168.5.254 161 G584 192.168.10.18 192 report 1.3.6.1.6.3.15.1.1.2.9|
5 8,335 SNHP 192, 168.10.10 65484 161 192.168.5.254 199 encryptedPD: priviey Unknown
& B.326 SNHP 192.168.5.254 181 B5484 192.168.108.10 678 enc ryptedPDU: priviey Unknown
7 8408 SHHP 132.168.10.18 65434 161 192.168.5. 254 285 encryptedPDU: priviey Unknown
a 0,499 SNHP 192,168.5.254 161 G4 192.168.10.19 560 encryptedPBU; priviey Unknown
a B.675 SHHP 192.168.10.18 65484 161 192.168.5. 254 285 encryptedPDU: priviey Unknown
e B.767 SNHP 192, 168.5.254 161 65484 192.168.10.19 [31:] encryptedPD: priviey Unknown
11  ©.085  SHMP 197.168.10.18 55484 161 192.168.5. 254 205 enc ryptedPDU: priviey Unknown
iz B.946 SHHP 192.168.5.254 181 G544 192.168.18.18 S84 encryptedPDU: priviey Unknown
13 1.133 SHHP 192.168.18.18 65484 161 192.168.5. 254 2085 encryptedPDU: priviey Unknown
14 1.124 SHHP 192.168.5.254 161 65484 192.168.10.18 SEE encryptedPDU: priviey Unknown
15 1.317 SNHP 192.168.10.10 65484 161 192.168.5.254 285 encryptedPD: priviiey Unknown
16 1.318  SHMP 167 .168.5.254 161 5484 102.168.10.18 513 encryptedPDU: priviey Unknown
17 17.395  SNHP 192.168.10.12 62888 161 192.168.5.254 108 getBulkRequest

18 17.595 SNHP 192.168.5.254 161 G208 192.168.10.18 167 report 1.3.6.1.6.3.15.1.1.4.9|
19 17.749  SNMP 192.168.19.18 62008 161 192.168.5. 254 197 encryptedPDU: priviey Unknown
28 17.749  SNHP 192.168.5.254 161 GRME 192.168.10.14 192 report 1.3.6.1.6.3.15.1.1.2.09|
21 17.898 ShHP 192.168.10.18 62008 161 192.168.5. 254 159 encryptedPDU: priviey Unknown
2 17.899  SNHP 192.168.5.254 161 B20E 192.168.18.18 678 encryptedPDU: priviey Unknown
23 18.894 SWWP 192.168.18.18 62088 161 192.168.5. 254 05 encryptedPDU: priviey Unknown
24 18.094  SHHP 192.168.5.254 151 GRMOE 192.168.10.18 SE@ encryptedPDU; priviey Unknown
25 18.298  SNMP 192.168.10.18 52008 161 192.168.5.254 205 encryptedPDU: priviey Unknown

<[Destination Host: 192_168.5.254]>
<[Source or Destination Host: 192.168.5.254]>
User Datogrom Protocol, Src Port: 65484, Dst Port: 161
~ Simple Metwork Management Protocol
msghersion: snmpv3 (3)
msgiGlobalData
msghuthoritativeEnginelD: 30060009felcdadio3panef1fec2301621a4158bfc1f40 .
msghAuthoritativeEngineBoots: @
msgAuthoritativeEngineTime: @
msglseriame: netmonv3
msgiuthenticationParameters: ff3176F5073c30b62Ffcl1bE
msgPrivacyParameters: 000040e1000083196
~ msgData: encryptedPDU (1)

KERK

1. SNMPiR it it K B #9 #4ik /% O o
2. TSR SNMPIMYPDU , B Wireshark R HliEprivKeyo
3. encryptedPDUE TTHI &,

HEERNRE
REDFIHMREE TR — SR/ D RIBEE,
17301 B SNMPHEIR

RIFHIRHREWireshark SNMPIHEIRIA |, LUIEERA TR ZHIEEZHSNMPESMIEIL,

<#root>
firepower#

copy /pcap capture: tftp

Source capture name [capsnmp]?

Address or name of remote host []? 192.168.10.253



Destination filename [capsnmp]? capsnmp.pcap

64 packets copied in 0.40 secs

FEWireshark L3TFF 3R X4+ , IBESNMPEIES , AESMBIMNERT>-AF K , MEMR

g, Time Frotocol  Source Source Pert  Destination Fort  Destination Length ]

LR SHHP 192.168.10. 16 G5484 161 192.168.5,254 188 getBulkRequest

LR SHMP 192.168.5. 354 161 65484 192.168.19.10 167 report 1.2.6.1.6.3.15.1.1.4.0
9,176 SNHP 192.168.18.18 65484 Mark/ Ui aek Pocket CrleM encryptedPDU: privkey Unknown
2176 SN 192.168.5. 254 161 report 1.3.6.1.6.3.15.1.1.2.9

IgnareUnignare Packet Curl+D
SetUnset Time Reference  CirlsT

encryptedPDU: priviey Unknown

encryptedPDU: priviey Unknown

1

2

3

a

5 ®.335 SNHP 192.168.18.18 65484
] 9.326 SNMP 192.168.5.254 161

?
El
9

0.400  SNMP 192.168.108.18 65484 Time Shift... Ctrl+Shit+T eneryptedPDU: priviiey Unknewn
@.450  SWMP  192.168.5.254 161 Packet Comment... Curl+Alt+C encryptedPDU: priviiey Unknown
2,675  SWP  192.168.18,10 65484 Edit Resolved Name encryptedPDU: priviey Unknown
W 9.767  SNMP  192.168.5.254 161 encryptedPDU: priviiey Unknown
11 8.945  SNMP 192.168.18.10 65484 Apply o Filter K encryptedPDU: priviey Unknown
12 0.946  SNMP  192.168.5.254 161 Prepane a Filter encryptedPDU: priviey Unknown

3
13 1.133 SHHP 192.168.10. 14 65484 Conversation Filter ¥ encryptedPDU: priviey Unknown
14 1.134 SHHP 192.168.5.254 161 Colorize Conversation & encryptedPDU: priviey Unknown
15 1.317 SHHP 192.168.18.18 65484 SCTR ¥ encryptedPDU: priviey Unknown
16 1.318 SHHP 192.168.5. 254 161 Follew " encryptedPDU: priviiey Unknown
17 17.595  SNWP 192.168.18.18 62008 getBulkRequest
18 17.595  SNMP 192.168.5.254 1561 Copy g report 1.3.6.1.6.3.15.1.1.4.0
19 17.743  SWHP 192.163.18.10 62003 Protocal Preferences *|  OpenSimple Network Management Protocol preferences...
@ 17.743  SNMP 192.168.5.254 161 Decode As. T e——
21 17.898  SWP 192.168.10.10 62068 Show Packet In New Window il it cofen ) )
22 17.899  SMP  192.168.5.254 161 vavwo FE ey use ¥ Reassembie SNMP-over-TCP messages spanning maltiple TCP segments
23 18.994  SNMP 192.168.10. 14 62003 161 192.168.5,254 205 & Display dissected variables inside SNMP tree
24 18,094 SNMP 192,168.5.254 161 62003 192.168.10.10 568 |  Users Table... i
25 18,200 SNMP 192.168.10.1@ 62008 161 192.168.5.254 205  Enterprise Specilic Trop Types..
i SNMP UDP port: 161... td
<[Destination Host: 192.168.5.254]> SHMP TCP port: 161...

«[Source or Destination Host: 192.168.5.254]»
User Datagram Protocol, Src Port: 65484, Dst Port: 161
v Simple Network Management Protocol
msgVersion: snmpv3 (3)
» msgGlobalData

Disable SNMP...

£“SNMPHA F”(SNMP Users)&X® |, I8 TSNMPE3RAF R, BHRIIER, EHRIIHRE, [
DB ( EFREFERETRETH )

M SNMP Users ? X

EﬁinelD Username Authentication model Password  Privacy protocal  Privacy password
MD5 DES

Cr|isers|igasimoviAppData |Reaming | Wireshark | profifes | Profifel |snmp users

=] [=]

Copy from ~ Cancel | ‘ Help

BASNMPHAFIRESG , Wireshark & REEZHISNMP PDU :



o, Time Froteol  Source Source Fort  Destration Port  Destmabion Length
1 9.080 SNHP 192.163.10.18 65484 161 192,268, 5, 254 1@00
2 9.000 SHHP 192,168.5.254 161 G484 192.168.16.10 167
E 9.176 SNHP 192.168.108.18 65484 161 192.168.5.254 197
41 8.176 SNHP 192.168.5.254 161 B5484 192.168.10.18 192
5 @.325 SNHP 192.1638.18.18 65484 161 192, 168.5.254 199
[ B.326 SNHP 192.168.5.254 161 BR4B4 192 168.10.18 678
T 9.498 SNHP 192.163.18.18 63484 161 192.168.5.254 205
8 9.4%9 SNHP 192.168.5.254 161 65484 192.168.10.19 568
9 0.675 SHHP 192.163.18.18 65484 161 192.168.5.254 205
118 0767 SHHP 192.168.5.254 161 65484 1592.168.10.19 619
11 9.945 SNHP 192.168.18.18 B5484 161 192.168.5.254 205
12 9.945 SNHP 192,168.5.254 161 G484 192.168.10.19 584
13 1.133 SNHP 192.168.18.18 65484 161 192_168.5.254 205
14 1.134 SNHP 192.163.5.254 161 BR4E4 192_168.10.18 588
15 1.317 SNHP 192.163.18.18 65484 161 192.168. 5. 254 205
1% 1.318 SHHP 192.168.5.254 161 G484 192.168.10.19 513 9
17 17.595  SHHP 192.168.10.18 GRO0E 161 192.168. 5. 254 109
18 17.595 SNWP 192.168.5.254 161 [-FH] 192.166.10.19 167
19 17.743  SNMP 192.168.18.18 B200E 161 192 168, 5.254 197
28 17.743  SNMP 192.163.5.254 161 b2BRE 102.168.10.18 192
s 17.898 SHMP 132.163.18.18 B2BEE 181 182 168.5.254 194 o
22 17.899  SNWP 192,163.5.254 161 62008 192.168,10.19 678
3 18.994  SNHP 192.168.18. 18 G008 161 192.168.5.254 285
24 18.894  SHMP 192.168.5.254 161 GRS 192.168.10.19 568
5 18.296  SNMP 192.168.18.10 62008 161 192.168.5.254 205

Info

getBulkRequest
report 1,3.6.1.6.3.15.1.1.4.8

getBulkRequest 1.3.6.1.4.1.9.9.221.1
report 1.3.6.1.6.3.15.1.1.2.8

getBulkReguest 1.3.6.1.
get-response 1.3.6.1.4.
getBulkRequest 1.3.6.1.
get-response 1.3.6.1.4,
getBulkRequest 1.3.6.1.
get-response 1.3.6.1.4.
getBulkRequest 1.3.6.1.
get-response 1.3.6.1.4.
getBulkRequest 1.3.6.1.
pet-response 1.3.6.1.4.
petBulkRequest 1.3.6.1,

getBulkRequest

report 1.3.6.1.6.3.15.1.1.4.8
getBulkRequest 1.3.6.1.4.1.9.9.221.1
report 1.3.6.1.6.3.15.1.1.2.8

getBulkRequest 1.3.6.1.4.1.9.0.221.1

get-respense 1.3.6.1.4.1.9.9.221.1.1.1.1,
gctBulkRequest 1.3.6.1.4.1.9.9.221.1.1.1,
get-response 1.3.6.1.4.1.9.9.221.1.1.1.1.
getBulkRequest 1.3.6.1.4.1.9.9.221.1.1.1.

2.1.11
1.3.1.8
5.1.11
.1.6.1.8
7111
1.8.1.8

-3.6.1.4.1.9.9.221.1.1.1.1.2.1.2 1.3.6.1.4.1.9.5.

.3.6.1.4.1.9.9.221.1.1.1.1.5.1.2 1.3.6.1.4.1.9.9.

-3.6.1.4.1.9.9.201.1.1.1.1.7.1.2 1.3.6.1.4.1.9.5.

221.1.1

221.1.1

.11

17.1.1 1.3.6.1.4.1.9.9.221.1.1.1.1.17.1.2 1.3.6.1.4.1.9.9.221.1

21.18.1.8

19.1.1 1.3.6.1.4.1.9.9.221.1.1.1.1.19.1.2 1.3.6.1.4.1.9.9.221.1
1.20.1.8
1.3.6.1.4.1,9.9.292,1.1.2.0 1.3.6.1.4,1.9.9.392.1.1.2.9

11
1.8
11
1.8

+3.6.1.4.1.9,9.221.1.1.1.1.2.1.2 1.3.6.1.4.1.9.9,

-3.6.1.4.1.9.9.201.1.1.1.1.5.1.2 1.3.6.1.4.1.9.5.

1.2.6.1

221.1.1

.11

~ msgData: encryptedPDU (1)
v encryptedPDU: 870a215d23633400a8391c5280d226e0cecB44dET101baT0..
v Decrypted ScopedPDU: 303b041980000009f ¢ 1c6daddaainabefl foc 23016214415
» contextEnginelD: B0080003felcGdaddd3fandeflfec2301621a4158bfc1f40
contextName:
v data: getBulkRequest (5)
~ getBulkRequest
request-id: 5628
non-repeaters: @
max-repetitions: 16
« varisble-bindings: 1 item
~ 1.3.6.1.4.1.9.9.221.1; Value (Hull}
Object Name: 1.3.6.1.4.1.9.9.221.1 (is0.3.6.1.4.1.9.9.221.1)
Walue (Null)

FER

1. SNMPY¥5#2 T B FISNMP getBulkRequestE i FiEH R OID 1.3.6.1.4.1.9.9.221.1 F#H <

OID,

2. FTIDEAEE51.3.6.1.4.1.9.9.221. 148X 9 OID#I get-responseli § & getBulkRequest.

17312.1RBISNMP OID,

SNMP B #5&in 28 & /ROID 1.3.6.1.4.1.9.9.221.1/& T % J3CISCO-ENHANCED-MEMPOOL-MIBHY

EEEEEMB) , I TEMR :



https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en

Tools & Resources

SNMP Object Navigator

HOME TRANSLATE/BROWSE = SEARCH = DOWNLOAD MIBS | MIB SUPPORT - SW | ENESe
Translate Browse The Object Tree
TOOLS & RESOURCES Suppor Case Manager
. -
SNMP Object Navigator M‘“—“‘M'I e
Translate OID into object name or object name into OID to receive object details
Enter OID or object name: examples -
1.5:.1.4.1.0.9:221. 1 OID: 1.3.6.1.4.1.9927
ransla Object Name: ifindex
QObject Information
Object cempMIBObjects
[w]ln] 136141892211
MIB | -ENHAN -MEMP -MIB f - View Supporting Images of
OID Tree
You are currently viewing your object with .'2 v | levels of hierarchy above your object
.50 (1) org (3).. dod (B)_. internet (1)_. private (4) . enterprises (1)_. cisco (9)
|
- ciscaligmt (9)
+ -- ciscoTepMIB (6)
|
. S, — Ay P Al = .
EEWireshark A LA THEEXEROID , BT TRE !
1. T#EMIB CISCO-ENHANCED-MEMPOOL-MIBR EKHiIN , EFIR :
Tools & Resources
SNMP Object Navigator
HOME TRANSLATE/BROWSE =~ SEARCH = DOWNLOAD MIBS | MIB SUPPORT - SW Help | [ Feedback
SUPPORT
TOOLS & RESOURCES supmﬁ.c;a;e.mmgez
SNMP Object Navigator View MIB dependencies and download MIB or view MIB contents mﬂﬂ

| i n select a function in step 2 and click Submit
CISCO-ENHANCED-MEMPOOL-MIB

| List matching MIBs |

A100-R1-MIB
ACCOUNTING-CONTROL-MIB
ACTONA-ACTASTOR-MIB
ADMIN-AUTH-STATS-MIB
ADSL-DMT-LINE-MIB
ADSL-LINE-MIB

ADSL-TC-MIB

ADSL2-LINE-MIB -

I '® View MIB dependencies and download MIB I

“'View MIB contents

Submit |




Tools & Resources

SNMP Object Navigator

HOME
SUPPORT
TOOLS & RESQURCES

SNMP Object Navigator

TRANSLATE/BROWSE

SEARCH

DOWNLOAD MIBS

MIB SUPPORT - SW

C1SCO-ENHANCED-MEMPOOL-MIB

View compiling dependencies for other MIBS by clearing the page and selecting another MIB.
Compile the MIB

Before you can compile CISCO-ENHANCED-MEMPCOL-MIB , you need to compile the MIBs listed
below in the order listed.

mmmall of these MIBs (Warmning: does not include non-Cisco MIBs) or view details about each

If you are using Intemet Explorer click here.

MIB Name
1. SNIMPv2-SMI

2. SNMPv2-TC

3. SNMPv2-CONF

4. SNMP-FRAMEWORK-MIB
5. CISCO-sMI

6. ENTITY-MIB

7. HCNUM-TC

8. RFC1155-5MI

9. RFC-1212

10. RFC-1215

1. SNMPv2-TC-v1

12. CISCO-ENHANCED-
MEMPQOL-MIB

version 1 Dependencies

Downlgad | %’ )
!EW

S I Dependencies

Mot Required | Dependenci

e View
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20 17.743  SNWP
21 17,838 SNHP
2z 17.899 SNHP
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24 18.004  SHHP £ )l
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» Frame 23: 285 bytes on wit _ . _ R . ~
» Ethernet II, Src: Clsco 33:fe:bf (00:12:7f:33:fe:bf), Dst: a2:4¢:66:00:00:20 (al:dc:66:00:00:20)
> Intermet Protocol Version 4, Sec: 192.168.10.18, Dst: 192.168.5.254
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i, Time Frotocol  Source Source Port  Destination Port  Destinaticn Length Info

enpllemPoolType. 1.1 CISCO- ENMANCED -HEHPOOL-MIB : : cempMenPoolType
scemptlenPoolName . 1.8

empiemPoolAlternate. 1.1 CISC0-ENHANC ED-HEMPOOL -MIB: ; cempMenPoc
scempHemPoolvalid.1.8

9.326 SHHP 192.168.5.254 161 65484 192.168.10.18 678 get-response CISCO-ENHANCED-MEMPOOL-MIB:
9,450 SHHP 192.169.10.10 65484 161 192.168,5.254 05 getBulkRequest CISC0-ENHANCED-MEMPOOL-HI
8,458 SHHP 192.168.5.254 161 65484 192.168.10.18 568 get-response CISCO-ENHANCED-MEMPOOL -MIB:
9 B.675 SHHP 192.168.18.18 65484 161 192.168.5.254 05 getBulkRequest CISCO-ENHANCED-MEMPOOL -HI

1 0.000  SHWP 192.168.18.18 65484 161 192.168.5.254 100 petBulkRequest

2 0.000  SHWP 192.168.5.254 161 65484 192.168.10.18 167  [report SHPP-USER-BASED-SH-MIG: :usmstatsUnknownEnginelDs. o
3 9.176 SHMP 192.163.18.18 65484 161 192.168.5.254 197 petBulkfequest CISCO-ENHANCED-MEMPOOL-HIB: :cempMIBObjects
4 9.176 SHMP 192.168.5.254 161 65484 192.168.10.18 192 report SHMP-USER-BASED-SM-MIB: iusmStatsNotInT imel indows . 8
s 9,325 SHMP 192.163.18.18 65484 161 192.168.5.254 199 petBulkRequest CISO0-ENHANCED-MEMPOOL - MT| empMIBObjects
6

7

8

1w 8767 SHHE 192.168.5.254 161 65484 192.168.16.18 619 get-response CISCO-ENHANCED-MEMPOOL-MIB: :cempMemPoolUsed. 1.1 CISCO- ENHANCED-MEMPOOL-MIB: : compMenfoollsed
11 2.945 SHMP 192.163.18.18 65484 161 192.168.5.254 285 getBulkitequest CISCO-ENHANCED-MEMPOOL-HIB: :compMemPoolFree 1.8

12 0.5946 SHMP 192.168.5.254 161 65484 192.168.16.18 584 get-response CISCO-ENHANCED-MEMPOOL-MIB: : cempMemPoolUsedOvrflu. 1.1 CISL0-ENHANCED-HEMPOOL-MIB: : cenpMenPc
13 1.133 SHMP 192.168.18.18 63484 161 192.168.5.254 205 getBulkRequest CISCO-ENHANCED-MEMPOOL-MIE: :cemphemPoolHCUsed. 1.8

14 1 134 <umo 107 169 = 254 1R AEATRA 107 1R@ 14 A0 coo £ LISCOL EMUAMCED MCRNOo LD . . 2 Lttt S MMAMCED MEAnOOL MTD .

~ C15L0- ENRLANCED - HERPOOL -M18 ; ; cempliemPoo Name, 1.1 (1.3.6.1.4.1,8.9,221.1.1.1.1.3.1.17; System memory
Object Mame: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.1 (CISC0-ENHANCED-MEMPOOL -MIB : :cempMeniPoolName . 1.1)
CISC0-ENHANCED -MEMPOOL -MIB: ; cempHemPoollame ;. System memory
~ CI5C0-ERHANCED-HEHPOOL-MIB: ; cempMenPoolName, 1.2 (1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.2); System memory
Object Mame: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.2 (CISC0-ENHARCED-MEMPOOL-HIE : : cempMemPoolName . 1.2)
CISC0-ENHANCED-MEMPOOL -MIB: : cempiemPooliame: System memory

CISC0-ENHANCED-HEMPOOL-MIB! : compMenPoollame. 1.3 (1.3.6.1.4.1.0.9.231.1.1.1.1.3.1.3): MEMPOOL_MSGLYR
Object Mame: 1.3.6.1.4.1.9.9.221.1 1.1.3.1.3 (CISCO-ENHANCED-MEMPOOL-HIE : : compMemPoolMame . 1.3)
CISCO-ENHANCED-MEMPOOL -MIB: : cempHemPoclHame : MEMPOOL_MSGLYR

CISCO-ENHANCED-HEMPOOL-MIB: : cempMenPoolName . 1.4 (1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.4): MEMPOOL_HEAPCACHE 1
Object Name: 1.3.6.1.4.1.9.9.271.1.1.1.1.3.1.4 (CISCO-ENHANCED-MEMPOOL -MIB : :cempMenPoolName . 1.4)
CISCO-ENHANCED -MEMPOOL -MIB: : cempMemPooMame : MEMPOOL_HEAPCACHME 1

~ CISCO-ENHANCED -HEMPOOL-MIB: ; cempMenPoolName. 1.5 (1.3.6.1.4.1.9.9.221.1.1.1.1. 2, 1.5): MEMPOOL_HEAPCACHE &
Object Mame: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.5 (CISC0-ENHANCED-MEMPOOL -HIE: ; cempilemPoo]liame.1.5)
CISC0-ENHANCED -MEMPOOL -MIB: : cempHemPooliame : MEMPOOL_HEAPCACHE @

w CISC0-ENHANCED-HEMPOOL-MIB: : cempMenPoolName . 1.6 (1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.6): MEMPOOL_DMA_ALT1
Object Name: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.6 (CISCO-ENHANCED-MEMPOOL-HIB: : cempMemPoolName .1.6)
CISC0-ENHANCED-MEMPOOL -MIB: : cempenPoollame : MEMPOOL DMA_ALT1

~ CI5C0-ENHANCED-HEMPOOL-MIB: : cempMenPoolName. 1.7 (1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.7): MEMPOOL_DHA
Object Mame: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.7 (CISC0-ENHANCED-MEMPOOL -HIB : cempMemPoo]Name .1.7)
CISC0-ENHANCED -MEMPOOL -MIB: : cempHemPoolHame ;. MEMPOOL_[MA

* CTSCO-ENHANCED-HEMPOOL-MIB: ; cenpMenPoolNome. 1.8 (1.3.6.1.4.1.9.9,221.1.1.1.1.3.1.8); MEMPOOL_GLOBAL_SHARED
Object Mame: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.8 (CISC0-ENHANCED-MEMPOOL-HIEB : : cempMemPoolName . 1.8)
CISC0-ENHANCED -MEMPOOL -MIB: : cempHemPoolName : MEMPOOL_GLOBAL _SHARED
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