;rmeﬁpowerﬁﬁﬂﬁﬁﬁﬁﬂli%$8m& . RE T
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Eibd)

FREZ M

BEBR M 4% 5 47 5 B Th BE MR S
FHBER TEESRTAEEESE (XFTD )
KINAPH B

BEENAPKRE

RS HBREFZNNAPIRE
56 iF [ i Bl B

A2 B FENAP

X3R4T

ETACIR (Y B iE

b))

AN R—RINEN—ED , XLEXEFP MM RS BEBRFirepowerR 5 E I BIER B HE , LU
EFirepowerfVAH 2B AIBE 7R 8, B XFirepowerFARHHNEER , URIEOHEMKIFERE RN
PEHFRR N ER R | B RABIRAXE,

RS 4BFirepower IR BN R R FEHEBRAV B /AR B , BN 48 0 4 SR BE ZhBE.

Packet
DAQ sl ACP SsL Auth IPS

TR
. R3GE R F A EFirepower¥ &

BERIEENE MR AC20RESHRAFAA |, EH FFirepower BB #H(FTD)E &
. T RSnortREHE) , (BEXFE BXxFHRESnortW{E L , 515 A https://www.snort.org/

B P £ 55 T 5 Bl Zh BE L

R 4% 0 # R AG (NAP) 2 2 B IE PR 3l 19 B A X R ENATAR N KsnortTiAb B IRE ., FALEIREBR
FEREEAMRE. ZNNTEWARIENAPEEAREMLEREFR

5

X AESEMANEARH3 ( B1129, 119, 124 ) LA AERKEEID(GID), BXGIDE!
AL EEMEST X MER | E5H (FMCEREHE) .


https://www.snort.org/
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47266

EHRE TEEXRMLEREHF (XFTD)

REXFBRETETHATRNEMLERRINNITHEZ,

EUTROIF , TCPHSELTAERRNEFE, Atk , AN120:142EFRR , ZRANLERK
TCPEIE R P ER DAY BT B o

AR SATCPHREBMLERSEFRE , BEHRTRERITLMLERBATERRES ,
TSR, BXMBRTLNEAES , BRI X E,

BRENAPE &

fEFirepowerBE f/4\FMC)UI L |, AT fEPolicies > Access Control > Intrusion FE®NAP. A&
R EANNES RS |, 25 TUEENAP, HIRFNAPRIAEIIENAP,

Deploy & System Helpv admin v

Import/Export Intrusion Rules Access Cowrrv_{ Network Analysis Policy I _

Edit or create a
Network Analysis Policy

Policy Information

Name My Custom NAP
Description
Inline Mode
Inline * Source IP * Destination * Source Port / * Destination Port / * Message *
Result P ICMP Type ICMP Code
mf 172.16.111.226 B 50.19.123.95 S1177 [/ tcp 443 (https tc| STREAMS NO TIMESTAMP (129:14:2)

mp 172.16.111.226 mj| 50.19.123.95 51174 / tcp 443 (https) / tc STREAMS NO TIMESTAMP (129:14:2)

€]

Inline Mode disabled = No Inline Result

Inline Mode enabled = “Dropped” Inline Result

MEERR , NAPEE ' REETIRE RS T ARKE PR RN EF LT, BIENAPE
ARENREZZBSREBUCEEPNRERX. NAPERNAREHFTE RABRERE HiE’JWE%%‘%


https://www.cisco.com/c/zh_cn/support/docs/security/firesight-management-center/117927-technote-firesight-00.html

EI-FHRNEARE.
EENAPRE

ENAPH | BALEFEYFRE. XTEEANTMLESRLEK , FR
ERAFRINRENTLER (FHFENTLESS ) NMEEARINRENTLER , WTEMRR

o

Edit Policy: My Custom NAP

Pelicy Infermation Settings < Back
View preprocessors s | sctns Application Layer Preprocessors
Back Orifice Detection DCE/RPC Configuration & Enabled Disabled & Edit
P nfi

DCE/RECICOnNOUREoH ONS Configuration + Enabled Disabled & Edit
DNS Configuration

FTP and Tel Figur: Enabled isabled v
FTP and Telnet Configurati and Telnet Configuration # Enabled Disabled & Edit
GTP Command Channel Cc HTTP Configuration « Enabled Disabled & Edit
HTTP Configuration

Sun RPC Configuration = Enabled Disabled " Edit
Inline Normalization

SIP Configuration = Enabled Disabled & Edit

1P Defragmentation
C urre nt I y E na b I ed Packet Decoding GTP Command Channel Configuration # Enabled Disabled & Edit

SIP Configuration

IMAP Configuration Enabled » Disabled
SMTP Configuration
S5H Configuration POP Configuration Enabled » Disabled
SSL Configuration SMTP Canfiguration % Enabled Disabled & Edit
Sun RPC Configuration
SSH Configuration » Enabled Disabled & Edit
TCP Stream Configuration
UDP Stream Config SSL Confi # Enabled Disabled o Edit
= Policy Layers. SCADA Preprocessors
= My Changes Modbus Configuration Enabled (@ Disabled
Enabled with non-default settings tnine Normatzaton
DNP3 Configuration Enabled & Disabled
TCP Stream Configurat
=) Security Over Connectivity Transport/Network Layer Preprocessors

E na b Ied Wlth d efa u It Setti n g s Back Orifice Detection Checksum Verification Enabled @ Disabled

Checksum Verification

Inline Normalization w Enabled Disabled o Edit

TRESHBMEFHNAPRR

EREHSREN RO , AVTCPREEMN1214EEERFRE. XELEERSEXIFRER
HKREE, BR ZZH%E%QE’J)\&%W%EP*F'FHJ: RN, WA L2EFMCRIEAREH,

REMWERWERZRNBRAT/L L E 85 % FBlock Unresolvable TCP Header Anomalies#yi% &
o MLIRIME A L IFSnortfE FELEGID 1298 M4 N TCPEIE T b By 7 E ot 4T PR LE R 4E,

& B A 7 Block Unresolvable TCP Header Anomalies ( BRIL R f#ATRITCPIRLFT&E ) |, MIEX
BIETEITFHGID 12980,



| Filter: [GID:"129" Intrusion Policy

| 12 selected rules of 19
= =v A A O O Ov

Rule State Ewvent Filtering Dynamic State Alerting Comments

Ll L Generate Events

L Drop and Generate Events M5_SYN_ON_EST Eotiov Bnfarnaton _
| | M5_DATA_ON_SYN & Settings Normalize IPvd
al ful Disable JAM5_DATA_ON_CLOSED Back Orifice Detection Normalize Don't Fragment Bit
129 4 STREAMS_BAD_TIMESTAMP DCE/RPC Configuration Normalize Reserved Bit
129 5 STREAMS_BAD_SEGMENT DNS Configuration Normalize TOS Bit
129 6 STREAMS_WINDOW_TOO_LARGE FTP and Telnet Configuration Normalize Excess Payload
129 7 STREAMS_EXCESSIVE_TCP_OVERLAPS GTP Command Channel Configuration  yo-majize 1pve
ic 129 8 STREAMS_DATA_AFTER_RESET HTTE Configuration Normalize ICMPv4
or 129 9 STREAMS_SESSION_HIJACKED_CLIENT Inline Normalization T
129 10 STREAMS_SESSION_HIJACKED_SERVER 1P Defragmentation N o
129 11 STREAMS_DATA_WITHOUT_FLAGS Ly T e
129 12 STREAMS_SMALL_SEGMENT SIP Configuration
129 13 STREAMS_4WAY_HANDSHAKE SMTP Configuration SRR s
129 14 STREAMS_NO_TIMESTAMP SSH Configuration Clear Urgent Pointer/URG on Empty Payload
129 15 STREAMS_BAD_RST SSL Configuration Clear URG if Urgent Pointer Is Not Set
129 16 STREAM5_BAD_FIN Sun RPC Configuration Normalize Urgent Pointer
129 17 STREAMS_BAD_ACK TCP Stream Configuration RDInEISILESaviond
129 18 STREAM5_DATA_AFTER_RST_RCVD UDP Stream Configuration Remove Data on SYN
129 19 STREAMS5_WINDOW_SLAM @ Policy Layers Remove Data on RST
5 Trim Data to Window
Netyvork Analysis
P OI I cy Block Unresolvable TCP Header Anomalies

ITHGID 1298 £ S BARBREHEXN RENITIRER KIZFFMC, B2 , REF ABlock
Unresolvable TCP Header Anomalies , Bl {# A 2 K B A AYRule State 1% & 771X Generate
Events , EMAILLERRE, T HNEFMCE EREHHFITTHA,

Still drops after | R |50 B e e e |

setting to - ¥ o 7216011226 501912395 51174/t 443 (hugs) / 1cp TIMESTAM
generate ¥ 12216011226 Bp30.19.12395 LIPS/t STREAMS NO_TIMESTAMP (129:14:2)

Check configuration guide for relative protocols/preprocessors:

443 (https) / tcp

Block Unresolvable TCP Header Anomalies

When you enable this option, the system blocks anomalous TCP packets that, if normalized, would be invalid and likely would be blocked by the
receiving host. For example, the system blocks any SYN packet transmitted subsequent to an established session.

The system also drops any packet that matches any of the following TCP stream preprocessor rules, regardless of whether the rules are enabled:

s 129:1
* 129:3
* 129:4
* 129:6
* 129:8
e 129:11
* 129:14 through 129:19

The Total Blocked Packets performance graph tracks the number of packets blocked in inline deployments and, in passive deployments and inline
deployments in tap mode, the number that would have been blocked in an inline deployment.

ERTRAEARLRRE (N TFHRA6.4, RELEAEWRIRE ) o
WrE R i e


https://www.cisco.com/c/zh_cn/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/transport___network_layer_preprocessors.html#ID-2169-00000166

MAEBNTHNENTE—EERY  RATUEEREARLERE , MASRREFMCH, K&
=—EaRNERR,

- HttE B AMNITHRERT LRSS AT ERRE ( T ERXHXRE )

. %“‘U\&%%%M"J EER LA ERET S sERITRN

- BRIETTRES BT R RANFBRE —13E4] : CSCuz50295 - “File policy with Malware block
enables TCP normalization with block flag”

HEERRREEZH , IR , E/EHRSnortBE X 4+ £ A #YSnort>x 7 Al LUB I BAR RS
NAPH SR E L REE, HSHETE,

Hover over option to Trim Data to MSS
see baCkend sSNno rt Block Unresolvable TCP Header Anomalies
configuration keyword

Explicit Congestion Notification block Disable Packet () Stream
Clear Existing TCP_Optitns

AHOW These TCP Options

This configuration is contained in the layer: My Changes

NAPi% 7 4= By Block Unresolvable TCP Header Anomaliesi® M #5#t 7 j5 1% £ Mblock>< @ =F, &
REXLEER  TUNETERATRERHEE,

coasa:~# de_info.pl
: Primary Detection Engine 19d6-e187-

ary detection engine for device c9e

: 0d82120c-e188-11€6-8606-24827d53da68

25/0d82120c-e188-11e6-8606-a4827d53da68/network_analysis/

1d56 snort.conf.b50f27b0-e31a-11€ek

tcp: ips, rsv, pad, req_urg, req_pay, req_urp, block

“block” option is enabled in normalize.conf

BIE B #5NAP

ﬂu%i*@ﬂﬁﬂti‘ﬂﬂi%ﬁ?# N7 BAE R B E XNAPRAG B} HXEEHATE. EHEN

NAPH | AIZASHRIBENIRE,
J‘Z‘t; *HE*TNAPE’J Ro

1. BB IR IENAPE & — 17 1R 28915 83 01 ENAP,

2. #£Access Control Policy#JAdvancedi£ T+ , S ZENetwork Analysis and Intrusion
Policies&B%'. % HAdd Rule(%ﬂﬂ?‘ﬂﬂﬂ) , A BEMRENCEMN , H1ENetwork Analysis
Policy ( P53 T 5R k% ) S0 & FE R ERINAP,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz50295

Network Analysis and Intrusion Policies

Intrusion Policy used before Access Control rule is determined My Intrusion Policy

Intrusion Policy Variable Set Default-Set

Default Network Analysis Policy Security Over Connectivity

Network Analysis and Intrusion Policies T X
Intrusion Policy used before Access Control My Intrusion Policy v &
rule s determined
Intrusion Policy Variable Set Default-Set v | g
. etwork Analysi s - Custom Ruke Metwork Aot olcy Lt
Click to expand NA Rules m—)

o) Add Rule
- Source Zo... DestZones  Source Networ.. Dest Networks WVLAN T... Network Analysis ...

I_:_ 62_network I | My Custom NAP I &

Add rule(s) to target
traffic with certain NAP

Default Network Analysis Policy Security Over Connectivity i

Revert to Defaults OK Cancel

IR

EAREHHPREMAERANAIRBE A TANITE (ZEGCID 183 ) BISnort AN AV IRIRIEE T
G

N TR ER[AMNEHERITRBDN , FEERTZERFRRREKXRTCPRERTHRE,

EUTREIH , IRAM129:1404T RO , ELLHIFERZANERFT RE. AT12914 EEE
REOREBHTOPR , EILETSUER 5 TN A 2B TEA R IR SRS F AR MR,

Full session pcap

» Internet Protocol Version 4, Src: 172.16.111.226, Dst: 50.19.123.95

+ Transmission Control Protocol, Src Port: 51174, Dst Port: 443, Seq: 3849839666, Len: @
Source Port: 51174
Destination Port: 443
[Stream index: 2]
[TCP Segment Len: @] .
Sequence nunber: 3849839666 SYN packet has TCP Timestamps
Acknowledgment number: @

Header Lengtn AB bytes

'tnndnu size value: 8192
[Calculated window size: 818
Checksum: @x78ba [corre
[Checksum Status: Gob
[calculateu t :

WM segment size: 1388 bytes

20 bytes), Maximum segment size, No-Operation (NOP), Window scale, SACK permitted, |Timestamps

Packet that triggered event

> No—Operat_mn (NOP) » Internet Protocol Version 4, Src: 172.16.111.226, Dst: 50.19.123.95

» Window scale: 8 (multiply by 256} v Transmission Control Protocol, Src Pert: 51174, Dst Port: 443, Seq: 3849839667, Ack: 1666843207, Len: @
» TCP SACK Permitted Option: True Source Port: 51174

» Timestamps: TSwval 20854852, TSecr @ Destination Port: 443

[Stream index: @]

[TCP Segment Len: 8]

Sequence number: 3849839667
Acknowledgment number: 1666843207

Header Length: 28 byt T
» Flags: 0010 (ACK) No TCP Timestamps
Window size value: 57 i
[Calculated window size: 57] ln_event paCKet
[Window size scaling factor: -1 {unknown)] (\ﬂolates RFC)
Checksum: @xed4? lcorrect]

[Checksum Status: Good]
[Calculated Checksum: @xedd7]
Urgent pointer: @

=

)R

NIREEHFENAPATREH TN RIE , ATHITU TSR,

MR EEFEABENNAP , A BT HENAPRERSLEERTRE , BRI ECIREELAER



, WA A R PENREMER R REERRBEBRE,

- MRFEATABELHAN , FEREGNAPRE N EIRBRINEEZ —

- MRFEAGREEF N EA AR , BUREEEZRENMBRE , B XHRETTERR
BRALESRRE  XEREFTSRMEFMCH , MXAE SR RINEE , XEWREFRE
NAPEB 415 i

Name | Catchall # Enabled Insert  into Mandatory fd

Action o Allow »

Zones VLAN Tags . Users Ports URLs _ SGT/ISE Attri =T woosing  comments

Intrusien Policy Variable Set

Remove file policy
from all rules

llllll

There are no rules in this section. Add Rule or Add Category

Default Action Netwark Discovery Only

BSHPUEBETENTMALERS , WERRTRISE TRLER, AN AESHMLERNIAR
B M BE PR TT %o

LUK ES N ERNN , SEF T HS MR | XX THRSEMAERLER
BHEB.

[EITACHE it rY B4

HiE A
MFirepoweri% & BEBR ST 8L FE http://www.cisco.com/c/en/us/support/docs/security/sourcefire-defe
MFirepoweri® & IR TE S EHIEE http://www.cisco.com/c/en/us/support/docs/security/sourcefire-firep



http://www.cisco.com/c/zh_cn/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
http://www.cisco.com/c/zh_cn/support/docs/security/sourcefire-firepower-8000-series-appliances/117778-technote-sourcefire-00.html
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