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Access Control » Access Control Network Discovery Application Detectors Correlation Actions v
test

Enter Description

Prefilter Policy: Default Prefilter Policy SSL Policy: TEST SSL _POLICY

Rules  Security Intelligence  HTTP Responses

General Settings &
Maximum URL characters to store in connection events 1024
Allow an Interactive Block to bypass blocking for (seconds) 600
Retry URL cache miss lookup Yes
Enable Threat Intelligence Director Yes
Inspect traffic during policy apply Yes

Identity Policy Settings &
Identity Policy None

SSL Policy Settings &
SSL Policy to use for inspecting encrypted connections I TEST_SSL_POLICY I
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Administrator Rules |

This category is empty

Standard Rules |

1 @ DnD banking any 4 3Ny = 3Ny 3 31y 3Ny Ny ® Financial Services (Any Reputatio 1 =p Do not decrypt 2 |

2 decrypt outbound suspicious %, inside 5, outside, o ) ¥ 1 ® Any (Reputations 1-2)

Rog Editing Rule - DnD banking 7%

" Name oad bankind ¢ Enabled Move
-

n Action =% Do nat decrypt > u

Zones Networks VLANTags Users Applications Ports Category Certificate DN  Cert Status Cipher Suite  Version Logging

[ oottt comecr [ Enable Logging

Send Connection Events to:

Save Cancel
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Referenced Host

SSL Actual Action
SSL Certificate Status
SSL Cipher Suite

SSL Expected Action
SSL Flow Error

SSL Flow Flags

D 0D ODDO

SSL Flow Messages

UEer Agent
SSL Policy Web Application Category

SSL Rule Web Application Tag

SSL Session ID

SSL Ticket ID

DOD0OO

SSL Version
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# connect module 1 console

Firepower-module1> connect ftd
>
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# connect module 1 telnet

Firepower-module1> connect ftd ftd1
[ETEERETAStd(fd)BEHE. ... I A “exit” AR Bl 5| & CLI
>

R4 K #&ssl-debug debug_policy_all = A LUE1T , AERSSLEKREEAL BN BN RN ABIRER.
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em support ssl-debug debug_policy_all

Parameter debug_policy_all successfully added to configuration file.

Configuration file contents:
debug_polic)

You must restart snort before this change will take affect
y command
'pmtool res D ectionEngine'.

> system support ssl-debug-reset

Are you certain that you wish to delete the current SSL debug configuration file? (y/n) [n]: v

Configuration file successfully deleted
You must restart Hﬂ[!lt before this change will take affect

This can b command
'pmtool restartby t\,p-—' DetectionEngine'.

& ; £ Asystem support ssl-debug-resetin TRELEHTEE , FESRICKAWIKIIEE,
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dst_port:
dst_intf: 2
dst_zone: -1

al- rule id: 1
id: 1

Verdict
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Overview Analysis Polices Devices Objects AMP Intelligence

Configuration  Users  Domains  Integration  Updates

Advanced Troubleshooting

m Threat Defense CLI  Packet Tracer  Capture w/Trace
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debug_daq_write_pcap

BY TERBENBESHRZE , XMEFHBHISnort#HiE , XS —EHFEIHE
F, TCPumi%ﬁhuTj}qu*ﬂ%?‘ {BUDPEHMRE B %xﬂ M,

> system support debug-DAQ debug_daqg_write_pcap
Parameter debug_daq_write_pcap successfully added to configuration file.

Configuration file contents:
debug_daq_write_pcap

You must restart snort before this change will take affect
This can be done via the CLI command
'system support pmtool restartbytype DetectionEngine'.

> system support pmtool restartbytype DetectionEngine

> expert

admin@firepower:~$ cd /var/common/
admin@firepower:/var/common$ Is

daq_decrypted 15903.pcap daq_decrypted 15909.pcap

admin@firepower:/var/common$ tar pczf daq_pcaps.tgz daq_decrypted *
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L] =4 Win=8192 Len=d MES=1460 WS=4 SACK_PERM=1 e

63232 54 63237 - 441 [ACK] Seq=1 Ack=1 Winz66240 Lenzd Tce

FREZHAS

192.168. 1,308 54 63232 = 443 Seqeal8 Ack=1957
306 4067950  192.168.1.200 83232 1 1226 a3 54 63232 - 443 [ACK] Sequ218 Ack=2118 476 Len=0 Tep
308 4072508 102.164.1.200 63232 172.217.5.226 a1 180 Client Key Exchange, Chasge Cisher Spec, Hello Ragusat, Hell Regue TLSi1.2
339 4.061M8  102.168.1.200 63132 172.217.5.226 3 107 Application Data Tsv12
340 4.861463  192.166.1.200 63232 172.217.5.226 aa3 118 Application Data nsv12
* Handshake Protocel: Client Mello ‘sse capout pcap
Handshake Type: Clicnt kello (1) - e = -
Length: 208 d m @ RE QeuewsEBF L = aaqa
, arskon: T15 1.2 (hekags) TR 5 "
Session 10 Length: 8 Mo, s Time Sourre SACPRT  Destiation 0STPOAT  Langth o Protacol
Cipher Suites Length: 28 707 12.608129 192.168.1.200 63232 172.217.5.226 443 66 63232 - 443 [SYN] Seqef Win=8152 Len=@ MSS=1460 WS=4 SACK_PERM=1 TR
» Cipher Suites (14 suites) 192.168.1.208 3z 172.217.5.22% 54 63232 ~ 443 [ACK] Seq=1 Ack=1 Win=66248 Len=8 cP

Compression Methods Length: 1

12.636387  192.168.1.200

Client Hello

» Cospression Methods (1 method) 730 12.672869  102.168.1.200 63232 172.317. 5 26 63232 ~ 443 [ACK] Seq=200 Ack=2761 Win=56248 Len=0 1
Extensons Lengths 138 734 12.697358 102.168.1.200 63132 172.217.5.226 54 63232 -+ 443 [ACK] Seq=200 Ack=4207 Wins66240 Len=@ e
. E::‘:’:“:: Srkrioun 6{‘“.- » 738 12.711685 192.168.1.200 63232 172.217.5.226 188 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message TLSv1.2 n
i ik 739 12.712021 102.168.1.200 63132 172.217.5.226 107 Application Dats TLSvl.2
[ extension: extences master secret 740 12.712097 192,168.1.208 63232 172.217.5.226 118 Application Data TLSv1.2
version: TLS 1.0 (8x0301)
; Gt imwtore it Lerg: 1o
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Cipher Suites Length: 22
€0 0c 20 22 €1 06 08 6c 29 16 ac 87 €5 00 45 00 + Cipher Suites (11 suites)
@1 01 81 5 48 00 B8 06 83 26 c0 48 €1 ¢8 ac 0 ¢ thods Length: 1
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7 e signature_algorithes
L status_request
signed_certificate_tisestamp
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ec_point_forsats
elliptic_curves
UNKknown 56826
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16 = Application Layer Protocol Negotiation
13172 = Next protocol negotiation
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