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Connection Events
Connections with Appdication Qetaity niie View of Connection Events

I R R R R
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RRGEXEFRERBERECENAN , AEBHITREER.

BiACP
A #IE> system support firewall-engine-debug CLISE T2 5 5T ACPIRYEH 1T — 5 Y S HEBR .

X : EFirepower 930014100 & £ , AIEE A T oS ihEMERAE

# connect module 1 console
Firepower-module1> connect ftd
>
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# connect module 1 telnet

Firepower-module1> connect ftd ftd1
[EEERETAStd(fd)EHE. ... A “exit’ AR E 5| S CLI
>

RO NS BR/AXAREF NACPHEN BN EITHEE -1 %B, TETRANITAIE
BARe S0 e fig 5 PR B B9 IR R o

EE  ERAC2RESMAYF  RAXHRIZTETNET. CEAEENSEH , BEEE
ZEMES. YHINEnable firewall-engine-debug too? (12 /8 AR X ik 518 — Ak ? "R R
, WEBHEAY

A0 RERTEEERN

LA RBIF | i fsystem support firewall-engine-debugiF{&ESSHEENE I .

X R fEFirepoweri& & Li21THIACP,

Source Dest Source Dest

# Name Zones Zones Networks Networks VLAN ... Users Applic... Sourc.. DestP.. URLs ISE/S... Acti... .
Attrib... .

1 Trust ssh for host o 192.168.0.7 SSH =» Trust

2 inspect 2 10.0.0.0/8 v Allow

3 trust server backup 5 192.168.62.3 52 10.123.175.22 = Trust

ACPE=%&MN,

1. E—KMNE2EEFKRE192.168.0.7HEMAFHE , FBSSHER B FRKH,
2. BZHNLERE10.0.0.080FFERE , EPMNERAEETXFFRAEIRITHE ( IMERT
REWEPRFTR )
3. E=LHNMEEM192.168.62.3%10.123.175. 22 FF B i BB
EHEERZEHR | 98TM192.168.62.3%10.123.175.229 SSHiE 1,
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REREE-TMESHFRENEGERBEACANAS M EE ? RRE , FEZD?

fEFirepower CLIE |, I AL R a5 5 AEFACPHL N (L RE,

>system support firewall-engine-debug

Pl ease specify an | P protocol: tep

Pl ease specify a client |IP address: 192.168.62.3
Pl ease specify a client port:

Pl ease specify a server |P address: 10.123.175.22
Pl ease specify a server port: 22

Monitoring firewall engi ne debug nessages
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SYN , ACK

s1->2,geo0->0,vlan 0,
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1. SYN 192.168.62.3 - 10.123.175.22
2. SYN,ACK 10.123.175.22 > 192.168.62.3
3.ACK 192.168.62.3 - 10.123.175.22
4. SSH 192.168.62.3 2 10.123.175.22
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0 0 -> 0, vlan 0, inline

Action ¥ | Reason X Initiator IP Responder %  Source Port / ¥  Destination Port/ %  Application »  Client x Intrusion *  Access Control % | Access Control »
P ICMP Type ICMP Code Protocol Events Policy Rule

Block Intrusion Block @ 192.168.62.3 @ 10.123.175.22 55654 /tcp 22 (ssh) / tcp )G AC (all) trust server backup

LR |, firewall-engine-debug i i & Rt & 5 “Trust’ILEL , M Connection EventsZ /RHE T AR
K EEH N (B F Reasonl E 7Rintrusion Blocki # 7 £ Blocki® #E
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~ First Packet x Last X  Action ¥  Initiator IP X Responder x  Source Port/ ¥  Destination Port/ %  Application x  Web *  Application ¥  Business X  URL x
Packet 1P ICMP Type ICMP Code Protocol Application Risk Relevance
2017-05-19 16:02:29 Black Wi 192.168.62.63 M 151.101.65.67 54308 /tcp 80 (http) / tcp HITR CNN.com Medium Medium http:/fcnn.com/
CNN.com

Turner Broadcasting System's news website.,

Type Web Application

Risk Very Low

Business Relevance High
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2% Context Explorer W Wikipedia G Google Yahoo! I> Bing
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