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TiélFSSP FTDIR % EHIKEEASA LHIRELL, BR , B LEZEMCLIFHA R RFIE{Tcaptureds
o HEBRETHIER |, BIERIKR PR trace” &I,

LTREWRO22EATCPHRERE A OFIRMIRHE -

> show captu
7 packets captured

:38.498906 192.168.62.70.48560 > 10.83.180.173.22:
thPsfump 1045829951 @,nop,wscale 7>
:38.510898 10.83.180.173.22 > 192.168.62 8560: !
380,sackO0K, flmp«tump 513898266 1045829951, nop ] le 7

3: 01 17:38.51 2 192.168.62.70.48560 > 10.83.180.173.

1045829956 513898
4: 91:17:38.511982 192.168.62.70.48560 > 10.83.180.173.22: 4250994242:4250994283(41) 903999423 win
i 1045829957 513898266:

38.513294 10.83.180.173.22 > 192.168.62.70.48560: . ¢ 250994283 win 140
45829957>
38.528125 10.83.180.173.22 > 192.168.62.70.48560: 03999423:903999444(21) 4250994283 win
513898 1045829957
192.168.62.70.48560 > 10.83.180.173.22: . ¢ 903999444 win 229 <

l@458£Jle 513898282~

WMBE RN “trace” &1 , M A LERENBBELUEREDRE , UEFCUABHEELXYUE, ©F
B THARIEIE D (0 M E bk 5 #(NAT)IPIS SR # 1TiE M5 , #Haﬁh;ﬁéﬂ’yth O#0,



» show capture ssh_traffic packet-number 4 trace
{ packets captured

4: @1:17:38.511982 192 .168.62.70.48560 > 10.83.180.173.22: P
42509942472 :4250994283(41) ack 98939994723 win 229 <nop,nop,timestamp
1045829957 513898Z266>

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

LConfig:

Additional Information:
MAC Access 1ist

Phase: 2

Type: ACCESS-LIST
subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

Lonfig:

Additional Information:

Found flow with id 626486, using existing flow

Phase: 4

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 5

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:

Snort Trace:

Packet: TCP, ACK, seqg 42509947247, ack 983999423
AppID: service 55H (846), application unknown (@)
Firewall: starting rule matching, zone 1 -> £, geo @ -> @, vlan @, sgt
65535, user 2, 1cmpType @, i1cmpCode @
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Firepower-modulel> connect ftd

R ERAUL T S MFXOST SRR FSMEIFTDZ BiR R T -

# connect module 1 console
Firepower-modulel> connect ftd
>

R fEAFirepower 9300 , N ERFEESAIERFEANZ 2B M T, XEERKEZS A IHEIMZER
%o

MBREHZEE , N connect’ T HMUMBERXRHIID, Telnetdn A B FEHEREBITEAIZH,

# connect module 1 telnet
Firepower-modulel>connect ftd £ftdl
Connecting to container ftd(ftdl) console... enter "exit" to return to Boot CLI

REZEAOSR

UM B , B EREORAIFE, MRBAQEOBRFERTHRESZ , WXKSHNEH. NRER
MEFERER  REEENRZ2BRBERY,

SFR — BEASAEN

M TFirePOWER(SFR)#ERE R £ BZ{TEASALWELN , At AR EXFRASAE O REFESE
Re AXKEASALEOSIHERENEARGE , BEHFASARIG TS EREHD .

FTD ( 3ESSPHMIFPR-2100 ) — ®EEO4HIR
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> show interface
InterfaceGigabitEthernet0/0 "outside", is up, line protocol is up
Hardware is i82545EM rev01, BW 1000 Mbps, DLY 10 usec
Auto-Duplex(Full-duplex), Auto-Speed(1000 Mbps)
Input flow control is unsupported, output flow control is off
MAC address 000¢.2961.f78b, MTU 1500
IPS Interface-Mode: inline, Inline-Set: InlineSet
IP address unassigned
20686130 packets input, 8859847035 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants

0 pause input, O resume input

0 L2 decode drops

6485096 packets output, 1480276815 bytes,
0 pause output, 0 resume output

0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (509/362)

output queue (blocks free curr/low): hardware (511/415)
Traffic Statistics for "outside":

20686131 packets input, 8485139715 bytes

6485096 packets output, 1375761699 bytes
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# scope eth-uplink :
# show stats

FXOS/Fabric Interconnect

EEREVRBFESAOREFEE[AEORE, XEHTEEFXOSRECLILETT , UEREUL
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ssp# scope eth-uplink
ssp /et-uplink # show stats
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# connect fxos —— )

# show interface

| | FXOS/Fabric Interconnect

EREZEOLRFEB , FRALUTSHS :

ssp# connect fxos
ssp(fxos)# show interface Ethernet 1/7

DTRHEHRG (LI BREE RN AERE ) :



ssp# connect fxos

ssp(fxos)# show interface Ethernet 1/7
Ethernet1/7 is up
Dedicated Interface
Hardware: 1000/10000 Ethernet, address: 5897 .bdb9.4080 (bia 5897.bdb9.4080)
Description: U: Uplink
MTU 1500 bytes, BW 10000000 Kbit, DLY 10 usec
reliability 254/23535, txload 1/255, rxload 1/255

Lést link flapped 14week(s) 4day(s)
Last clearing of "show interface" counters never

30 seconds input rate 1352 bits/sec, 1 packets/sec
30 seconds output rate 776 bits/sec, 1 packets/sec
Load-Interval #2: 5 minute (300 seconds)
input rate 728 bps, 0 pps; output rate 608 bps, 0 pps
RX
3178795 unicast packets 490503 multicast packets 1142652 broadcast packets
4811930 input packets 3334211696 bytes
0 jumbo packets 0 storm suppression bytes

1974109 unicast packets 296078 multicast packets 818 broadcast packets
22710035 output packets 696237525 bytes
0 jumbo packets

MRRIUEMEIR , B URERGFNFTIDRHREFEENEIR.



SSP
(4100/9300)

flow trusted

Flows Actions

Software request

> show interface mmm—) ||

Prefilter

T

FXQOS/Fabric Interconnect

EHAFTDIRTAE , BAEESMEIFTD CLIR R,

# connect module 1 console
Firepower-modulel> connect ftd
>show interface

NTFZEH

# connect module 1 telnet
Firepower-modulel>connect ftd ftdl

Connecting to container ftd(ftdl) console... enter "exit" to return to Boot CLI

>
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# connect module 1 console
Firepower-module1> connect ftd

> show interface
InterfaceGigabitEthernet0/0 "outside", is up, line protocol is up
Hardware is i82545EM rev01, BW 1000 Mbps, DLY 10 usec
Auto-Duplex(Full-duplex), Auto-Speed(1000 Mbps)
Input flow control is unsupported, output flow control is off
MAC address 000¢.2961.f78b, MTU 1500
IPS Interface-Mode: inline, Inline-Set: InlineSet
IP address unassigned
20686130 packets input, 8859847035 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants

0 pause input, 0 resume input
0 L2 decode drops

6485096 packets output, 1480276815 bytes,
0 pause output, 0 resume output

0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (509/362)

output queue (blocks free curr, ): hardware (511/4 IS|
Traffic Statistics for "outside":

20686131 packets input, 84851397135 bytes

6485096 packets output, 1375761699 bytes

[ BB AR X O(TAC)REN KT

Bz WA
EEEHREER XA |, BSREAX
'show interface'#i BXUE , BSHEAX

X FASA/LINA:https://www.cisco.com/c/en/us/support/docs/sec
firewalls/1180..,

BRDRR ¥t FFirepower:http://www.cisco.com/c/en/us/support/docs/sect
appliances/11777. o
BRASA CLIANLmSEREFRAESR, HiAshow techin T
ASA“show tech”%i JH:I#—HE}%JH:I:% ﬁéﬁ BB N BERE RS
show tech | redirect diskO:/show_tech.log
MFirepoweri& & ¥ 25 37 2 B9 U B HERR http://www.cisco.com/c/en/us/support/docs/security/sourcefire-

T —2% : HEBRFirepower DAQE B
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