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Rules -8 EL HTTP Responses  Advanced

DNS Policy Default DNS Policy ™
Whitelist (2) Blacklist (30)
Networks Im h___
¥ Global Whitelist (Any Zone) @ Attackers (Any Zone)
URLS ®/ Bogon (Any Zone)
i Global Whitelist for URL (Any Zone) £ @) Bots (Any Zone)
@/ CnC (Any Zone)
® Dga (Any Zone)
@ Exploitkit (Any Zone)
®/ Malware (Any Zone)
@& Open_proxy (Any Zone)
@/ Phishing (Any Zone)

i ",

Logging enabled *

(i ]

® Response (Any Zone)

@ Spam (Any Zone)

® Suspicious (Any Zone)

y’ Tor_exit_node (Any Zone)

% Global Blacklist (Any Zone)

@ my_custom_url (Any Zone) B
W Global Blacklist for URL (Any Zone)
@ URL Attackers (Any Zone)

@ URL Bogon (Any Zone)

W URL Bots (Any Zone)

@ URL CnC (Any Zone)

¥ URL Dga (Any Zone)

W URL Exploitkit (Any Zone)

@ URL Malware (Any Zone)

AAAXXAAXAAXAAXNXXXX
(= (= == (= O = O = = = (= O = O = = =

@ URL Open_proxy (Any Zone)
W URL Open_relay (Any Zone)
W URL Phishing (Any Zone)

(= (= U= (= O = (= O = O = O = O = (= (= O =]

¥ URL Response (Any Zone)
@ URL Spam (Any Zone)

[=(]

W@ URL Suspicious (Any Zone)
W@ URL Tor_exit_node (Any Zone)

AAAXAAAXKXAXARNXXX
@

[=1]

BABERIER/E , AL Analysis > Connections > Security Intelligence Events T Z & Security
Intelligence Events, NiZ&E N AREHEE,

2017-05-16 17:00:16 Domain Not Found DNS Block glj 152.168.1.95 g ] DNS Response
2017-05-16 16:57:50 2017-05-16 16:57:50 Block URL Block gﬂ 192.168.1.95 ﬂ 10.83.48.40 my custom url

2017-05-16 16:50:05 Block IP Block !ﬂ 192.168.1.95 @ m Malware



https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/214575-firepower-data-path-troubleshooting-phas.html

FERREEESR , BRUAER2BHRNEEMALENIP, URLEDNSEW , FizFE AR EEI,

URL URL
Category Reputation
httg:’,ff... mas mimmea st
Open in New Window

Blacklist HTTP/S Connections to URL Now Responder IP % Security :
Whitelist HTTP/S Connections to URL Now == URL Category

Blacklist HTTP/S Connections to Domain Now
Whitelist HTTP/S Connections to Domain Now

o1 Open in New Window
Exclude

0! Open in Context Explorer

o1 Whois
o1 View Host Profile

DNS VLAN X 10C = Intrus

Query D Events
1 Blacklist IP Now
| n IP e Whitelist IP N
Open in New Window 1 ltelist ow
Exclud
Blacklist DNS Requests to Domain Now - xclude N |
Whitelist DNS Requests to Domain Now |¢mmmm DNS
Exclude
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> system support firewall-engine-debug

Please specify an IP protocol: tcp . .
Please specify a client IP address: 192.168.62.51 — SpeC|fy Fllter
Please specify a client port:

Please specify a server IP address:
Please specify a server port:

Monitoring firewall engine debug messages

See Verdict Info per packet

92.168.62.51-51216 > 173.37.145.84-8

192.168.62.51-51216 > 173.37.145.84-8

first with zones 1 -> 2, geo @ -> 0,

@, client 0, user 9999997,

192.168.62.51-51216 > 173.37.145.84-80 6 A

192,168.62.51-51216 > 173.37.145.84-80 6 AS 1 Starting with minimum 3, U

first with zones 1 -> 2, geo 0(0) -> @, , inline sgt tag: untagged, ISE @, svc 676,

payload 2655, client 638 @, user 999999? u

%92 168.62.51- 51216 > 173.37.145.84-80 6 AS 1 I ging..( Returning URL_BCTYPE

or

192. .37.145.84-80 6 AS 1 1 rule order 3, s', URL Lookup Success:
1 Oms

192, 168 .37.145,84-80 6 AS 1 I

.37.145.84-80 6 AS 1 I
192.168.62.51-51216 > 173.37.145.84-80 6 AS 1 I
192,168.62.51-51216 > 173.37.145.84-80 6 AS 1 I
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[ERE KR )

. Xt EE“PE 1L (Block) R EREAHM N A A Ridx
-ﬂu%%*%ﬂ}ﬁéﬂﬁ EIREH  BZARESFEL , NETRAEGEHENFREQIZETHANER
BB
- MRERENEEANPDEERERBE , BEORRACKEEHE , NFETX , METEE , £H
Br“BELE Fr A 27 (Block All Traffic) 2 FAHY ERINIR4E | ﬁlJE—’h%ﬁE’gI =RraEkzs

Check logging for block rules

Sou... Dest Sou... Dest
# Name Zon... Zon.. Net.. Net.. VLA.. Use.. App... Sou.. Des.. URLs ISE.. Acti. y
Attr... ) B

w Mandatory - My AC Policy (1-2)

YouT

1 block with logging Youlr X Blocl ] Lip

2 block no logging ® Gaml| J§ Bloc! 0
Add trust rule

1 Trust traffic =192 ¥ Trus ] 0

2 block with logging :::g:; % Bloc 3 0

3 block no logging * Gam L Bloc 0
Create blank AC policy

Sour... Dest Sour... Dest
# Name Zones Zones Netw... Netw... VLAN... Users Appli.. Sowr.. Dest.. URLs ﬁ:—{ Action G -

w Mandatory - Test - No rules (-)

-
4

o . Add Rule or Add Category

] i se . Add Rule or Add Category

&
‘ J:.

Intrusion Prevention: Balanced Security and Connectivity 7
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Administrator Rules

This category is emptly
Standard Rules

1 o DnD banking any any any any any any any any any ® Financial Services (Any Reputatio any =% Do not decrypt

2  decrypt outbound suspicious i inside .4 outside. any any any any any any any ® Any (Reputations 1-2)

Rog Editing Rule - DnD banking ? %

T name | ono bankind ¥ Enabled Move

n Action | =+ Do not decrypt »

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN  Cert Status  Cipher Suite  Version @FESTILE]

(£ to0 o of comectn | Enable Logging

Send Connection Events to:

e SO ] |t CANE

. & Undecryptable ActionsitTi+ , EF 2B ETMIRENELLRE
- F£Connection events ( E#ESH ) &5 , REBHPBESSUNAAEFER
REBBRANEZARS , EEEERGHEAIEHREZLNRI R EEESHEERTERA

Referenced Host
SSL Actual Action
SSL Certificate Status
SSL Cipher Suite

SSL Expected Action

DD EOE

SSL Flow Error
SSL Flow Flags

S5L Flow Messages

L

J

SSL Policy (] Web Application Category

SSL Rule

(] Web Application Tag

SSL Session ID

D0 EDE

SSL Ticket ID

SS5L Version

C




Connection Events ¢ .
Connections with Application Details » Table View of Connection Events SSL Blockin g
» Search Constraints (Edit Search Save Search) / flow
Jump to... ¥
= First Packet * Last Packet * Action *  Reason * [initistorIP x  Initistor *  ResponderIP x  Responder x Cause of the
Country Country A
SSL failure
3 2017-05-30 13:09:23  2017-05-30 13:09:24 [l Block S5L Block il 192.168.1.200 mll 216.58.217.138 W USA
! 2017-05-30 13:08:53  2017-05-30 13:08:54 8 Block SSLBiock [l 192.168.1.200 ol 21658.017.138  E usA
-
! 2017-05-30 13:08:23  2017-05-30 13:08:248 Block EERTE PRt p——— Peg—— E‘l * | sm % | am e
3 2017-05-30 13:08:16  2017-05-30 13:08: Block SSL Block wll 192.16 Expected Cartificate Varsion
Astion Status
' 2017-05-3013:07:53  2017-05-30 13:07:54 ] Block ssibiock [l 192,16 -
Y Decrypt (Resign’ PUB CRYPTO OPENSSL RSA OP FAILURE (Oxb7000a20) gerypt (Resign) Pecrypt (Resign Valig TSvi2
' 2017-05-30 13:07:23  2017-05-30 13:07:1a| Block SSLBiock  [sil 192,16 )
= ! Recrypt (Resignl  PUB_CRYPTO OPENSSL RSA OP FAILURE (0xb7000220) gcrypt (Resign)  Decrypt (Resign)  Yalid TLsvl2
SSL flow % Decrypt (Resignlil PUB_CRYPTO OPENSSL RSA OP FAILURE (0xb7000a20] [Pecrypt (Resign] Decrypt (Resign] Valid Tisvi2
Y| Decrypt (Resign’ PUS_CRYPTO OPENSSL _RSA OP FAILURE (Oxb7000a20 ecrypt {Resign Decrypt (Resign’ Valid TLSv1.2
flags for What Y Decrypt (Resign’ PUB _CRYPTO OPENSSL RSA OP FAILURE (Oxb7000a20! ecrypt (Resign Decrypt [Resign’ Valig TLSv1.2
ha ppened ' Decrypt (Resign PUB CRYPTO OPENSSL RSA OP FAILURE (Oxb7000a20) ecrypt (Resign Decrypt (Resign Vali ILSv12
with flow
ssL o« sst x ssi o x [N S5t PiowPlags x S5L Flow Messages *
Bule  Session  Tickst
] i3
MITM 0x0 Q=0 VALID, INITIALIZED, S5 ETECTED, CERTIFICATE DECODED, FULL HANDSHAKE, CLIENT HELLO SESSTKT, SERVER HELLO SESSTKT, CH PROCESSED. SH PROCESSED, CH CIPHERS MODIFIED, ENT_HE] SERVER HELLO, SERVER CERTIFICATE
MM 0 Dl VALID, INITIALIZED, S5L DETECTED, CERTIFICATE DECODED, FULL HANDSHAKE, CLIENT HELLO SESSTKT, SERVER HELLO SESSTKT, CH PROCESSED, SH PROCESSED, CH CIPHERS MODIFIED, CLIENT HELLO, SERVER HELLO, SERVER CERTIFICATE
MIT™M o0 Ox0 VALID, INITIALIZED, S5 DETECTED, CERTIFICATE DECODED, FULL MANDSHAKE, CLIENT MELLO SESSTKT, SERVER MELLO SESSTKT, CH PROCESSED, SHM PROCESSED, CH CIPMERS MODIFIED. CLIENT MELLO, SERVER MELLO, SERVER CERTIFICATE
MIT™M ox0 0x0 VALID, INITIALIZED, SSL_DETECTED, CERTIFICATE DECODED, FULL HANDSHAKE, CLIENT HELLO SESCTKT, SERVER HWELLO SESSTKT, CH PROCESSED, SH_PROCESSED, CH_CIPHERS MODIFIED, .. CLIENT WELLO, SERVER HELLO, SERVER CERTIFICATE
MITM ox0 Ox0 VALID, INITIALIZED, S5 DETECTED, CERTIFICATE DECODED, FULL HANDSHAKE, CLIENT HELLO SESSTKT, SERVER HELLO SESSTKT, CH PROCESSED, SH PROCESSED, CH CIPHERS MODIFIED, CLIENT HELLO, SERVER HELLO. SERVER CERTIFICATE
MIT™ ox0 Qx0 VALID, INITIALLZED, S5 _DETECTED, CERTIFICATE DECODED, FULL HANDSHAKE, CLIENT HELLO SESSTKT, SERVER HELLO SESSTKT, CH PROCESSED, SH PROCESSED, CH CIPHERS MODIFIED, .. CLIENT HELLO, SERVER HELLO. SERVER CERTIFICATE

. BIEZT {SSLER , Do not Decrypt ( TR ) ERBRINRIEENEHR LR
MG R RS P I BRSSLEREE N BES R
XEGREMFHIE

SSLEBTEELERRE , EEEHNKE E A LULKIE

BXRSSLERMHNERAMEIR , BEEAXBEREREHRIE,

X331 & BRI

LESGHRBEFFERN , THERRIIEBEFELAEHRRNNATFHNRE, T HRIETIEE

BLEEFMFFAEHTTPHTTPSHE , AN URBEZSENAFR#TEMRIE , WA IXLENE
SHHTTPIHUGET. XERBEETHEHRIEFANEMEMMEIRS ( AIDNS, ICMPE ) |, BRIELE
BETHFPHEIENSEE R )F"J HERFPEEBIFTD LN FHBITRS ﬁﬁ%fﬁhu‘t
o BR , XFRENFHNRIETIEENERZRE , MERFLEHITEMRIEHEEHEIERZ S HE
ERAPHRIEINE R,

RIEE RSB EMLEA T3 5 MR (Active Authentication)IR2/EZ F & 17 5K BE FR A EMM N,

55, FREREMESH S ORI RENANEARIE R WREZ FHRIUETZRFIAS
REZ S HRIE T,

E|ITAC,

UNEd
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Editing Rule - Passive ? X
Name  Passive Enabled Move
Action | Passive Authentication v Realm: my-realm
Zones Networks VLAN Tags Ports Realm & Settings
Realm * e ~|,» Make sure passive
i - i auth rules don't
Use active authentication if passive authentication cannot identify user B
fall back to active ! Inn\ Auth
auth
* Required Field
Save Cancel Active Authentication \NTLM & 3

ive Authentication Kerheros o O

Remove or disable

active auth rules ) | Active Autidqtication HTTP Ndgotiate & O

Active Authentication

Identity Policy Settings & OF remove identity Active Authentication HTTP Basic
raentity Poliey \ore | mNN from Advanced Passive Authenticatio
tab of ACP

BXEFEHRIENERARELL , FSHAXBERERNEHFRIE.

AREK

ABRKBABEEEEERERNSHMELER, ARKBIEFRZEFHREFHUT= M EZ—F
A

EGRBEEANF  ERE IR AP
- EERIARES
- B4R (Advanced)iETFH |, 72 “FE U5 R N = 51 68 F 89 R 48 20 47 FA = S BE” (Network
Analysis and Intrusion Policies)>* A f& % B&"(Intrusion Policy)%8 %
EEFARERANRSEEEIERE | HSMEFMCH A Analysis > Intrusions > EventsTT H., A
CFEANRABREEEXEADTSIRNENINNER. BXEEH4ITEXNER | BSHAMEXEHE
BERWEBERNE,

HEARKEIA(PS)REBMLERENE —NENULSEENFTDHCLEA>RAZFIRIRINEE. Lt
debug@n & # T X Sfirewall-engine-debug3 {8l , ©ik 124t 7 £ R ERHY [ /¢ /5 Afirewall-engine-
debugﬂgﬁ:@jo

THERTEARGXEFREIEN TS , HERETHBESAARAN MM L, XFHERHE
FRIEHMAER , IGID ( AFRRRF ) . SID ( ERFFIRAFF ) . NAP ( B2 HTKEE ) IDMIPS ID , JA
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> system support trace

Please specif‘; a clieﬂt IP adélr'egz: 192.168.62. — SpeCIfy Fllter

Please specify a client port:

Please specify a server IP address:
Please specify a server port:

Enable firewall-engine-debug too? [n]: y

Monitoring packet tracer debug messages See Verd|Ct InfO per paCket

.. output omitted for brevity]

173,37.,145.84-80 - 192.168.62.69-38488 6
173,37,145,84-80 - 192,168.62.69-38488 ©
192.168.62.69-38488 > 173.37.145.84-80 6
returned @

192.168.62.69-33488 S1
192.168.62.69-38488 > 173.37.145.84-80 6 AS 1 I @ allow action )
192.168.62.69-38488 > 173.37.145.84-80 6 Firewall: allow rule, 'inspect it all', allow

> 173.37.145.84-80 6 A
>
>

192.168.62.69-38488 > 173.37.145.84-80 6
>
>
>

I @ match rule order 5, '"inspect it all', action Allow

192.168.62.69-38488 > 173.37.145.84-80 6
192.168,62.69-38488 > 173.37.145.84-80 6 AS 1 I
192.168.62.69-38488 > 173.37.145.84-80 6
192.168.62.69-38488 > 173.37.145.84-80 6
Verdict reason is sent to DAQ's PDTS
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ZENMER RN ZLERRBBRARERR, SERTNREHHARKE, MBHITER, 7
FERFIE , MTACH X 2RI EAR BE X AERBEHTHEL . NRESEARIATHER , &
AUZHRMAERANZEHRENRE , RAXERBNANED , R TR T4/ EE.
flan , MEREHKEL , FEEEANRFERE K BLAENRIBILZERKBHERE  FEHRR
HE, WPEREPIREE —FAVNEFRRENBIRZERENEREPEFNRE.

R RHRHIRBE P A RTU T ER , BURBRFIE AR ERN TN (BWRTRINENR
, UMEFAERZEM D, RLBUHARRESE BFRACAN , MARERNKBEPEMIPS) -

- EFTAHRESARN ( RMNBERECE BZ MM ) &, Minspection ( KE ) BRI+
i Bk Intrusion Policy ( AR KR )

. F£Advancedi£ I+ kY Network Analysis and Intrusion Policies > Intrusion Policy used before
Access Control rule is detemined&8%" , i%&#FNo Rules Active K B,

T Inheritasce Settings | (B Poiicy Assigaments (0)
Rules  Securty Intelligence  HTTP Responses [[TRRvl]

General Settings & Layer Settings &
Maximum URL characters ta store in connection events 1024 Igeore the VLAN header when tracking connections o
Alsow an Interastive Block to bypass biseking for (secends) 0 Datection Enhancement Settings 4
Retry URL cache miss lookup ves [
Enable Threat Intelligence Director Yes - | Divatied
- s Mo e W0 Rubes Active =

Inspect traffic during policy agply Yes e i chterraigunct
Identity Policy Settings & 5
Tduntity Polley Hone 200
SSL Policy Settings P Detatt value
51 Policy to use for inspecting encrypted connections None e o == Detacit Value
Prefilter Policy Settings & Ll 2
Prefiiter Policy used before access control Defauit prefiter policy i Latency-Based Performance Settings &
Network Analysis and Intrusion Policies & Applied from Installed Ruls Updats ue
e Iy el ke Keraes Hatrel ekt e eremered NoRue et POCKS? Handiing Enasied
Intrusion Poicy Vartable Sat efautses  Packet Handsing - Theeshold (microseconds) 256
Defaurt Network Anaiysis Policy Balanced Securty and Connectivy Rl Handling Mabea

Rule Handling - Threshold {microseconds) s12
Files and Malware Settings & cnic} !
Prefitter Pollcy: Defay Pr 5L Policy: It Toentity Paliey: g

1 \ dd ©
sauree Dest scurce Dest
& Hame Zones Zones Metwarks Metworks. VLAN Tags Users Appiications Source Ports Dest Ports uRLs ISt/8GT Actien
Attributes n

ot —— —— ___________________ [===r ¥ |
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BEREZMNAPATREH IR , AJHRATUTHER

- MRFEAEEUNAP , HRRESR N FENRENER N R EIER KK

- MREREABELAN , FEARNAPREN LR IAREZ —
- QNSRAEAA U (R] 4R UM 6E A SO SRS, MR RFELMIRR | B0y XA SRR AT LATE FE i B AR T Ab B2
FXE , ERREGUIT R

Add Rule

Name | Catchall | Enabled Insert  into Mandatory

Zones VLAN Tags . Users Ports URLS  SGT/ISE Attributes Logging  Comments
Intrusion Policy Variable Set

i poter 5 Remove file policy
: from all rules

There are no rules In this section. Add Rule or Add Category

I -
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