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<tfroot>

>

capture-traffic



Please choose domain to capture traffic from:
0 - brl
1 - Router

Selection?

1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

EFTD6.0.xL , &85 R -

<{froot>
>
syst em support

capture-traffic

E=% : BIFTD Ping AR ERHIRI % H .

<tfroot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - brl
1 - Router

Selection?

1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

12: 52: 34. 749945 | P ol ab- vl 603- gw. ci sco. com
12: 52: 34. 749945 | P ol ab- vl 647- gw. ci sco. com
12: 52: 34. 759955 | P ol ab- vl 603- gw. ci sco. com
12: 52: 34. 759955 | P ol ab- vl 647- gw. ci sco. com
12: 52: 34. 759955 | P ol ab- vl 603- gw. ci sco. com
12: 52: 34. 759955 | P ol ab- vl 647- gw. ci sco. com
12: 52: 34. 759955 | P ol ab- vl 603- gw. ci sco. com
12: 52: 34. 759955 | P ol ab- vl 647- gw. ci sco. com
r"C <- to exit press CTIRL + C

V V.V VYV VYV YV

ol ab- vl 647- gw. ci
ol ab- vl 603- gw. ci
ol ab- vl 647- gw. ci
ol ab- vl 603- gw. ci
ol ab- vl 647- gw. ci
ol ab- vl 603- gw. ci
ol ab- vl 647- gw. ci
ol ab- vl 603- gw. ci

ScCo.
ScCo.
ScCo.
ScCo.
ScCo.
ScCo.
ScCo.
Sco.

com
com
com
com
com
com
com
com

| CWP
| CWP
| CWP
| CWP
| CWP
| CWP
| CWP
| CWP

echo
echo
echo
echo
echo
echo
echo
echo

request,

reply,

request,

reply,

request,

reply,

request,

reply,

idDo,

idDo,

idDo,

idDo,

ido,

id o,

id o,

id o,

seq 1,
seq 2,
seq 3,

seq 4,

seq 1, le

| enc

seq 2, le

| enc

seq 3, le

| enc

seq 4, le

| enc



£ A Snort5| 2k

B3R

1. 7#£FTD CLISHER T AIP 192.168.101.11E 25 /5 AR,

2. BEFTD Ping A EMIRAVH H o

R B

HIR1:1EFTD CLISHEER T EAIP 192.168.101. 134 828 I8 A HIk.

<tfroot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - brl
1 - Router

Selection?

1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

host 192.168.101.1

F=% . BIFTD Ping AR EHKN W

13:28:36.079982 IP olab-v1647-gw.cisco.com
13:28:36.079982 IP olab-v1647-gw.cisco.com
13:28:36.079982 IP olab-v1647-gw.cisco.com
13:28:36.079982 IP olab-v1647-gw.cisco.com
13:28:36.079982 IP olab-v1647-gw.cisco.com

V V.V V V

olab-v1603-gw.
olab-v1603-gw.
olab-v1603-gw.
olab-v1603-gw.
olab-v1603-gw.

cisco.
cisco.
cisco.
cisco.
cisco.

com:
com:
com:
com:
com:

ICMP
ICMP
ICMP
ICMP
ICMP

AL EA-NERERRFRANENNROS, S, FHNBRETRR

<{froot>
>

capture-traffic

echo
echo
echo
echo
echo

reply,
reply,
reply,
reply,
reply,

seq O,
seq 1,
seq 2,
seq 3,
seq 4,

Ten
Ten
Ten
Ten
Ten



Please choose domain to capture traffic from:
0 - brl
1 - Router

Selection?

1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n host 192.168.101.1

13:29:59.599959 IP 192.168.101.1 > 192.168.103.
13:29:59.599959 IP 192.168.101.1 > 192.168.103.

> ICMP echo reply, iid
>

13:29:59.599959 IP 192.168.101.1 > 192.168.103.
>
>

ICMP echo reply, iid
ICMP echo reply, iid
ICMP echo reply, iid
ICMP echo reply, iid

, seq 0, Tength 80
, seq 1, Tength 80
seq 2, length 80
, seq 3, Tength 80
, seq 4, Tength 80

13:29:59.599959 IP 192.168.101.1 > 192.168.103.
13:29:59.599959 IP 192.168.101.1 > 192.168.103.

B e
(SR, O, U, BV, |

Tepdumpid 8 88 4l

w1

E 3K Src IPERDst IP = 192.168.101.1%1Src portsiDst port = TCP/UDP 23 , E# AU T &4

<#root>
Options:

-n host 192.168.101.1 and port 23

w2 -

EH#IRSrc IP = 192.168.101.1F1Src port = TCP/UDP 23 , {8 AL T @5 :
<#root>

Options:

-n src 192.168.101.1 and src port 23

w3

EHIRSrc IP = 192.168.101.1FSrc port = TCP 23 , T AL TGS :

<#root>



Options:

-n src 192.168.101.1 and tcp and src port 23

w4

EH3IRSrc IP = 192.168.101. 1 H EFERTEIHWIMACH I , FFMNe” LW , REWMAUTHS :

<#root>
Options:

-he

src 192.168.101.1

17:57:48.709954

6c: 41: 6a:al:2b:f6 > a8:9d: 21: 93: 22: 90,

ethertype IPv4 (0x0800), length 58: 192.168.101.1.23 > 192.168.103.1.25420:
Flags [S.], seq 3694888749, ack 1562083610, win 8192, options [mss 1380], Tength 0O

T~ 5

EEHRIOMBESTFRY , BFRWANTSH T

<#root>
Options:

-n -c 10 src 192.168.101.1

18:03:12.749945 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [.], ack 3758037348, win 32768, Tength
18:03:12.749945 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [P.], ack 1, win 32768, Tength 2
18:03:12.949932 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [P.], ack 1, win 32768, Tlength 10
18:03:13.249971 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [.], ack 3, win 32768, length O
18:03:13.249971 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [P.], ack 3, win 32768, Tength 2
18:03:13.279969 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [.], ack 5, win 32768, length O
18:03:13.279969 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [P.], ack 5, win 32768, Tlength 10
18:03:13.309966 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [.], ack 7, win 32768, length O
18:03:13.309966 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [P.], ack 7, win 32768, Tength 12
18:03:13.349972 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [.], ack 9, win 32768, length O

TPl 6

ERHEIREA B M N capture.pcapfI XA BIFTPRAEAEHZIZERSSR , FRAAUTHS

<tfroot>



Options:

-w capture. pcap host 192.168.101.1
CTRL + C <- to stop the capture
> file copy 10.229.22.136 ftp / capture. pcap

Enter password for ftp@l10.229.22.136:
Copying capture.pcap

Copy successf ul

EAFTD LINAB| 23R
ER

1.EAUTEIEREFTD LB ARG ¢

® 1P 192.168.103.1
B IP 192.168.101.1
i ICMP

B0 N

=P 192.168.103.1
BHYIP 192.168.101.1
i ICMP

B0 HAED

2. MHost-A(192.168.103.1)X Host-B(192.168.101. 1) 1T ping iR fE H & Z5 13K
fRIRTT =R

ST1BRER



<tfroot>

> capture CAPl interface INSIDE match icnp host 192.168.103.1 host 192.168.101.1
> capture CAPO interface OUTSIDE match icnp host 192.168.101.1 host 192.168.103.1

B4 ECLIRRERIR,
MHost-A ping Host-B:

Civlzersseiscorping 192.168.181 .1

Pinging 192.168.181.1 with 32 bytes of data:

Reply from 192.16B.181.1: hyte 2 time=4dmz TIL
Keply from 174.168.101 .13 hytes=4Z time~oms 1L
Reply from 192.168.1081.1: time=1ms TIL
Reply from 19Z2.168.181.1:¢ time=1lms T1L

<#root>
> show capture
capture CAPI type raw-data interface INSIDE [Capturing

- 752 bytes

1
match icmp host 192.168.103.1 host 192.168.101.1
capture CAPO type raw-data interface OUTSIDE [Capturing

- 720 bytes

1
match icmp host 192.168.101.1 host 192.168.103.1

HTFINSIDE# 0O LMDot1QIRk , mNEIRIK/NRE , N FEA R HRBIFTR

<#root>
> show capture CAPI

8 packets captured
1: 17:24:09.122338

802. 1Q vl an#1577

PO 192.168.103.1 > 192.168.101.1: icmp: echo request

2: 17:24:09.123071 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
3: 17:24:10.121392 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
4: 17:24:10.122018 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: 1icmp: echo reply
5: 17:24:11.119714 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
6: 17:24:11.120324 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
7: 17:24:12.133660 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
8: 17:24:12.134239 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply

8 packets shown



<{froot>

> show capt ure CAPO

8 packets captured

1: 17:24:09.122765 192.168.103.1 > 192.168.101.1: icmp:
2: 17:24:09.122994 192.168.101.1 > 192.168.103.1: icmp:
3: 17:24:10.121728 192.168.103.1 > 192.168.101.1: -icmp:
4: 17:24:10.121957 192.168.101.1 > 192.168.103.1: icmp:
5: 17:24:11.120034 192.168.103.1 > 192.168.101.1: -icmp:
6: 17:24:11.120263 192.168.101.1 > 192.168.103.1: icmp:
7: 17:24:12.133980 192.168.103.1 > 192.168.101.1: icmp:
8: 17:24:12.134194 192.168.101.1 > 192.168.103.1: icmp:

8 packets shown

{EAFTD LINAS|ZHH3R — BEHTTPS H#H3R
ER

fE RN 8 S HE A A 7 R PRI B K.
R E

EEANKES LER , 05

1. BFAHTTPSHRS 25
2. RFHTTPSIA

MINBRT , HTTPSERS B/ TERARE , BEFRFHR :

<#root>
>

show runni ng-config http

echo
echo
echo
echo
echo
echo
echo
echo

request
reply
request
reply
request
reply
request
reply

FR1SMBRZ>FERE , RPHHRE , R EFREPDHHIRE:



Devices [olj[las AMP eploy System Help v mikis v

0N Platform Settings
Object Management

o) New Policy

P Firepower Settings

- : Threat Defense Settings

EERBEMMRZER

New Policy

MName: FTD5515-System_Policy
Description:
Targeted Davices

Select devices to which you want to apply this policy.
Available Devices Selected Devices

L Search by name or value =FTD5515

FBZH  BAHTTPSRESSJBHAMEAFEIHTTPSIHRIFTDIRZ ML -

Overview Analysis Policies N8 Objects  AMP

Device Managarment MAT VPN Platfarm Settings

FTD5515-System_Policy

ARF. Inspection Enable HTTF scn-eE

Barinar
External Autharation pott 43
Fragment Setliings
(LI | 3
(=0 =y '
Secure Shel
:
SMTR Server
vl
REFHBE,

RIS |, ALLUS Adebug http ABEBHTTPIRE B :

<#root>



> debug http 255

debug http enabled at Tevel 255.

http_enabl e: Enabling HTTP server
HTTP server starting.

FTD CLINGERR :

<#root>
> unebug all

> show run http
http server enable
http 192.168. 103. 0 255. 255. 255. 0 | NSI DE

EHost-A(192.168.103.1) L3TFxI Y888 , A BLURL &5 —/NM#E3R
. https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap,

#

{.. hitps:/ 19216810362/ capture/ CAPV pcap/CAPLpcap

Opening CAPLpcap ==
You have chosen to open:
% CAPLpcap

which is: Wireshark capture file (776 bytes)
from: hitps://192.168.103.62

What should Firefox do with this file?

& Openwith | Wireshark (default) -
Lave File

Do this autom atically for files like this from now on,

QK Cancel

HsZE .

https://192.168.103.62/capture/CAPI/pcap/CAP.pcap||/8 AHTTPIRF SR FTDEIEE O



https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap
https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap

P

https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap|[F TDHZR Y & 5

https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap|| T I 3LH4H B #5

ST & =Rk |, B Hhttps://192.168.103.62/capture/CAPO/pcap/CAPO.pcap.

Ty

{'_ hitps:// 192168103 62/ capture/CAPC/ peap/CAPO. pcap

[ = Y
Opening CAPO.peap nad
You have chosen to open:
% CAPO.pcap

which is: Wireshark capture file (744 bytes)
from: https//192.168.103 62

What chould Firefox do with this file?

& Open with | Wireshark (default) .
) SaveFile

Do this gutomatically for files like this from now on

ok | | Caneel

fEAFTD LINAS|Z43Rk — BEFTP/TFTP/SCPS Hif3k
=R

£ AAFTP/TFTP/SCPIH S 7 2 #i47 | HIREU 3R

FRRF R

RS HEIFTPARSS 25


https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap
https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap
https://192.168.103.62/capture/CAPO/pcap/CAPO.pcap

<#root>
firepower

# copy /pcap capture: CAPl ftp://ftp_usernane: ftp_password@92. 168. 78. 73/ CAPI . pcap

Source capture name [CAPI]?

Address or name of remote host [192.168.78.73]7
Destination username [ftp_username]?
Destination password [ftp_password]?

Destination filename [CAPI.pcap]?
Frrrn

114 packets copied in 0.170 secs

firepower#

RS BB TFTPARSS 25

<#root>

firepower

# copy /pcap capture: CAPl tftp://192.168.78.73

Source capture name [CAPI]?
Address or name of remote host [192.168.78.73]7

Destination filename [CAPI]?
NERRRRRRRRRRERN

346 packets copied in 0.90 secs

firepower#

FHEIR S HBISCPARST 25

<#root>
firepower#

copy /pcap capture: CAPl scp://scp_usernane: scp_password@l92. 168. 78. 55

Source capture name [CAPI]?

Address or name of remote host [192.168.78.55]7



Destination username [scp_username]?

Destination filename [CAPI]?

The authenticity of host '192.168.78.55 (192.168.78.55)"' can't be established.

RSA key fingerprint is <cb:ca:9f:e9:3c:ef:e2:4f:20:15:60:21:81:0a:85:f9:02:0d:0e:98:d0:9b:6c:dc:f9:af:4
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.78.55"' (SHA256) to the Tist of known hosts.

454 packets copied in 3.950 secs (151 packets/sec)

firepower#

MFTDEIE IR, Bl , HEFEMNFTDEERIRE , &Z&EEN A ERRITUTIR !
1.MLina - copy /pcap capture:<cap_name> diskO:
2. MFPR#& — mv /ngfw/mnt/disk0/<cap_name> /ngfw/var/common/

3.MFMC Ul - System > Health > Monitor > Device > Advanced Troubleshooting , fA/EE FEF 5
A<cap_name>H T &,

fEFFTD LINAS| B3R — REKFRRERIES
EXR

EAUTEIESREFTD LS AR

=P 192.168.103.1
BE IP 192.168.101.1
738 ICMP

#0o R

BIE YRR =
RERBIETNHE (100

MHost-A(192.168.103.1)Host-B(192.168.101.1) A {T ping iR E H 1 & 13K



BRRTT B

RERKERBEEIN THREZERBIFETR. EATLERTREILINMBERNTRE. Hiltrace
detailx BFHIEEZRENBIFESHE, MINERT , FIDIRERFS0MNA A HIESE,

EXMERT , AFTDAEINSIDE#E A HZFWHET100MN iR 2R AT AR FAESENHEIR -

<#root>

> capture CAPI2 interface INSIDE trace detail trace-count 100 match icnp host 192.168.103.1 host 192. 16¢

MHost-A ping Host-BH R &EL R -
xS Usershcisco2ping 192168161 .1

Pinging 1%2.168.181.1 with 3Z hytes of datacZ
Reply from 192.168.181 .1 hytes=32 time=2ns

Reply from 192.168.181.1: bytes=32 time=2ns
Heply from 172.168.181.1% hytes=3ZL time=ZIns
Reply from 192.168.181.1: bytes=32 time=Bns

HBIRNBEL S

<#root>
> show capture CAPI 2

8 packets captured

1: 18:08:04.232989 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
2: 18:08:04.234622 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
3: 18:08:05.223941 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
4: 18:08:05.224872 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
5: 18:08:06.222309 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: +icmp: echo request
6: 18:08:06.223148 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
7: 18:08:07.220752 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
8: 18:08:07.221561 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply

8 packets shown

e B RE - N EREIVRER, BXBHES

- EE12MER , TEREBR . XELINASIZBEERY ( EBr ER2ERNIPIRERTF ) o
. ME13RFTDRBIER AZETISnort32FlM &,
o EFE14HE , TLAFE BISnort %,

<ttroot>

> show capture CAPI 2 packet-nunber 1 trace detai



8 packets captured
1: 18:08:04.232989 000c.2998.3fec a89d.2193.2293 0x8100 Length: 78
802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request (ttl 128, id 3346)
Phase: 1
Type: CAPTURE
. output omitted ...

Phase: 12

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 195, packet dispatched to next module
Module information for forward flow ...

snp_fp_inspect_i p_options
snp_fp_snort
snp_fp_inspect_icnp

snp_f p_adj acency

snp_f p_fragnment

snp_i fc_stat

Module information for reverse flow ...

snp_fp_inspect_ip_options
snp_fp_inspect_icnp
snp_fp_snort

snp_f p_adj acency

snp_f p_fragnment

snp_i fc_stat

Phase: 13

Type: EXTERNAL- | NSPECT

Subt ype:

Resul t: ALLOW

Config:

Addi tional Information:
Application: ' SNORT | nspect

Phase: 14

Type: SNORT

Subt ype:

Resul t: ALLOW

Config:

Addi tional |nfornation:

Snort Verdict: (pass-packet) allow this packet

. output omitted ...

Result:

input-interface: OUTSIDE
input-status: up
input-line-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: allow

1 packet shown



6.2 EFMCHRAFRAFHVHIRTE

FEFMChRRZA6.2.xH |, BIAT —MNNBEIHKET. SMERZ>RZEE , AR GHEHER
B#r. AREiEEAdvanced Troubleshooting , &/Fi%#¥Capture w/Trace,

Overview Analysis Policies g EUTLN Objects AMP Intelligence

Device Management NAT VPN ¥ QoS Platform Settings FlexConfig Certificates

By Group s )
Name Group Model License Type Access Control Poli...
3 FTD4110-2 ! . = [
R e e Firepower 4110 Threat ~ CiScO Firepower 4111 Base, Threat, Ma... Sl Bl & U‘ ‘ A ”

1EEAdd Capture LI FTD#IR :

Advanced Troubleshooting
FTD4110-2
File Download Threat Defense CLI Packet Tracer [oT/ TR YT
¢ Auto Refresh Interval (seconds): 10 Enable Auto Refresh .2 Add Capture ‘
Na Interface Type Trace Buffer  Buffer Packet Buffer Protocol Source Destination Status
Mode Size Length Status
Add Capture 7%
Name*: CAPI Interface™: INSIDE 2 ‘ SOU rCE lnterface
Match Criteria:
Protocol *: P R “ I P PrOtOCOI
Source Host*: 192.168.0.10 Source Network:
Destinatio Destination
HU:[I' : o 192.168.2.10 M:L\\!SlL:IUI
5GT number: {0-65535) A
4-| Circular buffer
Buffer:
Packet Size: 1518 14-1522 bytes Continuous Capture ¥ Trace
Buffer Size: 524285 1534-33554432 ® Stop when full Trace Count:
bytes
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File Download Threat Defense CLI  Packet Tracer Clear the

€ Auto Refresh Interval (seconds): 10 Enable Auto Refresh ca ptu re «d Add Capture
Na... Interface Type Trace Buffer Buffer Packet Buffer Protocol Source Destination Status
Mode  Size Length  Status

CAPL INSIDE raw-data " M 524288 1518 Capturing 1P 192.168.0.10 192.168.2.10 Running & i e d T

Pause the
capture

Save the capture
in pcap format

FTD CLI L#Y#3X :

<#root>
> show capture
capture CAPI%intf=INSIDE% type raw-data trace interface INSIDE [Capturing - 0 bytes]

match ip host 192.168.0.10 host 192.168.2.10
>

E6.22FFMC LR ESSRREIES

FEFMC 6.2.xL , Capture w/Trace@§ /e F & AR FERERFTD LRI SSFREIE B -

Add Capture AR

Name*: CAPI Interface®: INSIDE v

Match Criteria:

Protocol*: P v
Source Host*: 192.168.16.111 Source Network:
SGT number: (0-65533)
Buffer:
Packet Size: 1518 14-1522 bytes Continuous Capture @ Trace ? Trace ingreSS paCketS
Buffer Size: 524288 égg;—33554432 ® Stop when full Trace Count: | S0
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Advanced Troubleshooting

FTD4110-2

File Download Threat Defense CLI Packet Tracer Capture w/Trace

€ Auto Refresh Interval (seconds): |10 Enable Auto Refresh .d Add Capture
Name Interface  Type Trace Buffer Buffer Packet Buffer Protocol Source Destination Status

Mode Size Length Status

CAPI  INSIDE raw-data v g M 524288 1518 Capturing IP 192.168.16.111 192.168.17.1 Running 7 F 2 I H
(A Packets Shown: 1 / Packets Captured: 1 / Traces: 1 A

ConTIg:

Additional Information:
Hew flow created with id 78, packet dispatched to next module

Phase: 13 The packet is traced

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

Config:

Additional Information:
Application: "SNORT Inspect’

Phase: 14
Type: SNORT

| The Snort verdict

Config:

Additional Information:

Snort Trace:

Packet: ICMP

AppID: service ICMP (3581), application unk
Firewall: allow rule, 'Default Actjops on
NAP id 1, IPS id 2, Verdict PASS

ISnort Verdict: (pass-packet) allow this packet

FTD Packet TracersSs 2%
=R
fEFPacket Tracerss R FA B R , AREANILEBEHRBEIN S

Ingress #0 A&B

7 ICMP[E] R7 1% 3R

=P 192.168.103.1

B IP 192.168.101.1

RRTT B

Packet TracerE NER BT, WARBIFAR , BIESEZ Snortle N, TESnortd 5! [E i 3R A 3K
(capture-traffic) & RICMPE R iE 3K :

<ffroot>



> packet-tracer input INSIDE icnp 192.168.103.1 8 0 192.168.101.1

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.101.1 using egress ifc OUTSIDE

Phase: 4

Type: ACCESS-LIST

Subtype: Tlog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip 192.168.103.0 255.255.255.0 192.168.101.0 255.255.255.0 rule
access-1list CSM_FW_ACL_ remark rule-id 268436482: ACCESS POLICY: FTD5515 - Mandatory/1

access-1list CSM_FW_ACL_ remark rule-id 268436482: L4 RULE: Allow ICMP

Addi tional Information:
This packet is sent to snort for additional processing where a verdict is reached

. output omitted ...

Phase: 12

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 203, packet dispatched to next module

Phase: 13

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:

Snort Trace:

Packet: ICMP

AppID: service ICMP (3501), application unknown (0)
Firewall: allow rule, id 268440225, allow
NAP id 2, IPS id 0, Verdict PASS



Snort Verdict: (pass-packet) allow this packet

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: allow

Packet TracerUliz B B9 Snort4k Bl 33K & RE IR S -

<{froot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - managementO
1 - Router

Selection? 1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n
13:27:11.939755 | P 192.168.103.1 > 192.168.101.1: I1CW echo request, id 0, seq 0, length 8

6.2 A f[EFMCE {4 R A<y Packet Tracer U T E
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Configuration Users Domains Integration Updates Licenses » Health » Monitor

Advanced Troubleshooting
FTD4110-2

File Download Threat Defense CLI Padtet Tracer Capture w/Trace .
The source interface I—

Select the packet type and supply the packet parameters. Click start to trace the packet. ‘

Packet type: TCP b4 Interface*: INSIDE v
Source*: IP address (IPvd) ¥ | 192.168.0.10 Source Port™: 1111 v
Destination*: 1P address (IPv4) ¥ | 192.168.2.10 Destination Port*:  http v

SGT number: SGT number. | (0-65533) VLAN ID: VLAN ID... |(1-4096) Destination Mac

Address:
Output Format: summary =
Start Clear
|
Output -9 Raw
Phase: 1
Type: CAPTURE

Subb,'p.he:

Additional Information:
MAC Access list
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