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AR Firepower Threat Defense (FTD) 15 [a] 42 & 3K B& (ACP) M T & 85 SR B Fh ] A 1Y & Fhig
=

FRFH

23R

Cisco BT BT EM
AR

- Firepower & fir B fH 12 & £ RV BUIE D3R
. FTD 8% LR TR RS M B IRERIETIM capture 5

LR A
AP ERET U TRERNEERAE :

- B3 Firepower 4110 B PA AR 6.4.0 ( NEBARA 113 ) F 6.6.0 ( AEBARAS 90 )

. Firepower B H4 (FMC) MRZA 6.4.0 ( WERRRAS 113 ) #1 6.6.0 ( NEFRRAS 90 )
AXEFNEEHRETHESREREPINEREEN. AXETPFEANFMERZRVEXAR
M (BN BRE. WRENMELTENRS , FRRETHRAEGSHEBEERN,

Mx7=m
AR T F U TR AEARA -

- ASA5506-X, ASA5506W-X, ASA5506H-X, ASA5508-X, ASA5516-X

- ASA5512-X, ASA5515-X, ASA5525-X, ASA5545-X, ASA5555-X

- FPR1000. FPR2100. FPR4100, FPR9300

- VMware (ESXi). Amazon Web Services (AWS), E TR E LY (KVM)
- B Z L FEREER (ISR) &R

. FTD BHFHRA 6.1.x RE SR

FE RO ARNIEASAFIFTD A A #9251 3245 LA 2 FPR4100MFPRO300F & L F £ i,
FIDRSRXHFZEFERED R

HRER
RESMRFENEARERE , URTCEHEMINGE ( WREDRNITFHENEZEMTIYL ) WRE,
FTD REMNEESIZAMKI G — AR

. LINA B|Z
. Snort 5|2
TEERTXFENSIZBHXRELR :
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Snortengine . ..o

—
i | - . egress
;:f‘;;gie‘ LINA engine 1 LINA engine ‘imerface

- BIEEH AADOEDOHA LINA 5|84

- MR FTD FWEXR , BEHH Snort 5|BRE

- Snort5|ZBIREIHFETHHE ( AFFIRIEIETIEK )
- LINA 5|Z4R4E Snort W EEFSIEAHES

ACPHIERR 5=

FERNT (=8 ) B8N , £ FMC LEE FTD Ki ; AR EER |, £ Firepower 8% B 285
(FOM) LFRE FTD %8s, EXFMERT , ACP BN

- FTD LINAS|ZH & HCSM_FW_ACL_M£ Fik R FI5IZR(ACL)

- Ingfw/var/sf/detection_engines/<UUID>/ngfw.rules 344 A B 15 (A1 32 &) (AC) B M EFTD Snort 3|
=

[
ACP TR

FTD ACP 82— RSN , S MANTUESU FE— B , MEFF -

« Allow

» Trust

+ Monitor

+ Block

+ Block with reset

« Interactive Block

« Interactive Block with reset
Add Rule

B, TR R B ALES - RS IAN |, TR BRENTEAR



Add Prefilter Rule

@ Prefilter rules perform early handling of traffic based on simple network characteristics. Fastpathed traffic bypasses access control and QoS.

Name #| Enabled

Action

«” Analyze
X Block

RO G EN = Fastpath Ports

ACP MIFI BB R MR E
TR M6 ARAHREIA , TEATF2NEM -

1. EARERERE , E5 FTD LINA 5IZRENER IP #Rk , ™ Snort 5| ZERERER IP ik
o BHEME , N TRRERE ( HIMGRE ) |, T IEER RIS RN IELEFE outer headers, T
ACPH A NIHLEER T AEBRE (nner headers). BRIERE R U T HHIX :

- GRE

. IP-in-IP

- IPv6-in-IP

. Teredo ¥w A 3544

2. CIRMHEEHIFHIZES(EAC) , AFREXE5ISnort5| 2 |, EAFIR.

Snort
|nSta nce Blacklist [)trag Blacklist * "Malware *Mu
_ DROP Policy DROP DROP Snort Verdict DROP DROP
Fast Path

!
Analyze

Defrag Policy VPN Dacrypt ] DROP DROP

B R MM IEFTD L 2RB H L3/L4TH A 5I TER(ACE) , HECEBMHLI/LA ACEZH , WEFTR

firepowarf# show access-list

access-list CSM FW ACL line 1 remark rule-id 268434457: PREFILTER POLICY: FTD_Prefilter Policy
access-1ist CSM FW ACL line 2 remark rule-id 268434457: RULE: Fastpath Rulel Prefilter
Rules

access-list CSM FW ACL line 3 advanced trust ip host 192.168.75.16 any rule-id 268434457 event-log both (hitent=0)
access-1list CSM FW_ACL_ line 4 remark rule-id 268434456: PREFILTER POLICY: FID_Prefilter_ Policy

access-list CSM FW ACL line 5 remark rule-id 268434456: RULE: DEFAULT TUNNEL ACTICON RULE
access-list CSM FW_ACL_ line 6 advanced permit ipinip any any rule-id 268434456 (hitent=0) O0xf£5b597d6

access-list CSM FW ACL line 7 advanced permit 41 any any rule-id 268434456 (hitent=0) 0x06095aba Tunnel Prefilter

access-list CSM FW ACL 1line 8 advanced permit gre any any rule-id 268434456 (hitcnt=2) 0x52c7a066 Rules
access-list CSM FW ACL line 9 advanced permit udp any any eg 3544 rule-id 268434456 (hitcnt=0) 0xcf6305bc
access-list CSM FW ACL line 10 remark rule-id 268434445: ACCESS POLICY: FTDS506-1 - Mandatory/1
access-list CSM_FW_ACL_ line 12 advanced deny ip host 10.1.1.1 any rule-id 268434445 event-log flow-start (hitcnt=0) 0x8bf72c63 L3/L4
access-list CSM FW ACL_ line 14 remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE ACEs
access-list CSM FW ACL_ line 15 advanced permit ip any any rule-id 268434434 (hitcnt=410) 0Oxald3780e

EX : TUTIEERv/s ACPHLI=R A% — N ThL,

ACP BEIE#RE
BEETRARNED




192.168.1.0/24 192.168.2.0/24

INSIDE B OUTSIDE
a0 L

[
a0 P\ 40 /
FTD

78R 1. BT LINA EF

ACP S&1EM L4 &M ( BEf 0 TCP 80 ) PR LEMN , I TR R

[ Access Control » Access Control I MNetwork Discovery . Application Detectors [ Correlation | Actions v .
ACP1
Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Policy: None

Tg Inheritance Set|

Security Intelligence  HTTP Responses  Advanced

&8 Filter by Device Show Rule Conflicts & () Add Category () Add Rule | Search Ruld
# l Name J Zones Zones Network Networks ‘ VLAN ‘ Uuu] Applica... J Source ... | Dest Ports URLs ISE/SGT ‘ Action l

] Attribu...

e R T

w Mandatory - ACP1 (1-1)

=2 192.168.1.40

= 192.168.2.40

Snort FEPBAIKRE -

268435461 deny any 192.168.1.40 32 any any 192.168.2.40 32 80 any 6

LINA FERZH R, EEE , MNHEIEN deny B1E -

firepower# show access-list

access-list CSMFWACL_line 9 remark rule-id 268435461: L4 RULE: Rul el
access-list CSM FWACL_ line 10 advanced deny tcp host 192.168.1.40 host 192.168.2.40 eq ww
rul e-id 268435461 event-log flowstart (hitcnt=0) 0x6149c43c

WiFTR

M FHIA(192.168.1.40)2 KT FF 5 E41B(192.168.2.40)WWHTTPLER , TCPEH(SYN)HIFEE#
FTD LINAGIZEF , # BHEZESnort5| 25, B #F :

firepower# show capture
capture CAPI type raw data buffer 33554432 trace trace-count 100 interface INSIDE [ Capturing -
430 bytes]

match i p host 192.168.1.40 any
capture CAPO type raw data buffer 33554432 trace trace-count 100 interface OUTSIDE [ Capturing -
0 bytes]

match i p host 192.168.1.40 any

firepower# show capture CAPI
1: 11:08:09.672801 192.168.1.40.32789 > 192.168.2.40.80: S 3249160620: 3249160620(0) wi n 2920



<mss 1460, sackOK, ti mestanp 4060517 0>

2: 11:08:12. 672435 192.168.1.40.32789 > 192.168.2.40.80: S 3249160620: 3249160620(0) wi n 2920
<mss 1460, sackOK, ti mestanp 4063517 0>

3: 11:08:18.672847 192.168.1.40.32789 > 192.168.2.40.80: S 3249160620: 3249160620(0) wi n 2920
<mss 1460, sackOK, ti mestanp 4069517 0>

4: 11:08:30.673610 192.168.1.40.32789 > 192.168.2.40.80: S 3249160620: 3249160620(0) wi n 2920
<mss 1460, sackCK, ti nestanp 4081517 0>

firepower# show capture CAPI packet-number 1 trace
1: 11:08:09.672801 192.168.1.40.32789 > 192. 168. 2.40.80: s 3249160620: 3249160620(0) wi n 2920
<mss 1460, sackOK, ti mestanp 4060517 0>

Phase: 4
Type: ACCESS- LI ST
Subt ype: | og
Resul t: DROP
Confi g:
access-group CSM FW ACL_ gl obal
access-list CSM_FW ACL_ advanced deny tcp host 192.168.1.40 host 192.168.2.40 eqg www rule-id
268435461 event-log flow-start
access-list CSM FWACL_ renmark rule-id 268435461: ACCESS POLI CY: ACPl1 - Mandatory
access-list CSM FWACL_ remark rule-id 268435461: L4 RULE: Rul el
Additional Information:
<- No Additional Information = No Snort Inspection

Resul t:

i nput-interface: |NSIDE

i nput -status: up

input-line-status: up

out put-interface: OUTSIDE

out put -status: up

out put-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

HJ|2: BT Snort HEMEFH

ACP &R L7 &4 ( B HTTP ) WPELEMN , M FEFR :

Access Control » Access Control Network Discovery Application Detectors Correlation Actions
Enter Description
Prefilter Policy: Default Prefilter Policy S5L Policy: None Identity Policy: MNone

Tz Inheritance

UGS Security Intelligence  HTTP Responses Advanced

#A Filter by Device __I Show Rule Conflicts & () Add Category (&) Add Rule | Search Ru

+ Mandatory - ACP1 (1-1)

1  Rule1l Any :2 102.168.1.40 5-:1__ 102.168.2.40 Any Any O HTTRPR Any Any Any x Block

Snort HEBHIKEL -

268435461 deny any 192.168.1.40 32 any any 192.168.2.40 32 any any any (appid 676:1)
Appid 676:1 = HTTP



LINA & B HY SR HE

AR ANHEIERN permit B4E , EALINATEBRESIEFEAHTTP, EFTDL |, AR MHLH
I F Snort5|ZEH,

firepower# show access-list

access-list CSM FWACL line 9 remark rule-id 268435461: L7 RULE. Rulel
access-list CSM FWACL_ line 10 advanced permit i p host 192.168.1.40 host 192.168.2.40 rule-id
268435461 (hitcnt=0) 0xb788b786

XN FER Application FEARY , SRRBIEEMREE R , HTSnort5|ZHE , B HLINAEZEF,

EXE A TESnort5|EWENA , EXAARE/LNEES (BERI-10, XEORT R AHFSE
). Fit, —EHFWIAFED FTD AFEENM. ANBESNEBEATRERES
A1§%H§*§§ . Access Policy > Advanced >'Intrusion Policy used before Access Control rule is determined’

WiFITA :

LEH A (192.168.1.40) 2R 5 EH B (192.168.2.40) B3I HTTP £iF8T , LINA AOBRER

firepower# show capture CAPI
8 packets captured

1. 11:31:19.825564 192.168.1.40.32790 > 192.168.2.40.80: s 357753151:357753151(0) wi n 2920
<mss 1460, sackOK, ti mestanp 5450579 0>

2: 11:31:19.826403 192.168.2.40.80 > 192.168.1.40.32790: s 1283931030: 1283931030(0) ack
357753152 win 2896 <nss 1380, sackCK ti nestanp 5449236 5450579>

3: 11:31:19.826556 192.168.1.40.32790 > 192.168. 2. 40.80: P 357753152: 357753351(199) ack
1283931031 wi n 2920 <nop, nop, ti mestanp 5450580 5449236>

4: 11:31:20.026899 192.168.1.40.32790 > 192.168. 2.40.80: P 357753152: 357753351(199) ack
1283931031 wi n 2920 <nop, nop, ti mestanp 5450781 5449236>

5: 11:31:20.428887 192.168.1.40.32790 > 192.168. 2. 40.80: P 357753152: 357753351(199) ack
1283931031 wi n 2920 <nop, nop, ti mestanp 5451183 5449236>

HOFERER :

firepower# show capture CAPO
5 packets captured

1: 11:31:19.825869 192.168.1.40.32790 > 192.168.2.40.80: S 1163713179:1163713179(0) wi n 2920
<mss 1380, sackOK, ti mestanp 5450579 0>

2: 11:31:19.826312 192.168.2.40.80 > 192.168.1.40.32790: S 354801457: 354801457(0) ack
1163713180 win 2896 <nss 1460, sackCK, ti nestanp 5449236 5450579>

3: 11:31:23.426049 192.168.2.40.80 > 192.168.1.40.32790: S 354801457: 354801457(0) ack
1163713180 win 2896 <nss 1460, sackCK, ti nestanp 5452836 5450579>

4: 11:31:29.426430 192.168.2.40.80 > 192.168.1.40.32790: S 354801457: 354801457(0) ack
1163713180 win 2896 <nss 1460, sackCK, ti nestanp 5458836 5450579>

5: 11:31:41.427208 192.168.2.40.80 > 192.168.1.40.32790: S 354801457: 354801457(0) ack



1163713180 wi n 2896 <nss 1460, sackCK, ti mest anp 5470836 5450579>

RERREA , AT EASENARNMKTE , Snort/21F5E — NI (TCP SYN):

firepower# show capture CAPI packet-number 1 trace
1: 11:31:19.825564 192.168.1.40.32790 > 192.168. 2.40.80: s 357753151: 357753151(0) wi n 2920
<mss 1460, sackOK, ti mestanp 5450579 0>

Phase: 4
Type: ACCESS- LI ST
Subt ype: | og
Resul t: ALLOW
Confi g:
access-group CSM FW ACL_ gl obal
access-1ist CSM FWACL_ advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id 268435461
access-list CSM FWACL_ remark rule-id 268435461: ACCESS PCLI CY: ACPl - Mandatory
access-list CSM FWACL_ remark rule-id 268435461: L7 RULE: Rulel
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 10

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional Information:

New flow created with id 23194, packet dispatched to next nodul e

Phase: 12

Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Snort Trace:

Packet: TCP, SYN, seq 357753151

Appl D: service unknown (0), application unknown (0)

Firewal | : starting rule matching, zone -1 -> -1, geo O -> 0, vlan 0, sgt 65535, user 9999997,
i cnpType 0, icnmpCode 0O

Firewal | : pending rule-matching, id 268435461, pending AppID
NAP id 1, IPSid 0, verdict PASS

Snort Verdict: (pass-packet) allow this packet

Resul t:

input-interface: QUTSIDE
i nput -status: up
input-line-status: up

out put-interface: OUTSIDE
out put-status: up

out put-1line-status: up
Action: allow

TCP SYN/ACK #iz et 24t :

firepower# show capture CAPO packet-number 2 trace
2: 11:31:19.826312 192.168.2.40.80 > 192.168. 1. 40. 32790: s 354801457: 354801457(0) ack
1163713180 win 2896 <nss 1460, sackOK, ti nestanp 5449236 5450579>



Phase: 3

Type: FLOW LOOKUP

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional I|nformation:

Found flow with id 23194, using existing flow

Phase: 5

Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Snort Trace:

Packet: TCP, SYN, ACK, seq 1283931030, ack 357753152

Appl D: service unknown (0), application unknown (0)

Firewal | : starting rule matching, zone -1 -> -1, geo O -> 0, vlan 0, sgt 65535, user 9999997,
i cnpType 0, icnmpCode 0O

Firewall: pending rule-matching, id 268435461, pending AppID
NAP id 1, IPSid 0, verdict PASS

Snort Verdict: (pass-packet) allow this packet

Resul t:

input-interface: |NSIDE
i nput -status: up
input-line-status: up
out put-interface: |NSIDE
out put-status: up

out put-1line-status: up
Action: allow

ERE=ZANBESHRNE , Snort2IEEIDROPHE :

firepower# show capture CAPI packet-number 3 trace
3: 11:31:19.826556 192.168.1.40.32790 > 192. 168. 2. 40.80: P 357753152: 357753351(199) ack
1283931031 wi n 2920 <nop, nop, ti nestanp 5450580 5449236>

Phase: 3

Type: FLOW LOOKUP

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Found flow with id 23194, using existing flow

Phase: 5

Type: SNORT

Subt ype:

Result: DROP

Confi g:

Addi tional |nformation:

Snort Trace:

Packet: TCP, ACK, seq 357753152, ack 1283931031

AppID: service HTTP (676), application unknown (0)

Firewal | : starting rule matching, zone -1 -> -1, geo 0(0) -> 0, vlan 0, sgt 65535, user 9999997,
url http://192.168. 2. 40/ 128k. ht m

Firewall: block rule, id 268435461, drop

Snort: processed decoder alerts or actions queue, drop
NAP id 1, IPS id 0, Verdict BLOCKLIST, Blocked by Firewall
Snort Verdict: (block-list) block list this flow



Resul t:

input-interface: |NSIDE

i nput -status: up

input-line-status: up

Action: drop

Drop-reason: (firewall) Blocked by the firewall preprocessor

$EIE A LLE TR T system support trace MFTD CLISHEE T, 1tk T BB EH24NIhEE -

- ERBMNUESRIEEIBIERERE (DAQ) T HISnort¥IE , ELINAR AT Z¥IE. DAQ BT
FTD LINA 5|2 Snort 5|2 Z R A#
- RFETT system support firewall-engine-debug IEE#Tﬁ’iSnortﬁlizli% H1ER
TR

> system support trace

Pl ease specify an | P protocol: tep

Pl ease specify a client | P address: 192.168.1.40
Pl ease specify a client port:

Pl ease specify a server |P address: 192.168.2.40
Pl ease specify a server port:

Enabl e firewal |l -engi ne-debug too? [n]: ¥

Moni tori ng packet tracer debug messages

Traci ng enabl ed by Lina

192.168. 2. 40-80 - 192.168.1.40-32791 6 Packet: TCP, SYN, seq 2620409313

192.168. 2. 40-80 - 192.168.1.40-32791 6 ApplD: service unknown (0), application unknown (0)
192.168. 1. 40- 32791 > 192.168.2.40-80 6 AS 1 | 0 New session

192.168. 1. 40- 32791 > 192.168.2.40-80 6 AS 11 O Starting with minimum 2, 'Rulel', and SrcZone
first with zones -1 -> -1, geo 0 -> 0, vlan 0, inline sgt tag: untagged, |ISE sgt id: 0, svc O,
payload O, client 0, msc O, user 9999997, icnpType 0, icnpCode O

192.168. 1. 40- 32791 > 192.168.2.40-80 6 Firewall: starting rule matching, zone -1 -> -1, geo 0 ->
0, vlan 0, sgt 65535, user 9999997, icmpType 0, icnpCode 0O

192.168. 1. 40- 32791 > 192.168.2.40-80 6 AS 1 |1 0 pending rule order 2, 'Rulel', ApplD
192.168. 1. 40-32791 > 192.168.2.40-80 6 Firewal | : pending rule-matching, 'Rulel', pending AppID
192.168. 1. 40- 32791 > 192.168.2.40-80 6 NAP id 1, IPS id 0O, verdict PASS

Trace buffer and verdict reason are sent to DAQ s PDTS

Traci ng enabl ed by Lina

192.168.2.40-80 - 192.168.1.40-32791 6 Packet: TCP, SYN, ACK, seq 3700371680, ack 2620409314
192.168. 2. 40-80 - 192.168.1.40-32791 6 ApplD: service unknown (0), application unknown (0)
192.168. 1. 40- 32791 > 192.168.2.40-80 6 AS 11 O Starting with minimum 2, 'Rulel', and SrcZone
first with zones -1 -> -1, geo 0 -> 0, vlan 0, inline sgt tag: untagged, |ISE sgt id: 0, svc O,
payload O, client 0, msc O, user 9999997, icnpType 0, icnpCode O

192.168. 1. 40- 32791 > 192.168.2.40-80 6 Firewall: starting rule matching, zone -1 -> -1, geo 0 ->
0, vlan 0, sgt 65535, user 9999997, icmpType 0, icnmpCode 0O

192.168. 1. 40- 32791 > 192.168.2.40-80 6 AS 1 |1 0 pending rule order 2, 'Rulel', ApplD
192.168. 1. 40-32791 > 192.168.2.40-80 6 Firewal | : pending rule-matching, 'Rulel', pending AppID
192.168. 1. 40- 32791 > 192.168.2.40-80 6 NAP id 1, IPS id O, verdict PASS

Trace buffer and verdict reason are sent to DAQ s PDTS

Traci ng enabl ed by Lina

192.168. 2. 40-80 - 192.168.1.40-32791 6 Packet: TCP, ACK, seq 2620409314, ack 3700371681
192.168. 2. 40-80 - 192.168.1.40-32791 6 Appl D: service HTTP (676), application unknown (0)
192.168. 1. 40- 32791 > 192.168.2.40-80 6 AS 11 O Starting with minimum 2, 'Rulel', and SrcZone
first with zones -1 -> -1, geo 0(0) -> 0, vlan 0, inline sgt tag: untagged, |ISE sgt id: 0, svc
676, payload 0, client 686, misc 0, user 9999997, url http://192.168. 2.40/128k. htm , xff
192.168. 1. 40- 32791 > 192.168.2.40-80 6 Firewall: starting rule matching, zone -1 -> -1, geo 0(0)
-> 0, vlian 0, sgt 65535, user 9999997, wurl http://192.168.2.40/128k.html
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(o2l IR >R o) RN RNe)]

AS 1 | O match rule order 2, 'Rulel', action Block

AS 1 1 0 deny action

Firewall: block rule, 'Rulel', drop

Snort: processed decoder alerts or actions queue, drop
AS 1 1 O Deleting session

NAP id 1, IPSid 0, Verdict BLOCKLIST

===> Blocked by Firewall

- ACP FHIEIR/ETE LINA FREBEBRF T RIELAN , EAEFURTF AN K4

- INRZMR L3/L4 , N LINA £ IEHES. XXTFTCP , H—1HKIEZ(TCP SYN)#HE 1L
CMBREER L7, MBRESNEEE XS Snort 5| TH—SKRE, MRFER TCP, N#E
Snort tEH¥IE 2RI , 2R —EHFEAET FTD. AFNKBEANABREBEUTRRES AR

%Hﬁ*ﬁﬁ . Access Policy > Advanced > 'Intrusion Policy used before Access Control rule is determined' prip i

ACP HIL#EBRE

£ FMC Ul LEERFHIEHBEE RN

Security

inteligence HTTP Responses

Advanced

Prefiltter Policy: Defmult e 551 Policy: B identity Policy: T
X Show Rule Conflicts @ + A L + Add Rule

RORCEEM 1

@ Block with reset 0

Block with resetflN|#EFTD LINAG|IZ EZZ8 7 permit FISnort5|ZE reset MM :

firepower# show access-list

access-list CSM FWACL_ |ine
192.168.11.50 eq ww rul e-id

access- i st
access- i st
access- i st

CSM FWACL_ line
CSM FWACL_ line
CSM FWACL_ line

rul e-id 268438865 (hitcnt=0)

Snort 5| % :

10 advanced permit tcp 192.168. 10. 0 255. 255. 255. 0 host

268438864 (hitcnt=0) 0xba785fc0

11 remark rule-id 268438865: ACCESS PCLI CY: ACPl - Mandatory

12 remark rule-id 268438865: L7 RULE: Bl ock- RST_Rul e2

13 advanced permit ip 192.168.10.0 255.255.255.0 host 192.168.11.51

0x622350d0

L IN 1)

adnmi n@i repower: ~$ cat /var/sf/detection_engines/9e080e5c-adc3-1lea-9d37-44884cf7e9ba/ngfw.rules

# Start of AC rule.

268438864 reset any 192.168.10.0 24 any any 192.168.11.50 32 80 any 6
# End rul e 268438864
268438865 reset any 192.168.10.0 24 any any 192.168.11.51 32 any any any (appid 676:1)
(ip_protos 6, 17)
# End rul e 268438865

HEIEZ EBlock with reset# N FLBLRS , FTDAIE TCP Reset BB B E 1IcMP Type 3 Code 13 B AR TEE
B (BEBEMTIE)ER

root @ali:~/tests# wget 192.168.11.50/filel.zip




--2020-06-20 22:48:10-- http://192.168.11.50/filel.zip
Connecting to 192.168.11.50:80... failed: Connection refused.

BT 2%E FTD AREQ LRITRVEER

firepower# show capture CAP

2 packets captured

1: 21:01:00.977259 802.1Q vl an#202 PO 192. 168. 10. 50. 41986 > 192. 168. 11. 50.80: S
3120295488: 3120295488(0) wi n 29200 <mss 1460, sackCK, ti mestanp 3740873275 0O, nop, wscal e 7>
2: 21:01:00.978114 802.1Q vl an#202 PO 192.168. 11.50.80 > 192. 168. 10. 50. 41986: R 0:0(0) ack
3120295489 win 0 2 packets shown

System support trace FEABIH | HHE RBTFSnort¥IEMEZHES :

> system support trace

Enabl e firewal | -engi ne-debug too? [n]: ¥

Pl ease specify an I P protocol: tcp

Pl ease specify a client | P address: 192.168.10.50

Pl ease specify a client port:

Pl ease specify a server |P address: 192.168.11.50

Pl ease specify a server port:

Moni toring packet tracer and firewal | debug nessages

192.168. 10. 50- 41984 - 192.168.11.50-80 6 AS 1-1 CID O Packet: TCP, SYN, seq 3387496622
192.168. 10. 50-41984 - 192.168.11.50-80 6 AS 1-1 CID O Session: new snort session

192. 168. 10. 50- 41984 - 192.168.11.50-80 6 AS 1-1 CID 0 Appl D: service unknown (0), application
unknown (0)

192. 168. 10.50-41984 > 192.168.11.50-80 6 AS 1-1 | 9 new firewall session

192. 168. 10. 50- 41984 > 192.168.11.50-80 6 AS 1-1 | 9 using HWor preset rule order 2, 'Block-RST-
Rul el', action Reset and prefilter rule O

192. 168. 10. 50- 41984 > 192.168.11.50-80 6 AS 1-1 |1 9 HtCount data sent for rule id: 268438864,
192. 168. 10. 50- 41984 > 192.168.11.50-80 6 AS 1-1 | reset action

192. 168. 10. 50- 41984 > 192.168.11.50-80 6 AS 1-1 | 9 deleting firewall session flags = 0xO,

fwFl ags = 0x0

192. 168. 10. 50-41984 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: block w/ reset rule, 'Block-RST-
Rulel', drop

192. 168. 10. 50- 41984 - 192.168.11.50-80 6 AS 1-1 CID 0 Snort: processed decoder alerts or actions
queue, drop

192.168. 10. 50- 41984 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 9, NAPid 1, IPSid 0, Verdict
BLOCKLIST

192.168. 10. 50- 41984 - 192.168.11.50-80 6 AS 1-1 CID 0 ===> Blocked by Firewall

Verdict reason is sent to DAQ

©

ERR

5 Block #1E , (B BIKIEEE,
ACP fi i

1R 1. ACP RR¥F#R{E (L3/L4 S&tF)

BE K LLABREATANLIEEHMRE , MASEBIN/IXEERE, F— M MIERNA
L3/L4S T Allow# i I B9 3 4E

ZRTHEIRIA



192.168.1.0/24 192.168.2.0/24

INSIDE § B OUTSIDE

[\ [ |
40 ol ol 40

FTD

= of = -
R e SRS BN B PR
|Access Control » Access Control MNetwork Discovery Application Detectors Correlation Actions
ACP1
Enter Descriptior
Prefilter Policy: Default Prefilter Policy S5L Policy: None Identity Policy: None
-5 Inheritance Settings |
Security Intelligence HTTP Responses  Advanced
&8 Filter by Device Show Rule Conflicts & () Add Category ) Add Rule  Search Rules

w Mandatory - ACP1 (1-1)

1 Rulel Ay Any 2 192.168.1.40 FZ 192.168.2.40 Any \ny Any &' TCP (6):80 Any ny o Allow

Snort FEFEBR KM, FER , ANEBEN alow BIF :

# Start of AC rule.
268435461 allow any 192.168.1.40 32 any any 192.168.2.40 32 80 any 6

LINA YK B,

X ANBER permit B4 , AR EEREEE @ EISnort U TH# — PR E,

firepower# show access-list

access-list CSMFWACL_line 9 remark rule-id 268435461: L7 RULE: Rulel
access-list CSM FWACL_ |line 10 advanced permit tcp host 192.168.1.40 host 192.168.2.40 eq www
rule-id 268435461 (hitcnt=1) 0x641a20c3

N TEFBFTDMMAESAlowMR N EE R , B TILRITE !

. I8 Snort 1THER

. fF system support trace CLISH T &

- £ LINA R E AT HREREDA capture 8% , HETE Snort 5|2 HEH capture-traffic i H
LINA capture &% 5 Snort capture-traffic @85 :



ACH
) Snort @0
[ ] Snort-level capture !
.LINA-Ie\.IreI captunz| (ca ;_\1\_«9.;.-;.3- Blacklist Dtmg Blacklist o *Ma|ware *ND
caplure' comman ! ) .
il ) ST — Y PROF ReE Snort Verdict LINA-level capture
Fas a — (‘capture® command)

Yes 1
Yos
Existing e Prefilter
Conn Palicy ke
Mo Ho
Analyze W \
Defrag Policy VPN Decrypt v ] DROP DROP

WETR

BERSnort&1H{E R |, I F system support trace from CLISH, and initiate an HTTP flow from host-A (192.168.1.40) to
host-B (192.168.2.40). All the packets are forwarded to the Snort engine and get the PASS verdict by the Snort:

firepower# clear snort statistics

> system support trace

Pl ease specify an | P protocol

Pl ease specify a client IP address: 192.168.1.40
Pl ease specify a client port:

Pl ease specify a server |P address: 192.168.2.40
Pl ease specify a server port:

Enabl e firewal | -engi ne-debug too? [n]:

Moni toring packet tracer debug nessages

Traci ng enabl ed by Lina

192. 168. 2. 40-80 - 192.168.1.40-32797 6 Packet: TCP, SYN, seq 361134402

192.168. 2. 40-80 - 192.168.1.40-32797 6 ApplD: service unknown (0), application unknown (0)
192.168. 1. 40- 32797 > 192.168.2.40-80 6 Firewall: allow rule, 'Rulel', allow

192. 168. 1. 40- 32797 > 192.168.2.40-80 6 NAP id 1, IPSid 0, Verdict PASS

Trace buffer and verdict reason are sent to DAQ s PDTS

Traci ng enabl ed by Lina

192. 168. 2. 40-80 - 192. 168. 1. 40-32797 6 Packet: TCP, SYN, ACK, seq 1591434735, ack 361134403
192.168. 2. 40-80 - 192.168.1.40-32797 6 ApplD: service unknown (0), application unknown (0)
192.168. 1. 40- 32797 > 192.168.2.40-80 6 Firewall: allow rule, 'Rulel', allow

192. 168. 1. 40- 32797 > 192.168.2.40-80 6 NAP id 1, IPSid 0, vVerdict PASS

Trace buffer and verdict reason are sent to DAQ s PDTS

Traci ng enabl ed by Lina

192. 168.2.40-80 - 192.168. 1. 40-32797 6 Packet: TCP, ACK, seq 361134403, ack 1591434736
192.168.2.40-80 - 192.168.1.40-32797 6 ApplD: service HITP (676), application unknown (0)
192.168. 1. 40- 32797 > 192.168.2.40-80 6 Firewall: allow rule, 'Rulel', allow

192. 168. 1. 40- 32797 > 192.168.2.40-80 6 NAP id 1, IPSid 0, Verdict PASS

R HIFE I ITIRERE 0

> show snort statistics

Packet Counters:
Passed Packets 54
Bl ocked Packets
I njected Packets
Packets bypassed (Snort Down)
Packets bypassed (Snort Busy)

O O oo

Fl ow Count ers:



Fast - For war ded Fl ows 0
Bl ockl i sted Fl ows 0
Passed Packets = Snort5| 2 &
7%\ 2. ACP RFR4E (L3-7 %&#)
RN T AREFBAlIowHANE , 2FRRKLUITH.
REEIYIFIEER , WEAMR :
CUET Security Intelligence HTTP Responses  Advanced
#8 Filter by Device | Show Rule Conflicts &) | &) Add Category () Add Rule | Search Rules

w Mandatory - ACP1 (1-1)

1 Rulei Any Any _f:é 192.168.1.40 _1_':_ 192.168.2.40 Any Any  Any Any Any Any  Any o Allow

L7544 (Bl , AMRKEE, XHXREE, NAF ) ERERGS

m Security Intelligence  HTTP Responses  Advanced
#A Filter by Device || show Rule Conflicts & () Add Category (&) Add Rule | Search Rules

w Mandatory - ACP1 (1-1)

1 Rulel Ay Any  Z3192.168.1.40 &E192.168.2.40 Any Any  Any Any Any Any  Any

H=

BmEz , LEMNET FP4100/9300 LEREHY FTD faIab BB PLEE A MM TR , I FEPR :
NEMs, v s

STing:h Security Module

Fabric

Rx‘tcgru:b:: vL3/L4‘. Q NAT Routy

DROP

ﬂR_OI'
LINA Engine Datapath

X EEmARE (MIO) 2 Firepower LN EE 5| Z,

#%3® 3 Snort REERYIE (LA LT )

EREEEERT , FTD Snort5|ZAREPERMITLISTHE ( RiRELR ) , MANE RO S HEH
FILINAG|Z ( EREHERT , ARHHEBHWINESEE — SmartNIC ) , Bl :



1. RECE SSL REEHY SSL &
2. EREN A (IAB)
XRHFEIHEENATART

NEMs =
1| MIO Security Module D7 ACL X palicy e Policy a
I SWitCh o s Malware Signatu
! Fabric ;
m—— i I 5 j . DAQ A 0 > v
Backplane °
R LINA Engine Datapath
EREEBERT :
[REMs
i
|
|
1
| el
:II : EEEE -:f:i .
1 lmnglna Elatap-ath
B
- RFANEBE R allow FESnortF permit FELINA
CERZBHBERT , 2ENERESEHLE R EISnort5| ZBHTHMKE
fEARM
HFEESnort5| BHTL7RMET , MECE L GFHN , Hlan
- AMBERRE
- NHERER
ACP EE#&E
7] 1. ACP EE®RE
MRBAEESnonR AN NASRL7TEN ( Flwn , ARKEE, XHRE, WERI) , BENFLEFEA

Z&EW(SI). FOKRE. QoSFEIRE , NEWIEA N F 6 A TrustiR4E,
i




192.168.10.50 192.168.11.50

| INSIDE B B OUTSIDE |
Il At 2 L

~ Po1.202 M "4l 1o1.203
. 7
FTD

-y

|

B BRI R
Enter Descriptior
Rules Security Intzligence HTTP Responses Logging Advanced Prefilter Policy: Prefilter] SSL Policy: None Identity Policy: None
Y Search Rules x Show Rule Conflicts @ =+ Add Categery + Add Rule
Mame k'r II . Source Networks  Dest Networks |I.. User Applic. ; il |:, URLs k” ’” acion RO R LAEEW Ot

¥ Mandatory - ACP1 (1-4)

132.168.10.50

1 trust_L3-L4 Ay Any 192.168.10.51

FTD Snort 5|ZHERFEREEAM

# Start of AC rule.
268438858 fastpath any 192.168.10.50 31 any any 192.168.11.50 31 80 any 6 (log dcforward
f | owend)

AE : BF 6 R (TCP),
FTD LINA FEyA M :

firepower# show access-list | i 268438858
access-list CSM FWACL_ line 17 remark rule-id 268438858: ACCESS POLI CY: ACPl1 - Mandatory
access-list CSM FWACL_ line 18 remark rule-id 268438858: L7 RULE: trust_L3-L4
access-list CSM FWACL_ |line 19 advanced permt tcp object-group FMC I NLI NE_src_rul e_268438858
obj ect-group FMC_I NLI NE_dst _rul e_268438858 eq ww rul e-id 268438858 (hitcnt=19) 0x29588b4f

access-list CSM FWACL_ line 19 advanced permit tcp host 192.168.10.50 host 192.168. 11.50 eq
www rul e-id 268438858 (hitcnt=19) 0x9d442895

access-list CSM FWACL_ line 19 advanced permit tcp host 192.168.10.50 host 192.168.11.51 eq
www rul e-id 268438858 (hitcnt=0) 0xd026252b

access-list CSM FWACL_ line 19 advanced permit tcp host 192.168.10.51 host 192.168. 11.50 eq
www rul e-id 268438858 (hitcnt=0) 0x0d785cc4

access-list CSM FWACL_ line 19 advanced permit tcp host 192.168.10.51 host 192.168. 11.51 eq
www rul e-id 268438858 (hitcnt=0) 0x3b3234f1

IOAIE

enable system support trace FMENLA(192.168.10.50) % &2 F EH1B(192.168.11.50)WHTTPLiE, &
3ANBIEEHRE Snort 512, Snort5| ZBELINAKEPERMITLISTHE , ZHEXRR L&FRAE
REB ENEKEILINAGIZE -



> system support trace

Enabl e firewal | - engi ne-debug too? [n]: ¥

Pl ease specify an | P protocol: tep

Please specify a client |P address: 192.168.10.50

Pl ease specify a client port:

Pl ease specify a server |P address: 192.168.11.50

Pl ease specify a server port: 80

Moni toring packet tracer and firewall debug nessages

192. 168. 10. 50- 42126 - 192. 168. 11.50-80 6 AS 1-
192. 168. 10. 50- 42126 - 192. 168. 11.50-80 6 AS 1-
192. 168. 10. 50- 42126 - 192. 168. 11.50-80 6 AS 1-
unknown (0)

CID 0 Packet: Tcp, SYN, seq 453426648
CID 0 Session: new snort session
CID O Appl D: service unknown (0), application

e e

192. 168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 |1 2 new firewall session

192. 168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 | 2 using HWor preset rule order 5, 'trust_L3-
L4', action Trust and prefilter rule O

192. 168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 | 2 HitCount data sent for rule id: 268438858,
192. 168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: trust/fastpath rule, 'trust_L3-

L4', allow
192.168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 2, NAP id 2, IPSid 0, verdict
PASS

192. 168. 11. 50- 80
453426649

192. 168. 11. 50- 80
unknown (0)

192. 168. 11. 50-80 - 192.168.10.50-42126 6 AS 1-1 CID O FirewalI: trust/fastpath rule, 'trust_L3-
L4', allow

192. 168. 11. 50- 80
PASS

192.168. 10. 50-42126 6 AS 1-1 CID O Packet: TCP, SYN, ACK, seq 2820426532, ack

192.168. 10. 50- 42126 6 AS 1-1 CID 0 Appl D: service unknown (0), application

192.168. 10. 50-42126 6 AS 1-1 CID O Snort id 2, NAP id 2, IPSid 0O, Verdict

192. 168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID 0 Packet: TCP, ACK, seq 453426649, ack
2820426533

192. 168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID 0 Appl D: service unknown (0), application
unknown (0)

192. 168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID O FirewalI: trust/fastpath rule, 'trust_L3-
L4', allow

192.168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 2, NAPid 2, IPSid 0, Verdict
PERMITLIST

BEHELL LT | Snort SIS M LINA BIZREUTHIRE EHMBREE

192. 168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 | 2 Got end of flow event from hardware with
flags 00010001. Rule Match Data: rule_id O, rule_action O rev_id O, rule_flags 3

192. 168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 | 2 Logging EOF for event from hardware with
rule_id = 268438858 rul eAction = 3 rul eReason = 0

192.168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 | 2 : Received EOF, deleting the snort session.
192. 168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID 0 Session: deleting snort session, reason:
ti meout

192. 168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 | 2 deleting firewall session flags = 0x10003,
f wFl ags = 0x1115

192. 168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID O Session: del eted snort session using 0
bytes; protocol id:(-1) : LWtate Oxf LW ags 0x6007

SnortifiFk & REIIESnort 5| M3 N RIES -

> capture-traffic



Pl ease choose domain to capture traffic from
0 - managenent 0
1 - managenent 1

2 - dobal

Sel ection? 2

Pl ease specify tcpdunp options desired

(or enter "?" for a list of supported options)

Options: -n vlan and (host 192.168.10.50 and host 192.168.11.50)

10: 26: 16. 525928 | P 192. 168. 10. 50. 42144 > 192.168.11.50.80: Flags [S], seq 3065553465, wi n 29200,
options [nes 1380, sackOK, TS val 3789188468 ecr 0, nop,wscale 7], length O

10: 26: 16. 525928 | P 192.168. 11.50. 80 > 192. 168. 10. 50. 42144: Flags [S.], seq 3581351172, ack
3065553466, win 8192, options [nss 1380, nop, wscal e 8, sackOK, TS val 57650410 ecr 3789188468],
length O

10: 26: 16. 525928 | P 192. 168. 10. 50. 42144 > 192.168.11.50.80: Flags [.], ack 1, win 229, options

[ nop, nop, TS val 3789188470 ecr 57650410], length O

if
i

LINA capture s S EREBEZEH

<

[

firepower# show capture CAPI
437 packets captured

1: 09:51:19.431007 802.1Q vl an#202 PO 192.168.10.50.42118 > 192.168.11.50.80: S
2459891187: 2459891187(0) wi n 29200 <mss 1460, sackCK, ti mestanp 3787091387 O, nop, wscal e 7>

2: 09:51:19.431648 802.1Q vl an#202 PO 192.168.11.50.80 > 192. 168. 10. 50. 42118: S
2860907367: 2860907367(0) ack 2459891188 wi n 8192 <mss 1380, nop, wscal e 8, sackCK, ti nestanp
57440579 3787091387>

3: 09:51:19.431847 802.1Q vl an#202 PO 192. 168. 10.50. 42118 > 192.168. 11.50.80: . ack
2860907368 wi n 229 <nop, nop, timestanp 3787091388 57440579>

4: 09:51:19.431953 802.1Q vl an#202 PO 192. 168. 10.50. 42118 > 192.168.11.50.80: P
2459891188: 2459891337(149) ack 2860907368 wi n 229 <nop, nop, ti mestanp 3787091388 57440579>

5: 09:51:19. 444816 802.1Q vl an#202 PO 192.168.11.50.80 > 192. 168. 10. 50. 42118:
2860907368: 2860908736(1368) ack 2459891337 wi n 256 <nop, nop, ti mestanp 57440580 3787091388>

6: 09:51:19.444831 802.1Q vl an#202 PO 192.168.11.50.80 > 192. 168. 10. 50. 42118
2860908736: 2860910104(1368) ack 2459891337 wi n 256 <nop, nop, ti mestanp 57440580 3787091388>

RERK B LINA WBIEERES Snort ¥IEM Z —fAE X, F— M BIEEEEIPASSHIE :

firepower# show capture CAPI packet-number 1 trace | i Type|Verdict
Type: CAPTURE

Type: ACCESS- LI ST
Type: ROUTE- LOOKUP
Type: ACCESS- LI ST
Type: CONN- SETTI NGS
Type: NAT

Type: NAT

Type: | P-OPTI ONS
Type: CAPTURE

Type: CAPTURE

Type: NAT

Type: CAPTURE

Type: NAT

Type: | P-OPTI ONS
Type: CAPTURE

Type: FLOW CREATI ON



Type: EXTERNAL- | NSPECT

Type: SNORT

Snort id 22, NAP id 2, IPS id 0, Verdict PASS
Snort Verdict: (pass-packet) allow this packet
Type: | NPUT- ROUTE- LOOKUP- FROM QUTPUT- ROUTE- LOOKUP
Type: ADJACENCY- LOCKUP

Type: CAPTURE

IRER/NEB#EE O LV TCP SYN/ACKEIE S :

firepower# show capture CAPO packet-number 2 trace | i Type|Verdict
Type: CAPTURE

Type: ACCESS- LI ST

Type: FLOW LOOKUP

Type: EXTERNAL- | NSPECT

Type: SNORT

Snort id 22, NAP id 2, IPS id 0, Verdict PASS
Snort Verdict: (pass-packet) allow this packet
Type: | NPUT- ROUTE- LOOKUP- FROM QUTPUT- ROUTE- L OCKUP
Type: ADJACENCY- LOOKUP

Type: CAPTURE

TCP ACKZREXPERMITLISTHIE :

firepower# show capture CAPI packet-number 3 trace | i Type|Verdict
Type: CAPTURE

Type: ACCESS- LI ST

Type: FLOW LOOKUP

Type: EXTERNAL- | NSPECT

Type: SNORT

Snort id 22, NAP id 2, IPS id 0, Verdict PERMITLIST

Snort Verdict: (fast-forward) fast forward this flow

Type: CAPTURE

LT R Snort ¥IEM TR Mt (#iER3)

firepower# show capture CAPI packet-number 3 trace | b Type: SNORT
Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional Information:

Snort Trace:

Packet: TCP, ACK, seq 687485179, ack 1029625865

Appl D: service unknown (0), application unknown (0)
Firewal | : trust/fastpath rule, id 268438858, all ow
Snort id 31, NAP id 2, IPSid 0, Vverdict PERMITLIST
Snort Verdict: (fast-forward) fast forward this flow

BANMNBEET 2K EISnort5|E , RNYEHLINASIZEERF :

firepower# show capture CAPI packet-number 4 trace

441 packets captured

4: 10:34:02. 741523 802. 1Q vl an#202 PO 192. 168. 10. 50. 42158 > 192. 168. 11. 50. 80:



164375589: 164375738(149) ack 3008397532 wi n 229 <nop, nop, ti nestanp 3789654678 57697031>
Phase: 1

Type: CAPTURE

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional I|nformation:

MAC Access |i st

Phase: 2

Type: ACCESS- LI ST

Subt ype:

Resul t: ALLOW

Confi g:

Implicit Rule

Addi tional |nformation:
MAC Access |i st

Phase: 3

Type: FLOW LOOKUP

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Found flow with id 1254, using existing flow

Phase: 4

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:

Snort Verdict: (fast-forward) fast forward this flow

Resul t:

input-interface: |INSIDE(vrfid:0)
i nput -status: up
input-line-status: up

Action: allow

1 packet shown

Snort R EEMETIX—&

firepower# show snort statistics

Packet Counters:
Passed Packets
Bl ocked Packets
I nj ected Packets
Packets bypassed (Snort Down)
Packets bypassed (Snort Busy)

Oooonwn

F

ow Counters:
Fast-Forwarded Flows 1
Bl ackl i sted Fl ows 0

M scel | aneous Count ers:
Start-of-Flow events 0
End- of - Fl ow events
Deni ed fl ow events 0

AN



Franes forwarded to Snort before drop 0
I nj ect packets dropped 0

ERAGEEANBBEIR. SnontaRE-LHIES , ERBIESHLINARE :

NEMs Snort Engine
1| MIO Security Module X7 ACL X palicy S POy
SWitCh o s A Malware ‘I.iignatur
Fabric
| | | cose ; DAQ A i > p ¥
Backplane °
LINA Engine Datapath

72, ACPEEIRE ( ToSI., QoSHI &0 5KEE )

MREFLEFTDNAERNAZLIER(SH)RE , SIEEACPEAIEA , B LIEESIR
(TALOS. R, 3I%kF ), Z—HE , MREFEH SI, B LUANEN ACP £ REMAMLR SI 7+
A URL K SI A DNS B9 Sl. MM URL W SI EEA , ITEMR :

DNS Policy / H
Default DNS Policy v
Whitelist (1) Blacklist (1)
MNetworks Networks H
Global Whitelist (Any Zone) v Global Blacklist (Any Zone) (- X
URLs URLs B

EARGS , “ESEBNENSERESLZEE LINA

> show access-list

access-list CSMFWACL_ line 9 remark rule-id 268435461: L4 RULE: Rul el
access-list CSM FWACL_ line 10 advanced trust ip host 192.168.1.40 host 192.168.2.40 rule-id
268435461 event-log flowend (hitcnt=0) 0x5c1346d6

X : B56.2.2# , FTDX#ETID, TID WIESRE SIKL , BR SI#%EH , FTD &
“SREISHIESEEME Snort 5L BT TID B2,

BiFfTR
MEHIA(192.168.1.40) 1 EHLB(192.168.2.40) KRBEHTTPLTE, HFIXEFP4100H ZHEHHH



N

I= WAy
ALER ]

2

DR, AESRELTER

- —EHEEBEIFTD LINAGIZH R , ERNVBIERK D REISmartNIC ( B4 HNEER )
 RBRE K RESnort 5| E

N3 =z

FTD LINAE#ERE RIS X BERERSHHEIIHW, BFER  RANRE, XRFRLBKE

“FoSnortEE M :

firepower# show conn
1 in use, 15 npbst used

TCP QUTSIDE 192.168.2.40:80 INSIDE 192.168.1.40:32809, idle 0:00:00, bytes 949584, flags U Oo

Snort ZFIHEERETSEFHBME R AFRIZFKEH -

firepower# show snort statistics

Packet Counters:
Passed Packets
Bl ocked Packets
I nj ected Packets
Packets bypassed (Snort
Packets bypassed (Snort

Fl ow Counters:
Fast - For war ded Fl ows
Bl ackl i sted Fl ows

M scel | aneous Counters
Start-of-Flow events
End-of-Flow events

0
0
0
Down) 0
Busy) 0
0
0
1
1

FTDLINA BEER , BMN2FEE 2 MR (BAMNBFE—D) DRBEH -

Sep 27 2017 20:16:05: %ASA-7-609001: Built |ocal -host |NSIDE: 192.168. 1. 40

Sep 27 2017 20:16:05: %ASA- 6-302013: Built inbound TCP connection 25384 for

I NSI DE: 192. 168. 1. 40/ 32809 (192. 168. 1. 40/ 32809) to OUTSI DE: 192. 168. 2. 40/ 80 (192. 168. 2. 40/ 80)
Sep 27 2017 20:16:05: %ASA-6-805001: offloaded TCP Flow for connection 25384 from
INSIDE: 192. 168. 1. 40/ 32809 (192.168. 1.40/32809) to OUTSI DE: 192. 168. 2. 40/ 80 (192. 168. 2. 40/ 80)
Sep 27 2017 20:16:05: %ASA-6-805001: offloaded TCP Flow for connection 25384 from
OUTSIDE: 192. 168. 2. 40/ 80 (192.168. 2.40/80) to INSIDE: 192. 168. 1. 40/ 32809 (192. 168. 1. 40/ 32809)
Sep 27 2017 20:16:05: %ASA-6-805002: TCP Flow is no | onger offloaded for connection 25384 from
QUTSI DE: 192. 168. 2. 40/ 80 (192.168.2.40/80) to I NSIDE: 192. 168. 1. 40/ 32809 (192.168. 1. 40/ 32809)
Sep 27 2017 20:16:05: %ASA-6-805002: TCP Flow is no | onger offl oaded for connection 25384 from
I NSI DE: 192. 168. 1. 40/ 32809 (192. 168. 1. 40/ 32809) to OUTSI DE: 192. 168. 2. 40/ 80 (192. 168. 2. 40/ 80)
Sep 27 2017 20:16:05: %ASA- 6- 302014: Teardown TCP connection 25384 for | NSIDE: 192. 168. 1. 40/ 32809
to OUTSI DE: 192. 168. 2. 40/ 80 durati on 0: 00: 00 bytes 1055048 TCP FI Ns

Sep 27 2017 20:16:05: %ASA-7-609002: Teardown | ocal -host | NSIDE: 192. 168. 1. 40 durati on 0: 00: 00

FEEANIEEBNR vust ELINAKETH) . LINARRE-EHES , EREESRKNEE
SmartNIC(FP4100/FP9300):



|| MIO _ 1 !
| [switch Security Module e .
] y L4 U - v
I DAQ A Route ARP
lllllll'"ﬁ IIIIII"“III'"'II

LINA Engine Datapath

e =RA

1R

- SEBIER Trust FEXNFEASnont 5| BRE/LNKES (S, NARN, SIKRE ) FHR
M HERE D HEBILINASI ZR TR RE

. MR EFP4100/9300 L EAFTDH FLEFHR T2 5ISnortl M | NI Z BT IFESZH M LA Fastpath
BE (BSRAXREFPNHERXIS )
AR BS SR REPH I R 1E

ZERTHEFRIA

192.168.1.0/24 192.168.2.0/24

INSIDE g R OUTSIDE

1 aN\= 1

FTD

o 40 40 . Ve

SEERTE R RE

Access Control » Prefilter Network Discovery Application Detectors

FTD_Prefilter

Correlation Actions ¥

&) Add Tunnel Rule &) Add Prefilter Rule « Search Rule

# Name Rule T... e | Source Destination Source Destinat... VLAN Tag  Action
| l Networks Networks Port Port
1 Prefilterl Prefilter 7 192.168.1.40 g 192.168.2.40

X Block

X2FTD Snort5|Z ( ngfw.rulesX# ) FEREBHIZKRE :

# Start of tunnel and priority rules.

# These rules are evaluated by LINA. Only tunnel tags are used fromthe natched rule id.

268437506 deny any 192.168.1.40 32 any any 192.168.2.40 32 any any any (tunnel -1



LINA &R HY SRR

access-list CSMFWACL_line 1 remark rule-id 268437506: PREFILTER POLICY: FTD Prefilter
access-list CSMFWACL_line 2 remark rule-id 268437506: RULE: Prefilterl

access-list CSM FWACL_ line 3 advanced deny ip host 192.168.1.40 host 192.168.2.40 rule-id
268437506 event-log flowstart (hitcnt=0) 0x76476240

SEREELSBRESN , EETEEIHLINAEZF , FEMNTE R EISnort:

firepower# packet-tracer input INSIDE icnp 192.168.1.40 8 0 192. 168. 2. 40

Phase: 4

Type: ACCESS-LIST

Subt ype: | og

Result: DROP

Config:

access-group CSM FW ACL_ gl oba

access-list CSM_FW_ACL_ advanced deny ip host 192.168.1.40 host 192.168.2.40 rule-id 268437506
event-log flow-start

access-list CSM FWACL_remark rule-id 268437506: PREFILTER POLICY: FTD_Prefilter
access-list CSM FWACL_ remark rule-id 268437506: RULE: Prefilterl

Addi tional Infornmation:

Resul t:

input-interface: |NSIDE

i nput-status: up

input-line-status: up

out put-interface: QUTSIDE

out put -status: up

output-1line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

Snort ZIHEEE R :

firepower# show snort statistics

Packet Counters:

Passed Packets 0
Bl ocked Packets 0
I njected Packets 0
Packets bypassed (Snort Down) 0
Packets bypassed (Snort Busy) 0
Fl ow Counters:
Fast - For war ded Fl ows 0
Bl ackl i sted Fl ows 0
M scel | aneous Counters
Start-of-Fl ow events 0
End- of - Fl ow events 0
Denied flow events 1

LINAASP ZBE R :

firepower# show asp drop



Franme drop:
Flow is denied by configured rule (acl-drop) 1

2RI R

HEEERBLILAZHEILRE , MERX RENITEMSnorti M B , AT LAEE AT 2 25 FE LM
e

FURL i BR SR PR B R R E
£ R TR AR TR RIEAN -

Access Control » Prefilter Network Discovery Application Detectors Correlation Actions v
FTD_Prefilter
il Rutes
) Add Tunnel Rule ) Add Prefilter Rule | Search Rules
#® Name Rule T... Sou De Source Destination Source Destinati... VLAN Tag Action
Int Inl Networks Networks Port Port
1 Prefilter1 Prefilter #:192.168.1.40 =

192.168.2.40 ¢ TCP (5):80 = Fastpath

X2FTD Snort5|ZF BRI KR -

268437506 fastpath any any any any any any any any (log dcforward flowend) (tunnel -1)

FTD LINA FEBEBHYREE

access-list CSMFWACL_line 1 remark rule-id 268437506: PREFILTER POLICY: FTD_Prefilter
access-list CSMFWACL_line 2 remark rule-id 268437506: RULE: Prefilterl

access-list CSM FWACL_ line 3 advanced trust tcp host 192.168.1.40 host 192.168.2.40 eq www
rule-id 268437506 event-log flow end (hitcnt=0) Oxf3410b6f

BAETH

HEA A (192.168.1.40) ZiRFTFH EEH B (192.168.2.40) B HTTP £iERt , PERFEIT LB
LINA , MERHBIIFEZT LD RE SmartNIC, FEXFHER T system support trace & firewall-engine-debug
enabled& 7R :

> system support trace

Pl ease specify an I P protocol: tcp

Pl ease specify a client |IP address: 192.168.1.40
Pl ease specify a client port:

Pl ease specify a server |IP address: 192.168.2.40
Pl ease specify a server port:

Enabl e firewal | -engi ne-debug too? [n]: vy

Moni tori ng packet tracer debug nmessages

192.168.1.40-32840 > 192.168.2.40-80 6 AS 1 I 8 Got end of flow event from hardware With fl ags
04000000



LINA BEERE S RAIM

Cct 01 2017 14:36:51: %ASA-7-609001: Built |ocal-host | NSIDE: 192. 168. 1. 40

Cct 01 2017 14:36:51: %ASA-7-609001: Built |ocal -host QUTSI DE: 192. 168. 2. 40

Cct 01 2017 14:36:51: %ASA-6-302013: Built inbound TCP connection 966 for

I NSI DE: 192. 168. 1. 40/ 32840 (192. 168. 1. 40/ 32840) to QUTSI DE: 192. 168. 2. 40/ 80 (192. 168. 2. 40/ 80)
Cct 01 2017 14:36:51: %ASA- 6- 805001: oOffloaded TCP Flow for connection 966 from
INSIDE: 192. 168. 1. 40/ 32840 (192. 168. 1.40/32840) to QUTSI DE: 192. 168. 2. 40/ 80 (192. 168. 2. 40/ 80)
Cct 01 2017 14:36:51: %ASA- 6- 805001: oOffloaded TCP Flow for connection 966 from
OUTSIDE: 192. 168. 2. 40/ 80 (192.168.2.40/80) to I NSIDE: 192. 168. 1. 40/ 32840 (192. 168. 1. 40/ 32840)

LINAfEIRshow 8N EIEEEY :

firepower# show capture
capture CAPlI type raw data buffer 33554432 trace trace-count 100 interface |INSIDE [Capturing -
3908 bytes]

match ip host 192.168.1.40 host 192.168.2.40
capture CAPO type raw data buffer 33554432 trace trace-count 100 interface OUTSIDE [ Capturing -
3908 bytes]

match ip host 192.168.1.40 host 192.168.2.40

firepower# show capture CAPI
8 packets captured

1. 14:45:32.700021 192.168.1.40.32842 > 192.168.2.40.80: S 3195173118:3195173118(0) wi n 2920
<mss 1460, sackOK, ti nestanp 332569060 0>

2: 14:45:32.700372 192.168.2.40.80 > 192.168.1.40.32842: S 184794124:184794124(0) ack
3195173119 win 2896 <nmss 1380, sackOK, ti mestanp 332567732 332569060>

3: 14:45:32. 700540 192.168.1.40.32842 > 192.168.2.40.80: P 3195173119: 3195173317(198) ack
184794125 wi n 2920 <nop, nop, ti nestanp 332569060 332567732>

4: 14:45:32.700876 192.168.2.40.80 > 192.168.1.40.32842: . 184794125: 184795493(1368) ack
3195173317 wi n 2698 <nop, nop, ti nestanp 332567733 332569060>

5: 14:45:32.700922 192.168.2.40.80 > 192.168.1.40.32842: P 184795493: 184796861(1368) ack
3195173317 wi n 2698 <nop, nop, ti nestanp 332567733 332569060>

6: 14:45:32.701425 192.168.2.40.80 > 192.168.1.40.32842: FP 184810541:184810851(310) ack
3195173317 wi n 2698 <nop, nop, ti nestanp 332567733 332569061>

7: 14:45:32.701532 192.168.1.40.32842 > 192.168.2.40.80: F 3195173317:3195173317(0) ack
184810852 wi n 2736 <nop, nop, ti nestanp 332569061 332567733>

8: 14:45:32.701639 192.168.2.40.80 > 192.168.1.40.32842: . ack 3195173318 wi n 2697
<nop, nop, ti nestanp 332567734 332569061>

2

FID RARSITERER 22 MRS S REEH

firepower# show flow-offload statistics
Packet stats of port : O

Tx Packet count : 22
Rx Packet count : 22
Dr opped Packet count : 0
VNI C transmitted packet : 22
VNIC transmitted bytes : 15308
VNI C Dropped packets : 0

VNI C erroneous received : 0



VNIC CRC errors : 0
VNIC transmt failed :
VNI C nul ticast received : 0

o

SEIE T LABEF show flow-offload flow TR R EB S HERMEXNWEMER, RAWMT :

firepower# show flow-offload flow
Total offloaded flow stats: 2 in use, 4 npost used, 20% of fl oaded, O colli sions
TCP intfc 103 src 192.168. 1. 40: 39301 dest 192.168.2.40: 20, static, tinestanp 616063741, packets
33240, bytes 2326800
TCP intfc 104 src 192.168. 2. 40: 20 dest 192. 168. 1. 40: 39301, static, tinestanp 616063760, packets
249140, bytes 358263320
firepower# show conn
5 in use, 5 nost used
I nspect Snort:
preserve-connection: 1 enabled, 0 in effect, 4 nost enabled, 0 nost in effect

TCP QUTSIDE 192.168.2.40:21 INSIDE 192.168.1.40:40988, idle 0:00:00, bytes 723, flags UO

TCP QUTSIDE 192.168.2.40:21 INSIDE 192.168.1.40:40980, idle 0:02:40, bytes 1086, flags U O

TCP OUTSIDE 192.168.2.40:80 INSIDE 192.168.1.40:49442, idle 0:00:00, bytes 86348310, flags U O
N1

TCP OUTSIDE 192.168.2.40:20 INSIDE 192.168.1.40:39301, idle 0:00:00, bytes 485268628, flags Uo
<- offloaded flow

TCP OUTSIDE 192.168.2.40:20 INSIDE 192.168.1.40:34713, idle 0:02:40, bytes 821799360, fl ags
UFRI O

- B LEE T show conn'fii o a0 , IR EHSAERBEIFTD LINAGIZ | HA1 AN 2 H , W

RE20% WD R

- RS FENRARFIBURF AR 20 , ASA 9.8.3FIFTD 6.2.35%3F4007 N M@ ( 28007

NEmE ) HER)

- MREFROMEARZIRE ( FIE400 74NN EFR ) , WARLHEEMFERE , BEEIMNPHEEKS
I B =4 B 4

E&EE FP4100/9300 L@ FTD ( 2% + LINA ) WFTE SRS , EEEVERIS AR, 0T
B

Capture Session [l vdESs

¢ Refresh | Capture Session

= » CAP Drop Count: 0 Operational State: DOWN - Session_Admin_Shut Buffer Size: 256 MB Snap Length: 1518 Bytes
Interface Name Filter File Size (in bytes) File Name Device Name
Etherneti/9 None 0 CAP-ethernet-1-9-0.pcap FTD

Ethernetl/1 None 0 CAP-ethernet-1-1-0.pcap FTD

MBETHRERETHENAE. BT FXOS HIREM (BN NFE 2MERA ) , BMNESETHER
, AR :

BRaSSIHEER

- B FTD MEESEE : 30
. ¥t FTD LINA RS - 8
- 2R E SmartNIC B4 IR EIEIE - 22
EFAETRTFP4100/FPO300MVER T , FREHIZE S HHLINASIZLAE  HAFIERES RCE



BRBoIRE):

FP2100- 6# show conn addr 192.168.1.40
33 in use, 123 nost used
I nspect Snort:
preserve-connection: 0 enabled, 0 in effect, 2 nost enabled, 0 nost in effect

TCP QUTSIDE 192.168.2.40:80 INSIDE 192.168.1.40:50890, idle 0:00:09, bytes 175, flags UxIO

LINA R4 B ENE RIEEE T MERLILEH

/),

FP2100- 6# show log | i 192.168.2.40

Jun 21 2020 14:29:44: %TD-6-302013: Built inbound TCP connection 6914 for

I NSI DE: 192. 168. 1. 40/ 50900 (192.168.11.101/50900) to OUTSI DE: 192. 168. 2. 40/ 80 (192. 168. 2. 40/ 80)
Jun 21 2020 14:30:30: 9%TD-6-302014: Teardown TCP connection 6914 for | NSIDE: 192. 168. 1. 40/ 50900
to OUTSI DE: 192. 168. 2. 40/ 80 duration 0:00: 46 bytes 565 TCP FINs from OUTSI DE

LG 37

. ﬁﬁﬁ Prefilter Fastpath éﬁi%tﬁ* iiSnort*&iﬂlﬂ Htj’#\. 'ﬂEo ,U\JE"%“%‘*EESW&?{:EE’J j(?&ﬁulb
(WMED, BEEEESE ) I JH:FWE
. FEFP4100/93001% % L Fastpath Tsﬁﬂféﬁﬁﬂiflow offload , RELHHIETEIFTD LINAG|IZ,
HARBIEITH SmartNIC &322 , Nm 1T

T3 8 2R SR M SR PR R IR AE ( OERSR )

R Prefilter Policy Fastpath#Z2EN A TEE NEE ( NGIPSHED ) WRE , MATERUATILR

- FL R A BILINAGIZER trust IIE
- Snort 5| BFRER
-BTRPB/FTEAT NGIPS #£0 , AT 2RERD R (EAH IR )
LU 27 B & £ N A Prefilter FastpathiR /ERT E03E B IR ERH R -

firepower# packet-tracer input inside tcp 192.168.1.40 12345 192.168.1.50 80 detail ed

Phase: 1

Type: NG PS- MODE

Subt ype: ngi ps- node

Resul t: ALLOW

Config:

Addi tional Information:

The flow ingressed an interface configured for NG PS node and NG PS services will be applied
Forward Fl ow based | ookup yields rule:

in id=0x2ad7ac48b330, priority=501, donmi n=i ps-node, deny=fal se

hi ts=2, user_dat a=0x2ad80d54abd0, cs_i d=0x0, flags=0x0, protocol =
src ip/id=0.0.0.0, nmask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any, dscp=0x0

i nput _i fc=i nsi de, output_ifc=any

Phase: 2
Type: ACCESS- LI ST
Subt ype: | og



Resul t: ALLOW

Confi g:

access-group CSM FW ACL_ gl obal

access-list CSM FWACL_ advanced trust ip object 192.168.1.0 object 192.168.1.0 rule-id
268438531 event-1log fl ow end

access-list CSM FWACL_ remark rule-id 268438531: PREFILTER PCLI CY: PF1

access-list CSM FWACL_ remark rule-id 268438531: RULE: 1

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:

in id=0x2ad9f 9f 8a7f0, priority=12, donmai n=permt, trust

hits=1, user_data=0x2ad9b23c5d40, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0

src ip/id=192.168.1.0, nmask=255.255.255.0, port=0, tag=any, ifc=any

dst ip/id=192.168.1.0, nmask=255.255.255.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0
i nput _i fc=any, output_ifc=any

Phase: 3

Type: NG PS- EGRESS- | NTERFACE- LOOKUP

Subt ype: Resol ve Egress Interface

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

Ingress interface inside is in NAPS inline node.

Egress interface outside is determ ned by inline-set configuration

Phase: 4

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 7, packet dispatched to next nodul e
Modul e information for forward flow ...
snp_fp_ips_tcp_state_track_lite

snp_f p_i ps_node_adj

snp_fp_tracer_drop

snp_i fc_stat

Modul e information for reverse flow ...
snp_fp_ips_tcp_state_track_lite

snp_f p_i ps_node_adj

snp_fp_tracer_drop

snp_i fc_stat

Resul t:

input-interface: inside
i nput -status: up
input-line-status: up
Action: allow

XERHFEIHEENTART

NEMs Snort Enaine

ol I L Sy == |

MIO S| L7 ACL
| |Switch Security Module Bigckiist

Drop

L | Fabric

Smart R)(‘ EBTESS 'L'3
NIC Check

L4 DAQ &
AL

A

H R




PR B SRR PR R R RAE (T BEERAY AR )
BERERERERAER

TR AR SR e 40 A R AE

7% 1. 62 ACP FRLEA 3T T I8 B8 50 47

ZRISTMANNTLIEFRME , M TEAR

Access Control » Prefilter Network Discovery Application Detectors Correlation Actions v

Prefilter_Policy1

Enter Description

‘ &) Add Tunnel Rule | (&) Add Prefilter Rule = Search R

1 Prefilter_Rulel Prefilter any any 2 192.168.1.40 z 192.168.2.40 any any any o Analyze

ACP{X ‘D E1&E I BRIAFN Block Al Traffic Z0E AR /R:

Access Control » Access Control Network Discovery Application Detectors Correlation Actions v

ACP1

Enter Description

Prefilter Po[ic\rEr efilter_Policy1 SSL Policy: None

_m Security Intelligence  HTTP Responses  Advanced

Tz Inheritance S

. Show Rule Conflicts

[T S - = = o E AW L= .

w Mandatory - ACP1 (-)
There are no rules in this section. Add Rule or Add Category

w Default - ACP1 (-)

There are no rules in this section. Add Rule or Add Category

Access Control: Block All Traffic

Default Action

X 2FTD Snort5| 2 ( ngfw.rulesX# ) HERBHIKEE

# Start of tunnel and priority rules.

# These rules are evaluated by LINA. Only tunnel tags are used from the matched rule id.
268435460 al | ow any 192.168.1.40 32 any any 192.168.2.40 32 any any any (tunnel -1)
268435459 al |l ow any any 1025-65535 any any 3544 any 17 (tunnel -1)

268435459 al |l ow any any 3544 any any 1025-65535 any 17 (tunnel -1)

268435459 all ow any any any any any any any 47 (tunnel -1)

268435459 all ow any any any any any any any 41 (tunnel -1)

268435459 all ow any any any any any any any 4 (tunnel -1)

# End of tunnel and priority rules.

# Start of AC rule.

268435458 deny any any any any any any any any (log dcforward flowstart)

# End of AC rule.



LAR 2 FTD LINA 5|ZHR I B SRR

access-list CSM FWACL_ line 3 advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id
268435460 (hitcnt=0) 0xb788h786

BIE1TH

Packet Tracer& RLINARFZBESD , FHE K EISnort5|Z (B TF permit action) FSnort Engineik
Bl Block ¥ER R NACHEINRIEC T,

XX : Snort FIRERREM N ITFEHRE

SBREHEaN , 2ERMEENEER

firepower# packet-tracer input INSIDE icmp 192.168.1.40 8 0 192.168.2.40

Phase: 4
Type: ACCESS- LI ST
Subt ype: | og
Resul t: ALLOW
Confi g:
access-group CSM FW ACL_ gl oba
access-list CSM_FW_ACL_ advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id 268435460
access-list CSM FWACL_ remark rule-id 268435460: PREFILTER POLICY: Prefilter_Policyl
access-list CSM FWACL_ remark rule-id 268435460: RULE: Prefilter_Rulel
Addi ti onal Infornation:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 14

Type: SNORT

Subt ype:

Result: DROP

Confi g:

Addi ti onal Infornation:

Snort Trace:

Packet: | CWP

Appl D: service | CW (3501), application unknown (0)
Firewal|: starting rule matching, zone -1 -> -1, geo 0 -> 0, vlan 0, sgt 65535, user 9999997
icnpType 8, icnmpCode 0O

Firewall: block rule, id 268435458, drop

Snort: processed decoder alerts or actions queue, drop

NAP id 1, IPSid 0, Verdict BLOCKLIST, Blocked by Firewall
Snort Verdict: (block-list) block list this flow

Resul t:

i nput-interface: |NSIDE

i nput-status: up

input-line-status: up

out put-interface: QUTSIDE

out put -status: up

output-1line-status: up

Action: drop

Drop-reason: (firewall) Blocked by the firewall preprocessor

R 2: R ACP AWFMNHITEERSD M



MREFEATHEZED FTD , MFEERE ACP HRMAN, BREAURAWHEE , EFEUR
TE#R (flw, MREENALFERBL7ARN ) Alow RIF) , MEFTR :

| Access Control » Access Control Network Discovery Application Detectors Correlation Actions v
ACP1
Enter Description
Prefilter Policy: Prefilter Policyl SSL Policy: None Identi
T= Inheritance Sej
_m Security Intelligence  HTTP Responses  Advanced
8 Filter by Device | Show Rule Conflicts & &) Add Category (&) Add Rule | Search Rul

w Mandatory - ACP1 (1-1)
Broriesido B192168240 Ay Ay Ay Ay Ay Ay Any

w Default - ACP1 (-)

There are no rules in this section. Add Rule or Add Category

Default Action Access Control: Block All Traffic

FTD Snort 5|ZHREBHIREL -

# Start of AC rule.

268435461 allow any 192.168.1.40 32 any any 192.168.2.40 32 any any any
268435458 deny any any any any any any any any (log dcforward flowstart)
# End of AC rule.

LINA 5|2 EBBHYREL

access-list CSM FWACL_ |line 3 advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id
268435460 (hitcnt=1) 0xb788b786

BiEfTH

Packet TracerZ REIE T ITHE M N 268435460 F 268435461 FESnort5| /-

firepower# packet-tracer input INSIDE icmp 192.168.1.40 8 0 192.168.2.40

Phase: 4
Type: ACCESS- LI ST
Subt ype: | og
Resul t: ALLOW
Config:
access-group CSM FW ACL_ gl obal
access-list CSM FWACL_ advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id 268435460
access-list CSM FWACL_ remark rule-id 268435460: PREFILTER PCLICY: Prefilter_Policyl
access-list CSM FWACL_ remark rule-id 268435460: RULE: Prefilter_Rulel
Addi tional |Infornation
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 14

Type: SNORT

Subt ype:

Resul t: ALLOW

Config:

Addi tional Information



Snort Trace:

Packet: | CW

Appl D: service | CWP (3501), application unknown (0)

Firewal | : starting rule matching, zone -1 -> -1, geo 0 -> 0, vlan 0, sgt 65535, user 9999997,
i cnpType 8, icmpCode 0O

Firewal | : allow rule, id 268435461, allow

NAP id 1, IPSid O, Verdict PASS

Snort Verdict: (pass-packet) allow this packet

Resul t:

i nput-interface: |NSIDE

i nput -status: up
input-line-status: up

out put-interface: OUTSIDE
out put - status: up

out put-line-status: up
Action: allow

7R3 R ACP EEMANRTER D

MR ACP ZEEEAN , MERMTEFR :

| Access Control » Access Control Network Discovery Application Detectors Correlation Actions v
Enter Description
Prefilter Policy: Prefilter_Policyl SSL Policy: None Identi

Tz Inheritance Se|

m Security Intelligence  HTTP Responses  Advanced
#8 Filter by Device L_| Show Rule Conflicts € (@) Add Category () Add Rule | Search Rul

w Mandatory - ACP1 (1-1)

#2192.168.1.40 2192.168.2.40 Any

w Default - ACP1 (-)

There are no rules in this section. Add Rule or Add Category

Default Action Access Control: Block All Traffic

Snort:

# Start of AC rule.

268435461 fastpath any 192.168.1.40 32 any any 192.168.2.40 32 any any any
268435458 deny any any any any any any any any (log dcforward flowstart)
# End of AC rule.

LINA :

access-list CSM FWACL_ line 3 advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id
268435460 (hitcnt=2) 0xb788h786

FidE , ATRIABERTEREAS!, RILEERNIE N permit ELINALRITRE , LEEDRIL
MR EEE M E Snort5| EHITRE,

BiEfTH



Packet Tracer& RSnort5| B AT ZEIEE , HEXR L FHRIKFRE D FHRBILINA:

firepower# packet-tracer input INSIDE icmp 192.168.1.40 8 0 192.168.2.40

Phase: 4
Type: ACCESS- LI ST
Subtype: | og
Resul t: ALLOW
Config:
access-group CSM FW ACL_ gl oba
access-list CSM_FW_ACL_ advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id 268435460
access-list CSM FWACL_ remark rule-id 268435460: PREFILTER POLICY: Prefilter_Policyl
access-list CSM FWACL_ remark rule-id 268435460: RULE: Prefilter_Rulel
Addi tional Infornmation:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 14

Type: SNORT

Subt ype:

Resul t: ALLOW

Config:

Addi tional Infornmation:

Snort Trace:

Packet: | CWP

Appl D. service I CWP (3501), application unknown (0)
Firewall: starting rule matching, zone -1 -> -1, geo 0 -> 0, vlan 0, sgt 65535, user 9999997
icnpType 8, icnmpCode 0O

Firewal | : trust/fastpath rule, id 268435461, allow
NAP id 1, IPSid 0, Verdict PERMITLIST

Snort Verdict: (fast-forward) fast forward this flow

Resul t:

input-interface: |NSIDE

i nput-status: up
input-line-status: up

out put-interface: QUTSIDE
out put -status: up
output-1line-status: up
Action: allow

7% 4 (ER ACP EEMN TR

EZES | SIBFHEHR,
£ Snort B, MNFRBMT -

# Start of AC rule.

268435461 fastpath any 192.168.1.40 32 any any 192.168.2.40 32 any any any
268435458 deny any any any any any any any any (log dcforward flowstart)
# End of AC rule.

£ LINA B, ZANFEANEE AN, SAnalyze Prefilter AN AR EH L FMAN ( ESFACED
RitE ) CEAHEE , BBEZHASnornts5| BEHITRE !

access-list CSM FWACL_ |line 3 advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id
268435460 (hitcnt=3) 0xb788b786



access-list CSM FWACL_ line 13 advanced trust ip host 192.168.1.40 host 192.168.2.40 rule-id
268435461 event-log flowend (hitcnt=0) 0x5c1346d6

access-list CSM FWACL_ line 16 advanced deny ip any any rul e-id 268435458 event-log fl owstart
(hitcnt=0) 0x97aal2la

BiUE{TH

firepower# packet-tracer input INSIDE icmp 192.168.1.40 8 0 192.168.2.40

Phase: 4
Type: ACCESS- LI ST
Subt ype: | og
Resul t: ALLOW
Confi g:
access-group CSM FW ACL_ gl obal
access-1ist CSM FWACL_ advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id 268435460
access-list CSM FWACL_ remark rule-id 268435460: PREFILTER POLICY: Prefilter_Policyl
access-list CSM FWACL_ remark rule-id 268435460: RULE: Prefilter_Rulel
Addi tional |nfornation:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 14

Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Snort Trace:

Packet: | CWP

Appl D: service | CWP (3501), application unknown (0)
Firewal | : starting rule matching, zone -1 -> -1, geo O -> 0, vlan 0, sgt 65535, user 9999997,
i cnpType 8, icnmpCode 0O

Firewal | : trust/fastpath rule, id 268435461, allow
NAP id 1, IPSid 0, Verdict PERMITLIST

Snort Verdict: (fast-forward) fast forward this flow

Resul t:

input-interface: |NSIDE

i nput -status: up
input-line-status: up

out put-interface: OUTSIDE
out put-status: up

out put-1line-status: up
Action: allow

ER

- It Analyze RAETELINASI BB ERE H A FA N, FMEHKZESnornt5| BHITRENBIES
- Itk Analyze Ts.%fﬁ’F%ESnort%l%EIJ%B%E{EHJLWJJ Rt IR FEEBREACPHEE S Snort EELAY
A<
XEURTF Snort5|ZHREREHACPHN (block & allow & fastpath)SnortF 2 1F., AR A F£ I
BBES
EdEE 3

- SERRB Analyze BER S EETULR B[R DA ZMFastpathAN , FEFENRFERKE



—EHIALLEHSnorti EE ]8T

ACP Y53 £

£ FMC Ul LEERY MM

Enter Description

ACP1 Analyze Hit Counts

NNSNLance 2 ¥

Rules Security Intelligence HTTP Responses Logging Advanced Prefiter Policy: Default Prefiter Policy SSL Policy: Mone Iglentity Policy: None
Filter by Device ¥ Search Rules x Show Rule Conflicts @ + Add Category -+ Add Rule
— Sou Dest Source Dest VLAN . Sou Dest — Sou Dest hoda -
el Zones Zones Networks Networks Tags o——h s Ports Ports L SGT SGT Action ROER A Bl
» Mandatory - ACP1 (1-3)
1 Monitor_Rule Any Any 192.168.10.0/2¢ 15216811024 Any Any Any Any Any Any Any Any © Monitor E 0o/ "‘

WS NEFTD LINASIZE EEBE R permit BAEFSnort5IZYERN audit ZH1E.

firepower# show access-list

access-list CSM FWACL_ |ine 10 advanced permit ip 192.168. 10. 0 255. 255. 255. 0 192. 168.11.0
255.255.255.0 rule-id 268438863 (hitcnt=0) Ox6lbbafOc

Snort F :

admi n@i repower: ~$ cat /var/sf/detection_engines/9e080e5c-adc3-1lea-9d37-44884cf7e%9ba/ngfw.rules

# Start of AC rule.
268438863 audit any 192.168.10.0 24 any any 192.168.11.0 24 any any any (log dcforward fl owend)
# End rul e 268438863

B

BEHNTERSATRE  BEREEZEENH, BEREANLERESZ , AFREFZEIE
‘a
. FMC Connection Events & REIE@ 525 H N FTHE :

Connection Events e

No Search Constraints (Edit Search)

Connections with Application Details Table View of Connection Events
Jump to...
Suurc::e Destination Access
+ First Packet % Last Packet = Action * Initiator IP = Responder IP % :t"_':‘_: L] Port [ ICMP % Control * Access Control Rule *
. Code Policy
Type |
v 2020-06-20 22:17:40  2020-06-20 22:17:43  Trust 192.168.10.50 192.168.11.50 41920 /tcp 80 (http) /tep  ACP1 || trust_L3-L4. Mon '.or_Rule|

System support trace il H B REIFEZ RS FEH NN

> system support trace

Enabl e firewal | - engi ne-debug too? [n]: ¥
Pl ease specify an IP protocol: tcp



Pl ease specify a client | P address: 192.168.10.50

Pl ease specify a client port:

Pl ease specify a server |P address: 192.168.11.50

Pl ease specify a server port:

Moni toring packet tracer and firewall debug nessages

192. 168. 10. 50- 41922 - 192.168. 11.50-80 6
192. 168. 10. 50- 41922 - 192.168. 11.50-80 6
192. 168. 10. 50- 41922 - 192.168. 11.50-80 6 AS
unknown (0)

192. 168. 10. 50- 41922 > 192.168. 11.50-80 6 AS 19 new firewal | session

192. 168. 10. 50- 41922 > 192.168.11.50-80 6 AS 19 Starting ACwith mnimm2, 'Mnitor_Rule'
and | PProto first with zone s -1->-1, geo 0 -> 0, vlan O, source sgt type: 0, source
sgt tag: 0, ISE sgt id: 0, dest sgt type: 0, |ISE dest sgt tag: O, svc 0, payload O,
client 0, misc 0, user 9999997, icnpType 0O, icnmpCode 0O

192. 168. 10. 50- 41922 > 192.168.11.50-80 6 AS 1-1 | 19 match rule order 2, 'Monitor_Rule', action
Audit

192. 168. 10. 50- 41922 > 192.168.11.50-80 6 AS 1-1 | 19 match rule order 3, 'trust_L3-L4', action
Trust

192. 168. 10. 50- 41922 > 192.168.11.50-80 6 AS 1-1 | 19 M dRecovery data sent for rule id:
268438858, rul e_action: 3, rev id: 1078 02206, rule_match fl ag: Ox2

1-1 G D 0 Packet: TCP, SYN, seq 419031630
1-1 CID 0 Session: new snhort session
1-1 CID 0 Appl D: service unknown (0), application

AS
AS

=
e

dEEL
AT GRS ERERSEYE
ACP X EHFHIL#E

£ FMC Ul LB EMRREXFELEMN

Rules Security Intelligence HTTP Responses Logging Advonced Prefilter Policy

¥ Search Aules b Show Rute Conflicts @+ A + Add Rule

¥ Mandatory - ACP1 (1-4)

REXBELEFMNFEFTD LINASIZ EEFZEHR permit 4F59 Z AN Snort 5| ZEH 1T

firepower# show access-list

access-list CSMFWACL_ line 9 remark rule-id 268438864: L7 RULE: Inter-Bl ock-Rul el

access-list CSM FWACL_ line 10 advanced permit tcp 192.168. 10.0 255. 255. 255. 0 host
192.168.11.50 eq ww rul e-id 268438864 (hitcnt=3) Oxba785fc0

access-list CSM FWACL_ line 11 remark rule-id 268438865: ACCESS POLI CY: ACP1 - Mandatory
access-list CSM FWACL_ line 12 remark rule-id 268438865: L7 RULE: Inter-Block_Rule2

access-list CSM FWACL_ |line 13 advanced permit ip 192.168. 10. 0 255. 255. 255. 0 host 192.168. 11.51
rul e-id 268438865 (hitcnt=0) 0x622350d0

Snort 5| :

adm n@i repower: ~$ cat /var/sf/detection_engines/9e080e5c-adc3-1llea-9d37-44884cf7e9ba/ngfw.rules

# Start of AC rule.
268438864 bypass any 192.168.10.0 24 any any 192.168.11.50 32 80 any 6
# End rule 268438864



268438865 bypass any 192.168.10.0 24 any any 192.168.11.51 32 any any any (appid 676:1)
(i p_protos 6, 17)
# End rul e 268438865

REAELIEANRRAF B A EWEELE

Access Deniled

You are attempting to access a forbidden site.

You may continue to the site by clicking on the button below.
Note: You must have cookies enabled in your browser to continue,

Consult your system administrator for details.

| Continue |

BRNBRT |, BrREAVFSETMELE 600 #

Rules Security Intelligence HTTP Responses Logging Advanced
I ——

General Settings ’
Maximum URL characters to store in connection 1024
events
-:5.I|~:|v.' an in'.i:rucll'-.l-:r Block to bypass blecking for 600
|Seconds)
Retry URL cache miss lookup Yes
Enable Threat Intelligence Director Yies
Inspect traffic during policy apply Yes

BN R system support trace i H AT LA BIPH A B & AIPEIEREH S /REIETUH :

> system support trace

192. 168. 10. 52-58717 - 192.168.11.50-80 6 AS 1-1 CID 0 Packet: TCP, ACK, seq 983273680, ack
2014879580

192. 168. 10. 52-58717 - 192.168.11.50-80 6 AS 1-1 CID O Appl D: service HITP (676), application
unknown (0)

192.168. 10. 52-58717 > 192.168.11.50-80 6 AS 1-1 | 22 Starting ACwith mninmum 2, 'Inter-Bl ock-
Rulel', and IPProto first with zones -1 -> -1, geo 0(0) -> 0, vlan 0O, source sgt type: 0, sgt
tag: 0, ISE sgt id: O, dest sgt type: O, |SE dest_sgt_tag: 0, svc 676, payload 0, client 589,
msc 0, user 9999997, min url-cat-list 0-0-0, url http://192.168.11.50/, xff

192. 168. 10. 52-58717 > 192.168.11.50-80 6 AS 1-1 | 22 match rule order 2, 'Inter-Block-Rulel
action Interactive

192.168. 10. 52-58717 > 192.168.11.50-80 6 AS 1-1 | 22 bypass action sending HTTP interactive
response of 1093 bytes

192. 168. 10. 52- 58717 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: interactive block rule, '"Inter-
Bl ock-Rul el', drop

192. 168. 10. 52- 58717 - 192.168.11.50-80 6 AS 1-1 CID 0 Snort: processed decoder alerts or actions
queue, drop



192. 168. 10. 52- 58717 > 192.168.11.50-80 6 AS 1-1 | 22 deleting firewall session flags = 0x800,
f wFl ags = 0x1002

192.168. 10. 52- 58717 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 22, NAP id 1, IPSid 0, Verdict
BLACKLIST

192. 168. 10. 52- 58717 - 192.168.11.50-80 6 AS 1-1 CID 0 ===> Blocked by Firewall

Verdi ct reason is sent to DAQ

AP i%&$E continue ( RRIFTRIKEEETWE ) debugE REIFEWE —HN A |, ZANEEH Alow B
=

192. 168. 10. 52-58718 - 192.168.11.50-80 6 AS 1-1 CID O Packet: TCP, ACK, seq 1357413630, ack
2607625293

192. 168. 10. 52- 58718 - 192.168.11.50-80 6 AS 1-1 CID O Appl D: service HITP (676), application
unknown (0)

192. 168. 10. 52- 58718 > 192.168.11.50-80 6 AS 1-1 |1 8 Starting AC with m ninmum 2, 'Inter-Block-
Rulel', and IPProto first with zones -1 -> -1, geo 0(0) -> 0, vlan 0O, source sgt type: 0, sgt
tag: 0, ISE sgt id: 0, dest sgt type: 0, |ISE dest_sgt_tag: 0, svc 676, payload 0, client 589
msc 0, user 9999997, min url-cat-list 0-0-0, url http://192.168.11.50/, xff

192. 168. 10. 52-58718 > 192.168.11.50-80 6 AS 1-1 | 8 match rule order 2, 'Inter-Block-Rulel'
action Interactive

192. 168. 10. 52- 58718 > 192.168. 11.50-80 6 AS 1-1 | 8 bypass action interactive bypass
192.168. 10. 52-58718 > 192.168.11.50-80 6 AS 1-1 | 8 allow action

192. 168. 10. 52- 58718 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: allow rule, 'Inter-Block-Rulel
al | ow

192. 168. 10. 52- 58718 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: interactive bypass rule, 'Inter-

Bl ock-Rul el', all ow
192.168. 10.52-58718 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 8 NAPid 1, IPSid 0, verdict
PASS

dEEL
6 Web FF & /R4 T 3 0 AT IR A4 4R A9 3% T
ACP ZXEXFHIL HERERE

£ FMC Ul LB B/ XEXEIEHAEE RN :

Rules  Security Inteligence  HTTP Responses  Logging  Advanced Prefiter Policy: Default Prefits SSL Policy: N Identity Palicy: 1
W Search Rules x Show Rule Conflicts @ + A + Add Rule

vRe | o | Det BORCEEW o

Ay Ay 182.168.10.0/24 192,168,115 Ay Any Any Adwy TER (8]0 Ay Any Ay @ Interactive Block with reset V4

L 1]

Interactive Block with resetfl|#EFTD LINAS|Z EEBE R permit tE N EEH NI Snort5| B 1TIRE
FRE -

firepower# show access-list

access-list CSMFWACL_line 9 remark rule-id 268438864: L7 RULE: Inter-Bl ock-Rul el

access-list CSM FWACL_ |ine 10 advanced permit tcp 192.168. 10.0 255. 255. 255. 0 host
192.168.11.50 eq ww rul e-id 268438864 (hitcnt=13) 0Oxba785fc0

access-list CSM FWACL_ line 11 remark rule-id 268438865: ACCESS POLI CY: ACPl1 - Mandatory
access-list CSM FWACL_ line 12 remark rule-id 268438865: L7 RULE: Inter-Block_ Rule2

access-list CSM FWACL_ |line 13 advanced permit ip 192. 168. 10. 0 255. 255. 255. 0 host 192. 168. 11.51
rul e-id 268438865 (hitcnt=0) 0x622350d0




Snort 5| % :

# Start of AC rule.

268438864 intreset any 192.168.10.0 24 any any 192.168.11.50 32 80 any 6

# End rul e 268438864

268438865 intreset any 192.168.10.0 24 any any 192.168.11.51 32 any any any (appid 676: 1)
(ip_protos 6, 17)

# End rul e 268438865

5Block with Reset3{El , A AJ LLE$E continue BRI

Access Denied

You are attempting to access a forbidden site.

You may continue to the site by clicking on the button below.
Note: You must have cookies enabled in your browser to continue,

Consult your system administrator for details.

| continue |

# Snort FidH , REXEEHE RAVREM TR

> gystem support trace

Enabl e firewal | - engi ne-debug too? [n]: ¥

Pl ease specify an I P protocol: tcp

Pl ease specify a client | P address: 192.168.10.52

Pl ease specify a client port:

Pl ease specify a server |P address: 192.168.11.50

Pl ease specify a server port:

Moni toring packet tracer and firewal | debug nessages

192. 168. 10. 52-58958 - 192.168.11.50-80 6 AS 1-1 CID 0 Packet: TCP, SYN, seq 3232128039

192. 168. 10. 52-58958 - 192.168.11.50-80 6 AS 1-1 CID O Session: new snort session
192.168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID O Appl D: service unknown (0), application
unknown (0)

192. 168. 10. 52-58958 > 192.168.11.50-80 6 AS 24 new firewal | session

192. 168. 10. 52-58958 > 192. 168.11.50-80 6 AS 24 Starting ACwith mninmm2, 'Inter-Bl ock-
Rul el', and IPProto first with zones -1 -> -1, geo 0 -> 0, vlan 0, source sgt type: 0, source
sgt tag: O, ISE sgt id: O, dest sgt type: 0, |SE dest sgt tag: 0, svc 0, payload 0, client O,
msc 0, user 9999997, icnpType 0, icnpCode O

192. 168. 10. 52-58958 > 192.168.11.50-80 6 AS 1-1 | 24 match rule order 2, 'Inter-Block-Rulel
action Interactive Reset

192. 168. 10. 52- 58958 > 192.168.11.50-80 6 AS 1-1 | 24 M dRecovery data sent for rule id:
268438864, rul e_action: 8, rev id: 1099034206, rule_match flag: 0x0

192. 168. 10. 52- 58958 > 192.168.11.50-80 6 AS 1-1 | 24 HitCount data sent for rule id: 268438864,
192.168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 24, NAP id 1, IPSid 0, Verdict
PASS

1-1 1
1-1 1

192.168. 11. 50-80 - 192.168. 10.52-58958 6 AS 1-1 CID O Packet: TCP, SYN, ACK, seq 2228213518, ack
3232128040



192. 168. 11. 50-80 - 192.168.10.52-58958 6 AS 1-1 CID 0 Appl D: service unknown (0), application
unknown (0)

192.168. 11.50-80 - 192.168.10.52-58958 6 AS 1-1 CID O Snort id 24, NAP id 1, IPSid 0, Verdict
PASS

192. 168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID 0 Packet: TCP, ACK, seq 3232128040, ack
2228213519

192. 168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID 0 Appl D: service unknown (0), application
unknown (0)

192.168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 24, NAP id 1, IPSid 0, Verdict
PASS

192.168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID 0 Packet: TCP, ACK, seq 3232128040, ack
2228213519

192.168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID O Appl D: service HITP (676), application
unknown (0)

192. 168. 10. 52-58958 > 192. 168.11.50-80 6 AS 1-1 | 24 Starting AC with mninmum2, 'Inter-Block-
Rulel', and IPProto first with zones -1 -> -1, geo 0(0) -> 0, vlan 0O, source sgt type: 0, sgt
tag: 0, ISE sgt id: 0, dest sgt type: 0, |ISE dest_sgt_tag: 0, svc 676, payload 0, client 589
msc 0, user 9999997, min url-cat-list 0-0-0, url http://192.168.11.50/, xff

192. 168. 10. 52-58958 > 192.168.11.50-80 6 AS 1-1 | 24 match rule order 2, 'Inter-Bl ock-Rulel',
action Interactive Reset

192.168. 10. 52- 58958 > 192.168.11.50-80 6 AS 1-1 | 24 bypass action sending HTTP interactive
response of 1093 bytes

192. 168. 10. 52-58958 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: interactive block rule, 'Inter-
Bl ock- Rul el', drop

192. 168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID 0 Snort: processed decoder alerts or actions
queue, drop

192. 168. 10. 52- 58958 > 192.168.11.50-80 6 AS 1-1 | 24 deleting firewall session flags = 0x800,
f wFl ags = 0x1002

192. 168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 24, NAPid 1, IPSid 0, Verdict
BLACKLIST

192.168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID 0 ===> Blocked by Firewall

Verdict reason is sent to DAQ

teat , FRIEEE RAH

LRF, MRRAFIERE continue (RIFIMRA ) BERAFREEIHIMN

| TEg

192. 168. 10. 52-58962 - 192.168.11.50-80 6 AS 1-1 CID O Packet: TCP, ACK, seq 1593478294, ack
3135589307

192. 168. 10. 52-58962 - 192.168.11.50-80 6 AS 1-1 CID O Appl D: service HITP (676), application
unknown (0)

192. 168. 10. 52- 58962 > 192.168.11.50-80 6 AS 1-1 | 14 Starting ACwith mninmum2, 'Inter-Block-
Rulel', and IPProto first with zones -1 -> -1, geo 0(0) -> 0, vlan 0, source sgt type: 0, sgt
tag: 0, ISE sgt id: 0, dest sgt type: 0, |ISE dest_sgt_tag: 0, svc 676, payload 0, client 589
m sc 0, user 9999997, min url-cat-list 0-0-0, url http://192.168.11.50/, xff

192. 168. 10. 52-58962 > 192.168.11.50-80 6 AS 1-1 | 14 match rule order 2, 'Inter-Bl ock-Rulel',
action Interactive Reset

192. 168. 10. 52- 58962 > 192.168.11.50-80 6 AS 1-1 | 14 bypass action interactive bypass

192. 168. 10. 52- 58962 > 192. 168.11.50-80 6 AS 1-1 | 14 allow action

192. 168. 10. 52- 58962 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: allow rule, 'Inter-Block-Rulel'
al | ow

192. 168. 10. 52- 58962 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: interactive bypass rule, 'Inter-
Bl ock-Rul el', all ow

192. 168. 10. 52- 58962 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 14, NAP id 1, IPSid 0, Verdict
PASS

192. 168. 11. 50-80 - 192. 168. 10.52-58962 6 AS 1-1 CID 0 Packet: TCP, ACK, seq 3135589307, ack
1593478786

192. 168. 11. 50-80 - 192. 168. 10.52-58962 6 AS 1-1 CID O Appl D: service HITP (676), application

unknown (0)



192. 168. 11. 50-80 - 192. 168. 10.52-58962 6 AS 1-1 CID O Firewall: allow rule, 'Inter-Block-Rulel'
al | ow

192.168. 11. 50-80 - 192.168.10.52-58962 6 AS 1-1 CID O Firewall: interactive bypass rule, 'Inter-
Bl ock-Rul el', all ow

192.168. 11.50-80 - 192.168. 10.52-58962 6 AS 1-1 CID O Snort id 14, NAP id 1, IPSid 0, Verdict
PASS

“REXEIEHEFEHN @IE Web FREXKIE TCP RST :

firepower# show cap CAPI | i 11.50

2: 22:13:33.112954 802. 1Q vl an#202 PO 192. 168. 10. 50. 40010 > 192.168.11.50.21: S
3109534920: 3109534920(0) wi n 29200 <mss 1460, sackCK, ti mestanp 3745225378 O, nop, wscal e 7>
3: 22:13:33.113626 802. 1Q vl an#202 PO 192.168.11.50.21 > 192.168. 10.50. 40010: S

3422362500: 3422362500(0) ack 3109534921 wi n 8192 <mss 1380, nop, wscal e 8, sackCK, ti nestanp
53252448 3745225378>

4: 22:13:33.113824 802. 1Q vl an#202 PO 192. 168. 10. 50. 40010 > 192.168.11.50.21: . ack
3422362501 wi n 229 <nop, nop, timestanp 3745225379 53252448>

5: 22:13:33.114953 802. 1Q vl an#202 PO 192.168.11.50.21 > 192. 168. 10. 50. 40010: P
3422362501: 3422362543(42) ack 3109534921 win 256 <nop, nop, ti mestanp 53252448 3745225379>

6: 22:13:33.114984 802. 1Q vl an#202 PO 192.168.11.50.21 > 192. 168. 10. 50. 40010: P
3422362543: 3422362549(6) ack 3109534921 wi n 256 <nop, nop, ti mestanp 53252448 3745225379>

7: 22:13:33.114984 802. 1Q vl an#202 PO 192.168.11.50.21 > 192. 168. 10. 50. 40010: P
3422362549: 3422362570(21) ack 3109534921 wi n 256 <nop, nop, ti mestanp 53252448 3745225379>

8: 22:13:33.115182 802. 1Q vl an#202 PO 192. 168. 10. 50. 40010 > 192.168.11.50.21: . ack
3422362543 wi n 229 <nop, nop, timestanp 3745225381 53252448>

9: 22:13:33.115411 802. 1Q vl an#202 PO 192. 168. 10. 50. 40010 > 192.168.11.50.21: . ack
3422362549 wi n 229 <nop, nop, timestanp 3745225381 53252448>

10: 22:13:33.115426 802. 1Q vl an#202 PO 192. 168. 10. 50. 40010 > 192.168.11.50.21: . ack
3422362570 wi n 229 <nop, nop, timestanp 3745225381 53252448>

12: 22:13:34. 803699 802. 1Q vl an#202 PO 192. 168. 10. 50. 40010 > 192.168.11.50.21: P
3109534921: 3109534931(10) ack 3422362570 win 229 <nop, nop, ti mestanp 3745227069 53252448>

13: 22:13:34.804523 802. 1Q vl an#202 PO 192.168.11.50.21 > 192. 168. 10. 50. 40010: R

3422362570: 3422362570(0) ack 3109534931 win O

FTDHEBIEREN &4,

FEIBMA ( fla6.2.2, 6.2.3%F ) & , MREEA Tust IEERFRAESP , iTHEER , #B
Snort%lﬁéﬂﬂ‘%l‘?l, , Eﬂﬁ Trust i‘JJ'ﬂE

FTD AL

- XY RBURAE AFUL IR AR R SRR EMN |, SUR D EE 2% Y HER

- XETF L3/L4 S AR PE Lk By 57 2 458 P T30 E 2R PR LE AR )

- MRESRTWS Snort KE , BNMEMNASFMEE, QoS. SI. MAKN, URL ZiRFI8EE
, FIEF ACP {E1EAL I

. {iﬁql«)\'l‘/é)ﬂlj%‘} SR B D B K S RE R AL U B T 1 1) 428 41 SR W 9 T

CBRAN (R1-4F ) — T IERRR

AR (5 1-4 R ) - ITIESRIRIERRE

.ACP FHIEMIN (£ 1-4 /&)

AEERN (F1-4R)

CBRLEA (56 5-7 B - NA®M. URL JiE )

VRN (17 R - MR, URL B, ARRE/ SR )
BELEFI ( FRIAF )

~NOo b~ WN -



CBREYZAFTLER (EFHIERNIERES , BRERNEXANEIEZAE)
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firepower# show access-list | include elements
access-list CSM FWACL_; 7 elements; nane hash: 0x4a69e3f3

A=
BT R

Fastpath Trust Fastpath Static Flow Offload to SmartNIC (4100/9300).
No packets are sent to Snort engine.

Analyze Permit - The ACP rules are checked.

Few or all packets are sent to Snort engine for inspection.
Traffic is allowed or dropped based on Snort engine verdict
Block (Prefilter) Deny - Early drop by FTD LINA

No packets are sent to Snort engine

ACP #4E

Block The rule matches L3/L4 Deny Deny
conditions

Block The rule has L7 conditions Permit Deny

Allow Permit Allow 6.3+ supports Dynamic Flow Offload (4100/9300)

Trust (51, Qos, or ID) enabled Permit Fastpath 6.3+ supports Dynamic Flow Offload (4100/9300)

Trust (51, QoS, and ID) disabled Trust Fastpath Static Flow Offload (4100/9300)

Monitor Permit Audit Monitor Rule doesn’t drop or permit traffic, but it generates a Connection Event. The
packet is checked against subsequent rules and it is either allowed or dropped

Block with resat Permit Resat When a packet matches Block with reset rule FTD sends a TCP Reset packet or an ICMP
Type 3 Code 13 Destination Unreachable (Administratively filtered) message

Interactive Block Permit Bypass Interactive Block Rule prompts the user that the destination is forbidden
If bypassed, by default, the firewall allows to bypass the block for 600 seconds

Interactive Block Permit Intreset Same as Interactive Block with the addition of a TCP RST in case of non-web traffic

with reset
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/content/en/us/td/docs/security/firepower/622/configuration/guide/fpmc-config-guide-v622/access_control_rules.html
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- £/ Firepower BB H (FTD) #3K 1 packet-tracer
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/content/en/us/td/docs/security/firepower/622/configuration/guide/fpmc-config-guide-v622/prefiltering_and_prefilter_policies.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/zh_cn/support/security/firepower-ngfw/products-configuration-examples-list.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/zh_cn/support/index.html
/content/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/rule_management__common_characteristics.html#id_14502
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