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New Extended Access List Object

Name: TCP_Bypass

« Entries (0)

No records to display

Allow Overrides: [

& add

—

Cancel ]
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Add Extended Access List Entry

? X

Action: " Allow >
Logging: [ Default %]
Log Level: [ Infermational &
Log Interval: 300 Sec.

I

Available Networks & @ Source Metworks (1) Destination Networks (1)

| —, Search by name or value | é Host1 EI gj_ Host2 EI

é any

lié any-ipvd

= FMC Sounce

58 Host1 Add to

H Destination

52 Host2

l;f_;l IPv4-Benchmark-Tests

=3 1Pvé-Link-Local

=5 1Pv4-Multicast

52 1Pva-Private-10.0.0.0-8 Enter an IP address | [ Add ] | Enter an IP address | [ Add ]

Add ] [ Cancel ]
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Edit Extended Access List Object ? X

Name: .TCP_&ypass

~ Entries (1)

2 Host1 Any

1 « Allow

= Host2

Allow Overrides:
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Object Management Intrusion Rules

System Help v

—* | Filter
[ Individual Objects  Name l Description
=g Default_DNS_Configure Configure Default DNS with the help of TextObjects defaul [ 4
2 PRI
% SLA Monitor Default_Inspection_Protocol_Disable Disable Default Inspection. G
4 Lij Prefix List Default_Inspection_Protocol_Enable Enable Default Inspection. <
[ 1Pv4 Prefix List
[EY 1Pv6 Prafix List DHCPv6_Prefix_Delegation_Configure Configure one outside (PD client) and one inside interface 1) 4
4/ Route Map DHCPv6_Prefix_Delegation_UnConfigure Remave configuration of one outside (PD client) and one it () 4
4 [ FF Access List
DNS_Configure Configure DNS with the help of TextCbjects dnsParameter [
| stendard )
3§ Extended DNS_UnConfigure Remove the DNS configuratians. &
AS Path
Y Eigrp_Configure Configures eigrp. 1. Configures next hop. 2. configures au L) -4
&8 Community List
Ji Palicy List Eigrp_Interface_Configure Configures interface parameters for eigrp. 1. Configures » [
4 ven Eigrp_UnConfigure Clears eigrp configuration for an AS g e
8 txevt eolicy -
£ 1kEv2 Policy Eigrp_Unconfigure_All Clears eigrp configuration. 0y &
@A 1KEv1 IPsec Proposal Inspact_IPw6_Configure Configure inspection for ipvs traffic. Used text objects in __ 4
@ 1kev2 psec Proposal
= N Inspect_IPv6_UnConfigure UnConfigure inspection for ipv6 traffic, ) =
s Group Poli
B AnyConnect File ISIS_Configure Configures global parameters for IS-IS. 0h <
R -
HERL =0 1S15_Interface_Configuration Interface level 15-1S parameters. By default configure ipve [ 4,
4 B Address Pools
.nga Pouls 15IS_Unconfigure Unconfigures is-is. Ha
£ 12V6 Pools 1515_Unconfigure_All Unconfigures is-is. &
/a & FlexConfig
€\ Text Objert Netflow_Add_Destination Create and configure 3 NetFlow export destination. 0y 4
¥ Metflow Clear Parameters Set NetFlow exoort alobal settinas back to default values, (5
=0 RADIUS Server Group Displaying 1 - 20 of 48 rows Pagel | of3 » ¥ &
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Add FlexConfig Object ? X
Name: TCP_Bypass
Description: TCP State Bypass
@ Insert - Deployment: Everytime » | | Type: Append ¥
!
@) Insert Policy Object 3 Text Object
) Insert System Variable | Netwark
) Insert Secret Key Security Zones

Standard ACL Object

Extended ACL Object

Route Map

Variables =

Name Dimension Default Value Property (Ty. Override Description

Save | | Cancel




AE  BREREverytime” &I, XATEHMITBNARARREBLEE,

MT] 33 &R”(Available Objects)EB IR ELT BRI CIBN BRI RH P ETERZH. RE , 2F
“Add(Rtn) &4, E&GIH , TEFZFHATCP_Bypass.

% #“Save(RFF)".

Insert Extended Access List Object Variable ? X

Variable Name: TCP_Bypass

Description:
Available Objects & Selected Object
, Search I_ﬁTlCF' Bypass |

Save Cancel

AZAFRPNEABRAETERMNT —TEELT , HEmatch access-listB BT 2 & LA E X
HYZE B ($TCP_Bypass), FiEE , $AEEXEBEAMAIE. SR TELZEFR.

class-map tcp_bypass

match access-list $TCP_Bypass

policy-map tcp_bypass_policy

class tcp_bypass

set connection advanced-options tcp-state-bypass
service-policy tcp_bypass_policy interface outside

EARRGF  2OIERERFHFENAZNBED., WRTCPREZTEERENLBRSKE
W —E 5 , Mtcp_bypassZEBR ST 7] 8 A Fglobal_policy,
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Add FlexConfig Object ? %

Name: TCP_Bypass
Description: TCP State Bypass
.,_) Insert - Ceployment: Everytime 5| Type: Append ¥

class-map tcp bypass

match access-list

policy-map tcp bypass policy

class tcp_bypass

set ceonnection advanced-options tcp-state-bypass
service-policy tcp bypass policy interface cutside

Variables =

Name Dimension Default Value Property (Ty... Override Description

Save Cancel
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Overview Analysis Polices JeEUTEEN Objects = AMP Deploy Systemn Help v DEma—
Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates
—

| FlexConfig Policy Status Last Modified

There are no policies created. Add a new policy
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New Policy

Mame: TCP_ Bypass
Description: TCP State Bypass

Targeted Devices

Select devices to which you want to apply this policy.
Available Devices Selected Devices

L Search by name or value l FTD 3

Add to Policy

Save Cancel
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Overview Analysis Policies =OVUIEEN Objects | AMP Deploy Systern Help v DEma— -

Device Management NAT VPN » QoS Platform Settings FlexConfig Certificates

ou have unsaved changes | Preview Config || =] save || €3 cancel

TCP_Bypass

TCP State Bypass

%] Policy Assignments (1)

Available FlexConfig C (& FlexConfig Object ™| Selected Prepend FlexConfigs

= # Name Description

4 ({1 User Defined
[2 TcP_Bypass
# ] System Defined
[7l Default_DNS_Configure
T| Default_Inspection_Protocol_Disable
[2l Defeult_Inspection_Protocol_Enable
[Z] DHCPvE_Prefix_Delegation_Configure
T"| DHCPuE_Prefix_Delegation_UnConfigure
[0l DNS_Configure

™| DNS_UnConfigure -* -

= [ Selected Append FlexConfigs

[2] Eigre_Configure

|2l Eigrp_Interface_Configure # Name Description

T Eigrp_UnCenfigure 1 TCP_Bypass TCP State Bypass G

T Eigro_Unconfigure_all

[7] Inspect_IPvé_Configure

T Inspect_IPv6_UnConfigure
[LL 1s1S_Configure
[711815_Interface_Configuration
_-] ISIS_Unconfigure

) 1s1S_unconfigure_an

[2] Netflow_Add_Destination

[2l Netflow_Clear_Parameters
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Deploy Policies Version:2017-08-22 12:02 PM ?

ce Group rrent Version
Devi G Current Versi
= 2017-08-18 01:06 AM

@ Nat Policy: NAT-Lab

(©) NGFW Settings: Platform_Lab

D FlexConfig Policy: TCP_Bypass

@ Access Control Policy: Policy_FTD

@ E---Intrusiu:un Policy: Balanced Security and Connectivity
'@ I DMS Policy: Default DNS Palicy

@ I Prefilter Policy: Default Prefilter Policy
Q;NEWﬁHkD@mUHY

'@' Device Configuration(Details)

Selected devices: 1
Deploy Cancel

ik

B SSHEEH & ERFTD , £/ % system support diagnostic-cli.

> system support diagnostic-cli
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

firepower# show access-list TCP_Bypass

access-1list TCP_Bypass; 1 elements; name hash: 0Oxec2bdleb

access-1list TCP_Bypass line 1 extended permit object-group ProxySG_ExtendedACL_34359739205
object Hostl object Host2 log informational interval 300 (hitcnt=0) 0x42940b0e

access-list TCP_Bypass line 1 extended permit ip host 1.1.1.1 host 1.1.1.2 log informational
interval 300 (hitcnt=0) 0x769561fc

firepower# show running-config class-map
!

class-map inspection_default

match default-inspection-traffic
class-map tcp_bypass

match access-list TCP_Bypass

!

firepower# show running-config policy-map
1

policy-map type inspect dns preset_dns_map



parameters

message-length maximum client auto
message-length maximum 512

no tcp-inspection

policy-map type inspect ip-options UM_STATIC_IP_OPTIONS_MAP
parameters

eool action allow

nop action allow

router-alert action allow

policy-map global_policy

class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sglnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect ip-options UM_STATIC_IP_OPTIONS_MAP
class class-default

set connection advanced-options UM_STATIC_TCP_MAP
policy-map tcp_bypass_policy

class tcp_bypass

set connection advanced-options tcp-state-bypass

W
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- show conn [detaill]

Shows connection information. Detailed information uses flags to indicate special connection
characteristics.

For example, the “b” flag indicates traffic subject to TCP State Bypass

- show service-policy
Shows service policy statistics, including Dead Connection Detection (DCD) statistics

MR

https://www.cisco.com/c/en/us/td/docs/security/asa/asa91/configuration/firewall/asa 91 firewall co
nfig/conns _connlimits.html

https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/118995-configure-asa-00.html

https://www.cisco.com/c/en/us/td/docs/security/firepower/620/configuration/quide/fpmc-config-
quide-v62/flexconfig policies.html
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