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F%6. HHKFTD
FER7EEFMMFFLINAGIZECLIE R
EHZ8.EFMGINBFTDEE

HXEER

1By

A IHEN BASASSXX-X1R & LM Firepower iP5l (FTD) R4, ARFEAMIE.
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AXHERBEEARENER,

ERMAH
RAEFHEBET U TREMELRA :

e
R

- ASA5508-X

. ASA5512-X

. 12176.0.10FireSIGHTEE FU\(FMC) ( NEBhRA1213 )
ANHEPWEEHRETRESZREREINRRZREN . AXHEPEANMERERVHEXAR
(BN BRE. MREHMELTENRS , FRRETHRMEGSHBER,

HRER



FIDRAZEENT FAE LHS—RERE :

- ASA5506-X, ASA5506W-X, ASA5506H-X, ASA5508-X, ASA5516-X
- ASA5512-X, ASA5515-X, ASA5525-X. ASA5545-X, ASA5555-X
- FPR4100, FPR9300
- VMware(ESXi)
- Amazon Web Services(AWS)
- KVM
- ISRE& HBRIEIR
ANHEEERT

. ZEASA5508-XFIASA5512-XF & L &K FTDhR46.0.0
. FTDMARZ6.0.0H % E AR 46.0. 18y 3 72
- Firepower® 2 A1 /0\(FMC)SE fft F E 2814 7

E
R%E®
LF:;P =
10.62.148.73
10.229.22.42
10.48.40.70
10.62.148.x
M1/1
G1/1 G1/2
— INSIDE —@ OUTSIDE
i —
TD5508-X
FTDEH&THR

EMRET— KRB XIH(NGFW)>E ZFirePOWERIESHIASA >E & FirePOWERESHIASA 5508-
X, Hi%&$FEFirepower BB BE I ER 4



Download Software & Downioad Carl (0 fer)  § Foodhoch

4 Home * Products * Secudy * Faew > Pt (Dt @ty Faew HEEW) = ASHA vl FrePOWER Seraces * ASA B30E-X with FirePOWER S#rvicas

Select a Software Type:

[E#5E A FASAS512-XE 4
51 0B HEFHG
EREFTDZHIR K HE&FH,
BRITR

N FFTDRE , BEAH RS :

1. OSHR & ( AKAS|S#RE ) — FAFTASA5506-X, ASA5506H-X, ASA5506W-X, ASA5508-
X. ASA5516-X_E#Firepower & i Bh fH*.Ifoff XX £k, X4 FSaleen(ASA5512-X, ASA5515-X,
ASA5525-X. ASA5545-X. ASA5555-X)t HiFirepower BB , 2*.cdisk3T o

2. REMR G — X =2 .pkgX .

EHREFTDREZH , BRIEUATER :

- ASANEXREDEE3.1 GBEH (3 GBET+5| SHEK N )
- BB LA EITFTPRRS 88
- RSB LA SBIHTTPEFTPARS B8
. £ASA5506/08/16 L , ROMMONZE 4#1.1.8kR
WUF A ZEE

FTD5508X# show flash | i free
7859437568 bytes total (4273819648 bytes free)

WUF LA TR -

il - #Y B B 5| S5 AR 15
v6.0.1 5506/5508/5516HIFirepower & 5% o

ftd-boot-9.6.1.0.0ff 55 & 5506/5508/5516 1 a4 57 2225 2 h B AR

v6.0.1 ASA 5512/5515/5525/5545/55550 Firepower & i B

ftd-boot-9.6.1.0.cdisk 45| SR %,

X 25512/5515/5525/5545/5555 £ Y £ = 1 I8 oh &

v6.0.0 FirepowerEnBhtH , A TAAIEZ XIFW

ASA:5506/5508/5512/5515/5516/5525/5545/5555 Y %1%

Mk & E — RSB IEH R

XEATEFLRENREMS

ftd-6.0.0-1005.pkg

F52. A HRASA5508-X ROMMON



WEREEH TR , ASA5506-X, ASA5508-XFIASA5516-X1% & AMEROMMON v1.1.8 L, R
% 4kasa5500-firmware-1108.SPA ( AI#ECisco ASATEH T HHKE ) -

FEFEK :

FFASA5508 ROMMONM1.1.1 74 F11.1.8,
RIRFER :

ASA ROMMONHEIERF I A T 2SR,

FHR1 KRB EROMMONMZA

FTD5508X# show module

Mod Card Type Model Serial No

1 ASA 5508-X with FirePOAER services, 8GE, AC, ASA5508 JAD192100SZ
sfr FirePOAER Services Software Mdul e ASA5508 JAD192100Sz
Mod MAC Address Range Hw Ver si on Fw Ver si on Sw Ver si on

1 188b. 9dle.ca7c to 188b.9dle.ca84 1.0 1.1.1 9.5(2)
sfr 188b.9dle.ca7b to 188b. 9dle.ca7b NA N A 5.4.1-211

HER2. FROMMONE # T & EASAR N FH :

FTD5508X# copy ftp://10.48.40.70/ANG/mzafeiro/asa5500-firmware-1108.SPA disk0:asa5500-firmware-
1108.SPA
Address or name of renote host [10.48.40.70]?

Source filenane [ ANG neafeiro/ asa5500-firmware-1108. SPA] ?
Destination filenane [asa5500-firmuare-1108. SPA] ?

Accessing ftp://10.48.40.70/ANG/mzafeiro/asa5500-firmware-
1108.SPA. .. !ttty riiitll Done!
Conput ed Hash SHA2: d824bdeeceel308f c64427367f a559e9
eef e8f 182491652ee4c05e6e751f 7a4f
5cdea28540cf 60acde3ab9b65f f 55a9f
4e0cf b84b9e2317a856580576612f 4af

Embedded Hash SHA2: d824bdeeceel308f c64427367f ab59e9
eef e8f 182491652ee4c05e6e751f 7a4f
5cdea28540cf 60acde3ab9b65f f 55a9f
4e0cf b84b9e2317a856580576612f 4af

Digital signature successfully validated
Witing file disk0:/asa5500-firmare-1108. SPA. ..
NEREREEE

9241408 bytes copied in 18.890 secs (513411 bytes/sec)

HIR3.FHRASA ROMMONBR {5 :

FTD5508X# upgrade rommon disk0:asa5500-firmware-1108.SPA
Verifying file integrity of disk0O:/asa5500-firmware-1108.SPA


http://www.cisco.com/c/zh_cn/td/docs/security/asa/asa95/configuration/general/asa-95-general-config/admin-swconfig.html#task_90917D0EBAC2427487F6F51D21ABC235

Conput ed Hash SHA2: d824bdeeceel308f c64427367f a559e9
eef e8f 182491652ee4c05e6e751f 7a4f
5cdea28540cf 60acde3ab9b65f f 55a9f
4e0cf b84b9e2317a856580576612f 4af

Embedded Hash SHA2: d824bdeeceel308f c64427367f ab59e9
eef e8f 182491652ee4c05e6e751f 7a4f
5cdea28540cf 60acde3ab9b65f f 55a9f
4e0cf b84b9e2317a856580576612f 4af

Digital signature successfully validated

Fil e Nane : di skO:/asa5500-firmvare-1108. SPA
I mge type . Rel ease
Signer I nformation
Conmmon Narre . abraxas
Organi zation Unit : NCS_Kent on_ASA
Organi zati on Nanme : CiscoSystens
Certificate Serial Nunber : 55831CF6
Hash Al gorithm : SHA2 512
Signature Al gorithm 1 2048-bit RSA
Key Version A

Verification successful.
System config has been nodified. Save? [Y]es/[NJo: ¥
Crypt ochecksum cb47de8a cad3b773 7fc07212 3e76ef 4f

2804 bytes copied in 0.260 secs
Proceed with reload? [confirm]

* k k

*%% __. START GRACEFUL SHUTDOWM -- -

* k k

*** Message to all termnals:

* k% %

*** Performing upgrade on rom-monitor.
Shutting down License Controller
Shutting down File system

* k k

*%% .. SHUTDOMN NOW - - -

* k k

*** Message to all termnals:
* k% %

*** Performing upgrade on rom-monitor.
Process shutdown fini shed

Rebooting. . ...
INIT: Sending processes the TERM si gnal
Deconfiguring network interfaces... done.

Sending all processes the TERM signal. ..
Sending all processes the KILL signal...
Deactivating swap. ..

Unmounting local filesystens...

Reboot i ng. . .

Rom image verified correctly

Cisco Systems ROWON, Version 1.1.01, RELEASE SOFTWARE
Copyright (c) 1994-2014 by Cisco Systens, Inc.
Conpi |l ed Mon 10/20/2014 15:59:12.05 by buil der

Current image runni ng: Boot ROWD



Last reset cause: Power Cycl eRequest

DIMM Sl ot O : Present

DIMM Slot 1 : Present

INFO: Rommon upgrade state: ROMMON_UPG_START (1)
I NFO Reset code: 0x00002000

Firmware upgrade step 1... Looking for file 'disk0O:asa5500-firmware-1108.SPA' Located 'asa5500-
firmware-1108.SPA' @ cluster 856765.

HHIHH AT A SR AR AR R R R R R B R AR S T AR I R R R R R

I mge base 0x77014018, size 9241408

LFBFF signature verified.

ojtype: | fbff_object_ronmon (0x800000 bytes @ 0x77014238)

ojtype: | fbff_object fpga (0xd0100 bytes @ 0x77814258)

I NFO FPGA version in upgrade imge: 0x0202

I NFO FPGA version currently active: 0x0202

INFO The FPGA image is up-to-date.

INFO: Rommon version currently active: 1.1.01. INFO: Rommon version in upgrade image: 1.1.08.
Active ROMWON: Preferred 0, selected 0, booted O

Swi t ching SPI access to standby romon 1.

Please DO NOT reboot the unit, updating ROMMON....c.ccccceeccooscss INFO: Duplicating machine
state...... Reloading now as step 1 of the rommon upgrade process... Toggling power on system
board... Rom image verified correctly

Cisco Systems ROWON, Version 1.1.01, RELEASE SOFTWARE
Copyright (c) 1994-2014 by Cisco Systens, Inc.
Conpi |l ed Mon 10/20/2014 15:59:12.05 by buil der

Current image running: Boot ROWD

Last reset cause: RP-Reset

DIMM Sl ot O : Present

DIMM Slot 1 : Present

I NFO Rommon upgrade state: ROVMON_UPG START (1)
I NFO Reset code: 0x00000008

Active ROMWON: Preferred 0, selected 0, booted O

Firmware upgrade step 2...

Detected current rommon upgrade is avail able, continue ronmon upgrade process
Romon upgrade reset O in progress

Rel oadi ng now as step 2 of the romon upgrade process...

Rom i mage verified correctly

Cisco Systems ROMMON, Version 1.1.8, RELEASE SOFTWARE
Copyright (c) 1994-2015 by Cisco Systens, Inc.
Conpi |l ed Thu 06/ 18/2015 12: 15:56.43 by buil ders

Current image running: *Upgrade in progress* Boot ROML
Last reset cause: Boot Romlpgrade

DIMM Slot 0 : Present

DIMM Slot 1 : Present

I NFO Rommon upgrade state: ROVMON_UPG START (1)

INFO Reset code: 0x00000010

PROM B: stoppi ng boot tiner

Active ROMWON: Preferred 0, selected 0, booted 1

I NFO Rommon upgrade state: ROWON_UPG TEST

Il Please manual ly or auto boot ASACS now to conplete firnware upgrade !!
R R RN RN



Pl at f or m ASA5508 with 8192 Miytes of main nenory
MAC Address: 18:8b:9d: le:ca: 7c

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot inmediately.

Located '.boot_string’ @cluster 859024.

#
Attenpt autoboot: "boot disk0O:/asa952-1f bff-k8. SPA"
Located 'asa952-|fbff-k8. SPA' @cl uster 818273.

#Hug R R R R R R R R R R R R R R R R R R R R R R R R
#Hug R R R R R R R R R R R R R R R R R R R R R R R R
#Hug R R R R R R R R R R R R R R R R R R R R R R R R
#Hug R R R R R R R R R R R R R R R R R R R R R R R R
#Hug R R R R R R R R R R R R R R R R R R R R R R R R
#Hug R R R R R R R R R R R R R R R R R R R R R R R R
#Hug R R R R R R R R R R R R R R R R R R R R R R R R
#Hug R R R R R R R R R R R R R R R R R R R R R R R R
B R e e
LFBFF signature verified.
INIT: version 2.88 booting
Starting udev
Configuring network interfaces... done.
Popul ati ng dev cache
dosfsck 2.11, 12 Mar 2005, FAT32, LFN
There are differences between boot sector and its backup.
Di fferences: (offset:original/backup)
65: 01/ 00
Not automatically fixing this.
Starting check/repair pass.
/csco_config
"." is mssing. Can't fix this yet.
/csco_config
".." is mssing. Can't fix this yet.
Starting verification pass.
/csco_config
"." is mssing. Can't fix this yet.
/csco_config
".." is mssing. Can't fix this yet.
/ dev/ sdbl: 182 files, 849380/1918808 cl usters
dosfsck(/dev/sdbl) returned O
10 Menory Nodes: 1
10 Menory Per Node: 499122176 bytes

G obal Reserve Menory Per Node: 314572800 bytes Nodes=1

Processor nenory 3807834603
LCVB: got 499122176 bytes on numa-id=0, phys=0x1b8000000, virt=0x2aaaaae00000
LCVB: HEAP- CACHE POOL got 314572800 bytes on numa-id=0, virt=0x2aaac8a00000

Conpil ed on Sat 28-Nov-15 00:16 PST by buil ders

Total NI Cs found: 13

i 354 rev03 G gabit Ethernet @irqg255 dev 20 i ndex 08 MAC: 188b. 9dle. ca7c

i vshmem rev03 Backpl ane Data I nterface @i ndex 09 MAC. 0000.0001. 0002
en_vtun rev00 Backpl ane Control Interface @index 10 MAC. 0000.0001. 0001
en_vtun rev00 Backpl ane Int-Mnt Interface @index 11 MAC. 0000.0001. 0003
en_vtun rev00 Backpl ane Ext-Mynt Interface @index 12 MAC. 0000. 0000. 0000
Rom-monitor was successfully upgraded.



ISAIF -
& ] LA Fi show module s © R IEROMMONER AR S -
FTD5508X> enable

Passwor d:
FTD5508X# show module

Mod Card Type Model Serial No.
1 ASA 5508-X with FirePOAER services, 8GE, AC, ASA5508 JAD192100SZ
sfr FirePOMNER Services Software Mdul e ASA5508 JAD192100SZ
Mod MAC Address Range Hw Ver si on Fw Ver si on Sw Ver si on
1 188b.9dle.ca7c to 188b.9dle.ca84 1.0 1.1.8 9.5(2)
sfr 188b.9dle.ca7b to 188b.9dle.ca7’b NA N A 5.4.1-211

fE553.EEASA55xx-X L REEFTD 5| S MR &
ESER :

EASA5508-X £ Z&RFTD 5| S B ftd-boot-9.6.1.0.Ifbff,
RS

B2 R ETLRTIRE. -2

% 7%1.MROMMON

FER1.EFMBMASAH #H AROMMONIE R :

FTD5508X# reload
Proceed with rel oad? [confirni
FTD5508X#

* k%

***% ... START GRACEFUL SHUTDOWN - - -
Shutting down isaknp

Shutti ng down webvpn

Shutting down sw nodul e

Shutting down License Controller
Shutting down File system

* k%

**% ... SHUTDOAN NOW - - -

Process shutdown fini shed

Rebooting.....

INIT: Sending processes the TERM si gnal
Deconfiguring network interfaces... done.

Sending all processes the TERM si gnal . ..
Sending all processes the KILL signal...
Deactivating swap. ..

Unmounting local filesystens...



Rebooting... y
Rom i mage verified correctly

Cisco Systems ROWON, Version 1.1.8, RELEASE SOFTWARE
Copyright (c) 1994-2015 by Cisco Systens, Inc.
Conpi |l ed Thu 06/ 18/2015 12: 15:56.43 by buil ders

Current image running: Boot ROML
Last reset cause: Power Cycl eRequest
DIMM Slot 0 : Present

DIMM Slot 1 : Present

Pl at f or m ASA5508 with 8192 Miytes of main nenory
MAC Address: 18:8b:9d: le:ca: 7c

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot inmediately.
Boot i nterrupted.

rommon 1 >

SR BEEEAMBFRE

romon 1 > ADDRESS=10.62.148.29

romon 2 > SERVER=10.229.22.42

romon 3 > GATEWAY=10.62.148.1

romon 4 > IMAGE=ftd-boot-9.6.1.0.1fbff
romon 5 > netmask 255.255.255.128
rommon 6 > ping 10.229.22.42

Sendi ng 10, 32-byte |ICMP Echoes to 10.229.22.42 tinmeout is 4 seconds

2111111111

Success rate is 90 percent (9/10)
rommon 7 > sync
rommon 8 > tftpdnld
ADDRESS: 10.62.148.29
NETMASK: 255.255.255.128
GATEWAY: 10.62.148.1
SERVER: 10.229.22.42
IMAGE: ftd-boot-9.6.1.0.1fbff
MACADDR: 18:8b:9d:le:ca:7c
VERBOSITY: Progress
RETRY: 40
PKTTIMEOUT: 7200
BLKSIZE: 1460
CHECKSUM: Yes
PORT: GbE/1
PHYMODE: Auto Detect
Receiving ftd-boot-9.6.1.0.1fbff from

prrrrrrrrrrrrrrrrrrrrrrrrtr o0 output omitted .
File reception conpleted
Boot buffer bigbuf=348bd018



Boot image size = 100308208 (0x5fa94f0) bytes
[i mage size] 100308208
[ MD5 signaur e] 781dde41844d750f 8cOdblcdlelel64f
LFBFF signature verified
INIT: version 2.88 booting
Starting udev
Configuring network interfaces... done
Popul ati ng dev cache
Det ect ed PI D ASA5508.
Found devi ce serial nunber JAD192100SZ.
Found USB flash drive /dev/sdb
Found hard drive(s): /dev/sda
fsck fromutil-linux 2.23.2
dosfsck 2.11, 12 Mar 2005, FAT32, LFN
/ dev/ sdbl: 47 files, 24618/ 1919063 clusters
Launchi ng boot CLI ... Configuring network interface using static |P Bringing up network
interface. Depending on your network, this mght take a couple of mnutes when using DHCP...
ifup: interface | o already configured Using | Pv4 address: 10.62.148.62
Using | Pv6 address: fe80::1a8b: 9dff:fele:ca7b
Usi ng DNS server: 10.62.145.72
Usi ng default gateway: 10.62.148.100
INIT: Starting system nmessage bus: dbus.
Starting OpenBSD Secure Shell server: sshd
generating ssh RSA key. .
generating ssh ECDSA key. ..
generating ssh DSA key. ..
done.
Starting Advanced Configuration and Power Interface daenon: acpid.
acpid: starting up

acpid: 1 rule |oaded
acpid: waiting for events: event logging is off

Starting ntpd: done
Starting sysl og-ng:.
Starting crond: K

Cisco FTD Boot 6.0.0 (9.6.1.)
Type ? for list of commands
firepower-boot >

FEASA5512/15/25/45/55 £ |, BEME , RES|ISREBHTRE :

rommon #0> ADDRESS=10.62.148.10
rommon #1> SERVER=10.229.22.42
rommon #2> GATEWAY=10.62.148.1
rommon #3> IMAGE=ftd-boot-9.6.1.0.cdisk

J37E2. MASAER R

S|4 MASARITIER ( TROMMON ) FFTD3| S MG E $IZIASAINTE :

ci scoasa# copy ftp://10.48.40.70/ANG/mzafeiro/ftd-boot-9.6.1.0.1fbff flash

HPR2 LR AP BRIE(TASABR R :

ci scoasa# delete flash:asa*



MERASARRGEHINERR

ci scoasa# show flash

--#-- --length-- ----- date/time------ path
131 33 May 20 2016 09:27:28 .boot_string
11 4096 Mar 03 2016 11:48:34 |og
154 16767 May 20 2016 09: 23:48 | og/asa-appagent. | og
155 465 Mar 03 2016 11:54:58 |og/asa-ssp_ntp.log
21 4096 Jun 10 2015 06:45:42 crypto_archive
22 4096 Jun 10 2015 06:46: 00 coredunpinfo
23 59 Jun 10 2015 06:46: 00 coredunpi nfo/ coredunp. cfg
134 25627616 Dec 01 2015 04:01:58 asdm 752.bin
135 52563 Feb 09 2016 02:49:58 systemcfg

136 25028660 Feb 09 2016 02:50:28 asdm 751-112.bin

137 38409858 Feb 09 2016 02:51: 14 anyconnect-w n-3.1.10010-k9. pkg
138 25629676 Feb 09 2016 04:38:10 asdm 752-153.bin

151 100308208 May 20 2016 09:39:57 ftd-boot-9.6.1.0.1fbff <--

SIR3.EFIMEASA, EMFTDEISBREF :

Located 'ftd-boot-9.6.1.0.1fbff' @ cluster 45093.
HHH R R R H TR AR R R R R R R R i

LFBFF signature verified
INI'T: version 2.88 booting

Cisco FTD Boot 6.0.0 (9.6.1.)
Type ? for list of commands
firepower-boot>

f£554. FEASASSXX-X L REFTDR S RS
FEASA5508-X L REFTDRAM K.

BRILR
firepower-boot> setup

Wel come to Cisco FTD Setup
[hit Ctrl-C to abort]
Def ault values are inside []

Enter a hostnane [firepower]: FTD5508

Do you want to configure |Pv4 address on nmanagement interface?(y/n) [Y]:

Do you want to enable DHCP for |Pv4 address assignnent on nmanagenent interface?(y/n) [Y]: N
Enter an | Pv4 address: 10.62.148.29

Enter the netnask: 255.255.255.128

Enter the gateway: 10.62.148.1

Do you want to enable DHCP for |Pv4 address assignment on nanagenent interface?(y/n) [N : Enter
an | Pv4 address [10.62.148.29]: Enter the netmask [255.255.255.128]: Enter the gateway
[10.62.148.1]: Do you want to configure static |IPv6 address on management interface?(y/n) [N:
St at el ess autoconfiguration will be enabled for |Pv6 addresses. Enter the primary DNS server |IP
address: 173.38.200.100

Do you want to configure Secondary DNS Server? (y/n) [n]: ¥

Enter the secondary DNS server |P address: 144.254.71.184

Do you want to configure Local Domain Nanme? (y/n) [n]:

Do you want to configure Search domains? (y/n) [n]

Do you want to enable the NTP service? [Y]:



Enter the NTP servers separated by conmas [203.0.113.126]: 171.68.38.65
Pl ease review the final configuration:

Host nane: FTD5508

Managenment | nterface Configuration

I Pv4 Configuration: static
| P Addr ess: 10. 62. 148. 29
Net mask: 255. 255. 255. 128
CGat eway: 10.62.148. 1
I Pv6 Configuration: St at el ess aut oconfi guration

DNS Confi gurati on:
DNS Server:

173. 38. 200. 100

144.254.71. 184

NTP confi guration:

171. 68. 38. 65
CAUTI ON:
You have selected | Pv6 statel ess autoconfiguration, which assigns a gl obal address
based on network prefix and a device identifier. Al though this address is unlikely
to change, if it does change, the systemw || stop functioning correctly.
We suggest you use static addressing instead.

Apply the changes?(y,n) [Y]:
Configuration saved successfully!
Appl ying. ..

Done.

Press ENTER to continue. ..
firepower-boot >

KB SFTPRS SHVES

firepower-boot> ping 10.229.22.42

PI NG 10. 229. 22. 42 (10. 229. 22. 42) 56(84) bytes of data.

64 bytes from 10.229.22.42: icmp_seqg=1l ttl=124 time=1.30 ms

64 bytes from 10.229.22.42: icmp_seqg=2 ttl=124 time=1.32 ms

64 bytes from 10.229.22.42: icnp_seq=3 ttl=124 tine=1.45 ns

"C

--- 10.229.22.42 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2002ms
rtt mn/avg/ max/ ndev = 1.302/1.360/1.458/0.075 s

TRRED -

firepower-boot> system install ftp://10.229.22.42/ftd-6.0.0-1005.pkg

HHHBH B HH R R AR WARNI NG #####H R
# The content of diskO: will be erased during installation! #
HHHHHHHH R R R R R R R R R R R R R R R R R R R R R R R R

Do you want to continue? [y/N ¥
Er asi ng di sk0 ...
Verifying

Enter credentials to authenticate with ftp server

User nane: £ftp

Passwor d:

Verifying Downloading Extracting <-- Here give it some time (~10 min)
Package Det ai



Descri pti on: Ci sco ASA-NGFW 6. 0. 0-1005 System I nstall
Requi res reboot: Yes

Do you want to continue with upgrade? [y]: <-- Press Enter
Warni ng: Pl ease do not interrupt the process or turn off the system
Doi ng so might | eave systemin unusable state.

Starting upgrade process ...
Populating new system image <-- Here give it some time (~5 min)

Reboot is required to complete the upgrade. Press 'Enter' to reboot the system. <-- Press Enter
Br oadcast nessage from root @i repowSt oppi ng OQpenBSD Secure Shell server: sshdstopped
/usr/sbin/sshd (pid 1963)

St oppi ng Advanced Configuration and Power Interface daenon: stopped /usr/sbin/acpid (pid 1967)
acpid: exiting

acpi d.
St oppi ng system nessage bus: dbus.
St oppi ng nt pd: stopped process in pidfile "/var/run/ntp.pid (pid 2055)

done
St oppi ng crond: K
Deconfiguring network interfaces... done.

Sending all processes the TERM signal. ..
Sending all processes the KILL signal...
Deactivating swap. ..

Unmounting local filesystens...
Rebooting... y

Rom i mage verified correctly

Cisco Systenms ROWON, Version 1.1.8, RELEASE SOFTWARE
Copyright (c) 1994-2015 by Cisco Systens, Inc.
Conpi |l ed Thu 06/ 18/2015 12: 15:56.43 by buil ders

Current image running: Boot ROML
Last reset cause: Power Cycl eRequest
DIMM Slot 0 : Present

DIMM Slot 1 : Present

Pl at f or m ASA5508 with 8192 Miytes of main nenory
MAC Address: 18:8b:9d: le:ca: 7c

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot inmediately.

Located '.boot_string’ @cluster 186016.

#
Attenpt autoboot: "boot diskO:os.ing"
Located 'os.inmg" @cluster 160001.

R R e e e R
LFBFF signature verified.

INIT: version 2.88 booting

Starting udev

Configuring network interfaces... done.
Popul ati ng dev cache

Det ect ed PI D ASA5508.



Found devi ce serial nunmber JAD192100SZ.
Found USB fl ash drive /dev/sdb

Found hard drive(s): /dev/sda

fsck fromutil-linux 2.23.2

dosfsck 2.11, 12 Mar 2005, FAT32, LFN
/dev/sdbl: 7 files, 26064/1919063 clusters

Use ESC to interrupt boot and |aunch boot
Use SPACE to |aunch Cisco FTD i medi ately.
Cisco FTD |l aunch in 20 seconds ...

Runni ng on kenton

Mounting disk partitions ...

Initializing Threat Defense ...

Starting system | og daenon... [
Flushing all current |1Pv4 rules and user defined chains: ...success
Clearing all current 1Pv4 rules and user defined chains: ...success
Applying iptables firewall rules:

Fl ushi ng chai n * PREROUTI NG

Fl ushi ng chain | NPUT'

Fl ushi ng chai n * FORWARD

Fl ushi ng chain ~ OQUTPUT'

Fl ushi ng chai n ~ POSTROUTI NG

Fl ushi ng chain | NPUT'

Fl ushi ng chai n * FORWARD

Fl ushi ng chain ~ OQUTPUT'

Appl yi ng rul es successed

Flushing all current |1Pv6 rules and user defined chains: ...success
Clearing all current 1Pv6 rules and user defined chains: ...success
Applying ip6tables firewall rules:

Fl ushi ng chai n * PREROUTI NG

Fl ushi ng chain | NPUT'

Fl ushi ng chai n * FORWARD

Fl ushi ng chain ~ OQUTPUT'

Fl ushi ng chai n ~ POSTROUTI NG

Fl ushi ng chain | NPUT'

Fl ushi ng chai n * FORWARD

Fl ushi ng chain ~ OQUTPUT'

Appl yi ng rul es successed

Starting nscd...

nkdir: created directory '/var/run/nscd [
Starting , please wait...grep: /ngfw etc/notd: No such file or directory
...conpl ete.

Fi rstboot detected, executing scripts

Executing SOlreset _fail open_if [
Executi ng S04fi x-httpd. sh [
Executi ng SO5set - ngmmt - port [
Executi ng SO6addusers [
Executing SO7uui d-init [
Executi ng S09confi gure_mysql [

kkkkkkhkkkhkkkk*x Attentlon kkkkkkkk*k

Initializing the configuration database.
system resources (CPU, nenory, and disk),
or nmore to conplete.

kkkkkkhkkkhkkkk*kx Attentlon kkkkkkkk*k

Executi ng Sl0dat abase
Executing S12install _infodb
Executing Sl5set-| ocal e. sh
Executi ng Sl6updat e-sensor. pl

CLI.

Dependi ng on avail abl e
this may take 30 mi nutes

RRIRR

R

RIAIRRRIR



Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i

ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng

Sl9cert-tun-init
S20cert-init

S21di sabl e_est r eaner
S25cr eat e_def aul t _des. p

S30init_lights_out_mgnt.p

S40install _default _filters.pl
S42instal | _def aul t _dashboards. p
S43instal |l _default_report_tenpl ates.p
S44install _default_app_filters.pl
S45instal | _default_real ns. p
S47instal | _defaul t _sandbox_EQ pl

S50i nst al | -renedi ati on- nodul es
S51linstal |l _heal th_policy. pl

S52i nstal | _system policy. pl
S53change_reconci |l i ati on_baseline.p
S70updat e_sensor _obj ect s. sh
S85pat ch_hi story-init

S90banner -i ni t

S95copy- cront ab

S96gr ow_var. sh

kkkkkkkkk*k Attentlon kkkkkhkkkkk*k

Initializing the system s |ocalization settings.
system resources (CPU, nenory, and disk), this may take 10 m nutes

or nmore to conplete.

kkkkkkhkkkk*k Attentlon kkkkkhkkkkk*k

Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i

ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng

S96l ocal i ze-t enpl at es
S960ovf - dat a. p
S97conpress-client-resources
S97create_pl ati num formns. pl
S97i nstal | _cl oud_support. pl
S97i nst al | _geol ocati on. pl
S97instal | _ssl _inspection.p
S97updat e_nodpr obe. pl
S98check-db-integrity. sh
S98ht access-init
S99correct _i pm . pl
S99st art -system

S99z _db_restore

Fi rstboot scripts finished

Configuring NTP..

Model reconfigure detected, executing scripts
Pi ngi ng mysq

Found nysqgl is running

Executi ng 45updat e- sensor. pl

Executing 55recal culate_arc.p

Starting xinetd:

14 18:28:11 UTC 2016

Starting MySQL. ..

Pi ngi ng mysq

Pi nging mysql, try 1

Found nysqgl is running

Running initializeObjects...

St oppi ng MySQL. ..

Killing mysqgld with pid 10993

Wait for

Mon Mar

done
Mon Mar

Starting G sco ASA5508- X Threat Defense, please wait...No PM running

nmysqld to exit\c

14 18:28:21 UTC 2016
Starting sfifd...

...started.
INIT: Starting system nmessage bus: dbus.

— i — e — e e e e e e e e e e e

RIAIRRAFIRIAFIRRAFIIRAIIRRIRIRR

RRIAIRIAFIIRAIIRRR

Dependi ng on avail abl e

R R

e et e e e e e e e e e e



Starting OpenBSD Secure Shell server: sshd
generating ssh RSA key. ..
generating ssh ECDSA key. ..
generating ssh DSA key. ..
done.
Starting Advanced Configuration and Power Interface daenon: acpid.
Starting crond: K
Mar 14 18:28:26 ciscoasa SF-1MS[ 11490]: [11490] init script:system[INFQ pnmmon Setting affinity
to 5-7...
pid 11486's current affinity list: 0-7
pid 11486's new affinity list: 5-7
Mar 14 18:28:26 ciscoasa SF-1MS[ 11492]: [11492] init script:system[INFQ pnmon The Process
Manager i s not running...
Mar 14 18:28:26 ciscoasa SF-|1MS[ 11493]: [11493] init script:system[INFQ pnmon Starting the
Process Manager. ..
Mar 14 18:28:26 ciscoasa SF-1MS[11494]: [11494] pm pm [I NFQ Usi ng nodel nunber 75K

Ci sco ASA5508- X Threat Defense v6.0.0 (build 1005)
ci scoasa | ogin:
Conpil ed on Sat 07-Nov-15 16:13 PST by buil ders

Total NI Cs found: 13

i 354 rev03 G gabit Ethernet @irqg255 dev 20 i ndex 08 MAC: 188b. 9dle. ca7c

i vshmem rev03 Backpl ane Data | nterface @i ndex 09 MAC. 0000.0001. 0002
en_vtun rev00 Backpl ane Control Interface @index 10 MAC. 0000.0001. 0001
en_vtun rev00 Backpl ane Int-Mnt Interface @index 11 MAC. 0000.0001. 0003
en_vtun rev00 Backpl ane Ext-Mynt Interface @index 12 MAC. 0000. 0000. 0000

INFO Unable to read firewall node from flash
Witing default firewall nmode (single) to flash

INFO Unable to read cluster interface-nmode fromflash
Witing default node "None" to flash
Verify the activation-key, it might take a while...
Failed to retrieve permanent activation key.
Runni ng Per manent Activation Key: 0x00000000 0x00000000 0x00000000 0x00000000 0x00000000
The Running Activation Key is not valid, using default settings:

Li censed features for this platform

Maxi mum Physi cal Interfaces :Unlimted per pet ual
Maxi mum VLANs : 50 per pet ual
I nsi de Hosts :Unlimted per pet ual
Fai | over : Activel/Active perpetual
Encrypti on- DES : Enabl ed per pet ual
Encrypti on- 3DES- AES : Disabl ed per pet ual
Security Contexts 2 per pet ual
GTP/ GPRS : Disabl ed per pet ual
AnyConnect Prem um Peers 4 per pet ual
AnyConnect Essenti al s : Disabl ed per pet ual
O her VPN Peers : 100 per pet ual
Total VPN Peers : 100 per pet ual
Shar ed License : Disabl ed per pet ual
AnyConnect for Mbile : Disabl ed per pet ual
AnyConnect for C sco VPN Phone : Disabl ed per pet ual
Advanced Endpoi nt Assessnent : Disabl ed per pet ual
Total UC Proxy Sessions 1 320 per pet ual
Botnet Traffic Filter : Disabl ed per pet ual
Cl uster : Disabl ed per pet ual
VPN Load Bal anci ng : Enabl ed per pet ual

Encryption hardware device : Ci sco ASA Crypto on-board accel erator (revision 0x1)

Cisco Adaptive Security Appliance Software Version 99.1(3)194



Rk S O S O R S O \Mr nl ng R O O

Thi s product contains cryptographic features and is
subject to United States and | ocal country | aws
governing, inmport, export, transfer, and use.
Delivery of Cisco cryptographic products does not
imply third-party authority to inmport, export,
distribute, or use encryption. Importers, exporters,
di stributors and users are responsi ble for conpliance
with U S. and local country laws. By using this
product you agree to conply with applicable |aws and
regulations. If you are unable to comply with U.S.
and |l ocal laws, return the enclosed itens i medi ately.

A sunmary of U.S. laws governing Cisco cryptographic
products may be found at:
http://ww. ci sco. coml w / export/crypto/tool/stqrg. htm

If you require further assistance please contact us by

sending emai|l to export@isco.com
kkhkkhkhkhkkkhkkhkhkhkkhkkhkhkhkhxhkkhkhkhhkkhkkhkdkhxkkhhxkkx \Mrnl ng kkhkkhkhkkkkhkhkhkhkkhkkhkhhkhxkkhkhkhkhkhkkhkhkhkxkkhhhkkx

... output omitted ...
Readi ng from fl ash. ..
1

Crypt ochecksum (changed) : 6129864f 6298b553 75f279ea €547792b

I NFO Power-On Sel f-Test in process.

I NFO Power-On Sel f-Test conpl ete.

INFO Starting HWDRBG health test. ..
I NFO HWDRBG health test passed.

INFO Starting SWDRBG health test. ..
I NFO SWDRBG health test passed.

Ci sco ASA5508- X Threat Defense v6.0.0 (build 1005)
firepower |ogin: admin

Passwor d: <-- Adminl23

You must accept the EULA to continue.

Press

... EULA is displayed - output is omitted
END USER LI CENSE AGREENMENT
Please enter 'YES' or press to AGREE to the EULA:

Systeminitialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Ent er new password:

Confirm new password:

You nust configure the network to continue.

You must configure at |east one of |1Pv4 or |Pv6.

Do you want to configure IPv4? (y/n) [yl: Do you want to configure IPv6? (y/n) [n]:
Configure I Pv4 via DHCP or nmnual |l y? (dhcp/ manual ) [nanual]:

Enter an | Pv4 address for the managenent interface [192.168.45.45]: 10.62.148.29
Enter an |1 Pv4 netmask for the managenent interface [255.255.255.0]: 255.255.255.128
Enter the | Pv4 default gateway for the management interface []: 10.62.148.1

Enter a fully qualified hostnane for this system[firepower]: FTD5508

Enter a comma-separated |ist of DNS servers or 'none' []: 173.38.200.100,144.254.71.184
Enter a comma-separated |list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.



For HTTP Proxy configuration, run 'configure network http-proxy

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall node ...

Updat e policy depl oyment information
- add device configuration

You can register the sensor to a Firepower Management Center and use the
Fi repower Managenent Center to manage it. Note that registering the sensor
to a Firepower Managenment Center disables on-sensor Firepower Services
managenent capabilities.

When registering the sensor to a Firepower Management Center, a unique

al phanuneric registration key is always required. |In nost cases, to register
a sensor to a Firepower Managenent Center, you nust provide the hostnane or
the I P address along with the registration key.

‘configure manager add [hostnane | ip address ] [registration key ]’

However, if the sensor and the Firepower Managenent Center are separated by a
NAT device, you nust enter a unique NAT ID, along with the unique registration
key.

‘configure manager add DONTRESOLVE [registration key ] [ NAT ID ]’

Later, using the web interface on the Firepower Minagenment Center, you nust
use the sanme registration key and, if necessary, the sane NAT |ID when you add

this sensor to the Firepower Management Center.
>

B : LEAnoconfirmiE M ZEM G, EXFERT , EREIEFTF2RWEIR R

firepower-boot >system install noconfirm ftp://10.229.22.42/£ftd-6.0.0-1005.pkg

HEFTD 6AXREBRAL , RELRTEMATEES (At 5ZRE ),

For HTTP Proxy configuration, run 'configure network http-proxy

Manage the device locally? (yes/no) [yes]: no
Configure firewall node? (routed/transparent) [routed]:

A 118 =& TASA55xx-Xi% % . MFirepoweriZ % EE 85 (FDM)EEFTD,
EREX=EMNFMCEEFTD

ik

> show version

------------------- [ FTD5508 J--------------------

Mbdel : Cisco ASA5508-X Threat Defense (75) Version 6.0.0 (Build 1005)
uuJl D . 8c3f4b7e-eall- 11e5- 94f 1-f 3a55af b51a3

Rul es updat e version : 2015-10-01-001-vrt

VDB versi on . 25b2



ASA5512/15/25/45/55 L REMRIG R =S LEHEE.

ES5.8FTDEMBIFMC
FFTDEMEBIFMCERSS 28 AU TIRE -
EMN 10.62.148.29
EREWH FTD5508
EMEA Bal

HF

V5 1) 420 461 S B FTD5508

WE R EIERE B A KR T

WA ISR R RN IRIE FRILFRE R E
RRER

FB|1EFTDLE |, IEEFMCARSS 25 :

> configure manager add 10.62.148.73 cisco
Manager successfully configured.
Pl ease nake note of reg_key as this will be required while adding Device in FMC

> show managers

Host : 10.62.148.73
Regi stration Key TokEES

Regi stration . pending

RPC St at us :

Type . Manager

Host : 10.62.148.73
Regi stration . Pending

>

BT EANFTDZE , BEEEEEFURSFAIMIMC, MREZXRMFTDIRRZMRE
EREFTHE , MAHMUU TR

To add Firepower Threat Defense

devices, register this console with
the Smart Licensing Server.

WA LLEREER . X, BOULEEHAFTD 90K , MEEFRME ( FIZVPN ) ThEE,



Crierview Analysls Policles Davices Objects AMP

I ®  Siliwin ¥

Carfiguration Ligers Damains Integraticn Updates Licenses = Smart Licenses Health = Monitormng * Took

Welcome to Smart Licenses

Baf e YOU ugs Smarm Leenses, obian 3 regeairalion tkes i
fromn Cisen Sman Soltware MaRager, then chek Regster i) || Ratate oty

Smart License Status

Usape LuThonTaton:
Prosduct Resgesbrabon; irvepstened
g ggneed Vbl AL ogeant

Lo 1-Controled Faabaes!

Evaluation Mode

You are about to start your
aluation period. Evaluation penod
veriod in which you
able to explore your Cisco products

full functionality. When evaluation mode
ends, you will have to register with the
Smart Licensing Cloud to continue to use
your product. Do you wish to begin your
evaluation period now?

“d

Ovenrdew Analysis Policdes Deavices Objects AMP

fedp v ailien v
Enrh‘lgunnﬂn Usets Dramaaing Inviegea ban Updates Lcenses * Smart Lkenscs FHealih = Moniiering v Tocks v
Welcome to Smart Licenses
Before you Uss SMart LEenses, oboan a megatraten token
from Cice Smar Software Manager, then chck Regster A
Smart Licaase Stalus Encn Smart Saltears Manager
Umage Authong anon; L
Procduct Regetranon: & Evauaton Panod (Expres B davs)
i Vatual Alcoanl: B sy PASLH
Dvguet 0L v ol ot e (I ]
Smart Licenses Fiiter Devices... ®| | e Loenses
Dasae (0]
Malwars (0]
Threat (3}
WREL Fiftering (i)

i?«z"z&EFMC_I: , BERIBFTDREAMN G R EFIRE, SMERE>HREEES" , AEER K



Overview Analysis

Access Control = Network Disco

System Help v admin v

Object Management Intrusion MNetwork Analysis Policy DNS Import/Export

New Policy ? X
Descrniption:

Select Base Policy: v
Default Action: ® Block all traffic | C Intrusion Prevention (" Network Discovery

Targeted Devices

ARERMFTDIRE :

Overview Analysis Polides Juiail<i8 Objects  AM Teploy ] adiin ¥

Device Managenent HAT PN Flatform Settogs

Ungresped (0} i A Hagh Avadabity




Add Device ? X

Host: 10.62.148.29

Display Name: FTD5508

Registration Key: cisco

Group: Mome i
Access Control Policy: 8l FTD5508 b
Smart Licensing

Malware:

Threat:

UEL Filtenng:

+ Advanced

ﬂ On version 5.4 devices or earlier, the licensing options will need to be

specified from icensing page.

FEFTDRINEE RET |, FFEB B R

System Help ¥ admin v
Deployments AR

1 total 1 running O success 0 wamings 0 failures

... FTD5508 Deployment to device in progress.

EREERNFTDREFNGEARENER , HEFMCHMFTDLEB AR 8L,

EFMCL :

adm n@ s4k: ~$ sudo pigtail

R Sk S b S S R IR S ok b S O R R Sk I b S ok R SRR S kb b O R Sk O b o R IR S S b S b S R R R S O S R
Rk b R Rk I kb R R o

** Displaying |ogs: ACTQ HTTP DCSM VM5S MO NGFW NGUI VVSB TCAT DEPL MSGS USMS

R S Sk S b O S R R R S ok Sk S S O R SRR Sk I b S o R SRR Sk b b O S R R Sk O b o R R S S o S R R R I S Rk

Rk b R Rk I kb R R o



FEFTDL :

> pigtail

R I S O S O I S

** Displaying |ogs: HITP ACTQ DCSM VM5S MXJO NGUI NGFW TCAT VMSB DEPL USM5 MSGS

IR R R RS SRS R SRR EEEEEEEREEEEEEEEEEEEEEEEEEEEE RS EEE SRR EEEEEEEEE R E R
X MREFTDEEEORANdown , EHRconfregfE H10x1,

£556. 7AHKFTD

EARESH , FFTDM6.0.0F 4 F6.0.1,

version XHH

MRA%6.0.0 ( AEBhR
HFTDRR 1005 ) ftd-6.0.0-1005.pkg

37|
B #¥RFTDER{R iﬁ%’); ( PORAR Cisco_FTD_Upgrade-6.0.1-1213.sh

BRRITR
SHAFFTDR & L& EIFMC:

Ovarview Analysis Policies Davices Objects AMP pliy Al Systens QSR EFTNSTE

Configuration Users Damains Integration Uiplanes Licenzes » Health =

Fidh Updates Geodoscalian pdates

Monitaring * Toals *

Currany thy narmeng eelteare vomsn: 6.08,1
MNo upddates avadable

Download updates

Rule Updates Gieolocation Upsdlates

Cusrantly nareetey SofCewang varson: 6.0.1

Updates

Uplegd softeine updates and patchas bade,

Package Mo fibe selected.

Uipiaad Cante

HPR2. TRFTDIR £ :




Syslbem f admin v

Overview Analysis Devices Objects AMP '
Configuration Lisers Domains Integration Updates Licenseas » Health = Monitaring * Toals =
Product Updates Rule Updates Geolocation Updates
& Upload Update
Task Notification X
Meassage Canter Tacks Tab Your task Instaling
Sowcelfre Ceolocabon Databaae Updste wargson:
GaoDE-1016-03-05-001 (Locad [nstal) succoeded ak
‘Wed Mar 23 11:52:57 2016
Successfuly metaled the Geolocaben
Databass
© Success x
Uplasd succesded
Currantly runmng software wersion! 6.0.1
Updates
| Tvpa  Morshon Dinte Release Notes - Heboot |
Cisco FTD Upgrade 6.0.1-1213 Sat Mar 19 01:41:15 UTC 2016 fes EJ_

AMP Deploy ) EEVEGHE Help v admin v

Chierview Analysis Policies Devices Objects

Configuratian Users Domains Integration Updates

Rule Upeates Geolocation Updates

Currenily running software verion: 6.0.1

Licensos Health = Maonitomng * Toolks »

Selected Update

Typa Cisco FTD Upgrads
Verslon £.0.1-1213
Date Sat Mar 19 01:41:15 UTC 2016
Helepse Noles
Reb=nol Y3
By Growp ""l
I [+ | Ungrouped (1 total) I
FTD5508 HEalth Policy @
Hone

10L62, 148,29 - Cimco ASASSDE-X Theeat Defense v6.0.0

1 2C.al'n1-i

EREXFTDEMMEMNES :

Updale inslallation will reboot the sysiem{s). Ane you Sure you want b Coniinue?

[ ok | came |

ROIPHARKRAOFEIS D, MTAR , FEENSAKE



Help »  admin »

& 7

D warmhing O munnsng L relning 1 success 0 fadures

Ahm Xdw X

IS

Deploy Policies Version:2016-03-23 06:43 PM X

DESE0E 2016-03-23 06:43 PM

Selected devices: 1 | | Cancel

TN
FIDARSE :

> show version

------------------- [ FTD5508 ]---------mcmmmemmmn-

Model . Cisco ASA5508-X Threat Defense (75) Version 6.0.1 (Build 1213)
uul D . 53b44806-f Of 4- 11e5- 88cc-c72¢c24d24877

Rul es update version : 2016- 03-04- 001-vrt

VDB versi on . 259




57 EZEMMTFFLINASI ZECLIM R
#HALINA CLIER , AEMASHENIERE,
BRER

EFTD CLISHEXT , BAUTH S :

> gystem support diagnostic-cli
Attaching to ASA console ... Press 'Cirl+a then d' to detach
Type help or '?' for a list of avail abl e commands.

firepower>

firepower> enable

Password: <-- by default empty (null)
firepower#

WEFMR , EWIFT ( 08 ) SFTD LINAZHI B AESE , TR ACTRL +a , AR

firepower# <- 'Ctrl+a then d' Console connection detached.
adm n@TD5508: ~$

58 EFMMREIARFTDRE

R
EHREIBFTDRERH L FRRA<6.1.0-330
BRIGTR

LS RIREEITREE.0.1 xWFTDIRE , A BHTEAREFEEHRRET ( flw , BEREN
BRERA, TATFREARNIERREE )

THREE

1. REMRE,

2. A\FMC3E4FTD,

3. EFTINEHFTDIRE HH i ABootCLI,
4. BITREMS,

5. REFTDRSE MR K,



6. FFTDEMEIFMC,

TSR
LI K BFirepowerfi A | ABREERAWFTDRFSFMCRE . WRTAARFMC ,

HE2.MFMCESH (MBR ) FTD, ATFTDEMMGEHEUVIDERE , TEBIGEM , BAFMLR
o, REFEERITHSR.

HPR3. ERXIMEFTDIRE H 5 ABootCLI, HTEXRFIMNAFTDBREG , Rt ATk IFTDS| S RERE

> reboot
This command will reboot the system Continue?
Pl ease enter 'YES' or 'NO: YES

Broadcast messagSt oppi ng C sco ASA5506- X Threat Defense...... ok
Shutting down sfifd... [
Clearing static routes

Unconfiguring default route

Unconfiguring address on bril

Unconfiguring | Pv6

Downi ng i nterface

St oppi ng nscd. ..

St oppi ng system | og daenon. ..

St oppi ng Threat Defense ...

cp: cannot stat '/etc/ssh': No such file or directory
St oppi ng system nessage bus: dbus.

rndir: failed to renpve directory '/etc': Directory not enpty [
Un- nounting disk partitions ...

RIRRRIR R

R

Device root is still in use.

mdadm Cannot get exclusive access to /dev/nd0: Perhaps a running process, nmounted fil esystem or
active vol une group?

St oppi ng OpenBSD Secure Shell server: sshdstopped /usr/sbin/sshd (pid 4209)

St oppi ng Advanced Configuration and Power Interface daenon: stopped /usr/sbin/acpid (pid 4213)
acpid: exiting

acpi d.

St oppi ng system nessage bus: dbus.

Deconfiguring network interfaces... ifdown: interface brl not configured
done.

Sending all processes the TERM signal ...
Sending all processes the KILL signal...
Deacti vating swap...



Unmounting local filesystens...
Rebooting... y
Rom i mage verified correctly

Cisco Systems ROWON, Version 1.1.8, RELEASE SOFTWARE
Copyright (c) 1994-2015 by Cisco Systens, Inc.
Conpi |l ed Thu 06/ 18/2015 12: 15:56.43 by buil ders

Current image running: Boot ROWD
Last reset cause: Power Cycl eRequest
DIMM Slot 0 : Present

Pl at f or m ASA5506 with 4096 Miytes of main nenory
MAC Address: 84:3d:c6: la: cf: 39

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot inmediately.

Located '.boot_string’ @cluster 260275.

#
Attenpt autoboot: "boot diskO:"
Located 'os.inmg’ @cluster 235457.

Hug R R R R R R R R R R R R R R R R R R R R R R R R
#Hug R R R R R R R R R R R R R R R R R R R R R R R R
#Hug R R R R R R R R R R R R R R R R R R R R R R R R
#Hug R R R R R R R R R R R R R R R R R R R R R R R R
#Hug R R R R R R R R R R R R R R R R R R R R R R R R
#Hug R R R R R R R R R R R R R R R R R R R R R R R R
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s s s s e s s s

LFBFF signature verified

INIT: version 2.88 booting

Starting udev

Configuring network interfaces... done

Popul ati ng dev cache

Det ect ed PI D ASA5506.

Found device serial number JAD2034008E

Found USB fl ash drive /dev/sdb

Found hard drive(s): /dev/sda

fsck fromutil-linux 2.23.2

dosfsck 2.11, 12 Mar 2005, FAT32, LFN

/ dev/ sdbl: 42 files, 24805/ 1798467 clusters

Use ESC to interrupt boot and launch boot CLI.

Use SPACE to launch Cisco FTD immediately.

Cisco FTD launch in 23 seconds ... < Press ESC to enter BootCLI
Launchi ng boot CLI

Configuring network interface using DHCP

Bringing up network interface.

Dependi ng on your network, this mght take a couple of m nutes when using DHCP. ..
ifup: interface |l o already configured

Using | Pv6 address: fe80::863d: c6ff:fela:cf38

I Pv4 address not assigned. Run 'setup' before installation



INIT: Starting system nmessage bus: dbus.
Starting OpenBSD Secure Shell server: sshd
generating ssh RSA key. ..
generating ssh ECDSA key. ..
generating ssh DSA key. ..
done.
Starting Advanced Configuration and Power Interface daenon: acpid.
acpid: starting up

acpid: 1 rule |oaded
acpid: waiting for events: event logging is off

Starting ntpd: done

Starting syslog-ng:[2017-01-14T11: 20: 33. 699619] Connection failed; fd=' 15",

server="AF_| NET(127.128.254.1:514)', local = AF_INET(0.0.0.0:0)', error="Network is unreachabl e
(101)'

[ 2017-01-14T11: 20: 33.699704] Initiating connection failed, reconnecting; tine_reopen=' 60

Starting crond: K

Cisco FTD Boot 6.0.0 (9.6.2.)
Type ? for list of commands
firepower-boot >

BN BITREQSHREELINESH

firepower-boot >setup

Wel conme to Cisco FTD Setup
[hit Ctrl-C to abort]
Default values are inside []

Enter a hostnane [firepower]: FTD5506

Do you want to configure |IPv4 address on nmanagenent interface?(y/n) [Y]: Y

Do you want to enable DHCP for |Pv4 address assignnent on managenent interface?(y/n) [Y]: n
Enter an | Pv4 address: 10.48.66.83

Enter the netnask: 255.255.255.128

Enter the gateway: 10.48.66.1

Do you want to configure static |IPv6 address on nmanagenent interface?(y/n) [NJ: N
Statel ess autoconfiguration will be enabled for |Pv6 addresses.

Enter the primary DNS server |P address: 192.168.0.1

Do you want to configure Secondary DNS Server? (y/n) [n]: n

Do you want to configure Local Domain Name? (y/n) [n]: n

Do you want to configure Search domains? (y/n) [n]: n

Do you want to enable the NTP service? [Y]: n

Pl ease review the final configuration:

Host nane: FTD5506

Managenent I nterface Configuration

I Pv4 Configuration: static
| P Address: 10. 48. 66. 83
Net mask: 255. 255. 255. 128
CGat eway: 10.48.66. 1

I Pv6 Configuration: St at el ess aut oconfi guration



DNS Confi gurati on:
DNS Server: 192.168.0.1

NTP confi guration: Di sabl ed

CAUTI ON:

You have selected | Pv6 statel ess autoconfiguration, which assigns a gl obal address
based on network prefix and a device identifier. Although this address is unlikely
to change, if it does change, the systemw || stop functioning correctly.

We suggest you use static addressing instead.

Apply the changes?(y,n) [VY]: Y
Configuration saved successfully!
Appl ying. ..

Restarting network services...
Done.

Press ENTER to continue. ..
firepower-boot >

BHY  RUFSTEFTDRSEMGIIRS ST (FTP, HTTPE ) FIEEHAREE

firepower-boot>ping 10.48.40.70

PI NG 10.48.40.70 (10.48.40.70) 56(84) bytes of data.

64 bytes from 10.48.40.70: icnp_seq=1 ttl=64 time=555 ns

64 bytes from 10.48.40.70: icnp_seq=2 ttl =64 time=0.465 ns

64 bytes from 10.48.40.70: icnp_seq=3 ttl=64 tinme=0.511 ns

--- 10.48.40.70 ping statistics ---

3 packets transmitted, 3 received, 0% packet |oss, time 2000ns
rtt mn/avg/ max/ ndev = 0. 465/ 185. 466/ 555. 424/ 261. 599 ns

firepower-boot > system install noconfirm ftp://anonymous:cisco@10.48.40.70/ftd-6. 1.0-330.pkg
HHHTHHTHHTHHHHHHHHHHHHHHHHHHHHHH \WARNI NG ####H#HHH T
# The content of diskO: will be erased during installation! #

BRI R R B R I TR T R R

Do you want to continue? [y/N ¥y
Er asi ng di sk0 ...

Verifying

Downl oadi ng

Extracting

Package Detai l
Descri pti on: Cisco ASA-FTD 6.1.0-330 System Install
Requi res reboot: Yes

Warni ng: Pl ease do not interrupt the process or turn off the system
Doi ng so might | eave systemin unusable state.

Starting upgrade process ...
Popul ati ng new system i mage

... output omitted ...

Fi rstboot detected, executing scripts
Executing SOlreset _fail open_if

Executing SO01virtual - machi ne-reconfigure
Executing S02aws-pul | -cfg

Executi ng S02confi gure_onbox

RRIRR



Execut i
Execut i
Execut i
Execut i
Execut i

ng
ng
ng
ng
ng

S04fi x- httpd. sh
SO05set - ngmmt - por t
SO6addusers
SO07uui d-init
SO08confi gure_nysq

kkkkkkhkkkhkkkk*kx Attentlon kkkkkkkk*k

Initializing the configuration database.

system resources (CPU, nenory,

or nmore to conplete.

kkkkkkhkkkhkkkk*kx Attentlon kkkkkkkk*k

Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i

ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng

S09dat abase-ini t

Slldat abase- popul at e
Si12install _i nfodb
S15set -1 ocal e. sh
Sl6updat e- sensor. pl
Sl9cert-tun-init
S20cert-init

S21di sabl e_est r eaner
S25cr eat e_def aul t _des. p
S30init_lights_out_mgnt.p

and di sk),

Dependi ng on avail abl e
this may take 30 mi nutes

S40instal |l _default _filters.pl
S42instal | _def aul t _dashboards. p
S43instal |l _default_report_tenplates.p
S44install _default_app_filters.pl
S45instal | _default_real ns. p
S47instal | _defaul t _sandbox_EQ pl

S50i nst al | -renedi ati on- nodul es

S51linstal |l _heal th_policy. pl
S52i nstal | _system policy. pl

S53change_reconci |l i ati on_baseline.p

S70r enove_casuser. p
S70updat e_sensor _obj ect s. sh
S85pat ch_hi story-init
S90banner -i ni t

S95copy- cront ab

S96gr ow_var. sh

S96i nstall _vmware_t ool s. p

kkkkkkhkkkk*k Attentlon kkkkkhkkkkk*k

Initializing the systems |ocalization settings.
system resources (CPU, nenory,

or nmore to conplete.

kkkkkkhkkkk*k Attentlon kkkkkhkkkkk*k

Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i
Execut i

ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng

S96l ocal i ze-t enpl at es
S960ovf - dat a. p
S97conpress-client-resources
S97create_pl ati num formns. pl
S97instal | _cas

S97i nstal | _cl oud_support. pl
S97i nst al | _geol ocati on. pl
S97instal |l _ssl _inspection.p
S97updat e_nodpr obe. pl
S98check-db-integrity. sh
S98ht access-init

S98i s-sru-finished. sh
S99correct _i pm . pl
S99st art -system

S99z _db_restore

and di sk),

this may take 10 mi nutes

—_—————

— e — e e e e e e e e e e e e e e e e e e

———— — e — e e —

RIRRR
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Dependi ng on avail abl e

RIAIRRARIRRAFIIRRIIRRR



Executing S99 z cc-integrity.sh
Fi rstboot scripts finished.
Configuring NTP...

fatattr: can't open '/mmt/diskO/.private2': No such file or directory
fatattr: can't open '/mt/di skO/.ngfw: No such file or directory

Model reconfigure detected, executing scripts
Pi ngi ng mysql

Found nysqgl is running
Executi ng 45updat e- sensor. pl
Executing 55recal cul ate_arc. pl
Starting xinetd:

Sat Jan 14 12:07:35 UTC 2017
Starting MySQL. ..

Pi ngi ng mysql

Pi nging mysql, try 1

Pi ngi ng mysql, try 2

Found nysqgl is running
Running initializeObjects...
St oppi ng MySQL. ..

Killing mysqld with pid 22354

Wait for nysqgld to exit\c
done

Sat Jan 14 12:07:57 UTC 2017
Starting sfifd...

Starting G sco ASA5506- X Threat Defense, please wait...No PM runni ng!

...started.

... output omitted ...

firepower |ogin: admin

Passwor d: < Adminl23

You nust accept the EULA to conti nue.
Press <ENTER> to display the EULA:
END USER LI CENSE AGREEMENT

Pl ease enter 'YES or press <ENTER> to AGREE to the EULA:

Systeminitialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Ent er new password:

Confirm new password:

You nust configure the network to continue.

You must configure at |east one of |1Pv4 or |Pv6.

Do you want to configure I1Pv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure I Pv4 via DHCP or nmnual |l y? (dhcp/ manual ) [nmanual]:

Enter an | Pv4 address for the managenent interface [192.168. 45. 45]:
Enter an | Pv4 netmask for the managenent interface [255.255.255.0]:

R R

Enter the | Pv4 default gateway for the nanagement interface [192.168.45.1]:

Enter a fully qualified hostname for this system[firepower]:

FTD5506

Enter a conmma-separated |list of DNS servers or 'none' []: 192.168.0.1

Enter a comma-separated |ist of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall node? (routed/transparent) [routed]:
Configuring firewall node ...

Updat e policy depl oyment information
- add device configuration
- add network di scovery
- add system policy

10.48.66.83
255.255.255.128

10.48.66.1



You can register the sensor to a Firepower Management Center and use the
Fi repower Managenent Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
managenent capabilities.

When registering the sensor to a Firepower Management Center, a unique

al phanuneric registration key is always required. |In nost cases, to register
a sensor to a Firepower Managenent Center, you nust provide the hostnane or
the I P address along with the registration key.

‘configure manager add [hostnane | ip address ] [registration key ]’

However, if the sensor and the Firepower Managenent Center are separated by a
NAT device, you nust enter a unique NAT ID, along with the unique registration
key.

‘configure manager add DONTRESOLVE [registration key ] [ NAT ID ]’

Later, using the web interface on the Firepower Minagenment Center, you nust

use the sanme registration key and, if necessary, the sane NAT | D when you add
this sensor to the Firepower Management Center.

HER6.FFTDEMEIFMC

> configure manager add 10.62.148.50 cisco
Manager successfully configured.
Pl ease nake note of reg_key as this will be required while adding Device in FMC

> show managers

Host : 10. 62. 148. 50
Regi strati on Key Do kEE

Regi stration : pendi ng

RPC St at us :

EFMCL , &M BlDevices > Device Management S URIIFTDIR & o

MFTDARMEIFMCE , £FE .

- ENBRERZIRE , QEOMEH
- EFEEVPNAMQoSHF K M
- EXTN AR R AR RENIRE | NipEEERE, NATHF&RE

HXRER

- REMNARIEE
. EFM{&Cisco ASASFirepower & fir B 1% &%
- BFAREZHEHAXHY - Cisco Systems



http://www.cisco.com/c/zh_cn/support/security/firepower-ngfw/products-installation-guides-list.html
http://www.cisco.com/c/zh_cn/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/zh_cn/support/index.html
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