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Access Control » Access Control Network Discavery Application Detectors Correlation Actions ¥
Default Base Policy © cancel
Identity Policy: None 551 Policy: None
Inheritance Settings | %] Policy Assignments (1)
m Security Intelligence  HTTP Responses  Advanced
# Filter by Device O acc catmpory il D) AddiRulan] Search Rules
 Source Dest Source ~ Dest |
|N|mu ‘m zunls lm ‘m me lI.Iﬂri ‘Mﬂ'mlﬁ Src Ports ~ Dest Ports |I.ﬂf.I ‘Mn- » l:jl_‘_.'
w Mandatory - Default Base Policy {1-1)
i [ -JBBH] 3333
) = [ -FRES] 4444 LA 5 5
w Default - Default Base Policy (-)
sction. Add Rule or Add Categer

XREEEROLENEMN, R  FEFEIERSER , O BEARMN , B

268436480 allow any 1.1.1
268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 any any any
2.2.2

(log dcforward flowstart
(
268436480 allow any .2 32 any any 3.3.3.3 32 any any any (log dcforward flowstart
(
)

32 any any 3.3.3.3 32 any any any
log dcforward flowstart

268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 any any any
268435456 allow any any any any any any any any (ipspolicy 2

log dcforward flowstart
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Access Control » Access Control Network Discovery  Application Detectors Correlation  Actions ¥

Default Base Policy | @ cancel

Tdentity Palicy: None SSL Policy: Hana
Tg Inheritance Settings | [¥] Policy Assignments (1)
m Security Inteligence  HTTP Responses  Advanced
@8 Filter by Device &3 add Category &) Add Rule |
T — T — = e | T

w Mandatory - Default Base Policy (1-1)

" i1 3333 & facebook.com -
1 d mi2222 Hiaadd ¥ ¥ ¥ ¥ & twitter.com e v EEs
w Default - Default Base Policy (-}

There are no rules in this section. Add Rule or Add Category

Default Action Intrusion Pravention: Balanced Security and Connactivity "

XREEFOLNVENAN, BER , FHBBIERSRE , FEFERAS AN, EFR

268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 any any any (log dcforward flowstart) (url
"facebook.com")

268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 any any any (log dcforward flowstart) (url
"twitter.com")

268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 any any any (log dcforward flowstart) (url
"facebook.com")

268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 any any any (log dcforward flowstart) (url
"twitter.com")

268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 any any any (log dcforward flowstart) (url
"facebook.com")

268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 any any any (log dcforward flowstart) (url
"twitter.com")

268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 any any any (log dcforward flowstart) (url
"facebook.com")

268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 any any any (log dcforward flowstart) (url
"twitter.com")

268435456 allow any any any any any any any any (ipspolicy 2)
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Access Control * Access Control Network Di ¥ Lol Actions v
Default Base Policy | @ cancel
Tdentity Policy: Nona SSL Policy: Nong

TE Inheritance Settings | [#] Policy Assignments (1)

m Security Intelligence  HTTP Responses  Advanced
B8 Filter by Davice @ add Category @ Add Rule | Seer
——— e e ————————

ch Rules

+ Mandatory - Default Base Policy (1-1)

gLt &o.20a 2o & fasebask.com
w2222 W asdd ¥ d & HTTPS & twitter.com o Allow a

w Default - Default Base Policy (-)
aul ion

1 Rule-1

7 this section. Add Rule or Add Category

Intrusign Prevention: Balanced Security and Connectivity "m

XREEPOLNVENAN, BR , FHBBIERRSE , REFERATAZAN , WEFRR



268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 80 any 6 (log dcforward flowstart) (url
"facebook.com")

268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 80 any 6 (log dcforward flowstart) (url
"twitter.com")

268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 443 any 6 (log dcforward flowstart) (url
"facebook.com")

268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 443 any 6 (log dcforward flowstart) (url
"twitter.com")

268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 80 any 6 (log dcforward flowstart) (url
"facebook.com")

268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 80 any 6 (log dcforward flowstart) (url
"twitter.com")

268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 443 any 6 (log dcforward flowstart) (url
"facebook.com")

268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 443 any 6 (log dcforward flowstart) (url
"twitter.com")

268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 80 any 6 (log dcforward flowstart) (url
"facebook.com")

268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 80 any 6 (log dcforward flowstart) (url
"twitter.com")

268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 443 any 6 (log dcforward flowstart) (url
"facebook.com")

268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 443 any 6 (log dcforward flowstart) (url
"twitter.com")

268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 80 any 6 (log dcforward flowstart) (url
"facebook.com")

268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 80 any 6 (log dcforward flowstart) (url
"twitter.com")

268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 443 any 6 (log dcforward flowstart) (url
"facebook.com")

268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 443 any 6 (log dcforward flowstart) (url
"twitter.com")

268435456 allow any any any any any any any any (ipspolicy 2)
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Access Control » Access Control Network Discovery Application Datectors Correlation Actions ¥

Default Base Policy © cancel

Identity Policy: None SSL Policy: None

Tz Inheritance Settings | [5] Palicy Assignments (1)

m Security Inteligence  HTTP Responses  Advanced

i Filter by Device &d Add Categary &3 Add Rule

w Mandatory - Default Base Policy (1-1)

Rule-1 f:;;_:” 7‘323 2 :ﬁ:) o Allaw
section. Add Rule or Add Categary

EANARMNETAREON , FEANHHBEMNTADNBDEAA , MEFRR

268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 any any any (log dcforward flowstart) (appid
676:1, 1122:1) (url "facebook.com")



268436480 allow any 1.1.1.1 32 any any 32 any any any (log dcforward flowstart) (appid
676:1, 1122:1) (url "twitter.com")
268436480 allow any 1.1.1.1 32 any any 32 any any any (log dcforward flowstart) (appid
676:1, 1122:1) (url "facebook.com")
268436480 allow any 1.1.1.1 32 any any 32 any any any (log dcforward flowstart) (appid
676:1, 1122:1) (url "twitter.com")
268436480 allow any 2.2.2.2 32 any any 32 any any any (log dcforward flowstart) (appid
676:1, 1122:1) (url "facebook.com")
268436480 allow any 2.2.2.2 32 any any 32 any any any (log dcforward flowstart) (appid
676:1, 1122:1) (url "twitter.com")
268436480 allow any 2.2.2.2 32 any any 32 any any any (log dcforward flowstart) (appid
676:1, 1122:1) (url "facebook.com")
268436480 allow any 2.2.2.2 32 any any 32 any any any (log dcforward flowstart) (appid
676:1, 1122:1) (url "twitter.com")
{ERAVLANY BRE TIPRH N
ZERMFMCEEA AN , WEAR :
Identity Policy: Nong SSL Policy: Nong

Tg Inheritance Settings | [¥] Policy Assignments (1)
m Security g HTTP Resp Advanced
@8 Filter by Device

) Add Rule | Search Rules

&) Add Category

w Mandatory - DonetTouch (1-2)

) 181 Intemet
1 1-B0O-Flowers  any
1 100ye.com

1 A i any y any y » To

AllowFile % ang o Allow b & o & B8

2 AllowtheRest « Allow

w Default - DonotTouch (-)

There are no rules in this section. Add Rule or Add Category

Default Action Intrusion Prevention: Balanced Security and Connectivity

HNAllowFileE —1T , Z1T5®mVLAN IDEE , EHE&
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268436480 allow any any any any any any 1 any (log dcforward flowstart) (ipspolicy 5)
(filepolicy 1 enable) (appid 535:4, 1553:4, 3791:4)
268436480 allow any any any any any any 2 any (log dcforward flowstart) (ipspolicy 5)
(filepolicy 1 enable) (appid 535:4, 1553:4, 3791:4)
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Identity Policy: None SSL Policy: None

Tg Inheritance Settings | [¥] Policy Assignments (2)
m Security Intelligence  HTTP Responses  Advanced

#8 Filter by Device

(@ Add Category () Add Rule | Search Rules

+ Mandatory - DonotTouch (1-2)

® Adult and Porn
= Alcohol and To %% B10ck o

1 Block o Pegli |

2, Internal

oMz o &8

There are no rules in this section. Add Rule or Add Category
-

Default Action Intrusion Prevention: Balanced Security and Connectivity

2 AllowFile 2, Internal " Allow




BELLE AR MU BE 1 R A F 18 E E BRI B EE#H1-30URLES. XREFEPOLHE—HN , EYE
REBRIZERSEN , CRTBRAFMIAN , MTFAE

268438530 deny any any any any any any any any (log dcforward flowstart) (urlcat 11)
268438530 deny any any any any any any any any (log dcforward flowstart) (urlcat 76) (urlrep
le 60)
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dentity Policy: None SSL Peliey: None

Tz Inheritance Settings | [¥] Policy Assignments (2)

m Security Intelligence  HTTP Responses  Advance: d
88 Filter by Device . Add Category &3 Add Rule | Search Rules
Source Dest Source Dest |
# Name ‘am- Zones  Networks ‘Mﬂmh ‘vuuﬁp Users . Applications ‘ammm  DestPorts  URLs ‘Mﬂn W Q‘
‘w Mandatory - DonotTouch (1-2)
1 Interfaces &, Internal 2, Internal o Allow & o s 8
2 Alow o Allow & o & B
There are no rules in this section. Add Rule or Add Category

BFFZFAN, —FAMNEE T Zones , BREXFMBERXFHEE, 5—FANWKERERE, 4
Bl | EOHRAN R SFEGEAAN,

268438531 allow any any any any any any any any (log dcforward flowstart)<----- Allow Access Rule
268434432 allow any any any any any any any any (log dcforward flowstart) (ipspolicy 17)<--—-----
---Default Intrusion Prevention Rule

EERSRL ATHIRMAREONETXENEHFTZSET R , BRIV ERAER.
HRANFE AN XESESLIRE LNEON , &Y RET XS REZHEHN TR A,
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Identity Policy: None SSL Policy: None

m Security Intelligence  HTTP Responses  Advanced

@8 Filter by Device ) Add Category &) Add Rule | Search Rules

T Inheritance Settings | %] Policy Assignments (2)

| source  Dest | source | 8
# |mm Zones Zones Networks | Networks ‘mnnp Users Applications  Src Ports Dest Ports |uu.- | Action | L |
w Mandatory - DonotTouch (1-2)

1 Interfaces & s Internal % External o Allow L 0 v O

2 Allow o Allow j o 3

| o o o
=]
TE2
hgQ
3
[

w Default - DonotTouch (-)
There are no rules in this section. Add Rule or Add Category

Default Action Intrusion Prevention: Balanced Security and Connectivity hd

MANEOIRETXEHAN  RXENABXE , BARXEARESXE, HNEEXESEFMDMZXE,
AN AF , #EO LERE T AEMDMZEAXE , Mg LA AFEHNSXE. XRMEENT B

268436480 allow 0 any any 2 any any any any (log dcforward flowstart) <------ Rule for Internal
to DMZ)

268438531 allow any any any any any any any any (log dcforward flowstart)<-------- Allow Access
rule

268434432 allow any any any any any any any any (log dcforward flowstart) (ipspolicy 17)<-------
-Default Intrusion Prevention: Balanced Security over Connectivity

NEEEONCEAN , ZEOXN N NE>DMZ” , EXFEMSEAY , BRI N>R AN

o

BITRIALN B8 5] LU A < Bk X 6 2 19 XBUR M B ARXI BB A LA | X aIEAEREYIRXE
B PR XN

AR EREEEHE  FMCHRERANMANT24£E , tF a2 BEMEZ RS,

N RITRYER

ERBEANB= (RFFRENSH ) * ( BFHFESHE ) * (FRRAK ) * ( BHFRmOHK ) * ( BFHEROK
) * ( BEMURLER ) * ( VLAN#RIZE ) * (URLESIS ) * ( BRREM B FRXEI B )

AR NTIHE  FRINVEAESEIER. ANASHTHEAEREAN1 , AET2E
sy BA.

BERRE THANG RSB BERE

ERMFERMANEHNBEREN , FREUATSROESRFHANT BRFINER
¥ &E/var/log/action.queue.logF 2EBEUTXEF :
BR—HANALZ — EEEAHN28 , HAHM094

ERBEERFEET BOANKEERE, REFMCENEE , URE LRZRMICHAN,

HXER
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